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Fig.2 Overview of buffer overflow analysis technologies classification

B2 DRSNS A BT R

) 25 W 22 03 48] 2 s A 7 A 03 48, 38 3o B AT R e R I e DX i R T R L) G DX
TR — R A LS PR, AN R AR AR H T A Ml R % o X R PR 0 A8, S ORAE VU R 2 vl X MR 51K T2
DS IR IR/ A T DR S P (B P LE A 7 AR R 5% A T it ) BT, 50 2 S0 R A AR S A9 i 388 SR - 3
AT B 1A% SR TR A A A B a4 058 P 491 B 6 0 208 K 0 ) R P 71, el DI ¥ A 281 L P 491 58 4 7 5
T2 7 o0 T A7 R BB PR 2% i DXk H PRV I3 A, A TR R R o PR a0 i B AT 1IN A, SR B B M 1 2 2 DU A P A U e
77, N T8 22 4 55 5 25 40 B 4 A, BRI SR 50 25 20 A B B i N B0 2 0 W 0 ) DR 1 7 4 R S 0 T R A s
e, 2 w5 2 2 WA TR A 5% 2R B 38 0K 2 ik 2% ol DX U TR, R ARG 58 R4 i K fuzzing DA S iR S 4 A 45
4 Haller %5 AR #2520 M8 205 ST iE I L0 T Kook 35 9 fuzzing A2 R HI 491 Mouzarani %5 A\ 7E
Haller %5 A M6l b 03 HY 1 fil R 460 5 nT ik 20 oREUSE SR 48 45 fuzzing A2 G T 461, B Haller 458 A [ 555
smart, 3 5 54O A W BENE 4 H R T AR 5 1R 40 20 R4 A TR R 5 SR AF R P (K08 A7 4 B, 30 A& Dl R i
A0 HTIE I R TN B BN AL T 8 ol DX 3t s V) R 0 0S5 7 A 5 1 2 SR A R AT IR B 8 7 22, 3 7 DU
TR B B 4 A A B A o BT, B R 45 B BEARL B smarter L2248 T smartest.

AR A IR (1) 1 B0 46 52 2 A0 A A 3T Wit A ) T R A0, 122 D7 ¥ D0 A AN R 8 e IR I v %) B A T A ik
e A S & AT AR RS T 24y W EEM IS AT, H AT, IR G i DXty T A8 AR O e R, A A Rk 461 46 i

M I U B AACRAE BT S ol X3 L B, D i DR A8 S TE A P, 3 PT B8 5T NI (K G ol X 3 H s A s

BAE R AR TR B MBS A BOR IS AT TFAY, AN IE 13 508 S8 I 1 SR A (1 P18 A L B AT A, B 3 48 52 AU
VRS A A& 0T 0 50— A8 A SR Ty 2, 8 ) SR 52 18 A SRS R At A SR SEm e b o0 A2

© PEBEERKCEIFR  htps/www. jos. org. cn



1194 Journal of Software k4% Vol.29, No.5, May 2018

IR A Y A AR S VS AR oK ) v 1 P G e X i TR (48 A2 Bt N A e AR W R
JHFCABAZ 52 SR 1) 92 b DXt s T 18 S BOARARAT W] RE AT S A 1B L AICR.

IBAT I B P BOR BE S AL — € RERE b SIS i R B A AN AR H Bty B A AR e B0 N T A0 (B L L RE RIS AR
S8 R R v L 0t VAT AR S i e i) S 3 A0 R 00 2 v L AT IR 3 43 AR R H F) I S e 45 1R PR ds
AT, AR AT LARIT 1B 2% b D3RR Y 1) R A A R S i 1 B 1 R T O L 38 AT I By 4 5 R B 88 I K 32 AT O
B AT AT B IS AT I By 37 B 5 2 ST AU 77 3%, ) A B 2D Ml A8 R e AT B 058, LA 92 1 5 R 8 A 300 T £
TS AN 6y g 4 7 e 3h 9 47738 5 2 FE1 98 EBP. RETADDR. B8 56 B 110 5 48 M B S 28 o X 5 ol o7
T AE D2 0 X0 P A 3 — P 5 1 5 48 R T 1 7 S5 T PRI SRR IR 8 V0V o) M P 77 A A A7 (0 B 4 T 2
ZEIAFIEANES ) ROR A3 1E— 20 U5 5 58 30 1, A ) 12 AR o 210 85040 B b 2 3 By 4700 2 R 8 %
BB BOREREEE . D0 PR BARER L BENLAL A IR . 25 MER AT R W] 0N 1 A5 T 1T, L 6 N A (R L I R R 1
FFAZF AR HATHOHT AR S Stack Armort™, 1% 77 10565 1 75 1) {07 T 43 FC 4T FLATHE by 19 36F R 2 1 DX 3 HH Py B 47
BRI g BIAR (45 10— 25 JE25 R 5 35 (R AT 9 78 12 JELARL o) HE B R HICHR B A A7 1 4 T R A AT VR L G
S0 RSB AR LB B A BRI 45 5 R RE R BB B ROR A 3 G5 1K A TR A 0 A R B 2
A PVE A, W E AR S — 2D R

72 ik 4 FhA T ITIE RN LE.

Table 7 Comparison of buffer overflow analysis approaches

RT G DHR I JT IR LE

IR @@gggﬁ @Mggﬁﬁ W 215 FRIR T M B
O IR et £ 24 e AT et
HAAS A fi$e TR FEHR— 414 TR 0 BRI L
P TP A €1 0 hetek B DR, (R4 R AT,
8 X i ek S 1 S S B 7
L%ﬁg@ggg‘ 1L 'ﬂgggﬁgﬁgﬁ LTI TT By
i el i 0 ehbd -l T
gk | 2 IEE 2wk, | EEEAE ) e
W S fih 2 2 b DX 335 L I e o 30 R S, el Ak 2
&TEEH‘JEE‘J,{%'L“— &i%iﬂuﬁtmﬁu %E)TH‘J}E;IHLDX Uﬁil“%’ﬁﬁaﬂ:%’i@ﬁ
SR PN ) AT "
Pesiredy BB LR
(R/ERIL RSN Bt
2. AT LUK IR IR e ERTR b i
prEf iy | L ERIERAT WAL \
e I LR AERAT | 1. AR AT I
i | s o e 2. R SAPISSE RO | BATSEHD
o AR W iR 1 AERTAE | 2. A DLADRERRIA i 2
vt S 4 i LA A A S I 3 3, AR
s 3, 76 BTSN S I
4 AT B 7 o R
"ot e sy Bl Bt 1R RS
R
e 1 R E AT I - o ek A AR A
TRy 4671 | EREEZRE T
E N U BT T e U PR ST S
eh LB 97 47 AT AT et U2 BT IE AT Bk
¥ B TR e MR T R T
5 3. JEAT TR AR K
4 DEERE

ARSCESEA A T G o DXk IR S T 007 SRR AR A e R P 2 v DX IR £ A B AU A

© hRBIEB IR

http:// Www. jos. org. cn



R R 0 RE S RESHEA TR 1195

AT G P XS R D E Sy R GE WA AL 5 3N G2 o DX i H 0t T 33 ok, 0T 92 ol DX s ] Y B A
i U IE & K G b D 2 BT R ) O 3 J& i HE R B . T A BB 2R IeiRiefr B3R,
HAFBE—HEARBEAT T 21, 8505 ASSOR X 3 FEARBEAT T 70 Hrishig,

R0 VR B 5 R, FRATTIN A, % b DX 4 20 W A0SR SR AT 3 A R RE (KB 77 170
4.1 M ZHBEEEITSHN

PR A AR 22 58 NP A AN e T SA QRS 23 i 2 A0 I, e AR 0 T AR F) 22 3 X 8 1 JRs ) 1 s el 5 18 52 1R
RERE N AT T 2016 4F 8 HLEM 2 A0 CGC Bk gE H bx b —dE AR 8 A3 kI, AU KBS,
Horp— RIS AL 0 G b DX 36 S 2009 47 LUK 3 I A8 5280k B R s 9 1) — Kt v 0
AR 2 AR A 28 B8 R, BT J B AR 3 — AL B b 30 T 38 A7 Ik i e A5 p ¢ 10 e
PR A PR B AT — SR, G P AR B S 4 A AR R R YRR AT 43 B T R
3 AT ORI 52 RO 5 A8 2 A 9 o DX s v X — T S P R P e B e — B SRS £ 20 Ao 22 SE AT A {1

Xof B A £ 2 e X3k IR I £ G I 5 48 52 S A P T Ak A B o R RIS AT S I g, e
TARZ R BIACRSZEAT 1 0 58, A A 3o R A 5K PR X 55 2 DR IE RS 2 o DX 3 9 ] 2 52 P LA 2, R — ot 1
2 B 5 AREPRUEE R A IEA P, T A 5 MK B3 AN 2 (8 1% A 2048 2053 R i 2GR 1B AN T A&
SRR P RO AT 2003 DR I T vt A B (R RE PP B AR B 2
42 HENBFIEZHTON

It VR R 2 > SRR RN T AR 4 R P Rk Joe, BHITE N B g SRR DG 1 T ] 45 5 WL 22 S AN T
Bl A SR S L VARG 10 2 i X A DI Moou A8 NSV IR R A% 51 11 7 1 AT A SR 43 2K 1) Rahul 4%
N O 8 2 5] S PR 3 e A8 52 FRATTUA g o 0 DX i AR W00 10 5 T LA PR L 28 2% ST R

SR DX i AT — B IR ) o O L BRI B L RSB A IR R 08 B L RRS X e AV
HHs B A Ot % b DX HH PRSI AT LR 45 D 25 BEACRE A 0 Gt DX s ] 997 00 10 3, DRI 4 A D L5 2% 3T v
4 070 A Tl O o AL 8 2 o0 S50 FT LA 2 ST FE AN TR 0 b S e R B e DX R ] AR 32 T B v
JE AR B 27 ST SR AT U] A 0 45 A 075 8, O AR P 43 B 77 1 A P A8 a7 o 3 A e 0 A 7 VA R
PE—ASTTRE RS2 i DX IR T 91 2 A P AL 8 2 20 0 R A 20 B 45 R ol D A I 45 2R P AR iR ARORITRS 37
4.3 FEFRZMEARETHHR

WA 2k S A I E S L I BB L IR AT I B 5IX 3 JEER, LLIRAT B AEAf 1 K6 I 45 R B
PR BETT A, B A ASRHIE A B3 TREBOR N BLEAT RN (WIS, H B AOBE T 7 A AE S A s &K I
T EBNME S IR AT I 157 37 55 7 10k 2 b DX Yk L R IR 2B AT AT 5T X S 7 9 AT D05, T RAGS & A L A0 2% o
DX 1 9 31 G 00 PR P82 ST vy AL A £ (8 TR0 el e v 38 T AT 5 ol ) L 5 2 Ak e, 81 B, A A7 2803 97 36 231
AW AP 0K 81, A8 1 0 SR AT B i R 3 5 T o o D 9 285 20 A (10 4 SR 38 A AT I 75 37 B 1
M ATV, TS A B AT I (KB 4 T8 AR, 3 SRAGH I 5 A 45 AT P 38 e SR S 2 95 A 1R 50 2 il AL, T i
BB AL B B A B2, A ITTAE 2 e 8 ) IFAT 28R, R (B A W ST i) AL

References:

[1] The OWASP top ten 2004. https://www.owasp.org/index.php/Top_10_2004

[2] CWE. 2011. http://cwe.mitre.org/

[3] National Computer Network Intrusion Protection Center. Analysis of ten important security breaches in November 2014, 2014 (in
Chinese).

[4] National Information Security Vulnerability Library (in Chinese). 2016. http://www.cnnvd.org.cn/

[5] Ye T, Zhang LM, Wang LZ, Li XD. An empirical study on detecting and fixing buffer overflow bugs. In: Proc. of the ICST 2016.
2016.91-101. [doi: 10.1109/ICST.2016.21]

[6] CVE. 2016. http://cve.mitre.org/

© PEBEBPHIFST  hip:/www, jos. org. cn



1196 Journal of Software k4% Vol.29, No.5, May 2018

[7] Piromsopa K, Enbody RJ. Buffer-Overflow protection: The theory. In: Proc. of the 2006 Int’l Conf. on Electro/Information
Technology. 2006. 454-458. [doi: 10.1109/EIT.2006.252128]

[8] Chen K, Wagner D. Large-Scale analysis of format string vulnerabilities in debian linux. In: Proc. of the Workshop on
Programming Languages and Analysis for Security (PLAS 2007). San Diego, 2007. 75-84. [doi: 10.1145/1255329.1255344]

[9] Ahmad K. Classification and prevention techniques of buffer overflow attacks. In: Proc. of the 5th National Conf.; Indiacom-2011
Computing for Nation Development. 2011.

[10] Bishop M, Engle S, Howard D, Whalen S. A taxonomy of buffer overflow characteristics. IEEE Trans. on Dependable and Secure
Computing, 2012,9(3):305-317. [doi: 10.1109/TDSC.2012.10]

[11] Wilander J, Kamkar M. A comparison of publicly available tools for dynamic buffer overflow prevention. In: Proc. of the NDSS
2003. 2003. 149-162.

[12] Novark G, Berger ED. DieHarder: Securing the heap. In: Proc. of the 17th ACM Conf. on Computer and Communications Security.
ACM Press, 2010. 573-584. [doi: 10.1145/1866307.1866371]

[13] Sotirov A. Heap Feng Shui in Javascript. In: Black Hat Europe 2007. 2007.

[14] Padmanabhuni B, Tan HBK. Defending against buffer-overflow vulnerabilities. Computer, 2011,44(11):53-60. [doi: 10.1109/MC.
2011.229]

[15] Grieco G, Mounier L, Potet ML, Rawat S. A stack model for symbolic buffer overflow exploitability analysis. In: Proc. of the ICST
Workshops 2013. 2013. 216-217. [doi: 10.1109/ICSTW.2013.33]

[16] Mei H, Wang QX, Zhang L, Wang J. Software analysis: A road map. Chinese Journal of Computers, 2009,32(9):1697-1708 (in
Chinese with English abstract).

[17] Wagner D, Foster J, Brewer E, Aiken A. A first step towards automated detection of buffer overrun vulnerabilities. In: Proc. of the
Network and Distributed System Security Symp. San Diego, 2000. 3—17.

[18] Larochelle D, Evans D. Statically detecting likely buffer overflow vulnerabilities. In: Proc. of the 10th Usenix Security Symp.
Usenix, 2001.

[19] Yang ZH, Gong YZ, Xiao Q, Wang YW. The application of interval computation in software testing based on defect pattern.
Journal of Computer-aided Design & Computer Graphic, 2008,20(12):1630-1635 (in Chinese with English abstract).

[20] Xiao Q, Gong YZ, Yang ZH, Jin DH, Wang YW. Path sensitive static defect detecting method. Ruan Jian Xue Bao/Journal of
Software, 2010,21(2):209-217 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/3782.htm [doi: 10.3724/SP.J.
1001.2010.03782]

[21] Wang YW, Yao XH, Gong YZ, Yang ZH. A method of buffer overflow detection based on static code analysis. Journal of
Computer Research and Development, 2012,49(4):839—-845 (in Chinese with English abstract).

[22] Brat G, Navas JA, Shi N, Venet A. IKOS: A framework for static analysis based on abstract interpretation. In: Proc. of the SEFM
2014.2014. 271-277. [doi: 10.1007/978-3-319-10431-7_20]

[23] Lattner C, Adve V. LLVM: A compilation framework for lifelong program analysis & transformation. In: Proc. of the CGO 2004.
2004. [doi: 10.1109/CG0.2004.1281665]

[24] Le W, Soffa ML. Marple: A demand-driven pathsensitive buffer overflow detector. In: Proc. of the 16th ACM SIGSOFT Int’l Symp.
on Foundations of Software Engineering. Atlanta, 2008. 272-282. [doi: 10.1145/1453101.1453137]

[25] Le W, Soffa ML. Marple: Detecting faults in path segments using automatically generated analyses. ACM Trans. on Software
Engineering and Methodology, 2013,22(3):18:1-18:38. [doi: 10.1145/2491509.2491512]

[26] Ding S, Tan HBK, Liu KP, Chandramohan M, Zhang HY. Detection of buffer overflow vulnerabilities in C/C++ with pattern based
limited symbolic evaluation. In: Proc. of the COMPSAC Workshops 2012.2012. 559-564. [doi: 10.1109/COMPSACW.2012.103]

[27] Gao F, Chen T, Wang Y, Situ L, Wang L, Li X. Carraybound: Static array bounds checking in C programs based on taint analysis.
In: Proc. of the 8th Asia-Pacific Symp. on Internetware. ACM Press, 2016. 81-90. [doi: 10.1145/2993717.2993724]

[28] Padmanabhuni BM, Tan HBK. Predicting buffer overflow vulnerabilities through mining light-weight static code attributes. In:
Proc. of the ISSRE Workshops 2014. 2014. 317-322. [doi: 10.1109/ISSREW.2014.26]

[29] B Padmanabhuni BM, Tan HBK. Buffer overflow vulnerability prediction from x86 executables using static analysis and machine
learning. In: Proc. of the COMPSAC 2015. 2015. 450-459. [doi: 10.1109/COMPSAC.2015.78]

[30] Patton P. Software Testing. 2nd ed., SAMS, 2005.

[31] Rawat S, Mounier L. Offset-Aware mutation based fuzzing for buffer overflow vulnerabilities: Few preliminary results. In: Proc. of
the ICST Workshops 2011. 2011. 531-533. [doi: 10.1109/ICSTW.2011.9]

[32] Wang WH, Lei Y, Liu DG, Kung DC, Csallner C, Zhang DZ, Kacker R, Kuhn R. A combinatorial approach to detecting buffer
overflow vulnerabilities. In: Proc. of the DSN 2011. 2011. 269-278. [doi: 10.1109/DSN.2011.5958225]

© TEBREEEEIEDT  htp/ www. jos. org. cn



BT % %A R RRAS R AR 1197

[33] Lei Y, Kacker R, Kuhn DR, Okun V, Lawrence J. IPOG/IPOG-D: Efficient test generation for multi-way combinatorial testing.
Software Testing, Verification and Reliability, 2008,18(3):125-148. [doi: 10.1002/stvr.381]

[34] Haller I, Slowinska A, Neugschwandtner M, Bos H. Dowsing for overflows: A guided fuzzer to find buffer boundary violations. In:
Proc. of the USENIX Security 2013. 2013. 49-64.

[35] Padmanabhuni BM, Tan HBK. Light-Weight rule-based test case generation for detecting buffer overflow vulnerabilities. In: Proc.
of the AST@ICSE 2015. 2015. 48-52. [doi: 10.1109/AST.2015.17]

[36] Babi¢ D, Martignoni L, McCamant S, Song, D. Statically-Directed dynamic automated test generation. In: Proc. of the 2011 Int’l
Symp. on Software Testing and Analysis. ACM Press, 2011. 12-22. [doi: 10.1145/2001420.2001423]

[37] Padmanabhuni BM, Tan HBK. Auditing buffer overflow vulnerabilities using hybrid static-dynamic analysis. In: Proc. of the
COMPSAC 2014. 2014. 394-399. [doi: 10.1109/COMPSAC.2014.62]

[38] Sidiroglou-Douskos S, Lahtinen E, Long F, Rinard, M. Automatic error elimination by horizontal code transfer across multiple
applications. ACM SIGPLAN Notices, 2015,50(6):43—54. [doi: 10.1145/2813885.2737988]

[39] Sidiroglou-Douskos S, Lahtinen E, Rinard M. Automatic discovery and patching of buffer and integer overflow errors. Technical
Report, MIT-CSAIL-TR-2015-018, Boston: Massachusetts Institute of Technology, 2015.

[40] Shaw A, Doggett D, Hafiz M. Automatically fixing C buffer overflows using program transformations. In: Proc. of the DSN 2014.
2014. 124-135. [doi: 10.1109/DSN.2014.25]

[41] Gao F, Wang L, Li X. BovInspector: Automatic inspection and repair of buffer overflow vulnerabilities. In: Proc. of the 31st IEEE/
ACM Int’l Conf. on Automated Software Engineering. ACM Press, 2016. 786—791. [doi: 10.1145/2970276.2970282]

[42] Arcuri A. On the automation of fixing software bugs. In: Proc. of the CSE Companion 2008, Vol.I. 2008. 1003-1006. [doi: 10.11
45/1370175.1370223]

[43] Chen G, Jin H, Zou DQ, Zhou BB, Liang ZK, Zheng WD, Shi XH. SafeStack: Automatically patching stack-based buffer overflow
vulnerabilities. IEEE Trans. on Dependable and Secure Computing, 2013,10(6):368-379. [doi: 10.1109/TDSC.2013.25]

[44] Cowan C. StackGuard: Automatic adaptive detection and prevention of buffer-overflow attacks. In: Proc. of the USENIX Security
1998. 1998. 63-78.

[45] Etoh H. GCC extension for protecting applications from stack-smashing attacks. 2000. http://www.trl.ibm.com/projects/security/
ssp/

[46] Vendicator. Stack shield technical info file v0.7. 2001. http://www.angelfire.com/sk/stackshield/

[47] Hasabnis N, Misra A, Sekar R. Light-Weight bounds checking. In: Proc. of the CGO 2012. 2012. 135-144. [doi: 10.1145/2259016.
2259034]

[48] Duck GJ, Yap RHC. Heap bounds protection with low fat pointers. In: Proc. of the 25th Int’l Conf. on Compiler Construction (CC
2016). ACM Press, 2016. 132—142. [doi: 10.1145/2892208.2892212]

[49] Duck GJ, Yap RHC, Cavallaro L. Stack bounds protection with low fat pointers. In: Proc. of the Symp. on Network and Distributed
System Security. 2017.

[50] Baratloo A, Singh N, Tsai T. Transparent run-time defense against stack smashing attacks. In: Proc. of the 2000 USENIX Technical
Conf. San Diego, 2000. 251-262.

[51] Cowan C, Beattie S, Johansen J, Wagle P. PointGuard™: Protecting pointers from buffer overflow vulnerabilities. In: Proc. of the
USENIX Security 2003. 2003. 91-104.

[52] Bhatkar S, DuVarney DC, Sekar R. Address obfuscation: An efficient approach to combat a broad range of memory error exploits.
In: Proc. of the USENIX Security 2003. 2003.

[53] Use of ASLR, NX. 2008. http://blogs.msdn.com/david_leblanc/archive/2008/03/14/use-of-aslr-nx-etc.aspx

[54] Chen X, Slowinska A, Andriesse D, Bos H, Giuffrida C. StackArmor: Comprehensive protection from stack-based memory error
vulnerabilities for binaries. In: Proc. of the NDSS. 2015. [doi: 10.14722/ndss.2015.23248]

[55] Shahriar H, Zulkernine M. Classification of static analysis-based buffer overflow detectors. In: Proc. of the SSIRI (Companion)
2010.2010. 94-101. [doi: 10.1109/SSIRI-C.2010.28]

[56] Mouzarani M, Sadeghiyan B, Zolfaghari M. Smart fuzzing method for detecting stack-based buffer overflow in binary codes. IET
Software, 2016,10(4):96—-107. [doi: 10.1049/iet-sen.2015.0039]

[57] Shahriar H, Zulkernine M. Classification of buffer overflow vulnerability monitors. In: Proc. of the ARES 2010. 2010. 519-524.
[doi: 10.1109/ARES.2010.15]

[58] CGC. 2016. https://www.darpa.mil/program/cyber-grand-challenge

[59] Le Goues C, Nguyen TV, Forrest S, Weimer W. Genprog: A generic method for automatic software repair. IEEE Trans. on
Software Engineering, 2012,38(1):54—72. [doi: 10.1109/TSE.2011.104]

© TEBREEEEIEDT  htp/ www. jos. org. cn



1198 Journal of Software 3:#F573& Vol.29, No.5, May 2018

[60] Long F, Rinard M. Staged program repair with condition synthesis. In: Proc. of the 2015 10th Joint Meeting on Foundations of
Software Engineering. ACM Press, 2015. 166—178. [doi: 10.1145/2786805.2786811]

[61] Li X, Zhou Y, Li MC, Chen YJ, Wang LZ, Li XD. Automatically validating static memory leak warnings for C/C++ programs.
Ruan Jian Xue Bao/Journal of Software, 2017,28(4):827-844 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/
5189.htm [doi: 10.13328/j.cnki.jos.005189]

[62] Lu S, Tucek J, Qin F, Zhou YY. AVIO: Detecting atomicity violations via access interleaving invariants. ACM SIGARCH
Computer Architecture News, 2006,34(5):37-48. [doi: 10.1145/1168919.1168864]

[63] MouLL, Li G, Zhang L, Wang T, Jin Z. Convolutional neural networks over tree structures for programming language processing.
In: Proc. of the 30th AAAI Conf. on Artificial Intelligence (AAAI). 2016. 1287-1293.

[64] Gupta R, Pal S, Kanade A, Shevade S. DeepFix: Fixing common C language errors by deep learning. In: Proc. of the AAAI 2017.
2017. 1345-1351.

B F 325 2% STk
[3] b ERREE B [ SR S 2 A AR B 02014 4F 11 3+ K 3 AU T 40472014
[4] HEZRAE B %4 E. http:/www.cnnvd.org.cn/
[16] g%, T THE, 5K B, 1wl SR A 2 T BOR B e 501 A% 41,2009,32(9):1697-1708.
[19] MRHLL, B 25, H DR, 0 A S0 36 T B B A0 2 2 0k v i DX 1) 3 5 R L3 S WL A B 123 B I 2% % 41¢,2008,20(12):
1630-1635.
[20] P IR, B 2 ik M W A, 4 KU, 0 S — T 20 0 ) A R B A DU 7 3 A 2741, 2010,21(2):209-217. hittp://www.jos.org.cn/
1000-9825/3782.htm [doi: 10.3724/SP.J.1001.2010.03782]
[21] AR, B 2 0 M WAL — P e T AR I 285 43 T A 2 e X A W R S HLE 5 55 K J1,2012,49(4):839—-845.
[61] A=Ak, JH 7™ A% i Wk Il 7, bR 5, 2 B AR L C/CHRE 7 i 25 PO A7 MR 2 4R 18 3 1 DA 5 vk IR AF 2 1,20117,28(4):827-844. http://
www.jos.org.cn/1000-9825/5189.htm [doi: 10.13328/j.cnki.jos.005189]

BB E (1993 —), W1 TR A 4 A,
T BT A5 B 24 AR

(1994 —), W, 1 42 E AT 5T 40U N
TP 5347

TE]F'(1989—) WL Wy B AT B,
HIF 50450k A o3 b A L e 4

Sk 2R (1969 —), W 18 1 WF 5T 01 18 4 A=
F0,CCF gk 2> b, 5 B 7 A0 o #:
TR A5 4.

E5:’r'i<(1989—) B B T L, R
TIF AT A A T A5 B 2 4

HRIRAE(1961 —), 2o, g AR, 3 ZEHE 5T
U AF B2 4

BEE3E(1995—), W, i+ 4, 3= TEHF 7T Ak
R

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



