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TrustZone F=4% Y& 4% 89 Android £ £24-% T 1 B 4945 world gap(# 52489 2 F A F A e B R 4R
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L EBRAEBREAFAGTEEFNED AT AL RO BREZARB IS BERE A
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Abstract: Widely used on the Android phones, the technology of ARM TrustZone divides the hardware resources of Android phones
into two worlds: non-secure world and secure world. The Android operating system used by user is running in the non-secure world, while

the non-secure world’s introspection systems (e.g., KNOX, Hypervisor) that are based on TrustZone are running in the secure world.
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These introspection systems have the high privilege. They can dynamically check Android kernel integrity and perform memory
management of non-secure world instead of Android kernel. But TrustZonecan can not completely introspect the hardware resources (e.g.,
Cache) of non-secure world because of the world gap (introspection systems and Android system are in the different worlds). TrustZone’s
inferior interception capabilities and memory access control capabilities make its introspection capabilities weaker. This article first
proposes an extendable frame system HTrustZone that utilizes Hypervisor to extend TrustZone’s introspection capabilities to defeat world
gap attacks and strengthen interception capabilities and memory access control capabilities. HTrustZone can help TrustZone make great
progress on system introspection and give more security protection to the operating system in non-secure world. HTrustZone system is
implemented on Raspberry Pi2 development board and the experiment results show that the overhead of HTrustZone is about 3%.

Key words: TrustZone; Hypervisor; introspection system; virtualization

Bl & 2 B FHLIG =i & i, Android % A8 15 R SKB &Z 2%, T {5 11 578 (trust computing base, 7 #% TCB)H %
el oK X AH AT Android P R% 45 AN T akE G B AT 7E — 26 20 R B 0 0 VIR B0 8 R DA P O 2 V] ok 56 4
A A%, T P 3 Android R 40K A A4 4 R, S BB AL R GRLIGR: . UM Gl U ik e e A
KA H LT AN Al Ge g H P 420 21, 16 2 4 K. th T 1% S8 Moty (A7 75, Android AR XA 48K 2 B8 e F-HL L1
FIAEARAS T3 0] 45 3 FRASC PR TE vy (100 140 T {5 AR A A 00 R U A0 X 288 ki 1 35 SR I 38 1) (9, 110 TrustZone Bt A2 57
AAEAR A — MR e TrustZone K Wi Android PIA%KIBE AT, JEHRA A% 44T . 25 Android
RGN —Fh T

SR, TrustZone JF/ANGE 3B HIFT Wi ol Mo 45 B4 R GE 003 AT SRFEAT SN 1) 22 A A o 0 o R BAR Sk e 4
AR RS N BT Bl B G O AR AR 1R T 32k ST X —F T W AR X 28 07 7 4 51N AR BRI
A6 B AT 7 22 Ak 1) L g Ak T A 2 A L Hypervisor AT DU A R4 P RO 3R R AN RS
T N SO R — S B A7 AR U7 ) A S 7E MR AR s AT W R R G S AT T N — U T T A
P AR B Hypervisor iJ AR 47 £ 37 B 5 2% (8] AR P 1% 2 1) B ki HTrustZone A Fl Hypervisor [1iX
LOEF RUR VI TrustZone X} 22 4>t F I R AE R QAT SEI 1) 2 A PE R £

1 EHHEENE

1.1 TrustZone

ARM TrustZone FAAE Ay 4 44 JiE 5 52 7 ARMVG [RIRRAS bz 51N 02 TR A 10 0% 9l 23 g At
Fr——k At FR e A 5L b Android R4E TAETE AR %2 2t 7 TrustZone TAETE 222t 524 CPU LAETE
2 A AR N, & R BA U 7] 22 4t PR 9 U5 R 22 4 T SR R VR 2 2 CPU AR TR AR 22 4t S o i, 22 4
TR B U AR A AR 1) 0,2 CPU LAREAE 22 2t S8 U 3l i #:/F TZASC(TrustZone address space
contoller) & £7 #¥ fl TZMA(TrustZone memory adapter) 75 17 7% 1 LAIE — B ) B N 47 ¥ B 4 % 45 N 17 (secure
memory)”, 22 4% T 6 3K B Py A7 18 U5 1704 H IS W] T040 1R A% T 22 A 1 R A E U In) Al e At SRR A EE Y
A2 XM 77 2, 22 At SRS DU RO OR B R 8 A0 ER A A O B R Al e At S A B A A L DE TR R
TrustZone A Lk TVELEJE % A 1) Android F 48 58 i AL PR, & 7T LA A 0 FD I 4% Android REL I 2 4.

B 1R T ARMVT U RE AR SR AR 2 Attt S 3 AR PR (USR mode). P %45 (SVC mode)
AHYP B (HYP mode), e, 1 30 FF CPU AT B UL, ARMYT i T HYP XN ) CPU 3. Android
N R P as AT 78 P B3R, Android W A% IB 1T 7E A2 AR T  Hypervisor i21T7E HYP AR i 3R e 4 it
Fis R 22 et AT 3 M P B YRR U 4545 X (monitor mode). i #28458 XU i 2l 22 4
T J RN 2 At A A e AR AR 2 At R AR sk HY P B, 34T SMC(secure monitor call)$g4-, 7] LA =E
A 72 A A S 4 B 22 At R ) B 4R U R IR 3R B U R AT ERET #5854 ,CPU il i K & SCR(secure
control register)?F 1745 (1 NS {7 K 4 2 1R [P FE 4 4> th Sk o2 gk 457 B 7 & At i I 3 B U S s AR, e
PLyjal CPU L1 T %5 17 45, I8l 0k, TrustZone 7] LABC B Hypervisor #H ¢ [ 3 il 27 17 % K 9] 46 4k 1 P0s

Hypervisor.
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Jez4ttR ZAeMH
AL PLO | H A | | VRN | PLO
o1 | PR | |1 PR |
s iz | HYPIE S | iR oLz

Fig.1 ARMV7 architecture
Kl 1 ARMV7 kR 4541

1.2 Hypervisor

Hypervisor 11 4 ARM [ 40 6 & i L2 76 ARMVT I RRAS 3 51N (03, 5 TrustZone A 7], Hypervisor
BATHE AR e At P m AR A ST (HY P #850) 78 dE 2 2 5 N R P IS AT fERUIR AR 0 0 B R, W% is
ATEERBREES N 1 R Hypervisor I8 1T AEBUBR AL 0 2 FAs = A IR 45 2 v A B K[ ik Hy pervisor
AT DA i) E 22 At LR B A7 AR . INAEFD Cache 71 P I BT A3 1 1 i R A0 AF 22 A 1 1 Y BB 04T HVC
(Hypervisor call)¥g 4214 A\ Hypervisor [1—F# UL 75 5.

FIFH N A7 R AL B AR Hypervisor 7T LLBUE 28 2 2 N A7 H ik 1% (Stage-2 translation) >R B 4 A7 J5UAS i U
Hudik (VA) 24 b A1k (PA) ) P9 A7 St 31k 9 sl 2 2 Rl 0t ik (VA) 21 v ] s ik (TPA), 715 A v ) 3 ik (TPA) 21 47 B8
i hik (PA) I PA 77 St ik 0 3. G v 255 2 J2 PO 7 Lk 3 (TPA. B PA) R AN L R ok 1 #8428 40 Sk U 2 3% W 1, 48 B4
RYF K JIPA e E A BN P E Mk Wk e B AR 2 )2 Huhl B8 3% 7SR il (page  table descriptor) i ] i #%
i, Hypervisor ] A2 il 45 4 58 G0 N A7 490 58 58 1) U7 1) Jag . 8 0 150 5 428 oL 67, W] AT A9 8 0 ) o i AR o S
Hit, A5, S5HA AT EIX 4 ISR 8 AT H 67, 7] DB 3 50 AT B 8 SO mT $uAT B4
FIPAT B AE 2R G0 T S TE X PP 4R 2 40 B T U7 n) M8 458 (W A7 78, — BLERAE RG0S R T Y3 TV U5 ) J& 14 ,CPU 4%
AR BN HYP 88X, JF i Hypervisor 2 b HUIX AN 55 R 26 2 2 P A7 bk § 2%8  Hypervisor 1 LAR 47 Hifg
P B TR A A b 2 ()R MR P B A R GEX A B DL U ) AN T, — S8 A e (491 4 BRUBR FH BB ) AT LA G DMA
(direct memory access) I /7 2\ U7 A )3 Y A7, 1T DMA & A FFEEE L5 2 2 4 A7 Hhu ik () 89 2 (1), IR it Hy pervisor
ANRE T 4% ] DMA X4 EE P A7 181V 0] 76 3 FF SMMU(system MMU, 55 x86 L[ IOMMU 281bl) [ e 4 1=, %5 —
X DMA 15 [0 4B %5 22 IOVA 21| IOPA FHH 35 K% & H- AR H SMMU ) 1138 Hypervisor 7] LLBR il DMA %1 £ N 47 Ui
I P 3 R, AT 41K A DML o} S50 4 B PN A7 1) B i
1.3 TrustZone 5Hypervisor B9 5k &5 5 47

o Jirj@itt i :Hypervisor FIH{ b ¥ I #4E R G HRIB AT AE IR 2 At 543X A T Hypervisor Wi 4245 4F R 4L

B PR U T TrustZone FIHE IS 5 K A REBATEAF P S A AT A2 2R A world gap )
Yrifi.

o FEHREJT Hypervisor #1138 K I ERAE RGBS A HARIBE J7, 1 TrustZone HIH2 AL 77 LLER 5.

o WL ATV M) WS ¥ :Hypervisor 45 410k B (1940 B N A705 1) W98 B ;10 TrustZone JCy2 AN M BE P A7
()7 i 1 4.

o B fE I Hypervisor [ & 2 A8 11 LB IT Staeg-2 Hu il Fl 12 X H BE A7 (1) B 29, 115 AR vk DMA Bl
1) 1) J8; AH B2 TrustZone [ 25 B8 77 58 55 K, 1T LA 22 4 b B 25 490 BE 9 A7 F0 A0 1, B 25 54 ff B2 HL R
SEA A DMA B,

o PEREFFHY:Hypervisor N 4T FF Stage-2 HublFH 1, 8 & 45 B AE RS 5| ABAMOPEREFF 451 TrustZone
TUASAE AR AA IV e T4 1 ] 28

o ML IR H AR M ARM T8 4 B2 U4k (Hypervisor) £ A S I & i FH & g T 5L 7 i
TrustZone £ Lt ARM BB E AR HBLTE BIGER, O Zhig H T i A& fe FALh (e
22 12 R FH 5 ORI R 2R 1 D 7 A B T ML BRI 22 4 IR 5% (19 Gt 48 SRR A1), D M 428 787 FH 4 R T LA
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R W IEHIRT >, K A TrustZone F M 7 B 1555
TrustZone [W4F MBS RE S50 PERETTFAS/NFIN H )50 Hypervisor 4 mi2 b TR 22 Attt £23RE
Jio RIE I AE T A M AR SCHE ) HTrustZone 38 TrustZone Fl Hypervisor [F14F s 45 7 2 —i2, 78 0 FI H
EATTEE R K ML SR A T TrustZone (¥ 455 fiE

2 HTrustZone B9i%it

HAR TrustZone #IA LAk 22 2t 51 Android FR 485 my AL, Ge % Wa 45 22 i SR E R n 2 et |
SN2 A BRI £l SRk B TrustZone /£7E 3 SN L.

1)  World gap,TrustZone 5 #% i 45 (] Android R4t [ 47 1F world gap,iX {754 TrustZone A~ BEVHE T Hb IR HL

ezt A rEE,

2) R ML R AL T Y,

3)  WERANAERI YT I AR eSS,

HTrustZone FJH LAEYE AR 2 4t ¢ Hypervisor (4L, 78 #h T TrustZone 13X 3 AN 2.

K 2 iR T HTrustZone [ 5 4545 f (JE £k 7 AE), & 18 8% A 22 4t S Rl 22 =t 7L, 64 & Hypervisor Al
TrustZone.JE 22 4t L 1Y) Hypervisor LEYE HYP R, 22 A1 TrustZone T AETE I #8:0T. LAETE I %
15 TrustZone 7E HTrustZone &% v & 5, & 1] ABh A Hu I0E #1001 Hypervisor X Al e v i 4 Ak A2 :

1) 4B T world gap,[H & HTrustZone BE AT DL TAE7E E %2 4t 5L, AT DL TARAE 22 4 it .

2)  TrustZone W] LAf§B) Hypervisor FIFFVERAE m B & WMPERE )9 FH RPN, 0E Hypervisor 4

Android 2 F P ERAE; 24 I ¥ AT 45 58 G, 5< A1 Hypervisor LAHE 5 Android 2R 4 AR YE R AT, 78 1
EHE T B SR M Rl B HTrustZone 51 AN T PAN 22 4 1 ¥ 1) 0 — & W ] 2 4 Hh J3 2] HTrustZone, Bl 411
IR H TrustZone % 4xHb 7 3 Hypervisor; — & Hypervisor Fl TrustZone A8 T2 [H] Wi{a] 2 4= Hh 1) e

qe st 2R
o | i || ] IR | v
T T
1o [L oA penison | | timsaone ]} oy
HTrustZone

Fig.2 Architecture of HTrustZone
K2 HTrustZone 14444

2.1 B#IHTrustZone

HTrustZone U7 TrustZone 1 Hypervisor B4} . TrustZone M & 45 L2 Ja it — BH AL T LIRS ;i
J T E RGN AR YE B8 Hypervisor 75 0B TrustZone Wif% Android 48 AE i A #30E . K L, 3 3
HTrustZone HF|H] TrustZone 345 )i 3)) Hypervisor.
) )3 8l) Hypervisor i 258 J% LA T P A TAE.
o —J2IN# Hypervisor (ALY S P77 AL BN 2 7T i TrustZone 583 Android WK 58 5. B B &
(22 4=k, K4 TrustZone 2 W AE IR, B A7 A AT N 480 IR 45 4 10 2 vT A 1AL AEX R ¥ N T TrustZone [F)
B4H; J5 A LAYk TrustZone 14140 {H T Android WAZAEANTIE 1, E B AR B2 ATTE 1,
7 2 TrustZone KX INZR ARG (1) 5¢ 24 3E 4T B00E . A SCEH#E Android W AZ K In#k Hypervisor (14X,
e JLMLE Hypervisor AHIEEHI A4S, KN TrustZone W] LA1Jj 18] Hypervisor [F)44 25 77 o, A k%
TrustZone HE:#1E Hypervisor 145 il 25 1745 K #) 4 . Hypervisor.
3 i T 3) & )5 3 Hypervisor (125 38: ¥ %, Android N #% 4 Hypervisor 2> L W TECGE B 1);4% , Android
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F7k4k 45 8h Hypervisor 5248 TrustZone Xt 3 24t 49 42 48 /) 2515

W% Hypervisor FIACHS N2 21 BT 23 e 19 9 77 038 e A B CP 3R 2); 2 ik, 3F 22 4t 51 )3 31 Hypervisor FIHE &
TAESE R AP BR 3 v e At SR SMC i SRkl A I #5545 R (TrustZone), th TrustZone k414514 Hypervisor.
LRIP IR 1 43 BRI N AE RIS 20 B 2 2R 1) Hypervisor AHS i 52 3 M TrustZone 5G4E Android P A% ) FC 41
WAL IAE Stage-2 TR EIECE IR 4) I 1 B 7 AR 14 B TT BT X R TR I0 1) I 14 588 )5, TrustZone #) 464k
Hypervisor 5% &7 17 %%, S 7E Stage-2 Hulik B3 (- 7 Android P 4% 43 K 1) P9 £ (Hypervisor 2% [8])Fl SMMU 1 & (26
¥ S):&Ja, E0 B, 6 il T Hypervisor HICTEF SMMU T 3R % 46 2 [ 52 i, TrustZone 43 A e AI11H)
HMAC 8, # 5 IEffi ) HMAC {8 HUEZ, LUK RS A5 Hypervisor 4GRS FT SMMU U0 4 £ 1) 56 HE 1

@ JyHypervisor 73 it I A7

Rz

7 @ fn#&Hypervisorftfiy W

(3 smciisk

(@) U5 Stage-2 WA SR

15
Lff @ YAk Hypervisorfl] 2% 27 17
j; 788 H5E Stage-2 MU B

EN @ 1 A Hypervisorf G Fl
SMMU G B 1) 5 4 1k

ZAeHR

Fig.3 Steps of dynamical HTrustZone launch
K3 BhZ&H 5 HTrustZone )20

WX 6 A5 B e BT H 58 M I8 T 5 Hypervisor ST T, Android 3 48 T 0B AT 4E WL IR .
Stage-2 Hbhik il £ WL IR T Hypervisor ¥ H I N A A SHEAWAFE N Android W AZE B A& M4,
Hypervisor H & {122 245 2] T -BE. 24 TrustZone 75 2 M % Android REUEITEH KX Android RGBT
B, AT LA Bh Hypervisor 25 15 7 W45 s IS 25 o, AR 42 s I 45 g

2.2 TrustZone5Hypervisor# il

HTrustZone "', TrustZone L AETEZe4x A M4 8N Hypervisor TAETEIEZZ A1 HYP BizlF.
TrustZone I Hypervisor Z [H] P (1) 22 4> 1 H #2 5% W 2] HTrustZone 412 438 %, 3\ TrustZone )75 3
#& Android W% & SMC & 3K; 113N Hypervisor 177 3 & WAZ KA HVC 153K 88 WAZ i EE 74 HYP =
i F N Hypervisor.

24 CPU 75 % M Hypervisor [ HYP #5217 #: %] TrustZone 1] 15 #5455 2 i) Hypervisor 1] LAk 2 SMC 15K H.
FERE N B A XA B A FTE 1) Android PAZ TGS AN AN BEST W BCE T30 X AN 4R, IR G A SMC i
SR M Hypervisor )3t 2| TrustZone [1)id 72 /2 22 4= 1.

24 CPU 75 Z M TrustZone [1] 5 #5455 X YJ# 2] Hypervisor [ HYP #zCI, BT TrustZone AN figf% Android P
H—HE I HVC R E B\ Hypervisor, TrustZone i %2 8 ik oAt 77 U0 #e 31 HYP B, 77 76 B Rl 2E 1 Fh
KESEIR A Android W A%, AN RZ A0S HY P 353K 8E N Hypervisor; 2 2 FiO 42 SR [ i hk Al CPU AR 27 47
7%, B IR [0 3] Hypervisor. W48, 58 1 P78 58 2 Phoridiae 4, N 88 1 Fho7 i A TS 1 Android W% S
5T TrustZone V)43 Hypervisor H3d F2, Bl # AI LAYE TrustZone & [Fl Android 4% 5 P #% &2 HYP 1K
XA U XS HTrustZone [ B0 (Bl a0k HVC 15 3K); M0 55 2 Ry ik A X1 Android R 2 —
AT ERAE, BB INET LA SCR A A 2 FhTE 22 2 ) 5 X
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3 HTrustZone By M55 gE

HTrustZone il & T TrustZone F1 Hypervisor i P 35 1 Al {44 22k, ) K #3438 T TrustZone i35 Android H 4t
HIfE .
3.1 World Gap

TrustZone 1B AT 7E 42 4= 1 5 1 4% M 4% 1) Android R4 1776 3k ¢ 4t 54, B0k 2 vl AR H 3X A world gap &
L — SURE TR 1) Bt CacheKit! 2 — AN SRS (K 1 ] world gap 20 (4 1, & FI T Cache AN — S0k, B0 22 4 i 5
Fidkzz et FLpT ) Cache line /& 58 A R@ 25 (1), HE % 72 A Q0D BeR7E JE 2 At L) Cache 9,1 E 22 4t L1
Cache X TrustZone K i 5 3% B (17, PR e & D0 v 5% 0 Bk 2 B /5 3F ¢ 4t 5 Cache A 8 2 A6, World gap 11
TEAE, N BT R T TrustZone X3 2 4t F i Wi P BE ).

HTrustZone 7] LL5E 4 #KMH world gap ML, IR & RS Al 22 At J R 2 Atk 3 2 22 4t L) TrustZone
T B AR 2 Al LK) Cache T4 N A7 B HTrustZone 1 [¥) TrustZone AJ LA5hZ5 ) 5 Hypervisor, 7 % 4= H1 Y]
# 3] Hypervisor 453X, I B Hypervisor 2434 2¢ 4> 1 5[] Cache B(# N 7. 171 Hypervisor 1 Android & 4t #
AT AE 22 4 1 5 H. Hypervisor #1745 5 = B R, Android &R 48 JGiE#E Cache B He At 5 14 A BEOH0 24X
fith,CacheKit (1) Bt 1R 25 2 o hr A 3.
3.2 EHEEEN

TrustZone X JF 22 4> th FHEEUB AR (1 an 1B . FR G0 1 I B e ik 48 A2 AR ) IR 59, 45 FL I i 8 0 %5 1)
MK TrustZone (K4 AE ) 3 BLARBLAE SCR A A7 as (K1 Zh g L1 4 J& 5% SCR T gkt orp ] LU 21,
TrustZone M+ BE 7R 99, R Re2 AR 22 4 A I &2 h T (IRQ 1 FIQ)FH A4 1% (external abort),iX K
KEEM T TrustZone i F 22 4 H 51 5 44 g

31 10987 6 543210

Reserved, UNK/SBZP

SIF! ﬂ F{I'U' ‘
HCE! EA
scp! FlQ

nET IRQ

AW NS

Fig.4 SCR register bit assignments
Kl 4 SCR 27 {7 s i B W]

Hypervision 42 Hi, FHl TrustZone HUfCA%L 45 (11451 28 Gt 9 % 258 Bl e At S A0 1A 77 BB TrustZone 75 4 3BT
) ] A T R IS, £ A DA AR T T T A0 3 DN A T U ) B PR R AT B P s A 2 75 A T 22 T R R 4 07 2k
LRI Py BN A7 T I AR AR SR 7T TrustZone 58 R, B0t 20 LA Nt 3 DA SR I 3 e ks 25 D] B, 2 T N A7
AR 22 W AZ BUeh T Bt R 2% T . Hypervision B AL T 1217 B W AZ G AR 57,52 F i 8 ) iz 2 i F = 2 A | A=
HIF-HLI Android A% H AH &, TrustZone 755 (1424 HE )5 BUE TRk 80 N A% B AE D0 R 42 1) 25 A7 2% AR G 8
4 {F Hypervision (¥ 55y 2 b, P9 % vb B 1R 45 A DU 2478 ol 27 A7 28 TR AH DG HR A T e sl T SMC 484, 1XF¥,
B 241X LeF8 4 7 B AT (1) I ot AR 4 [ 33F TrustZone, TrustZone 43 K 2% 1% S8 54 FH T B 2 B 10 A 2k JE AR 40 I 1
A WHAT F8 2B N —EFEE _LoR4h T TrustZone £28AE 1AL BB A, AR 1T IX AN 7 RAFAE 3 ANk AL
o BT EAEM N IFN T AL AR T B AR, £E AN SCEF Hypervision [ & b Rk LTk L
P2 — AN BT A A% T 23S 0 Hypervision 1) T eI A& 0 N AZ T & 4 g A J2 A AN W] A0 1 AR, T B3R
PR T T A A A TR A5 1 A A B A DG 4R A B A e — R 5 [ .
o T/ TrustZone 7 Z UM HBEAS SMC $i5 2 Bt BV 1) TR A% 1l B AF S 45 A 48 2 W AR P JSUAS AT BE Bl AF 7
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SMC 454,24 TrustZone Y F| A% SMC ¥ 3K IN, 5 4 & 75 T AW 2 4 B e 2 J5 (1 SMC $54,16 2 A
P R A RAEAE SMC 452, FHER K SMC 458 2 R ATT 1 0T 2 458 10 55 47 A I 4R AR 48 43X ToBE 3 n
T TrustZone fF14H.
o RBHSIY SMC $54 AL, RN R IEIX S8 4R A R A AT 5 R BB URIX SR A Bk,
it BRI AR ORI SMC 454
5 TrustZone # L, Hypervisor #4 it K 24k 58 J1, HCR(HYP configuration register)#ifiid T Hypervisor [¥]
PLARIhRECWI & 5 B ). 5 T R Wi PR T i 2 4 Hypervisor i af DU iE it B HCR 25 7 2% PR 4 2K B (1 %
R FEA DR A G 2 29 R E R 2 . #2481 TLB F1 Cache HIHAESE 0T LG IE 4 FO1E 5, 0] DA H B
WL B HCR D) RELL SCR £ R 2.

31 2827 26252423222120191817161514131211108 8 7 6 5 4 3 2 1 0

Reserved,
UNK/SBZP BSU

o] ]
TTLB Wi

TPU VF
TPC AMO
TSW IMO
TAC FMO
TIDCP PTW
TSC SWIO
TID3 VM
TID2
TID1
TIDO
TWE
TWI
DC

Fig.5 HCR register bit assignments
5 HCR 747 AL 6L

HTrustZone 17 “SCR+HCR” 1 Uy g, 1T LLEE AU #4288 Android Z 4 ff1#:/F HTrustZone 7] LLF|H HCR.
TVM [ 1) BE K 5L 42 38 00 e 35 1) 27 A7 28 IO #4F . HCR.TVM AL 1, DTSR #2830l 25 A7 B #3416 7= 4= — > HYP
)5 H M fa A\ Hypervisor.Hypervisor 1] LUK SMC 153K, F (I TrustZone H'ff] Hypervision > Ab3IX /N4,
TrustZone 4b P 58 XN #AF Jo 11 SR H AT ERET IR [9],JI84 CPU £ U)ol HYP B, i 5 i HYP A
IR (5] 4 A%, 4k SEHRAT A% IR 4 2 AR X AR IR B0 BAF A & A AR S 5 %2 /2, TrustZone 7E#RAT ERET R[4
Z I E T spsr_mon Fl Ir_mon 27 A7 B R [0 1) A AZ B IXFE W] BAYR D — I B R SCI D)4 1t T HCR.TVM &
1 225 ATA A R0 0 UL 3% 3 11 25 A7 25 10 5 8 AE #8 2 BA N Hypervisor, 5 16 HTrustZone T LA fR] 5 5 250 2 48 00 R 3%
25 A7 2% 3R AE, 8 . T Hypervision SEILIE AR i 224 1148 2 4 /E HTrustZone "' (¥ TrustZone RJ LATH I H
SMC K&K H Hypervisor i85 JE2¢ 4t 5L 1) P A%, T H e Re 08 TRl fik S St 5 48 2 10 4 e - AR B HH %55 B2 1) 0
T AT AT REAETR 2, X KK T TrustZone [ 14 HCR.TVM # 1 #2805 78 oA H T i 2F B PG E:
AR IHRE R0 T Android 28 482K Ui A2 5% W I, AN AE i 2 Bk 4 77 58 vh 9l ot 1) Il i Bk 2 #F HTrustZone {1 7] BA
PRI ARG R H SNSRI U345 AR ) 3l 0 2 R S0 L AR AT binder 20 4% %,
HTrustZone 7] LA 1t 2448, CopperDroid! > iy 77 1:#EWll Android # A4 HIAT H.

3.3 ¥IIRRTFITE] Y BE 4R

i BEE TZASC H TZMA % 47 4%, TrustZone ] LAEIESEIK) JLHY) B Y A7 B E 0 24 N AF 1T 24 (R ) 2
WAF AN SEVEAE 22 At 55 ) (0, BIE 2 A e 4 IE 5 DL DMA 1905 30265 [n) 22 4 N A7t 2 7 2R AN ) F0050 0
., TrustZone  RJ LA SIS 45 BEL A A7 (1 16 25 O/ 97 AEL B AN BE I R 5 22 4 W A7 1 T AOR M4 Al e e i ¢
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X% N AF B U5 0], 75 B2l 22 At R B4R 2R G0 10 P9 AR Bk B B s 2 9 A2 B0 07 Il 1X R 5 LB IN T A AR A e 22
A9 1) 8L T A7 RGBS AT PR T AR RO 12 R T A R R R VERIAT S A EE N A U I S AR
TrustZone X JF 2 4> tH S 34 68 ) 16—l B 22 R IR

HTrustZone 143 5% K I 4 20 P4 A7 U 3] W45 66 70 E @i 28 1 5 Fr 42 21 1, Hypervisor #34 Stage-2 TURFHIEAL
22 S5, R LA S 35 TR R ) FE N A 19 V7 ) 1 722 HTrustZone (1) TrustZone 7] L& B Hypervisor 1X — /5 SZE0 4 ¥
AT R 5 ] 4 AN e Hypervisor 18 7] LLE T B 'E debug &5 17 2% K SE LT 2 0 BE b hE A U5 1] W 4 AN,
ARM & % L) debug 75 4743 £ H AH XS A R, [ — i 7] G802 15 72 1) 4 B Hb bk 250 H 2 5 BRI (8 1, Raspberry Pi2
I debug FFAFAHIEH & 8 AN).Hypervisor H1,3X 26 s # Wy #1 Py A7 U7 i) 19 158 B0 T E 2 At SR BAE R 4k i
42 37 W 1.

24 HTrustZone 1 [¥] TrustZone 75 5 Wi % Android 2486 W0 FE N AF (117 i8] 1, v LA 3h 2% )3 3 Hypervisor 3f:
7F Stage-2 TR FWE T HFEREMYE KB 2 Android FR S0 % U il #9800 U5 i) J&@ 2k I, & 77 4
Stage-2 [ VL4, % (page fault) & B it Hypervisor. 75 U 12 (1) 1) 4b BE R #H Hypervisor $14T SMC #5413t
AN E TrustZone SR AN FEIX AN 54 .

T oL L & debug [ AH I 25 47#%, TrustZone 1] LAl debug 57 H# [ Hypervisor.> debug 19 H A Huhk 3 v
i) 1, 7= A2 ) debug 5% K M3 Hypervisor. [A] £, 7E Hypervisor ft 5= % 40 B B& B0 $04T SMC $5-43E A\ K 2 #5
3, 1 TrustZone AL debug 5 .76 ARM RSRS8O N AZ IR N VI 2 78 [ 1) R b ik
RGN DAL T A 0x8 HIALE, P ITHIAN AL T A 4 0x14(IRQ)AI 0x18(FIQ)HIfL & 4 AL debug
PFAERVEE N RGN ) s S bk I8 4 TrustZone R LLFZARFITAT 18 22 88 18 T 2000 SR 93 A v B N 10 1) g 420 3
HE#R W W AL, I0 4 TrustZone 7] PLEE R B 1)+ .

4 BRI

FKATEE Raspberry Pi2 T & AR - S2IL T HTrustZone R % 2 45 7F Raspberry Pi2 JT & #%_I-,Android5.1 iZ 4T
e AR 22 4 I H 7 R P A% AR 2R . HTrustZone {15 Hypervisor F1 TrustZone P4 % 43, H: /7 Hypervisor 147
TEEZ A HYP B2, TrustZone 3247 7R 24 AW #8520 HTrustZone JR M RGN SEMEEA T 3
#B 4> N 2% JH 8 HTrustZones HYP #5xCF0 M #2450 X 0 A1 B 85 45 F1 Hypervisor [0 A A TN 4IX 3 #5649
) SIS
4.1 B3IHTrustZone

TEES 2.1 i A SCIR T JH 3 HTrustZone 7325, 30 A% 0 9 2592 TrustZone 375 i 8l Hypervisor.

B 4%, Android A% Hypervisor 43 Bt W A7, FH K IN#k Hypervisor 465 4> Bt Hypervisor # FIA7fifi Stage-2
LR Hypervisor AAH5 ¥ 03k /& 1 Android N %K 56 B IR, T AR 3 B AN 0 3 2048 (13 5 B TrustZone 3K 58 fX.

JAEBN AR 3l Hypervisor 2 5 AT19R% 75 ZARIE Android R4 IE #1247, 9T LA Stage-2 U8 H [ P [R] Hs
3k (TPA) 2149 3 b b1k 110 B S5 o0 2005 — — B AT, DA 44 3 2 00 b 44K AR B 408 B S3) 81) 1 A 1) P B b k. Stage-2 (1) TUERR:
3 2% K338 ) 1 2% (long-descriptor translation format)!'"*!. i1 Android 4% BT BE 43 e B 55 K 3% 285 N A7 K/
&AM, % [E 3| Stage-2 UL B /N, W% 75 5l Hypervisor 73t 3 BRIESF) AM R AE. WK 6 T, A7 HI A R
K 1 YN TEAEICE 1 GRS 2 2% Stage-2 M TUREH, Android 4% AT LLIE Hypervisor FIARHES 0 Nk 31 26 1
Py Az b 381 (1 4 A7 W] BAE G Hypervisor 384T I IRIAR SR AT 55 2 JURIES 3 BN A2 A7 J0CH 3 9% Stage-2 (L3
Hs . HLAR Raspberry Pi2 (1 A7 K/ o2 TGH T 10 A AFIRAFAE fi s (K ) B R S8 K1 0x40000000, 24 1 A
JITA () o [ ik (TPA) AT BRGT, FATTWES T 4G 19 TPA Mk ) BRI L, 5% 3 44 Stage-2 () TTR A K/ 2 8M.

24 Android P #% & Hypervisor 4>t & P 77 2 J5 . 04T SMC 541l 411 TrustZone #4514t Hypervisor. TrustZone
eI Android PIAZ T 23 ic N AE (K BE M LSS Stage-2 (1) 3 4% T3 Bl 2105 I 14 40 B N A7 2 35 AT 4R Ak
Hypervisor A 5% #% 4l 95 17 28 %) Jf 3@ i fid % VTCR(virtualization translation control register), VTTBR
(virtualization translation table base register),HVBAR(HYP vectors base address register)fl HCR %517 25 I0i&
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F7R4E 45 8) Hypervisor 5244 TrustZone 5T 3F 2241 49 i 45 48 2519

Stage-2 Huhl-HH1E, 5% Stage-2 HI TR IIUKIRY Hypervisor )4 [A](Android WAZ4rBCHI 12M WA7F). T
Raspberry Pi2 ffif: AN SMMU, B Ik Hypervisor 77 22 H Ath 77 SR AL DMA Bk (1248 10 #1E . &
DMA #:4F).5% )5, TrustZone 145 Hypervisor 1CHESH HMAC {846 Ky 284S R0 400 (o s 48 vk i s Al 77,
TrustZone T LLEFEIR M Android A%, AT LUEFIR 01 $] HYP # kR $UAT Hypervisor [40HE. 2 i, 8 25 )5 3l
Hypervisor f] T.{E x5t 5¢ & T ,HTrustZone Jf 45 T.1E.

00| il ik 2 1]

-7 Hi— 2} Stage-2 TR A 1AL IT)

AM(10244~P) L TT)
R Y Stage-2 TUR K

P Y N i
HypervisorfCTL R 5 2 Stage-2 TUR KU (44N FLID)

\ NS
AM(10244MH 50) \ Hypervisorft# l’

=4 Stage-2 1T KK \

AM(10244~4)H1 57) \
5 = % Stage-2 UK K d ‘\

\|  Hypervisort¥ T

OXFFFFFFFF

Fig.6 Hypervisor memory layout
Kl 6 Hypervisor 1) P 474 =&
4.2 TrustZone5Hypervisorfy it

Y HTrustZone T.{EMN,TrustZone F1 Hypervisor 2 [d] [ A8 FL )42 A AN 0] 2D 1 B Wi e CacheKit AT 77
%, TrustZone 75 %2 M W $2 855 X7 e 1) Hypervisor 1) HYP B A3 A FE I Cache 2 15 778 B B AU AL
ARMv7 1,7 Android W A%HAT SMC &4 I, CPU IR R =l 2 4 tH 5 Py AZ AR 2 1) 960 38 22 A i S
PR, CPSR(current program status register) a7 /7 fs & {3 7E spsr_mon 2y A7 7% iR [l (SMC ) F — 43654
{RAFAE It mon A7 2. JAEM M0 N, 4T ERET 484 iR B ,CPSR M spsr_mon 2547 2% HH k&2, H
CPSR.M[4:0]5% 7~ 241 CPU I LAERIZ. h T- SMC #54 /& M\ Android P 1% &, Kt CPSR.M #f Pk &2 i Al ¢ 4>
A NZEPC FHAMIRM Ir_mon FFAFEM TR HME A T LI TrustZone 1R [A] HYP #7524
spsr_mon A AF 7 4 spsr_mon.M[4:0]1) P A A& 20 HYP #5530, FE 45 4 Ir_mon 754748 JF3E Ir_mon 2 MUk
Hypervisor %] W 34 P 47 1K) B BN E ik 4% 5 FE 34T ERET $84 . Hypervisor Wi 5¢ TrustZone ik 2 5,38
%3 spsr_mon 1 Ir_mon 77 /728 WK & 2 F spsr_hyp Ml elr_hyp 27 725,347 ERET $54 1R [F] ] Py 42 455 5 4%
LPAT IR L.

7 REAXAS RN (1) WAZHAT SMC $82E AN (2) B M & U4 spsr_mon F1 Ir_mon
A AR IR A HYP #530;(3) HYP #EaX T 4515 spsr_hyp A1 elr_hyp 25 45 2% 5] F1] A A% 45 2.

Je ettt i ZAeHS
et ND

PL1

e

PL2 HYPAE 2

Fig.7 Context swith from monitor mode to HYP mode

K7 ABFEE S HYP B B R Scd)i
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7t HTrustZone F, )\ Hypervisor )t F| TrustZone tH & AE ¥ H WL 1.4 40 Hypervision AL 7 2 F14 #E A
AE 1)V ) Wi 4% Hypervisor 7 % 56 R PR 48 - AT 505 P 3 A7 07 ) 1) 40, 1 AN HY P B D) 46 3] i 45 4
A, TrustZone,JF Hi TrustZone 24T 41 W 1 4b BE . HTrustZone 7E ¥J 41k Hypervisor I 7% F5 ik 5 2 HI R4
TR AE VT i) AR T 8, — H. Android PIRCHAT R IR 4 B0 3 R W) B A AE IR U7 e UL 0 CPU BN
HYP #iz. 1M #F HTrustZone "', Hypervisor K15 fE 24 B) TrustZone ££#; Android P #% 1 4E, X Itk Hypervisor
TE 40 BE B R 14T SMC $5 4 HE TrustZone, [A] B 82 25 173 1K) spst_hyp 2547 28 (I{E A elr_hyp 27 47 2% H{E (A7 2138
FH 7547 2% B ik HSR(HYP syndrome register) 75 47 #%, TrustZone A& A 4T H Hypervisor T #2288 10 Fi 44 2 X 454
) MU 47 300 A S ) R PN A 7 ) P 0 SR 48 A 3 TrustZone AT HY 1% 46 2 JEALILER 2 AT W R 5 4 1
AT U5 ) W5 35 A1 5%, 3l i HDFAR(HYP data fault address registr) 25 /7 2%, TrustZone G 1% 75 21| A A7 /80 11 H bt
Hb, TSR A S R AL 3.2 TrustZone Ab 358 /)5 4 spsr_mon 1 Ir_mon 73 AlME U RAE ) spsr_hyp Fl
elr_hyp M, 4T ERET #84 [91 3] Android W %4k 84T HoAl 45 4.

Kl 8 JEXTIXAN T FEM /NG (1) Hypervisor £ A% F 48435 458 4-5(2) Hypervisor $14T SMC #5483 N I 45
#30;(3) WA R 2 spsr_mon AT Ir_mon & 77 2% 21| Py AZ AR 5.

E|S-saceii i

PZRE

PL1

RN

PL2 HYPE

Fig.8 Context switch from HYP mode to monitor mode

K8 M HYP BB R R Sc o

4.3 HTrustZoneHy3= &gk

EH 2.2 AT T TrustZone Ml Hypervisor [ A 71, & I Hypervisor #l147 Et TrustZone Bk 5k
KRIFAHAE 77,5 HTrustZone 32388 71 2 AKILE Hypervisor I, Hypervisor £27 Android P AZ#:1E 1)
T EEA 3 M) WE HCR FAF2 A SCThBEAL;(2) & & Stage-2 TR I PE T 15 [l J@ 1H:;(3) WEE debug
%17 4% TrustZone W] LA o] AH ¢ 25 47 28 F1 Stage-2 JIT 44 B UL 1) T8 & 5040 SR W0 X 3 Fh2 4T fe.

o &'E HCR %77

Kl 3 A48 7 HCR A7 28 10— {7, A AT LUF 31, HCR %5 47 88 (W Th RE A % 3= & 4 W, HCR.TGE # 1 7] LA$%
B BB N A D)4 HCR.TVM B 1 R DU 4 DU AH DG 125 i B A2 4% IR B2 4F HCR.TTLB & 1 7] LA 4
TLB ffJ#4F; HCR.TSC & 1 1] LI4Z4 SMC 452 AT, 5545 AN 1L HCR %5 7 de A1 A1 AT 0 24— i, —
{HHEAS PR TN BEM AT I, Android P AZ &AM MG HYP 30,300 v B8 & 51 N K& 1) k& X ik, Hypervisor 8{
& TrustZone 75 %2 A Pl 38 L OE SR B FAT

o W'H Stage-2 TN

Stage-2 MiMEFH PRI UK BT 5. $ATIX 3 NN AL VG 0] @8 A7, B S 3 TR BN IX 3 A&
P, BT CLSE IR TUREBE B N AT 152 B AT IO U [ IR 928 DU SR T 1) 288 6 A RN SR 7 A7 52 5 A7, 28 54 47 I AT
L7 BT FATT VT 1) Stage-2 TT 4 WS & —— Wb, B8] 1, 4 B0 DT 11%) b il 4592 T 0 92 (1 285 3 0% T 9 T ) b k- e 8
PR .2 TrustZone 5 22 I 28 B CRA7 5S40 B2 00 (1) 156 AR Fht 47 35 0 (1 2tb ik B ] g 68 5 57 B 06 18 00 5% 3 iy
TER R R AR P IS B s IR P (0 i sk e & 3 M@ M. — B Android P9 R S 4038 037 ia) U, R 00 = A
Stage-2 [1) page fault 1Ml ff1i Hypervisor. tb I, 41 SR J& Android WA I IE # #:4E Ml & T page fault,Hypervisor B
TrustZone /A~ B 7E W) EE T 7 1) & M AR A OO 15 L T IR 9] 2 ik % page fault 484 TR A 1K I # 4 & F — I
page fault 1y i BLFEAE IR Hypervisor BL# TrustZone [ ALFE 77 A WIZE:(1) & S B vy i) g 2k IF iR Bl (GG A —
DR F);(2) AME S R 505 1) J8 PR AT B Bk fill & page fault 1) F5 43R 1] ) F — & W35 2 (G & K A
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F7k4k 45 8h Hypervisor 5248 TrustZone Xt 3 24t 49 42 48 /) 2521

W5 45). 3% A HTrustZone R LS AR B 40 38 3 A2 Ma 45 AR .

o UI'E debug F A}

TERUR SR 2 BUE B b s Wy s D7 v T DL AR A G 4 B ) AF U ) e 4R JE S LR, IS DGBBCR
(breakpoint control register)fll DBGBVR(breakpoint value register)iX ¥4~ 25 77 #% 1] LL7E Android W #%$8 4 B ¥ &
Wr s CPU B iZ$is 4 R Ik, BT fORE A 9 7= A2 — AN 78 BN 30 9 A% ) 3 6 4 2 ok 250 B2 5 HDCR
(HYP debug configuration register) ] TDE 7 #% 5 1 B, 1% 5% & H B N HYP B3 [F i) ,HDCR.TDA # 1 AT LA
7 1= Android P #% 1514 DGBBCR F1 DBGBVR [ BC & AR UE BT A (145 801 R0 Wy s ik A 815 05024 TrustZone
T B W AZ G AN $5 4 i, a] UE R A S debug 2547 8%, B Hypervisor B£8R D RESR S2 L.

5 LIWHER

7t Raspberry Pi2 JT AR b, A0 HTrustZone HARIEAT 1) PEREEAT T il Raspberry Pi2 J& ARMv7 444
TR, BT 4 4> Cortex-A7 CPU Fl 1GB 1 47, HH,CPU 1y £ M2 900MHz.151T 7 Raspberry Pi2
FFRAR AR 2 A S 4 R 482 Android 5.1 Lollipop, W% iR Ak 4.1.3. HTrustZone AE4E R G0l {5 F S &L R
HON, AN 142 ATIE SR R 248 47 C RS, H 7 Hypervisor 5% 63 177C 4t TrustZone 2 79 47 4nfd
F1 248 17 C fXi4.Hypervisor 1 TrustZone H & {865 1) 2 4> P v] BUg I T2 A8 UE 18 77 25K {R 1UE . HTrustZone HE
ARG Q55175 )3 3 Hypervisor Ml Hypervisor 5 TrustZone 2 |A]4H H 1) X 5 &5 43 B fig, A& TrustZone
of M 47 = A A £ R0 A B ¥ T .17 HTrustZone AEAE R 4852 AT 47 14, 7T LURR R 75 5K 7E HTrustZone 1 1 & M5 45 £
FEIS IAH R () A FE D e FRATTIR T HTrustZone FR4t)A 8 Frils ZERIWS )y LR SCUI 46 0 B 1) 70 FU4L B 858
Android R & AR, HE 5 £ S0 TrustZone W42 LM T L.

5.1 HTrustZone/&zh

W TrustZone MIHIUAILIEAE RS E BB, Android PIAZHTUA A 2 T 52 i IR 7190 26 FoA T 1) 52 56 31355 o
32 40 . 1) HTrustZone #2& 738 47 B (run-time) J3 30 (19,51 N T #4032 47 1) )3 2l (12 58 T84 . HTrustZone R4 1]
B EEAE 4 ANPE(1) Android WX SMC WK, 1%k FF 3C;(2) TrustZone #E4: Stage-2 TUR AU,
(3) TrustZone ¥ Hypervisor fXH5 ] HMAC 1H & 7 A5 58 2% (4) TrustZone #14H1k Hypervisor 56 B 1R 7]
Android PIA% L FETER IS TAVE FE TR 2 P RIS 3 20 W3R 1 kAT AT LG 2, HTrustZone 1) — I 20 I [H]
(MK SMC i K #3& 5] SMC 1) N — 4454 ) )& 18.064ms, I [AI AR A, % HI /7 5K LTl A 1] TrustZone 11 4
A7 IS R 8M 11 3 4 Stage-2 BT K H 5 22 14.498ms, 715 Hypervisor £8i% HMAC {i 75 ZE [#11 [7] /& 3.451ms,
T3 P & IR IR ) 22 15 HTrustZone f2 35 KRN o] 28+ 73 453

Table 1 HTrustZone lauch lantency (ms)
# 1 HTrustZone & 5[ (ZEH)
4% Stage-2 TUR K i 5 HMAC {8 HTrustZone Jij 8l i [A]
14.498 3.451 18.064

52 LTtk

TEAL GE AU KIS TrustZone W5 34 F 22 & R 8 E R Gia T R, R 1 bR Sedn#e poise =X, B 9 22
A PR L e At S I PR 2 TR B ) el A AE 2 4t SR DD 3 B TrustZone s 3E I SMC i H S8
g Le=8-200 B b, I 42 1R T4 2 — ¥k SMC W FHL Bl 247 4ns( L3 2).

Table 2 Context switch latencies (ns)
%2 LRI )
Hypervisor TrustZone HTrustZone
HVC ] SMC i JH MK WP HYP N MNE HYP ¥ N
39.2 247.4 306.1 307.4
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AL 2 T HTrustZone RAW K B2 A~ b SCU) e, 4045 187 B 1R ) 45 R0 20 % () D) e 3 o ] 20 ) D) e 2 48
et A PP ZBAR HYP B V) H(HVC $54). dE et 52 i F D) (SMC $54), B A1
T HVC I A SMC 1 H BT 35 ZE I 8] 2 2 I D) 4 J2 §) Android WAZBE A H SMC 484 D5k 21 %
A A A I P AR Bl 4R 22 4 5 HYP A58, 555 B HY'P B [5] 31 Android AT Android P #%
B A HYP 384 V)#: 2] HYP B0 HYP BixU I H SMC $5 4 i3F N\ e 4t s i X i 5 i I s a =0R (A
F Android Wi%.% 2 1, “HVC A MR E M Android W% Kk HVC PR FF46E HVC 1 IR [ 2
Android P A% T 7 B (0 B T), 0% LA A5 A R R D) 4 SMC 1 T IR 1) A& AL Android P B2 — K SMC 1
FIFiEE] SMC AR EIF] Android W AZ T 7 22 I 1), B A0 B PRIk LR S D) (world switch); N #%_ i 45
CHYP_PAZ”IIHR A JE M Android PAZARE QRS — R SMC 1 3 N M 42 o, M 42 A5 o A8 50 5% 25 A7 2% IR [
HYP #2, d5 J5 B HY P 48 2 I 18 O 56 a7 A7 Al (] A A% BB o 2 00 I [R)3X BLAR AR 3 9k B R Se o)« %
_HYP_ ¥ R IR A Android P AZ 20O — Ik HYP AN HYP B0 HYP A H k2 SMC i
FHE N M 48 2, 05 5 R M A A I A8 5O G A A7 35 3 (1] A A e 2T 7 LMW IS I, e 0 5 3 9k R SO e

M 2 A E] LAFE $, 4 Raspberry Pi2 JT & AR B, — % HVC I8 F BT 75 B0 I 8] 52 39.2ns, 17—k SMC i 1 AT
5 T I [A) JU) 2 247.4ns,— K SMC 18 T 75 ZE 1R I [R) 2 — K HVC 3 FH BT 75 ZEIN (R (3 10 £ b i IR,
HVC WA R R AR AR T AN ) CPU B 2 18] 1 P4k 1 SMC i AR TE CPU A RIBL 2 (8] (1)
Y4, 11 HJE 78 PN AS A S D14 (world switch), e T 5 % flif Ab 31

7E HTrustZone ", T TrustZone if; 2 B Hypervisor 1 3h g4 5 W 2 B8 1, JE AU AR H6: SMC i F 3147
B TR SR AR B AW HYP_ N R BN R HY PR PR3 B o X D) e 7 M A D R 1 o
BRI A 5 TN T 204N (R T8, (RN T~ SMC AL A% _ ¥ _HYP_ N RIBAN T RS 2 58.7ns, TN %tk %
_HYP_ X ZRA T4 52 60.0ns FAMT AR /N, X E 24525 T HVC WAt SMC G 2.

5.3 Android R4 B EE K% RE

2 ARM -4 L HAE 2z 4t A1 Android RECLE TAERT, W AF Mokl HR5 BT — 2 B3 OB #L ik 3 4 21
HHE); T 4 Android FR 40 A1 22 4> 1 L) TrustZone [ I 7E ARM “F & T AE B, BT 3X P9 #1847 7E A [ i k5t
1 b2 (7] 5842 F% 25, 7E Android REGA K SMC WA TrustZone AF 5+ W Android RFIEITIHEHR T,
Android RG] LR FF IR 10 RS VERE W TrustZone MiZ4T A% Android RS SRASMNAITERETF A4S (H Y
HTrustZone _L{EI,Hypervisor B{¥E, b TS B & #4258, Stage-2 Ml B PE95 1 IF.1X %) Android R 40K K,
D 4 o 00 - 381 49 3 1k £ — S PN A R i 3R R A T R AL ik 3 e 1) b HE (TPA) T 380 497 S5 4 1k 1 P J2 A A7
HihE R, BUA 16 1 B FF 84 (Stage-2 HbHERI )i iE 51 N T . FRATIAE Hypervisor AR UG Al Hypervisor JiE P Fli
IR, 7E Raspberry Pi2 Jf & #1247 Vellamo F1 CF-bench P> benchmark KX Android Z 4 124K fig.

% 3 103 T4 Hypervisor AT (TrustZone) 1 7% (HTrustZone IR 2 R, Android & 42471 benchmark
A A o3 B v 1 e R 47 L P, Vellamo 1] Multicore MR TR 1) /2 V7 AU 5. WAFIEE . KRG FIIHAT
THEI R S g Metal TR 1 /& CPU F1R 4% 1) P4 B8, CF-bench M3 1 & P A7 13 5 R 2852 5 3 Sl 70 4 b AT
Dalvik UL 1 PERe JF R s G 45 T S 1 Ve fe.

Table 3 Benchmark scores
#& 3 Benchmark %5

TrustZone HTrustZone
Vellamo Multicore 552.9 548.7(0.8%)
Metal 285.2 274.9(3.6%)
Native 12 252.2 12 212.1(0.3%)
CF-bench Java 3828.1 3 831.6(0.0%)
Overall 7273.3 7 183.3(0.7%)

N T (8 BT T LA B Hypervisor WUR IR T, Stage-2 il F B (KA A1 145 4 (0.0%~3.6%) JL T~ 1] LA
ZMEASTE RN B PR 1) A 5 A0 L 2 R EEE PRI T %2 1 B REE TN 2 T
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TLB(translation looksides buffer){JFELE, 1145 Stage-2 Huhih FH% (1) F 8 K Ay FA, IR O I A 2 45— Yk St Bk Bl 1841
B 2 2 MMU, 46K 2 80 L4 v LB 2 A TLB 2247,
5.4 HTrustZone5 TrustZone iS5 ¢ 1 B9 L3

YU (1) TrustZone (1 15 45 58 G5 105200400 L T4 7 e At JE 1948 world gap FOXCT 0 T8 4 142 8, Tl
TEMH SMC #7484 iy TR 3R 4 B R R 52 IL Y BE P9 A7 1% B% B9, DG 1% 52 I ) B 9 A 18 U Il e 428
HTrustZone 454 T TrustZone F Hypervisor FEAR4E 1, 7] LA 24 - HEAH world gap (Bt ;£ B Hypervisor [1
FAA ) AT LSO 45 i e 4 G I0T Stage-2 ik O 75 BLR 2 000 D) A7 1B VT 19 JE 1 HTrustZone
AENS W52 Android REXF N AF RV ). € 4 X T HTrustZone A1 TrustZone [X) W5 4% i€ 77, HTrustZone 7%
Android R4 M FERE ST L RA L TrustZone B & 1L #5.

Table 4 Introspection capability comparisons between HTrustZone and TrustZone
% 4 HTrustZone 5 TrustZone W4 HE 11 i LL 3%

TrustZone HTrustZone
LA world gap B x N
AP x v
)3 A7 U 0 4 x \

6 tHXI{E

6.1 TrustZonelfiz &4

7 ARM V& L, B ZFETF TrustZone IR RGHTHE HORMA DB 22 MW & AZARHD 52 38 n
IBATIN A AL AR R4 4 ) ] Tang 25 A 4% T FUH TrustZone e #y 25 4E 22 4l FR A R 4 0Bk 2 4= LR
Ge % N1 (f) SPROBES'FIH TrustZone 4 5 4% 4% 224 vk, AU R AR 4748 1 22 48 A AZ AR 11 6 B b
Azab % \42 H (¥) Hypervision!®™ 738 17 I Xt A AZ ARG HEAT S, 8 /8 =S KNOX A (A% 017 ik sl i s R 45
FIH TrustZone Z24x[4AAT BR 5 AN Ry AL R, v LA 280t A 25 0090 119 22 4 1k R AR D 1) S0 2 1k ARIE e AT o 215
U AE RGN A%, AR I 2 5502 I SMC 8 2 B ) N AZ S I — > N AZ AR e LU £/ TrustZone W] BAZE M 45 s AL S5
PR R AT Z AR & XK IR D7 R X EINT AU RAE SMC 8 Ak ko A0 G OR47 AR AR B (1) 22 4
i) @1 HTrustZone M4 FR A 75 ZAE SUHRAE R G0 A At T LA Se 0 42 10 Dh e, & T LUl i 48 448 78
Stage-2 VIR ¥ B YN A7 7 ) JE P % B debug T 74855 2 Fh 5 3 1 HH B T B MR 448 i, 9 HL ok 6 i 48 i 6
T HAE R G IR, DR A RS TC VS R Ge i ix 28 4% wi R Stage-2 Hubil-HH3% HTrustZone AT LA ZL
Ho AR P AE 22 4x 1 5L 1) Hypervisor 25 7] 22 4> 1.

6.2 ENZS B #Hypervisor

7ESCHR[18]7,Cho 458 N3 ! T —FP5h 25 I8 3) Hypervisor 75 vE A 178 A A7 i MUk R 1B T 128M 25 [l 4%
% Hyperviosr [FACRE R, Hypervisor VA5 Bl I 10 IS8, 1% B P A7 48 U B N 22 45 P A LAV 1) AN AT A N A%
)% B4 BG4 Hypervisor B S0 I, 3X B A A7 04 B B AR 22t SRR 22 4 W AR 12 3] Stage-2 ik B8 36 (1)
{4471 Android PR TT LUE AT SMC 3543\ TrustZone, 3 H#1444% Hypervisor 455 %5 47 28,97 IT Staeg-2
HiHE B, B0 A5 UK 128M A b B 1) 1 O AR 22 A thE TR I A 38 3 A7, DURAIF Hypervisor FAC S BENUR e 7
A HPAT X B & B 3 Hypervisor J7iEAFAEW B — &4 Hypervisor BUTIRSMAEFE RS T,
Android A% HBAS REAS FH T0UEA R A A7 20 ) B A T I A2 BRI 285 02 TrustZone MY ZEAI4A 46 Hypervisor, it
T B Hypervisor AR FIECHE N 4% 205008 (1 W AF L IX JCBERE N T TrustZone 14 67 45 10 A SCRISCHR[211H
KH 118145 )5 8l Hypervisor [ 777445 ) Android W% 83 WAEE HM I AE,FF H Android W% Nk Hypervisor
PR FOZA . 81 T Android PR AEAS AT A ), T N2k 1) Hypervisor AT RIS 4 2425 TrustZone 58 1IE
PAORAE SN2 I8 B 10 22 2 AR T Cho 858 N I T7 46 A SCI T 48 v T AR IR FH 26, 46 T TrustZone 1) 1AE.
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6.3 Intel SGX3EA

TrustZone FARNIZATIE ARM “F & EIHAE RGIRME T nIE K BR 2 PR 5, vl DUHCAH K B B B 2R 05 4035 1)
W ii AF Intel “F 5 _I1,SGX(software guard extensions)Fi AR Ky Jf &k F #E4LE T —AN Al {5 AT I35 (enclave), 8 i 4F
PRI ¥8 4 JT 38 T LR TS 8 ARG L 2] Enclave 1 Ri24T.SGX HARRIUEFE Enclave 4 FE 7 3% U5 4]
Enclave P 35 (1 ARG AN E 305, RIASE S 1208 FE 3T s A R (P9 % BUBR 252 Hypervisor AR )22 TrustZone 3 AR M1 SGX
AR B () SR AR AL T T HRAR P A% B T v G B B AT A BT R EE AN [ 52 TrustZone HEARGIA T Hi
CPU iz AT #5520, 18 o 455 £ 25 77 28 10 8 B JE AT 3% V5 %143 4 W 38 70 ——secure Fl non-secure, TrustZone fil Rich OS
I3 IS AT AE A S A ELO T SGX H AR I BT 51BN I CPU Is AT B3, 1T A2 iy B P9 4% 3 & i) £ Enclave
HIHAT R EE, 2 7 & R P HAT Re k78 2 0, 3t & i3t N Enclave $04T Enclave PR AAS. FF & # 7T LLAES H
MUK AL i B Enclave F 22 04T, 3X & TrustZone Gy %1 ). Enclave Fil Rich OS H A% 2 3R 45 7L — 2 1 5%
LM A AR TrustZone HSFEAH B A7, PR, R SGX B AR BLSE fin 77 5 FilA Rl A AF I #% Rich OS iz 17.
5 LRI, A0 Rich OS # V) B RN Enclave ¥R T 45 5 52 B {7 18 (side-channel) BU i I BEAR, WL T page
fault®* 2 T cache 15 18 B il

6.4 Hypervisor, TrustZonegi & &%

ARM HERMLY e e 29 g W44 g Hypervisor Fil TrustZone $E4t T 2 4 372 e A K H 3G in 77 MO
BEH WAZFA N Hypervisor 8% TrustZone HE4T X I #E . B /T, 3 3t 19 WA T Hypervisor Fil TrustZone [f]
5 i i 45 181252 SR 15, Hypervisor BX#% TrustZone M58 15 B 3K B B A 12 3K HX Enclave A #5045 i
15 BB %5 5 B L TE Hypervisor B0 TrustZone AT (17 18 B i BLAR & W4T B (0 3 B AR X B 8 S 2 1 02
IEFE M Hypervisor fl TrustZone P #BRIEATH .54 Hypervisor Fl TrustZone [ I LR 2240, 40 W 1AL AS B
ARS8 0T, A (T Il AN T Gt HH B T BT Tk 1 AR P 3 R s IR SR R 1 v A PR I B Y (1
il JX B 0 B 7o AR R AE 1, L3R 2 B 4 4 it 2 X Hypervisor A1 TrustZone [ARRE 0L XA SR AIF,
{HH a7, 7B A B AR B R I8 B ARS8 /N 0 R 48 884, 1 75 B Hypervisor I TrustZone [I4CHE & 35 JE K.

BT ARM “F& LY Hypervisor JF¥ A M52 V24342 H, M E WK ARM 34 #52& SCRE B b G #F
Hypervisor){],1X L% 37 £F Hypervisor Z1 4 ¥ Hypervisor 115 % 7] g2 52 3| — 25 B ) Bo s, 8 el /& Mo 4 w7
DL P iR TR 2 & b R 2l — 5 =W Hypervisor 3R &S BL VMI(virtual machine introspection) JE 2 [ 4 5.

7 HRIE

AL E L ARM B RE AR AT TrustZone BRI 2 H1 T —Fh il 7 R HEZE R 48 HTrustZone, BE 1 18 B
Hypervisor 32 TrustZone M #6811, M ¥t T HTrustZone %2 4xJH 5l Hypervisor 55 TrustZone 2 7] %2 2= 1) 4 (1) )
AN T S8 TrustZone W45 R 48, HTrustZone FRELHMAT B 24 =F & 1 M 4% 7 0FH B 98 R 1) e 428 BB 7, W] BAAY
e WA PR3 AR G B ML T 4 1) 22 4 1k S 4 S0 25 A R W) HTrustZone HEZR RGAER AR BN B F YA
BRAE R GUARPERE LRSI TR 2 TR ).

References:

[1] Xu W, Li J, Shu J, Yang W, Xie T, Zhang Y, Gu D. From collision to exploitation: Unleashing use-after-free vulnerabilities in
linux kernel. In: Proc. of the 22nd ACM Conf. on Computer and Communications Security (CCS 2015). 2015.

[2] Zhou Y, Jiang X. Dissecting android malware: Characterization and evolution. In: Proc. of the 2012 IEEE Symp. on Security and
Privacy (S&P 2012). 2012.

[3] Artenstein N, Revivo I. Man in the binder: He who controls IPC, controls the Droid. Black Hat Europe, 2014.

[4] LiW,LiH, Chen H, Xia Y. Adattester: Secure online mobile advertisement attestation using trustzone. In: Proc. of the 13th Annual

Int’l Conf. on Mobile Systems, Applications, and Services (MobiSys 2015). 2015.

© TEBREEEEIEDT  htp/ www. jos. org. cn



R4S 545 Bh Hypervisor 3% 1% TrustZone % 3F 224> 69 M 45 48 2525

[5] Sun H, Sun K, Wang Y, Jing J, Jajodia S. Trustdump: Reliable memory acquisition on smartphones. In: Proc. of the Computer
Security—ESORICS. 2014.
[6] Azab AM, Ning P, Shah J, Chen Q, Bhutkar R, Ganesh G, Ma J, Shen W. Hypervision across worlds: Real-Time kernel protection
from the arm trustzone secure world. In: Proc. of the 21st ACM Conf. on Computer and Communications Security (CCS 2014).
2014.
[7] Ge X, Vijayakumar H, Jaeger T. SPROBES: Enforcing kernel code integrity on the trustzone architecture. In: Proc. of the 2014
Mobile Security Technologies (MoST) Workshop. 2014.
[8] Samsung. White Paper: An Overview of Samsung KNOX. 2013.
[9] Jang J, Kong S, Kim M, Kim D, Kang BB. Ssecret: Secure channel between rich execution environment and trusted execution
environment. In: Proc. of the 22nd Annual Network and Distributed System Security Symp. (NDSS 2015). 2015.
[10] Sun H, Sun K, Wang Y, Jing J. Trustotp: Transforming smartphones into secure one-time password tokens. In: Proc. of the 22nd
ACM Conf. on Computer and Communications Security (CCS 2015). 2015.
[11] Guan L, Liu P, Xing X, Ge X, Zhang S, Yu M, Jaeger T. TrustShadow: Secure execution of unmodified applications with ARM
TrustZone. In: Proc. of the 15th Annual Int’l Conf. on Mobile Systems, Applications, and Services (MobiSys 2017). 2017.
[12] ARM. ARMv6-m architecture reference manual. Technical Report, ARM DDI 0419C (ID092410), ARM, 2007.
[13] ARM. Architecture reference manual ARMv7-a and ARMv7-r edition. Technical Report, ARM DDI 0406C.c (ID051414), ARM,
2014.
[14] Zhang N, Sun H, Sun K, Lou W, Hou Y. Cachekit: Evading memory introspection using cache incoherence. In: Proc. of the 2016
IEEE European Symp. on Security and Privacy (Euro S&P 2016). 2016.
[15] Tam K, Khan SJ, Fattori A, Cavallaro L. CopperDroid: Automatic reconstruction of Android malware behaviors. In: Proc. of the
22nd Annual Network and Distributed System Security Symp. (NDSS 2015). 2015.
[16] Raspberry Pi2 development board. https://www.raspberrypi.org/products/raspberry-pi-2-model-b/
[17] Kanonov U, Wool A. Secure containers in Android: The Samsung KNOX case study. In: Proc. of the Workshop on Security and
Privacy in Smartphones and Mobile Devices (SPSM 2016). 2016.
[18] Cho Y, Shin J, Kwon D, Ham MJ, Kim Y, Pack Y. Hardware-Assisted on-demand hypervisor activation for efficient security
critical code execution on mobile devices. In: Proc. of the USENIX ATC. 2016.
[19] Sun H, Sun K, Wang Y, Jing J, Wang H. TrustICE: Hardware-Assisted isolated computing environments on mobile devices. In:
Proc. of the 45th Annual IEEE/IFIP Int’l Conf. on Dependable Systems and Networks (DSN 2015). 2015.
[20] Williams J. Inspecting Data from Safety of Your Trusted Execution Environment. Black Hat USA, 2015.
[21] Zhang Z, Ding X, Tsudik G, Cui J, Li Z. Presence attestation: The missing link in dynamic trust bootstrapping. In: Proc. of the 24th
ACM Conf. on Computer and Communications Security (CCS 2017). 2017.
[22] Intel. Intel software guard extensions programming reference (rev2). Technical Report, Intel Corporation, 2014.
[23] Shih M, Lee S, Kim T, Peinado M. T-SGX: Eradicating controlled-channel attacks against enclave programs. In: Proc. of the 24th
Annual Network and Distributed System Security Symp. (NDSS 2017). 2017.
[24] Wang W, Chen G, Pan X, Zhang Y, Wang X, Bindschaedler V, Tang H, Gunter C. Leaky cauldron on the dark land: understanding
memory side-channel hazards in SGX. In: Proc. of the 24th ACM Conf. on Computer and Communications Security (CCS 2017).
2017.
[25] Shahzad A, Litchfield A. Virtualization technology: Cross-VM cache side channel attacks make it vulnerable. In: Proc. of the
Australasian Conf. on Information Systems. 2015.
[26] Zhang N, Sun K, Shands D, Lou W, Hou Y. TruSpy: Cache side-channel information leakage from the secure world on ARM
devices. In: Proc. of the Cryptology ePrint Archive 2016. 2016.
[27] Baumann A, Peinado M, Hunt G. Shielding applications from an untrusted cloud with haven. ACM Trans. on Computer Systems,
2014,33(3):1-26.
[28] Zhang F, Chen J, Chen H, Zhang B. Cloudvisor: Retrofitting protection of virtual machines in multi-tenant cloud with nested

virtualization. In: Proc. of the 23rd ACM Symp. on Operating System Principles. 2011.

© TEBREEEEIEDT  htp/ www. jos. org. cn



2526 Journal of Software #f+3 4% Vol.29, No.8, August 2018

[29] Machiry A, Gustafson E, Spensky C, Salls C, Stephens N, Wang R, Bianchi A, Choe Y, Kruegel C, Vigna G. BOOMERANG:
Exploiting the semantic gap in trusted execution environments. In: Proc. of the 24th Annual Network and Distributed System
Security Symp. (NDSS 2017). 2017.

KR (1989—), H WL X% N 2k,
CCF “FE 4y 0, RS0 e L 2
ERRUR B LA

DE&E1986—), 5, W+, B0 IT B, T B
W FEATUIR A A 2 4 R PP 2 AT

EHREN963—), B WL B R LR
Jifi,CCF i 2% 23 53, 22 SR SE AU M 4% 55
15 B2 4 B2 4, 2 e s B AR HE.

BEIEAE(1990—), 55, By B TR, 1 TEWE AT
SR RG24 R AL 22 4

BEEMA965—), 95,1 L A4z 1 LA
I, CCF 1R g ax i, E BT FL A W 45 5
15 B 224 A7 RO, 2222 4, P 45 S g

© PEFEERK IR s/ www. jos. org. cn



