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Abstract: Homomorphic encryption technique can be used for protection of data privacy, and some algebraic operations can be
implemented on the ciphertext data. This is very useful in the field of cloud computing security, such as analyzing and processing the
encrypted data in cloud without exposing the content of data. Addressing privacy protection and data security problems in cloud
computing, this paper proposes a robust and reversible image watermarking algorithm in homomorphic encrypted domain. The algorithm

includes five aspects: (1) The original image is divided into a number of non-overlapping blocks and each pixel in a block is encrypted
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with Paillier cryptosystem to obtain the encrypted image; (2) The statistical values of the encrypted blocks can be retrieved in encrypted
domain by employing modular multiplicative inverse (MMI) method and looking for a mapping table. After that, watermark information
can be reversibly embedded into encrypted image by shifting the histogram of the statistical values with the homomorphic property of
Paillier cryptosystem; (3) On the receiver side, the marked histogram of the watermarked and encrypted image can be obtained for
extraction of the watermark from the marked histogram. The encrypted image can be restored by inverse operations of histogram shifting
in the embedding phase; (4) The marked histogram can be obtained from the directly decrypted image. This is followed by the watermark
extraction and restoration of original image; (5) The watermark can still be extracted correctly under some attacks (such as
JPEG/JPEG2000 compression and additive Gaussian noise) to some extent on the watermarked and decrypted image. The proposed
method achieves embedding information bits directly into the encrypted image without preprocessing operations on the original image,
and can extract the watermark and restore the encrypted image in encrypted domain or the original image in plaintext domain after
decryption. Besides, the watermark is robust to those common image processing operations. The experimental results have shown the
validity of the proposed scheme.

Key words: homomorphic encryption; robust and reversible watermarking; privacy protection; data security; cloud computing
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encrypted image based on homomorphic cryptosystem
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Kl 6 Lena BMGIEIIZFIHR AN K ED S (23 e g vt & H 5 B
23 EERHN

2.3.1 s kR BOUK N AN YR B I &5
SN IR AL 3R B S & A K BN SCER ET,] 54T 88 23 B IF A A 3 8 K At MM g i 4% 1
ARE CO R C0, IR PR HRES 2.3.2 5 IA 1 B3R 1230 76 MM J7 2 A2 ) 3 ST R A3 ¢ 1
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Giit i d® a6 AT AR B R B CP R R ER R K ED Wy
0 :{o, if de(-T,T) 32)
1, else
WX S d, AT 5 BRGS R S BT B, AT UK JEUIN % B, 5 E I R TR e SRR T R K
JUBES R gf Mg T 05,0 5 W2
04 g% =1mod N? (33)
xt CO s S C i, ) BEAT AR ERAR F) CPG):
PG )0, =CPM.j)g" 0, modN?, if d\f €[T +G,2T +G) andmod (/,2) =mod (/,2)
CP(, j)=1CP 3, j)- 0, = c®a, j)-g® 0 mod N?, if d¥ e[-2T - G,~T —G) andmod (5,2) = mod (;,2) (34)
ch, ), if dV e(-T,T)
o, i e[1,8], 7 €[1,8], sk v iy AR FEAR 24 T 28 W1 SO b (W ST PO G, ) 2209 POG):
PO, )-8, if dP e[T+G,2T +G) andmod (i,2) =mod (j,2)
PG, =P, )~ B, if d¥ e[-2T —G,~T —G) andmod (5,2) = mod (;,2) (35)
PO, it dYe(-T,T)
R BRI 45 AL Gt B a0 KA N d® T RE N T B R G R e A R S K 6 CORR i s st IR A R
(N5 E[0.r, ,, () AT RIS FeizATE] OO e 2 MR R SC IR EL1].
232 RS IRBUK DA S R 16 B
FWCE AR HAARRN S (TG MBI, 0] PR & A 7K BN % SC S L TBEAT i % 5 S UK B AT
SEREEG R E[LEATHE BEREREDE | W, IEME RS RN L8k 1, 34T 8x8 &
e, E kA 8x8 (& /K BRI B SC o By PO Sl I RN 3 BH(T,G) AT AR BN R 50 B, 4 0(15)45 21 P 11
Giita d® o KED wORIARAE 2 R (32) R FR I 4 PR K AT LB PO HR i B SO A % R A R (35)i
ATROEE A (A5 AL G i d O RN aIF B PY AR SCR R AE PR G, ) B R PP, ) 15 515 A S04y
B PO 2K H JE UG EMR 1
233 FEHu E EHG AL HS SR UK ED
fife 35 I K B (Y BV AE A adf 3k A b T BB 2 57 30 BRAGAL B BT A G O F K BN B 4 B g vk B LK
B0 8 UL ¥ EUR AL 33 /E (JPEG/TPEG 2000 J 45 A1 vy e 75 450) B AT — e & e itk n B 6 B, LEAF 0 [X
HMIECHR 1 X E BB KN G ISR DX AL R, 24 A 55 5 & /K BTN MR 2 B — e R 1 B AL 3 Bl ), AR
BRT i Rgirh & d N E AR B E R R BE N R X A I 3005 75 e TE AR BOK ED. 2 T 42 &K Bn EHR e

Z TP E AL H S FEBOK B B IE B 2, 2 8 SR 11,2410 S 0B AR SR A 3 RO SRR 22 B 28 R G S
o o 28 34 5 HE AR 7K B B RS
AR L
.
1, otherwise
REAR 2. =W E R 0 XN (=T - G/3,T + G/3), MK ENFEHUCA
w2<k>={0’ itd,® < (-T-G/3.T+G/3) a7
1, otherwise

IRENTE 3. FIH k-means TSR HUK B LS. & 7 H2e5d JPEG 2000 L4 J5 20 SR 48 it & 0 B 5 B 4
A, 7T LA H UG A B S 2 B Ge vk & 1 0 A KB N 3 28,00 BN class 1+ class 2 Rl class 3,0 7K EQ R $EHCH
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: (k)
) = 0, .1f dwk eclass 2 (38)
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8
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1
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Fig.7 Histogram of statistical values of the watermarked blocks under JPEG 2000 compression
Bl 7 £id JPEG 2000 FE4f a4 He gt vh & i B 5
R ZE I 2 HBUE RGBSR B K BN EUARR, 2 B SR A
wl(k), if wl(k) = wz(k) and wl(k) = w3(k)
W) = w®, it w® = w, and w® = w,® (39)

(), "5 (k) (k) (€O
w, i w = w, and w," = wy

W3(k), if Wl(k) + Wz(k) (k)

15 BUG A2 30 F e sl b BT B R, A 2 (32)F0 3l I B2 R GE 1 5 52 34 ] 45 i K B 1 75 B8 52
BT E A LR ,3 PR EUEE T R GE 3 MUK BN A B i 30 O o IR G AR SR 3 BRI R Z R &
GifE K VIR &

2.4 FUELIE

TE 02 38 R N K B G 28 SCAE B SUBAH 2 T AR B SCE I B T — AN KNI R 3 B HIME, SR 5
B B SCAE T RS 2348 H B T 45 15 3R R Y TR (0,255 ), U i 5 i 7T B 2 HH Bk o i LB MR G 45 R 1,
B A 3 PR B2 1 B AETE FRI[0,255] ;28 28 2, (B 7530 [ B,255+B1 N ;25 84 3 (B AE B I [0,255+B] 9 2K AU
1 CF ¥ 1) R, T 2 28 2 AN 3 B T ¥ R 1) R, A SO 2 R SCR [ 11 v 6 9 S B A A A EE

S ERGE BB R N AT — AN e AT BN E R R —AME, S R GvE = R AR R %
T 2,0 DG I, W FELLRE 1 X B BTG I B, dP FIMEAR, L, HZEE 2 B30 R 28 B 1 133 1. 1E
Feliom A 1), b ' FELUARR 1 XA B T A E N L B RIRE Y I,.

ST 3 LS 1, T RE)R T VE B [0,B1R1[255,255+B] I E & . 40 SAE & T Y8 B [0,B] M & b T
[255,255+B] 040, A X A2 RE N KA 3,108 5 HEME B T8 FI[0,B] (M 7 B A5 BAR i T 3k, 36 4 bR id Ar
B F0En B USEA 3.1 e 2R R 2 58 5 T DL R O 8B 1R e I — R R T R K B R X
S bR A B G BAE NI B BE S FE 2] 1. RO, B S 1 FEBGR A NG B8 R KA 1
WERBEY 2,5 EKiric B FETAEERE B WA IRE NER 3,80 1 KSR 1 R H 8 T 6 H
[255,255+B] 5 E /> T [0,B] 40 &, AR X P R AC AR AL 3.2.00 5 048 138 I [255,255+B] M A B 15 B b
10 R SR, G A AR iDL B EAER S BIZETY 3.2 #H yY 1Lf fa F — PR O B0 AT 388K B 5 G4 X 2
Fric A B A5 BAE A MG BN BE SR B3 1. 807, & e 1 S EUR N I BHInME & 48 5 EAnic i B
WA b B WK S AR 3.2 80 1 RN I,

T AR ER G 3R K FEAE AR R T°[25,230] 10 YE 8 P9, BT LAZE — OB o T, R RIRN R 2L B I EU(EE 2,
GAEINIKED S5 1R 2D 2t i H e 8, 3 HLE 48 K 2 2018 0 N AN 2 tH IR B 3R IS A SO i Hh A 3 7 38, 4

(k)

and w® = w,
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Hbfif kT AT B A ) H AR L
3 SWERRIH

SE HhE Se 4 LA Lena BERAE Ay 804K (¥ 92 56 45 SR oK 58 E AR SC SRV IR AT AT 1 AR SR Y U I A M L
PSNR(peak signal to noise ratio) M & fif % J5 2 7K Bl (14 B 55T &, H AR B var, DU 32 7= N 7K BT (0 A T J e #18
R, EUG I S  AR W TR TG BB IR AR5 57K BN MR (i) R BB AR 3 AL R, I PSNR [MiH A
E2W|

2
PSNR =10 1g—— 1> 253 (40)

DI UGBS

i=1 j=1

Horpon Fow REEUE RS, i e [LAL, j e [Lw]. 73404 SR H BURE 5 22 %6 BER(bit error rate) KA & 3¢ HUK BV
T e, EL A ARG, 2 W R B /K B ) T A i 2 6 R UK /N 512x512 19 8 LU AR 1) Lena 2K % BE (] 8(a)
B VE I AR N K B —BE 4 096 LA BEALT 51, R F Paillier % RAMSHILE N p=61,
q=67,F N (B SCH) B RRAE N=p-q=4087 FARI S50 45 S an Bl 8 B, ey S nt Bl 8(a) i/ I Ji s AR AT
8x8 I3 YL FIFH AHAWN.g) FIE ] K, 34T I 158 2235 5 BB B 8(b) Az ), S8 JG FI FH N 2581 (T=128,G=64) ik
N TKERNAS 355 7K B 25 S0 B (G B 8(c) T ). S o, I 8(b) A 8(c) B A — 1k ) % SC B, B A o B
I02 J5 R 38 R AT B 8 (o) ik AT A 25 45 B BB AR 2 s 11 BEHE (B 8(d) i), % BE% 1) PSNR A 38.53dB.
IR B I RN 2 BH (T=128,G=64)F2 BUIR N (1 7K ENFN P 5 B (a0 B 8(e) T ), % B4 1) PSNR Jy+oo, 3% B 1K 5 HH
R i BG 5 R AR B G 52 4R 1R, B 8(HF WA X BT A /K BN L 58 B T 1E B SR SI256: 45 B 58 A, A SCHEVE S B 7
3 R KB BRI O\ R B B DA SR PR L

(a) Jisa (b) #XRIHB () F/KENRE S

T000 2000 3000 4000 5000
(d) HEMERENES (e) B EMERK () /KENFTIREUKED B ZE (A
(PSNR=38.53dB) (PSNR=+c0) (BER=0)

Fig.8 Watermark embedding and extraction testing results with Lena
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N T k2 AT AR SRR IR I L S IR R T W B 9 BT ) 8 R R/N A 512x512 1 8 LR AR B BB AE
NEAR AT M. SE B0 T 8 i R R AT 8x8 A HL IR A MZK EE BN 4 096 LU B AL 5 571 o 25 3
NIKED S5, 25 SR I 238 AH 24 T A B2 (9 B SR B T — AN KN IR R B AL R G, B B B2 B ff 2 )5
EUG IR B B B (A3 A B 25 ERUOK, S 3 PSNR K. 253 iR, 8 W R4 LUAHFI 0 B #R AN JK BN,
fift % 5 B3 1) PSNR B ZE A AH[F] RN R 2 B A1 PSNR fE [ R W 10 Fros. B 10 741,24 B 4 16 B, K&
[ PSNR W5 KT 30dB, % T AN 1 50 82 B 1 2% 18,08 T 3RAF 300 1 RS 0T i, AR S8 58 B R IR R 3L Broox=16,E01 B
B RER T 16.

(e) Baboon (f) Peppers (g) Airplane (h) Barbara

Fig.9 Eight standard example images
B9 8 EbRHED E &

PSNR(dB)
B R 8 % 5

- -l ' A A A L A - -
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A FRHB

[
=

Fig.10 Relationship between embedding strength B and PSNR value
K10 HR SR B A PSNR {H )% &

HIE 6 AT, LERF 0 DXMTELAS 1 IXTRIRG A& K/NA G & HR X IR, G ORI 5 P 1 5l EL 2, G B K 2 i N
FHB B2 K, PSNR A A T FEAR. R 8L, S5 B v ng AR 4 75 2598 55 B AEL G457 5 22 S o A 45 P 12k, T AU 96
KETBE G35 75 EK BN MG 5T S 4 U mT e # UNB BIEL G AE JPEG o4 & #5256 b, AR T ACDsee
14.0 BRAF S A% J5 2 /K BN R BEAT JPEG 4. P 11 Jro Bt A s 4 o2 B8 A1 -1 S804 1) PR (s I 4 i 2 338
AR ), FE UK B (1) BEAF 1R 22 28 BER I #1715 A [ R 9 1 46 58 2 N BER B3 BRME G (1938 KM R A1, 1 Y Bt o
BIME G B BN SR R N, /K BN JPEG S 47 ) 65 4 14 18 0.

© PEBEERKEFIFEU  hapy/ www. jos. org. cn



AT F TR AME A %o BASHTiH K ik 969
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Fig.11 Effection of the value G on the robustness to JPEG compression

B 11 BE G % KERHT JPEG & 45 1 54

AR F ACDsee 14.0 #AEXHA % 5 117K ED B 3E1T JPEG 2000 JE 45,28 F 7735 3R (surviving bit rate) R i
HKENEESNT JPEG 2000 JE 458 16 1 A7 35 56 5 B K FR 48 28 1K) 9% 2 R A7 375 FR =8/ Jt K R 47 26, B A7 115 3 /)N,
RSB0, S PR B 12 BN ATEARFRE G FREs LRI UK ED BB/ NE I R BRI 7R % RE T
A5 2R e T X IS PR A7 3% 28, BT 224 4 8 S AR I, B 0% 5 4 I Al B B BN bl B 12 T 5, B 3 BRI G IR K, B/
TEE 2280, WK BN T JPEG 2000 JE 45 &b PR3 0.

5.0 ; : i : : .
—&— Lena(T=128)
45 —%— Boal(T=128) |
Zelda(7T=96)
GoldHill(T=128) ]
+— Baboon(T=4106)
Peppers(7=192)
3.0 \ —&— Airplane(7=128) ||
==«3== Barbara(T=160)

17 #(bpp)
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WG
Fig.12 Effection of the value G on the robustness to JPEG 2000 compression
12 B{E G X /KETHT JPEG 2000 [ 4 ) 520

T WA AR SR At AR Ak B A 1) 1 AR SR MATLAB. 30443k % 7K B G 8 i v 34 g 75
MR R 1 AT 8 IR IR MR AE B8 S HUR N 4 096 57K B i 119 fif 2% %A 52 30K [ BEAR b 2 45
1R J5 B BUK B R LR R 22 R (BER) (%) N R B BN 16.0F 1 ATLUE 5 F R & 78 25 # JPEG JE
45,5%: T Baboon EI{%4h,BER /T 1%; % T 17% %4 0.67bpp (1] JPEG 2000 % 4#, k% T Baboon A1 Barbara E14
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AhBER /T 1%;5F T 5 228 0.005 = #7475 Bk T Baboon B 1% 4h,BER 3121 5%:;%t T 5 28 0.01 KM E:
M 75 5% 7 Baboon {441, BER 31/ T+ 5%. 5 FoAh i 45 48 LL, 7K ED LA Baboon IS R 8 4 14 BB 55 22 1) 3 B2 IR
[Kl 2 Baboon 1% F S0 3 LA 52 24, 8x8 43 B J5 Y dinax=388, 75 B BT T=416,B18 5 E G=0# & i N\ &3 B=13,
B b PR AR 1) 2R BLBOR AEAR SCE R R IR R B Binax=16 2610 F,G K RBEEUH 96, M & #8072 st v]
B SR T LRI 1 B B M Re.

Table 1 Robustness of the proposed method against several image processing operations

T/ L OARSOKENHEIEAE LR R IR A B A T 1 & ek

o JPEG J:4# JPEG 2000 J% 47 1o 30 I AR 7
WREG TG PSNRWB) mapras)  (fAEE 0.6Tbbp)  (FE0005) (i 0.01)
Lena 128 384 30.01 0.10 0 4.93 2.61
Boat 128 384 30.01 0.02 0.02 4.96 2.83
Zelda 96 416 30.01 0.02 0 5.79 3.32
Goldhill 128 384 30.01 0.10 0.05 4.40 2.73
Baboon 416 96 30.01 2.61 48.19 9.25 6.52
Peppers 192 320 30.01 0.29 0.05 4.81 2.71
Airplane 128 384 30.01 0.024 0 5.27 2.83
Barbara 160 352 30.01 0.34 8.45 498 2.32

BTN S0 et nl LU ON 1 ER AR /K B, BT DL R A7 23 B 0 R /N DU i N 25 s 8K 6 R/ R
hxw IR IR HLA RN R mxn (BT B R [/ wx[w/n]. Fe b B | - | i T BURE AR B AT/ R
AN R B B £ LK, 58 PSNR B UL Lena B 151,448 B R ~F N 4xd BB do 9 120,35t
B

B={(T+G)x2—‘Z[(128+G)><2—‘216 @
mxn 4x4

BTN 128 AH 4 GO M,B=16 A RElili & A LB E K Brax=16.79 1 i R N BB A BRI H UL B B
PER) R R 48 ) Lena BUER LU F 70 BUR S RN B RIRN A B O 1R 8, L3R 2 7E AN B KRN R B Brnax=16 1
TR, R SR 4x4 fE JPEG B4R 78 100 B HEEUKED BER=4.52% {FiG3% N 4 B $2HKED
BER=3.89%, LAt 73 B RSE R #) JPEG i 4 [K] 5~ MIA7 G ZE A R A5 45 7€ S 80N BEWS IET ML B2 UK BN Bt /)y JPEG
JE 4 7 AAEE 5,00 H G REIE AR BUK BT e /NBREL. F R 2 ) 200, 2 20 JRORST 80K WU e KR N 2 )N,
I H BB R OB, & P E . 200 506 I ok, L 45 SRR W 8x8 M IRAEIR AR & R R AN G e 2 8]
BT )~

Table 2 The performance of Lena image in different block sizes
2 Lena R BRI VERE
BRSO AR RE®DI) T G B PSNR(AB) JPEG JE4iH T 17i% % (bpp)
4

4x4 16 384 128 0 16 30.07 100

4x8 8192 128 16 9 35.03 100 4
8x4 8192 128 16 9 35.03 100 4
8x8 4096 128 32 5 40.12 98 2.66
8x16 2048 256 64 5 40.15 93 2
16x8 2048 256 64 5 40.15 93 2.66
16x16 1024 256 128 3 44.62 93 2

T, £ SCHR 1 R AT A 280 T s S5 Vel 45 5 el 390 7K BT B35 10 R T, DA A T ¥ K A ST L 1Y 1) 285 o 3
18 B T K B SEE 5 AT N BORIE FE 25 SR AT AR EE D T B8 B A SO RE BB R AT S AT R A AR
R M1 — o B SR MR e T K ER B TR AT T A L AR e A L AH R B AR AT 8x8 X HUR A A ]
FR 7K BN B AR 5 SCER[10] Ni SR & M PR ELEUILER 3 3R 3 AT L ER 1 Baboon IR LSRN, A SCHVE
F PR o R AT R AL T SCRR[10]ABAS — B2 A, AR SC SRV R AR I 85 35 R N K B, AT DL B A i £ 2 O DR 47
P B B0 B R R EE SR (107 BA R M A 8 B SCsR iR N8 T 387K B 5 58 A SO SE N Y 1 24 K e
GRS PR ST
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Table 3 Performance comparison of the proposed method against the Ni’s method in Ref.[10]
£ 3 5CHR[10]9 Ni B0 8 H A th i
S 2 SCHR[10]H Ni 53k A
PSNR(dB) ik A% & (bit)  f7i% ¥ (bpp) T G PSNR(B) kAR EDI)  17iF K (bpp)
Lena 40.20 792 0.80 128 128 43.27 792 0.66
Boat 40.50 560 1.00 128 160 43.54 560 0.61
Baboon 38.70 585 1.60 416 96 38.34 585 2.00
g

4

TN S5 T 3 KB AR B 1 0 T BOR OR 4P B £ 2 I P R AL, 38 o AT G 7K BT SR S BN SRR B A 1 e

BRI R I 0 B PR K EISRHEAT ORI $ A2 5 J5 (I RROBL B 1L 45 5 Paillier TN R 48, MG STIHEMETTE
SRS BOR A SCHR T — b T A6 ) 285 0 3 4k R B e T K BN SR O T ORGP B AE 2 i PR RERL O O VR B S
B HEAT FARBRAE B AE A% 23 2 BT EEAT 25 0 1 REAE 2 S PR 0 25 2080 o ik A ZK B0 BEECR A T 43

s A i i MG o g it LR A G

Paillier 11 2 S i) [F) 445 R SC DU T G it 8 B 07 BT 8 (K 7K

RN SR I R BAE T3 SO Gt RO IE . BESRAIE T MMI 53 IE AT A P () 2 1 g dd i S A
FARN K BN A5 78 0 % 43 b AT DLIRAS 4t i 8 B 7 AT K B IR

FEAR SO FRATTNS 7K B 5308 0 5 S5 A0 B SC 3 A SR BBORT B A W S AEAT 7 VR A0 20, 0 T e B0 e

T oLss th 1 Ab P T 58 B e A8 SR 20 FRATTIE 35— L Am vE A9 1 UG OR I 505 Y Pl bk R 5 e 1k S 36 5 2R
RUL:(1) KENEERIRN R BBUN, B A RAFIIRIEAE(2) /KB SVE 2 T 1), 78 R 52 2 il B 00 T K B RE
0 A N SONT B SC sk S B LR e o S BB B 46 W S IR BE W TE 1R K R 5 (3) K EILELAT R 1 5 R 1 A
5 I & K EN BB AE 2% — € 1 MR AL BEER A R ) B8 IE A Mo SR BBUK ENAE = F 52 KRB 8 5 F, i TR &
SR 5 M T S BB R AE R RA DR AP R BN 2 4 b 9 A 1N B S5, A SC SR B A AR A 1 BEAR BF 9T R ORI S

frfe.
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