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Abstract: Inter domain routing system is a key infrastructure for the Internet. A large-scale low rate denial of service attack against BGP
sessions (BGP-LDoS) can trigger a wild range of cascading failure and cause the overall paralysis of inter domain routing system.
Unfortunately, the existing protection mechanisms and detection methods are not effective in detecting this type of threat originated from
the system’s data plane. To tackle the issue, this paper analyzes the inter domain state catastrophe process under BGP-LDoS attack, and
then proposes a BGP-LDoS attack detection method based on the equilibrium state of the catastrophe theory (ESCT). Flow periodic
characteristics, routing session characteristics and system forwarding packets are chosen as the detection characteristics. Based on the
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detection characteristics, the catastrophe model is selected and the state variables and control variables are determined. Using the
collected historical data as training samples, the catastrophe function is trained in order to establish the normal and abnormal state of the
equilibrium surface. Using the trained cusp catastrophe model to monitor the running state of the system, the detection of the attack is
realized by utilizing the bifurcation set function to judge whether the system will jump from normal to failure. The experimental results
show that this method can achieve good detection capability while only monitoring a few links and nodes. It can also provide a reliable
reference for the network administrator to detect and respond to attacks in advance.

Key words: catastrophe theory; inter domain routing; lowrate denial of service; attack detection; network security
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Table 1  Seven kinds of elementary catastrophe model
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Fig.5 Projection of a cusp catastrophe manifold on plane u—x, v—x
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the three detection methods with different number of samples
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