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Table 1
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Impossible differential trails of SIMON
#F 1 SIMON AH[fEZE /) HAt

SIMONAN ] i 22 4) % 1%

(0,0,0,v9)—(0,v7,0,0)
(0,0,0,v1)—(v0,0,0,0)
(0,0,0,v3)—(v2,0,0,0)
(0,0,0,v4)—(v5,0,0,0)
(0,0,0,v6)—(v5,0,0,0)
(0,0,0,v7)—(v6,0,0,0)
(0,0,v1,0)—(0,v0,0,0)
(0,0,v,,0)—(0,v3,0,0)
(0,0,v4,0)—(0,v3,0,0)
(0,0,v5,0)—(0,v6,0,0)
(0,0,v7,0)—(0,v6,0,0)

(0,0,0,v0)—(v1,0,0,0)
(0,0,0,v2)—>(v3,0,0,0)
(0,0,0,v3)—>(v4,0,0,0)
(0,0,0,5)—>(v4,0,0,0)
(0,0,0,6)—>(v+,0,0,0)
(0,0,v0,0)—(0,v1,0,0)
(0,0,v1,0)—(0,v2,0,0)
(0,0,v3,0)—(0,v2,0,0)
(0,0,v4,0)—(0,v5,0,0)
(0,0,v6,0)—(0,v5,0,0)
(0,0,v7,0)—(v,0,0,0) .

(0,0,0,v1)—(v2,0,0,0)
(0,0,0,v2)—>(v1,0,0,0)
(0,0,0,v4)—>(v3,0,0,0)
(0,0,0,v5)—(V6,0,0,0)
(0,0,0,v7)—>(0,v0,0,0)
(0,0,v0,0)—>(v+,0,0,0)
(0,0,v2,0)—(0,v1,0,0)
(0,0,v3,0)=(0,v4,0,0)
(0,0,Vs,0)—(0,v4,0,0)
(0,0,v6,0)—(0,v7,0,0)

232 32 &AM REZE S AR AL
r V) R A AR PR R A BT N T 1) AX —E s AM TR B4 MRl 1 2 R AR B TE RS T 1)
AY —2 S AN TR E S MER N 1 220 B AR TR B MR N 1IN 223 BR 4% (B AM=AN, } BT &, M T %

FRANTTBEZE 73 A 2 FTws.

Fig.2 Schematic diagram of miss-in-the-middle
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1R 2 ey 3R 2 S R IRATT TR i LR AL 2 1 31852 0.
Table 2 Result of miss-in-the-middle
FT2 HiaAHA 4R

AN ] RE 22 BR AR R T

AL(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
AL4(0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0)

AL»(2,0,0,0,0,0,1,2,0,0,0,0,0,0,0,0)

1.2

sl

AL3(0,0,0,0,1,2,2,0,2,0,0,0,0,0,2,?)
AL4(2,0,1,2,2,2,2,2,0,0,0,0,7,2,2,0)

ALs(1

ERERERRRERE ]

2,2,2,2,2,2,0,2,0,2,2,2,2,2,2)

000,00,

ALe( 2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,7)

AL(2,0,0,0,0,2,2,2,0,2,0,1,2,2,2,2)
AL-(0,?,0,0,0,0,0,2,2,0,0,0,0,1,2,?)

ALg(?,0,0,0,0,0,0,0,0,?,0,0,0,0,0,1)
ALy(0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
AL 1(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
AL1(0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0)

ARy(0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0)
AR;(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
AR»(0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0)
AR;(2,0,0,0,0,0,1,2,0,0,0,0,0,0,0,0)
AR4(0,0,0,0,1,2,2,0,2,0,0,0,0,0,2,2)
ARs(2,0,1,2,2,2,2,2,0,0,0,0,2,2,2,0)
AR4(1,2,2,2,2,2,2,0,2,0,2,2,2,2,2,
AR4(0,2,0,2,2,2,2,2,2,1,2,2,2,2,2,7)
AR+(2,0,0,0,0,2,2,2,0,2,0,1,2,2,2,?)
ARg(0,?,0,0,0,0,0,2,2,0,0,0,0,1,2,2)
ARs(?,0,0,0,0,0,0,0,0,2,0,0,0,0,0,1)
AR;(0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
AR;1(0,0,0,0,0,0,0,0.0,0,0,0,0,0,0,0)

M 2 HAT LUE B, % 45 (AL, ARp) (R (0,0,0,v)) M) T A& 6 %65 22 73 (AL L, AR ) (B (v4,0,0,0)) i) A% 5 %
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5 (AND)IZ %) SIMON £ 1 15 1 1) 4% 336 45 %5 7 2 5% W00, Ko1bl 2 AR AR ph 40 5 34T T VR AR SR,
LT LS BEAS RS A IR SIMON % bR Bk M AL FB vk i i ik X

E38 313 SIMON 57v:th, u—sv ({157 I 2 PEAH 5 R C(u—v)h

2" ifv=landueUl,,
Cu—-v)=:2""" ifv=1 andueV,,,.

0, else
32 FHANMBERERE L
AT G R A SIMON 48 B A4 AL FR 1 I 29 R =0 AR e M AR Ak & — M T B3 &R

SIMON 2 AH S B 12 I 51
HHER 3.1 W AT 0,2 u—v AR BALY ueUy,. 13 8] — 51 30 M 2 1 B 4%, BA TR it an T 1 24 R =

U=u®S=*(v)
(SPW|SPvyeuwou!=0
if (f,v=(2"-1))
t,I=u,0
while t!=0
I=1®(t03)
t=(t>2)
1=0
else
tmp=v
abits =v
while tmp!=0 ()
tmp =v 0O ST (tmp)
abits = abits @ tmp
shits = S™@ ™ (v) © (-v) © (=S @) (abits))
sbits = S (sbits)
pbits =0
while shits!=0
pbits” = shits © u
shits = $#°(shits) © S (v)
shits = S*™(shits)
pbits = $2*@"(phits)
pbits =0
Sa R Q), FATIE T —FHTHER SIMON A 5K B AR 1 SEVE AR VL — Pl g 530, i o 55 285
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SE BRI R HE T 4R 5 (AL ), W Ak — X i N T A D o 7 R B 55 A R M B A o 1 U B — A AT R
B 12 7% [E 1| SIMON [ 73 41 B AT JC i i A1 mT A (14 g A\ i R HE A, (A, ) S ORI e B rh K — > 1 4R, 1%
FF I 2 P,

3.3

Bk 2. SIMON EAH KA R,

//SIMON {f) 73 LK 0 n

174 JT A 2 1 SIMON %8 bR 5 2 P A% 4 1 1O 29 U5 N modeel.cve
1 Write all the constraints into model.cvc

IR 77— iy N S e MR AL J— 2 A SR R A
2 for the given input mask Axje 4 do

3 for the given output mask Ayje /"do

4 Modify constraints on the fixed input

and output masks of model.cvc
m=dispose(model.cvc)

6 if m==Invalid then

/% 2 AR R AR

print input and output mask

else then

print nothing
10 | end
11 end

113 SIMONEHE XK

KA T RAT REZE 70, AT % & A AN i tRHE A B 00 1 OO0 RIS 3.2 19 o i 5505, 3 13k 4k 31
32 SR TR AR, MK 3.

Table 3 Zero-Correlation linear trails of SIMON
% 3 SIMON Z K1z

SIMONZ#H K B 42

(0,v9,0,0)—(0,0,0,v7) (0,v9,0,0)—(0,0,v;,0) (0,v1,0,0)—(0,0,v0,0)
(0,v1,0,0)—(0,0,v,,0) (0,v2,0,0)—(0,0,v1,0) (0,v2,0,0)—(0,0,v3,0)
(0,v3,0,0)—(0,0,v,,0) (0,v3,0,0)—(0,0,v4,0) (0,v4,0,0)—(0,0,v3,0)
(0,v4,0,0)—(0,0,v5,0) (0,v5,0,0)—(0,0,v4,0) (0,v5,0,0)—(0,0,v6,0)
(0,v6,0,0)—(0,0,v5,0) (0,6,0,0)—(0,0,v7,0) (0,v7,0,0)—(0,0,0,vo)
(0,v7,0,0)—(0,0,v¢,0) (v0,0,0,0)—(0,0,0,v}) (v0,0,0,0)—(0,0,v7,0)
(v1,0,0,0)—(0,0,0,vo) (v1,0,0,0)—(0,0,0,v,) (v2,0,0,0)—(0,0,0,vy)
(v2,0,0,0)—(0,0,0,v3) (v3,0,0,0)—(0,0,0,v,) (v3,0,0,0)—(0,0,0,v4)
(v4,0,0,0)—(0,0,0,v3) (v4,0,0,0)—(0,0,0,vs) (v5,0,0,0)—(0,0,0,v4)
(v5,0,0,0)—(0,0,0,v¢) (v6,0,0,0)—(0,0,0,vs) (v6,0,0,0)—(0,0,0,v7)

(v7,0,0,0)—(0.0,0.Ve) (v7.0.0,0)—(0.0.v0.0) -

H T e MR AR RB A R 20 imi B2 2%, B R 45 R A% R N (8] 2 0 1 7min,

4 AARESRENZREFNEMNA

41

SIMONZA ] € & 4> TE 7E 1% IE AR

A SCHRE B ERBR T B a3 RN T g 25 3 A6, 38 BT DU ) B 45 5 W B N B H ZE A R T R R — 4%
RO AR AT SN 2200 0 BZE AT W3 0 (Aa A5 % 16bit), 3545 22 25843 %4 0x0000, 45 2373 A 0x0000 i
Ji B OXFFFF, #5255 % s iy H =4y Foim o Ll i g LA 4E & vh T vl BE R4 N H 22 40, BRA T e fE S EE A R
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SIMON 5 K AN H] i 72 23 (WA B0 0 11 %6 ok 45 BL 4 2R IR 18] 0 2 1h, Qi SR H 56 77 Fuvr, 38 vl 45t LU IR AT 45 1
SRR 4518
4.2 SIMONTBIRFE AL E HBUAB S 47

SIMON it ARG HE 1 GRS H £(8,1,2) (1 BUE B AT 3 AR PUAS W] e 22 43 1) A B ok 4
WA R A% (07 1 HOR SIMON 224 Pk 1) 56 i), 75 B2 g0 21— Lo Pt 5 | K 1R 7E .

Kolbl 25 AU 3= 3 KT 22 43 Bk (1 Ffy J8 b 478 IR RS A7 5 B I ICHEAT T 43 T B I F ¢ SIMON 41 #4547
i BN S HOME R e, SBR[ 13 )M ITE T REFRI RS A7 0 B (a,b,0) H IE HE — MEB A, AT ST # M ) SIMON32,
SIMONA48,SIMON64 532, Y47 FAL TAREEVE ) 10 56 25 40 ME 3 B AT B AF I 9 U A4S pT 72 43 Buki e . A0
4.

Table 4 Cyclic shift constant set of SIMON
&R 4  SIMON RN AL H Bk U &
IR A0 o £ (a,b,0) IE M EE 5

(1,0,2) (1,0,3) 2,1,3) (43,5)
(5,0,10) (5,0,15) (5:4.,3) (7,0,14)
(7,6,5) (8,1,3) (8,3,14) 8,7,5)

(10,5,15) (11,6,1) (12,1,7) (12,5.,3)
(12,7,1) (13,0,10) (13,0,7) (13,8,2)

73 5% A TR A B SIMON  SEVEIEAT AN AT fiE 22 73 A48 R ANl SR AN w] € 22 20 Mok (R g 00 A
B8R EE, SO NS R 1L IR A JC R M) SIMON SkikAT 11 AT REZE 7 AR R,
SR LA 5 A B Sl R S, OE N T 1,70 00 Arh e B AL K SIMON HEREAT 12 8 AT g
R R EIRIK 6.

Table 5 TImpossible differential trails of 11-round SIMON with different parameters
F 5 SIMON A[FZH 11 %Al e 27 4
SIMON A A Z 4 11 ¥ AW RE 22 70 Bk 124 R &5

________ .02) | (L03) | @L3) | 435
1008 4 464 % 464 4% 96 4

________ (5:.010) | G015 | GA3) (014
1008 % 464 % 96 4% 1008 4%

________ (16,5 | @L3) | @3y | @TS)
464 % 464 4 1008 4 464 %

_______ (105,15 | ______dvey | _____d2y7y | (1253)
464 % 464 % 96 % 96 4

________ az7y | (3010 | (4307 _____ | (1382 ______
96 % 1008 4« 464 % 1008 4%

Table 6 TImpossible differential trails of 12-round SIMON with different parameters

% 6 SIMON A[EZE 12 AW RE

Iy kAR

SIMON A [F S5 12 e AT fig % R R A 1

________ .02 | (L03) | @L3) | (435
944 % 176 % 176 % 0%

________ (5:.010) o G015 | GA3) (04
944 % 176 % 0 % 944 %
________ (1.6,5) . @L3) | @34 @15 .
176 4 176 4 944 4 176 %

_______ aos.tsy | ______dadvey | _____dzy7n | . .(253) .
176 % 176 % 0 % 0%

________ az71y o _____(a3010) | . _..(a307n [ _____ (382
0 % 944 % 176 % 944 %%

H 5 2.3 1 n) 0, R GE R A7 2 50(8,1,2)48 R SIMON (1) 11 5 AN g 22/ B AR 4 00 32 46 8 R 3 12 A
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T REZE N AR AN 0 4% 8 R/ T AR T AR Jo SR A R B 4K T WL, SIMON Ji 46 2 $4 B RESIRBUAN 7] fE 22
73 Beidi.

5 B &

ARSCHR M T —Fh SIMON ANAT E 2270 St AR K #e 42 B sl AR 2 5000 A AT i, AT RENS DL s 42 28 1) 5
2 28U 11 & SIMON ANW {8 2293 e Z AR SC A% 1% B30 T LAVHE B 1t ) DR A 3 2 20 0 (HE RS 0 ) BE 11 A4 1 — 4%
AU BEZE Iy (FAH R HA2). BEAN BATIE &5 1 S S A\ Bt 22 70 4R 45 1 SIMON. SVAANAEAE 12 JeANATREZE 7
HEAR ) S50 5 FRATIARGUAN 0] 8 25 70 Boohi 48 2,0 SIMON i ¥4 #% A7 2 51 42 A PEHEAT Al v, R 90 UE T A1
X T IA S H SIMON . J5U 46 2 B R AT B8 (K HRGTAN AT 8 22 23 B0l BE ) A6 Ja S AR Fp BRATIR0U0T 2 S i i o ok
B A, IR I HE T 2 A 45 K 1) o3 41 B E
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