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Abstract: Microservice architecture is gradually adopted by more and more applications. How to effectively detect and locate faults is a
key technology to guarantee the performance and reliability of microservices. Current approaches typically monitor physical metrics, and
manually set alarm rules according to the domain knowledge. However, these approaches cannot automatically detect faults and locate

root causes in fine granularity. To address the above issues, this work proposes a fault diagnosis approach for microservices based on the
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execution trace monitoring. First, dynamic instrumentation is used to monitor the execution traces crossing service components, and then
call trees are used to describe the execution traces of user requests. Second, for the faults affecting the structure of execution traces, the
tree edit distance is used to assess the abnormality degree of processing requests, and the method calls leading to failures are located by
analyzing the difference between execution traces. Third, for the performance anomalies leading to the response delay, principal
component analysis is used to extract the key method invocations causing unusual fluctuations in performance metrics. Experimental
results show that this new approach can accurately characterize the execution trace of processing requests, and locate the methods that
cause system failures and performance anomalies.

Key words: fault diagnosis; anomaly detection; microservices; execution trace; principal component analysis
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Overview of fault diagnosis for microservices based on execution trace
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Fig.2 Call tree representation for execution traces

B2 AT B i I o



1438 Journal of Sofiware A% % % Vol.28, No.6, June 2017

I o B 5 7R T 1R A 1) 10 3R T i O 3 MR 4 N 4 sl 38 AT T A — IR 95 LA K 7 ik, &

MM HZTH)RR:
M=(requestUID,methodUID,callerUID,calleeList,info) (1)

o requestUID 23 SRARIRAF, L6185 SN 1 Ab A2 B 19 0 55 3 745 52 56 5631 SR FH (% 0 b 15 1 4R B 11 14 b iR 25 N
I AbsmethodUID 77 6 AR T scallerUID } 3 77 bR IR ;calleeList ﬂﬂff%ﬂ%;info A vk HALE B,
M2 il )& R:

info=(callType,serviceUID,order startTime,endTime,duration) 2)
e callType Sy 7733 103 F 2T 43 S A b 3] RN 322 F2 0 72 1 H (remote process call, f&i#% RPC), U1 & 2 T/~ , M,
AR M AR Moo B Moy;serviceUID 2k 75 3 T 1E W 55 ALATF B AR VAT, 81 an b 43 )i A 45 0 W AR 4% 1T
BRSSO A RS A 53 AN A IR S5 AT AL A TAE AT SEB ServiceUID  #H IR 55 AL R SE A5 4t M
— ks order 977 BRI, 1 &5 55032 [ AE B4 B3 HEF 24 773 1 N 7 25 R sstart Time R endTime
FITVETFUR . G5 RIS 8] duration 29 77 AT I8 TA) AEUAS Q045 1 D7 V1R AT I8 7).
2.1.2 PATHE I

AL AL AIRE B2 R A e P SR A SR ] — Fel g 2 1) 7 R IO VR T AT A5 R R IR Java 575
B P HE S ASMUTKE R FH s PP R AT 71 10 A6 05, £ B AUVRL e 0y b 3 sk 398 o A B OV o7 2ok M A S 7 N 3 4
E T

HHXS T A 1 S R e A IR 45 140 75125308 P 60 455 A b R PR RG890 3208 110 3000 75 T2 o e DA A

(1) 2 WS AAF IR & AN R I XA BbR iR

PAITENR S N 1Ak 2y 1 SR AE e —H iR requestUID.AE VR I #2 5 LI A J5 155 requestUID 153845 15
W 753k A8 ) T AR AT 2% B, TR S8 T 3207 1050 s T WA 75 ok

(2) MRS 204 18) J7 25 8 FH o) AR Il o

W 5 iR 4R 7R AR AT caller UID,TEZE T2 J5 5 R FH I 46 A7 22 AR R AT methodUID 433 45 1
PR 7k SRR 5 1B T 2 B A 8 LA TR) 1) 7 v R &R

(3) 2 W45 4L A Jy ik F L 1) )

X A M 777 90 R 30 g B 0% 2R B R A S vk R R P IR S 3z R D VR L R R I Ao DL s
5 A [ A5 U AE SR T I8 W0 P, T8 3o 5 201 P £ T TR 2 AN s Al b 6 o ¥ 00 PR IR DR e, S AR A 3 2 o
P73, e R 5 1 B — AN IS order 7 B0, ITTARAIE. T W30 5 325 )8 PRS0 140 1.7 2k

Zre LR AT, I 3 45 T TR 45 5 A IR B AT 3 B 7 4 B 9% L2 Service 1 T R Mo BRI IR
40 F Service 2 H I 13 M, Al Service 4 H K] 7 ¥ My,Service 1 ¥ = T4 (requestUID, callerUID,order) 73 INF
A B, Service 2 F Service 4 AT AH IG5 B, AN T SEIL T8 IR 55 20408 0 0 $hAT 0328 £ s ).

Service 1
M,
/ o
RPC,” RPCs
N
7 (Ro,M,,0) N (R, My, 1)
Service 2 Service 4
M, M,
RPC,

(Ro,M»,0)
Service 3
M;

Fig.3 Example of monitoring execution traces in the microservices achitecture with multiple components
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(3) ESrIEI
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F A LB R e T R R 4, B U A N O R L IR k=n A2 TR SR RS BT T
e SRR T IRIAER (1 100% 15 284 LB kB I, UL kA 22 5e o3 v] LUAR B 1) 5 22 5 45 Bl oA S 254K, E 4
A, 1B Y1) 25 B 23 i R s 045 2,45 TR IR B0 B 8. 1 SE SRR AE (B A, A, A, SRR P HET 88 05 V1 5 3 oy
J7 72 E 4y b X (21):

XA

Zrlzp @1)

i=1""1
MR SCHR 16103 AT BEE B 0.85.
4) FH TR ENL
T3 S5 s b A A P A e 2, i A K A R I (R AL 1R R, 4 3K(22):
P = a“tl +d]2t2 + .5l alntn

Py =ayt +aynt, ...+ a,t, 22)

Do = Aoy + Aoy + oot a,
Horhop, IR By i85 4 RIRJ7iE M AT I ), R o8 00 p W TR S ¢ R BRI T 108000 5 UG 4
6 24 B (0 FH D, 3R 0, D 3 7% 2% 4 JRE T 3 o S R U 5L 1T 3% 24 P o I 1) T ¥ BT oAy 5 A 4 i il A (1) 3=
TP T R, F AT 4 M e S B 1) Ao Rk, B 2.
Bk 2. VERE WO T AL HE.
Input:pList:3EHL 1) k A F 5L V3R B A RRAEAE A SRR AE [0 £ s traceList: AT Pk 51 3 C0) R [P HRAT B2 ;
Output:perfMethodList: V£ 5g 7 & J5 15513,

Pseudocode:

1. Set methodSet={}, perfMethodList={}

2. sortedpList=sortByEigenValue(pList, DESC) I3 ke A 3 043 F R AE AR [ 7 41
3. for all p in sortedpList do:

4. maxCoeff,method=max(p.u,C) 113845 85 R 2R B Rt [ 7

5. factor=maxCoeff*p.A SRR T B A R 7

6 methodSet.add({method. factor})

7. end for

8. sortedMethodList=sortByFactor(methodSet, DESC) HIXFIEEUH kAN J7 542 I8 KT B 7 HE )7
9. for all method in sortedMethodList do:

10.  serviceTraceList=aggregateBySUID(traceList,method) 115 RS 414 ID R 4R

11.  Set serviceTimeSet={} /AT FE B T VR BAT I (R 4R A

12.  for all serviceTraces in tmpTraceList do:

13. serviceUID,avgTime=avg(tmpTraceList,method) 113K A S5 1) (]

14. serviceTimeSet.add({serviceUID,avgTime})

15.  end for

16.  serviceTimeList=sortByTime(serviceTimeSet, DESC) //Lh avgTime BE4T %7

17.  perfMethodList.add(method,serviceTimeList) 13 B it 5 3

18. end for

19. return perfMethodList

S5 2 BRI k AR propa,. . pet G R TR IEE A1, Ay, A S HEK N HERR G 2 47), 817
TSEE I, 1% 5 23 AR 35 AR A I U MR T B B K 3R B R R I (4 05 i, R SO B A 7 43 31 & AN
FBUEE PR 1 (58 3 AT~ 7 47); LR R HR ) & A5 4% OB A - EAT (8 e PP G 8 A7) AR BE R AN 7 0
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TR IR 45 A A (V)P X 40T T 0], 9 FL4% BRSPS B AT IS ) 2R A7 450 P 1 77 (B 9 AT~28 18 A7) 85 5 1 i Hh 45 2L
FL TR kA5 B PR AE 4N IR S5 A (R AT IS TRD (GRS 19 47); Hr B & AN D v FE BRI 51 R 1
BB S 1 QB PR T 1k — 20 4 B DUNS B AN T 7 AN MR 55 2L (R0 R T I T gl T LAAS 5 P R S 2 e TR
AN R G5 ALA TR R A T 0 5 A (1 G o B0 2 S P T R B A it e ) 5 SRR [ 2 L DR, R ) 2 R
O(m(C)), HoHh, m(C)R 7R BN C AL 1R 75 1k Y FH 0 1 8 A7 W g kI 1 2 7 B ke A T2 043 AT R e I 1)
HRPER O(klogh), Ko W A6 3 vF AL E N M 28 FE R O(k); 5 J5 , EAG IR I I R B2 FE A O(m(C)x (TS, +
SlogS)), Ho 1, T, o WM Pz 40, S, R IS dLAF 3L IR 505 2 (I R 522480 OQ2Kklogk+k+-m(C)x(Ty+S,+
S;logSy)).

3 TRRERSN

3.1 XIIME

S BAE T I AT R AR SO T HR R 2% g PRI T B R R TPC-W RS T S iR 22 1
Bench4QUSL TPC-W 2 {E & FI 241 2% TPCUI R H 1) 5 45 8 100 26% e 45 i e o B A 70 L Mk 5 B0 L PEREJE . £
HOTE YRS T TN S B I SR 7 AR SR, DU IR 45 BRI K 1k B EAT VR AN AL 2R AR SR T
b FAF T2 A AT R P02 AT R 4 fg SR R R B BenchdQ ERESF TPC-W BLYE A LR 1 32 T
— T 1) A 5% 0 1D HL T 25 R M, e A B B B R AT SR 2 AN T TPC-W HEAT T 97 JiE.

R AH 5 SC AR 224720 M0IR 45 55 35 B AE E 4 R o) IR SSBR— TR 5N, i 9 R AR 5. (2) R R &4
A5 AT AME IR S DL R B . ZRRER S I(3) SRR B R T AR AR SO TR 45 AR A, B
% T OS5 St S 24 % BenchdQ $EA A MRS5S AT T B2 E M, R AN 5 BioR

S O — ®
i i
T SSUUUURURRRO b .
TR
5
7 R
Gt
St
N N N R
ST

TRss <481

AR

Fig.5 Bench4Q system architecture
K5 Bench4Q R4 44K

o RPRFAECL), WA b A5 K5 I DA 55 A5 5 DA R 5 BEAT IR 55 K 23, B AR S MR 55 AT B IR G  BLBRAIAIE L SOAS
Oy T 2> SRR U7 1) 55 22 iRk 55 2 1F 5 2 AL PR R BE A i A 3R
o RMRFAE(2), M 55 LA IR 3E I 3 E AR B SO SR AR R 55 R 55 1) R £ BEAIR, HLORALE 1 4245 19 ek
o RMRFAE(3), BEA MR S5 AR BN RAIE T AR 55 J5T 1 [ I, AR ST
A SR TPy B9 56 BEAE I P 6 7715 Console 4 FRALF S 4 T MAS HORC S L A8 N K i #2555 DD g
Bench4Q ) Agent #%5% Console JI% K (-4 BT A7 24, Vs ) 19 145 15 Ak 45181 5 7p, 04505 1 45 3k
G5 AL R 55 45 A M B 254838 — AN SL ) S g i ds Nginx 2 i 55 4 B AR B8 A3 7 28085 i, R e A £
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RN My SQL Hii 1 3 A7t AR 555 MOS8 W R 40k A SC T4 HE 9 VR R SO S0 R Bl 1 L SR A3 i A N
I FH i 2% % 34 5K BRI BE 2, Bench4Q ¢ & 10 000 {475 i Al 1 440 000 AN 7. 25 4 A4 B i1 B LR 1.

I
- HEUREA N

3

= A
Console it cingil] g 9
R 55 A
ﬁ iRk ,)\\
% s ‘ H_‘]
Agant SR / -
3
&

IS IR 5 5B
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3
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Fig.6 Experiment environment
Ko sEEsy

Table 1 Software and hardware information of experiment components

F=1 ARG B

Eikis [CRGRERS BAHE R Bk
console Intel Core i5-2300/8GB RAM/500GB Disk/100Mbps NET Bench4Q-1.3.0 1
agent Intel Core i5-2300 CPU/4GB RAM/200GB Disk/100Mbps NET Bench4Q-1.3.0 3
A Intel Xeon E5-2620 CPU/8GB RAM/500GB Disk/100Mbps NET Nginx-1.9.13 1
IS4 Intel Xeon E5-2620 CPU/SGB RAM/500GB Disk/100Mbps NET Apache-tomeat-7.0.63 2
B 1 Intel Xeon E5-2620/8GB RAM/500GB Disk/100Mbps NET Mysql-5.6.27 1
WS W R 5 Intel Core i5-2300/8GB RAM/200GB Disk/100Mbps NET v0.0.1 1

3.2 BTH MR

Bench4Q M 45 5 N AL T 14 B IRSS A S i M B v SUBY ) 4 b IR 5545 W W 505 %, B0 Search
request(#x %),Product detail(i¥] %1),Buy Request(J3%),Buy Confirm({} ). A &%) ik 4 Bl 45 74T $AT $hadk
(K A5 2 4 P IR 5 PAT PO H B 7 B,

14

10r

FAT I 4

Search request Product detail Buy Confirm Buy Request
Fig.7 Execution trace number of 4 service interfaces

7 A RIS R A (PR T B
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A R R] DL B 38 B IR 45 SR A T U SR E 15 LA, Product detail I 4538 5 7 B AT B g /b 3k
fIIXFIX 4 FIIR S5 AT B AT N C A Hr A B 43 A 5 3R 5 07 1 A 8l 28 s 3 AT B 3E AT X6 bL i o5 45 IR —
S0P, FRATT I 5 vk e s v 3 1 B %0 i IR 45 i AT B,

3.3 HFEISHT

ASCZ I CAT AR, R HIE AN Wt 1) J7 R B0 AE BT $18 77 926 PR A A4 1 SR (20,283 1145 AR TE N ki 41 3
7 TH AR U AR 2 LS A I B DG SR> 519 1 B iy AL SR B AT T 43 I AR R 3 T 3 v s DL P 1
R TS B RN IR PSS 4 KT HEAT SE00, WA 2.7 S0 T A b JA DR A 5 B0 N B R
4,31 Console 1 B 45 K 51 F R4 I 1] 24 90s, 3+ R H ok 100; [F] I, b 12 It R el B2 R e (M HAT (5 8 R EAT i
R 12 7.
Table 2 List of injected faluts
F2 EANHRENR

W i 5 N
BERGH JW It Stress, TC %5 ) T HAHL CPU. WAF. 10, W45 10
MRS 2525 B tomeat [ 51 1 MR, BLIE TVM LS . RFEECE . i EE . 32, CAE LY Bug % 10

TN B RS b L B R R R BB A 10
N AR SR IR P A G [ R 14U Bug . Bic B A R 5 10

AR SCIEHL I Hp 3 AN U (5 B DAy 43 A 40 A SC A L (i B2 M g vk

o RR(1):ERL TC T HAGE N HIHR 55 4% 4 P48 B 15%,;

o WRFE(Q2): B BN RS By 4 B PR IE 2 maxActive D4 10;

o ikf(3):4# /il SELECT...FOR UPDATE 15 45 1T #.3 in— AN e B

X T AR Mk ke, LA AT CPUL 4% St i 46 2 vl LA ST IR, R SCAE SR 30s VRN RREE 308,88 JE PR E2 1
TR AT SO, L TVM BC L Sl e 05, T T S IR 45 3 A Rk 52, TR1 w238 g s o 4 282 1 [ 90s.
TR (1) AN B (3) 75 55 30s N, RFEE 308,88 J5 Wk 52 1E %, 171 e B (2) R 2 IR 1] 90s.

3.3.1  RGUEE R I 12 W

N ST SR AT P R AR T AR 4 PP IR SR 3 AN G I R S e AR AR W 1] 8 TR,

FAT T3 B 0 3 1) S B BIAT 03 BAT e DR ABLBE PR I B AT B HEAT 0T B, B AT SE A R R R AR T A
)77 8 B R 4533 AT 4.

TEES 30s {15 ,4 PRS- 3 R A sk R W IR T IR 25 15 2. A &1 8(a)~I&l 8(d) T %11,Search request,
Product detail,Buy Request 1 Buy Confirm iX 4 7 Iz % 1 #5 G AT PUde (1) 57 FE B2 4 il i 7 0.16,0.41,0.38
023085 2.3.1 WHEE LRMNE AL EN TENS WK, B0 Database.getConnection(),
httpConnection.readLine(),SocketInputStream.read ()55 38 )5 3% 1 8 O tH RS2 J5 V5 LA ServiceUID R 4e 11, 34T
RIRAEAE N RS 2% A W70 95% LA b DAtk — 82, FeAl T ml DA 5 Wil i A 0 A7 8 IR 45 4 4 1R ) 5.

N Mk (3))J5 ,Buy Request 1 Buy Confirm Az 45 2<%, M Bl 8(c)F11E 8(d) AT 4i1:Buy Request #l Buy Confirm
R BIAT B0 e R PR R, 23 ol B T 0.63 F0.61 R 30 3 A 5 i i 12 W 77 ¥, i A6t S i R A T AE RO A
BEIT ¥ createOrderORNME T ¥ updateOrder() 7715, AN J7 15 AR JEAE DUV P38, 10 7 ) U7 PR B A I R 2 M, 3%
FEA R 45 /5 T s HE £ i [

o A (2), BRATT AT N N T R 25 4% 4 i Uy v IR 25 244 Y 50 e e e i /N B 10 AN 78 100 A F:
RECE AEE 7 P BRATT AT DUR I A D B AT B 45 4 AR AR A AEL IR 55 Wi I I i) S 28 A5 K. DAy g — 5 1 )
RALEBAN TR AES 3.3.2 45, AR L Buy Confirm R 25 4 51 3E — 5 WEAT P BE 5 & 12 .
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10 20 30 40 50 60 70 80 a0(s)

(a)Search request
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bl ¢
gl o
0l @ fiepiii jed!
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! e
A i [
. 1 G l: i il i #
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(b)Product detail
107
I+ T T+t + t + + 1'1'T ToT
- ! ! : | I ? Hjj!lll
i 0_53-7,7,|7,7,:{—,7+:7-L 7,7,,,{,, fl"*-li,:'Llii’il'l‘*"l
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0BT ——————-— e gl 1L L
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(c)Buy Request
101 #
il
1 LSRR | b
E N R VU LR S 1 O
T ede s '-f".—[—?—‘llj'rlf’%—
Fii : il
* ?ﬂ biléeci!r"ﬂél%w!“
02 ——-—————=—- ——}f-l‘——" il il
e Tt
0 ! b || 1 Jl!l‘ll
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(d)Buy Confirm

Fig.8 Abnormality degrees of the four service interfaces

8 4 Tl 55 1) R S

3.3.2 PERESE KBRS W

Buy Confirm %5345 13 FhEAT HZE, 7 N RS (2) 1) 90s I 1) Bt P, 48 AT e g . 1) 8] (1928 S R P CV
WE 9 s ASCEEUCL 5 R BN 5 AR5, L 100 W] K0 IR 45 1A R S8 I [v) g 3 AR K, A B A1
50ms F|i5 15 1600ms. T ML FERL,CPU. P A7 554 BE VR URAT FI 3R 4EREAE 15%AT 40% LA T A AR B8 J5 R FH S 0k LA
ST i) S 1 iR A

PATHE 5 AET 57 AN TrER LR 724 D — A4 B a8 S 12 W 48 3 32 g o e i 11 iy
7 ERSY 1~ 3 0 64.9389%,26.2608% K11 4.1277%, ERisr 1 RIERS 2 Bt b 91.1997%, E s 1
FIE Sy 2 W DU ROt R BLEAG Ba (s 5.

3 I THT 3 A E R S5 I 6 AU vE TR IR B R B0 W 3 4 b 2 R A Gk . AR
3 4 B &l BnT LU A7 5 | S PR BE I 20 1) =5 224 Database.getConnection()J7 %A .33t — 20 4, G5 vH 43 207% J5 12 1A
FHAE N R 55 8% A RN B IEJ7VE R~V 30AT I 18] 43 30 24 501.46ms A1 1.75ms, N A ] LUB a2 1 8 R 20 % 26 A6 v T
MR 25 2% A 1) AR B e 1 Uy v .
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Buy Confirm {11741 I l(s)
Fig.9 CV of the 13 execution traces of Fig.10 Response time of the 5th execution trace of
buy confirm service buy confirm service
19 Buy Confirm Iz %% 13 AT 5L AL 7t R4 K] 10 Buy Confirm IR 45 %Lk 5 i s i [
70 I s 5 A O
KEAEEBE)
80 -
50 1
N |
2‘;'30 26.2608 _
i
20 1
10 1
41277
N R R P | el P T P R
0 10 20 30 40 50 57
E A

Fig.11 Ratio of the principle components

11 Ea bt

Table 3 Coefficient of the principle components and methods

®3 BN EIENRE

method PCl1 PC2 PC3
buy_confirm_servlet.doGet —-0.000 34 0.001 025 -8.407 221
Database.getCAddr 0.0002894  0.003 459 1 —-0.013 669
Database.doBuyConfirm —-0.001 060 -0.012 116 —-0.022 504
Database.getConnection 0.997 979 0.0624 943 0.004 337
Connectionlmpl.setAutoCommit  —0.000 614 —-0.002 577 0.006 646
Database.getCDiscount -0.002 973  —0.003 538 1 0.000 708

333 wRgiR
A 3R A UE 3 (precision) (2 1(23)) 742 (recall) (2 50(24))~ Fy (A 3R(23) 58 IR 2 ik AHEHER 1)
AR W 45 AT VEAR.
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TP
recision = 23
P TP + FP (23)
TP
recall = (24)
TP+ FN
F= 2 x precision x recall (25)

precision + recall
Herh TP (true positive) & 7 e 4 A7 20E AL (¥ # B £, FP(false positive)# 71 U I [ s 4. 52 96 1) for X 4 R LR 4.
Table 4 Result of diagnosis
F4 gL
LR A Y Precision Recall F)

BAERG R 0.75 0.60  0.67
N FH i 25 25 2K 0.89 0.80 0.84
Hod e 0.64 0.70  0.67
N FE P2 0.81 0.90  0.85
Total 0.77 075 0.76

S 4 SR AR I AR AR SCHR H ) 5 v R L At R W0 e A7 K 2 B R 4 W e (LT A — S B O e A ROR
DFIE W 22 3o 23 A, 2R REAE 25012 W Ry e 5 40 388 0 R G, L i CPU R FH 22386 s o9 A2 48 F BG4 X2 i T A
SCHR R 71 D T PRAT IS 5 ) R P e S B, (A HE 08 90 0 AT, b 28 W o A £ 3 e SR Ak BRAE R BT
B TE YR AL I, T DL&S 5 ) 1 B R (0 3 AT Wl 20 BT ke B W S TR AMG 288 W e
34 HEMMHREFHEEZEREST

AR F A 1) B 0 7 3 2 5 B A AR G0 7 A — 58 PR Pk RE R A, A SO B ECIR 4 D IR 25 4 A T i 140 S 35 il ¥ I
V5] JE o S I AT T X EE A AT SR B g SR B 12 BToR AR R R ECR 100 11550 T, Search request,Product detail, Buy
Request F Buy Confirm iX 4 Fft [l 45 4 Bl 5 1 33 W 37 B 1] 43531 24 8.9ms,8.5ms,46.3ms il 80.6ms, i il (1 77 72 1
B39k 27,18,32 A1 57,3 HE J5 Ky 9.2ms,8.7ms,48. 1ms F1 85.4ms. J7fi Ml 5 ~F 241 Wiy 5 I} ) 184 011 1 24 3%~6%. [7] 1)
AR I AR DR 36 S M e 40 RE 55 M I 7 2% B 0 BE O 3R AT P A 2 M DU %) 77 v 2 M e 4 R B R H 9
Fed KM Buy Conifirm Wl T 57 AN 5 vE R AL B4 J7 328 DTk T 25 0.105% 1 E RE 4R FE.

90

I N ] (ms )
w P o [=]
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Search request Product detail Buy Request Buy Confirm

=

Fig.12 Average response time comparison between before and after instrumentation of the 4 services

12 4 ol 55 4 B T J 1~ 25 o J92 i) o B

THANEE 231 T KT A AL FEE () B 58 02 TR 110 G B A SRR g A S, JE AR Yk 11 I ] R4 () 52 % S5 4
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HEAT X EG MBS AT B K, IV 502 W 1) 6F 1) 52 2% FE Sl nx O\ T | Toflog | Tal). A k2 AS b BE () 1, Bl 1 4 5K
e/ INARACLRE B, 2 0 2 B0 EE e K 1 43 2 dE A7 6 L, SR S I, DU 3R AT 5 82 (1 5. 4 2 I A T o i SR 11 oy
PR AT 20 1 AR SO SN IR 5 BT B30 23 28 BT i SR 10 ol LU EAT T R W B 13 TR, BT 30% IR T B idE £
17 80% LA - [¥117 SR AE S R 4% D RE W 1B, S S — TR L 28 I 3 1 D U DR, B 45 R AT U AN 2 K
KBS 5 2.3.2 W BE RS R T PCA 5o 40 Wi 5 2, ST U S 24 BE A O(min(p® )P e p Il
HE R i by N R P 48 FEE . PC A S T 75 7k b 7 2 R A R 0 AR R A 17 B L35 () R % FEE Tl O(n*+p+pxn).
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Fig.13  Cumulative ratio of the execution traces of 4 services

B 13 4 B RS (4R AT B0 | L 2
4 HMxIE

BT MRS AETE R B3 BT TR E PG E] T Tl FER 22 R F sk 2 1) oG b B
T RS T A b BT 45 A vl sl gl ) — 2R, B 43 8 T T2 IO 9T . KubernetesP 7R M i 7 Docker 2 [ 78 2 SRR
RS, AL T OIS i B AR MR S W 5 T SE B T s AT EE AR . RS R RS A, RN AET)
BE.Netflix HystixUSHg —ANGEIR 15 288 P 440 060 AR 4538 47 B o A0 I 50 (1) S e A s B0 47 45 25 15 e 5 oK 9 1 3
B R ) O A RAIE T RS B T SR Twitter FintopU2Vg F T W £ AT Bl Fingale RSB AT15 B ar 1T )F,
J7 (A 0L T RO 55 10 IR 25 App-Bisect! il 1oF A 45 A A SR 1 8 52 00 945 52 1M 2548 e R A ok i 1)
bug A1 B A Gremlin* 'V — i FH - D0 PHIR 45 e 555 b R A6 77 1) 2R 28 T L6 F bR R G0 Nl e, 30 ok A 46 £
1) E A SRR fi A T 1) i Ak B 0 R U R R T R T M A U o, RS I I 5B A R 45 R T
Wt LA v 0 A A A R A BT AT AR 5 S N K o AR AR ST M W 9 23 A R SR A B R BRAT B AR DL R AL 1
S Ak S B T, 408 A0 br 8 VA S A6 5 | A e P IR 45 AL AR B g iR TR .

PAT PR T 35 KAE R G (AL B R, 2 R 0 HH IR I, D) 2 4 5 RS AT 02 1) w8 R AT B v
DA 35 Bh 4 J 5L U 08 R GEAT R A R 1T ) DLEAT AT R B2 . H AT AR I8 AT I . RGAT A e, whiis
W5 U7 i A3 B0 iz H T .

AEIEAT WS DN J7 101 ProjectS M it RPC i1 SN 7 06 R AN 5 B A B AR M 35 40 A1 R R G AT Ui, B 5
XF I R A 9 R AT O R A T VAR MR AR IS BT A B R SRk WA PSS A5 11 SR DR SRABE AR 3
ST T VA A S I SR 0 96 2R M 3 FR G AL AR DR SR O R AT b A X 3k T 7 1 2 B U8 3. Sherlock 444 H
— A PR AL 4 T R 4 1 OGRS T AR L b 3T AR IR T A 1 R R S IR 25 )R e R R i e, ) 4 SR T
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1 AR 0 5 47 ) 81 ProjectS, WAPS F Sherlock 2 2 4 M5 3 3R 45, G605 S IS FH 4 1) 328 W AEL 28 4 1 dfe o A )
SE R —E R EANBERE T, AR S8 T HE W G 58 B A2 A 48 o 10 U 85 52 % B SRR [8, 3 STl I 2 4 4% A 1 R e H
AR B ANE R I PAT B, 1P 7 e R R, 12 Wi 4 IR a2 H A L KT H S R A A,
A FLAT B g (0 300 FH 1 Ppt Al 1 — e B T8 5 R 1 ml SR AT S R I A M L I R R U R
SR LI S BRAT 2 5 TUAAT Db 1) 2 5, R I A 2K 38 6 (10 45 g 2 e e A0k 6 ) 0. WebMon OV T 5 #y42 AAG
25 FHE T~ Cookie 1 ICIPE 25 Sk SR AT R 1 14 W 00 $c 4, 512 B T — D 16) =55 1) Web Service 7 B Wl R ¢, v sl B
k45 FS MR YL ANYERE PRS2 4T Pip F1T WebMon 2 3L 93 A Sk SR USRS B 10 PAT A5 S8 A A5 T I FH 42 )
{13 A X-Trace! ™S T8 A5 B ORI 22 458 v 1) 23047 7 05 T80, AT 575 65 7 100 D0 8% 2R 2 0 £ J8, S B %5 401 PF f A
A Magpiel*8 5 v o] 25 547 1 B, 380 3o A% 6 41 10 5 3 WL A B, S B 37 SR A0 e £ JE SRS R 45 1A T 5,
T4} 1 G347 43 7. X-Trace Al Magpie 4 T 3R 7E 40 AT (5 B0 B b 43047 T 5 e o 0 T e 0 i
55 A SCAE L W0 7 1 0 ST b 45 A IR 55 AR B T R T Bl A e AT £ M 00 5 vk, T LA ke B K
JPEMPEAPAT G B A ETBRN A Wk S5 I A
TERGAT Iy A T7 10, SCHR (4914 H — ok g 17 I 47 B30 24 R Lo, o 2 SR A SR Ik R e AT 0 8 5 3
T2 WA i 1A R SR T 23K 97 SR 328 R AT 00 A o A, o — AN R 1) A S i 28 A8 J5 T LT
AE 20T 1 1A StardustOH 0 55 15 3R 40 18 BN IR 55 2% 5 19 4% 10 35 B 30 s, 3 110 ) A 4 43 SR HEA T 0 03 14 R
B o AL HURE— A AR R BRI TR SR AT SR REAS T U 47 34 ) 11 4t s 1 1) BR R AT RN T DA Kk 2 £ 4 A
RYAT  Pipt VR FHAT 5+ 315 JE 088 40045 ok 191G 2 SO FH AR AT D A TR g 368 135 S Ak B AR 8 . 2 B SR VJF, SR
[45,49,507F FH TIUE [R5 2 SR AT 028 1047 5 S 5 377 22T R N D3 A B sm IR AU iR, HL AR ZE R N 480K
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