23 ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2015,26(4):945-959 [doi: 10.13328/j.cnki.jos.004794] http://www.jos.org.cn
O [ b2 I8 ARAF T ST RSP A Tel: +86-10-62562563

j( ‘QTEB,D*[\'{%? mﬁq.}i*ﬁﬁ $
-;5:5“]’&‘_12 —H——H—l2 _,% ﬂg

(HERFEBAR RS HIR SRR, 28 A 230026)
P E B ARKRE IRNBIRGELIT I SR 215123)
SORMRZE HRBLRFE L EARZ BT 5 215006)

T RAE#: B 1A, E-mail: miaotian@mail.ustc.edu.cn

OB AMERMALSREREL. EAMSIMENEIE R AT B L KIAEITE TR 7 e 18 Fs 50 Fxt
KA RATL B Ry B T RXEELAEZERKR. SIS, LERZSH S ARORYEIERBAGH RIS
AR FE A BT 0 L SRR T IR AR 49 3R T KR A Te AR BUR 69 BF 50 3 R AT AT KSR 69 74k
HERFFEX 3ANEZF T, EE T REBEBARP QAR T ZREZART 6, FEERNB T AALBERGK
FH R R RE I AR KIABBARY R — L5 6.

KRR KAE AL Ak & it B

HEESES: TP309

oo ARG S B A BT T, SRV K B B FA R B 1 e R E T SRR K 22 410,2015,26(4):945-959. http://www.
jos.org.cn/1000-9825/4794 . htm

S 35| FH#%30: Huang LS, Tian MM, Huang H. Preserving privacy in big data: A survey from the cryptographic perspective.
Ruan Jian Xue Bao/Journal of Software, 2015,26(4):945-959 (in Chinese). http://www.jos.org.cn/1000-9825/4794.htm

Preserving Privacy in Big Data: A Survey from the Cryptographic Perspective

HUANG Liu-Sheng'?, TIAN Miao-Miao'?, HUANG He®

'(School of Computer Science and Technology, University of Science and Technology of China, Hefei 230026, China)
%(Suzhou Institute for Advanced Study, University of Science and Technology of China, Suzhou 215123, China)
*(School of Computer Science and Technology, Soochow University, Suzhou 215006, China)

Abstract: Big data is a type of data set with rich information and significant value. To avoid leakage of user privacy during big data
mining, some necessary measures on big data need to be placed. Since big data has huger volume, more complex structure and less
tolerance of delays, traditional privacy preserving technologies are mostly unsuitable for preserving privacy of big data. From a
cryptographic perspective, this paper surveys the recent progress on privacy preserving technologies for big data. Three basic problems in
big data, namely storage, search and computation, are investigated, and their research background and main research directions are
elaborated. The latest research progress of privacy preserving technologies for these problems is also presented. Finally, some important
directions of privacy preserving technologies for big data are suggested.

Key words: big data; privacy; storage; search; computation

KEHE (big data) 2 —ANFr % LS, T BE 55 K 1 AE 45001 B B0 X Lo i 1 7 2B E g i T L&
ARIEEEA L A2 W 4% RIS Bl 15 2% 1) DR R AR A, 5 308 i 2 DA R BO% U pase 38 in 9 B0 i 2 R A
AT R A AR A 28 2 AR IBM (48, IL7E A EAE R KA 4 250 {2407 M 2012 4
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EMC/IDC [ 25tk s, 5 _E i 80 B e ik 5 PAERH T — 7,15 51 2.8 ZB(1ZB=1024GB)L K ¥ 4 & g K
ORI, T Hok ) L SR 2 N e X B i n] DLAIGE 5 DA IO Y s AR L, — T T A 4 K
B AH T DGR 1) K B e % 15 31 T 22 A0 (8 X5 L, 59— 77 10, bR T S0 R 5 SIS 2 i) s el 1 I B 1 4
A B A AR A 7 A B AR I T P S5 K B 1 AT A 2% 1 Ak

FI R R Hd (A UL B AR R 2 IDC 1Y 4V s BB B AT $ i B K (volume) . 4 P R G
(velocity). I 2 Ff(variety) FIANH & i (value)iX 4 AN A0 P8 K2 KO IR 2R AR A, 2 Fi8 DR H0ai 10 2l
B MR G R B AR 1) TB 3 n 31 22 /0> PB4 A 3T 2 R H5 s 1 2L 75 5K 2 48 0 T s KA R 11
P B IR Ak ST A 2R TR S 2 22 B S D 1 P TR R, 2 R DR B 0 B I B R AL R 2 R L S
AL BR L S, AUAE I s K 1 SRR S HR R B T R AR AR A SRR i A T A
I Z A ME S B KEAR S I E R AR T P 2R TR BT )8 0% 5 R, 2 9 IT

FERAE B~ 552 B i R 1R A58 R s, Bl 1170 B At A T 3 e b, 52 381 X 00 403 10 7 2 W IR bk, ] A 7 49 R
RS (1 TR] B AN VI R P (1 B A e — A =l i 0 5 (1 AL S o 0, 26 2R 80K B30 1 0 1) R R Wi s

B T PR A B FA 1 78S 51— A e RA DR 4 i 7L, T 4 B A 8 B U A 8 A i T ol 0 i T
JECK IR B B T 2 AL 1 B IR i, R 0 K 0 I R o R A (18 2 A 7 R B S e it Rt gt 2 U K B 11
e A ) FAS 3 K Bt 160 2 i A A A 00 1) A A o 9 3T P, T % A B0 i 5 (0 Ak H R OR R
KRB AEAE . BB A5 4% Ge 1) s B FA DR 4 AN [R), K S0 Hs A7 i J R AT B0 3 AN J7 1 T T s 1)
W T DR 1) ST A2 397 2R P B R R 1) R, 2 i DR RS R 388 R 8 AN W] T 6 S5 e et R PR LAk 1, el T
KB AA SR AR R L8l 8 AN T TR, 5 S800 2 10 A7 A A AR P 1 B = 0 0T D — o 2 1 v
P AR LI IR 45 2 ——— (P IR 5, B Lol 00 Rl 42 75 40 T HROARF S, 1E 0P 38 5 K 0H 1) A7 i 75 K IR ot
KB — AP e = b = AP0 IR S PR A 2 0 AT 8 . B A% KB A7 I A = Bl b 7 8 T 3008 i i A 2,
H & 2 A7 A8 R 55 B A 3 R AN 58 A AT A (U SCHR [8]H I s 481), 31X 338, (1) B4 A 5 6 280 A7 R 7E == 1 25l
1 5E Bk 97 1E K H Bl I (2) $dis mT ek DL SO A7, T LUK I 2 7 28 0 25 3 SO R ok R
AT = LRI B (3) B A8 W AR = L8 34T v 80 B LRI R T IOREUE B AL CR AP P
AR HELL.

P8 KB (¥ 774 7 T, B8R H
EA R 2 ST LU by w2 6 F 77
il 76 2= - 10 K B4 1) o 2 £ 018 g
JE 3K IR T B AR I A ok B
IECCHR[ 18] P REDACT fuif
55 =07 B0 UE AU 1 5 R (R T
WA VA BB 56 UE — AN b B, 28 R A
%), BRF E s 4 = W Tl AR T

Initialization
SR 0 A5 TR A, 4 LA 3t 56 Ik K 4
Data owner Third party 4 (g 5 4 1 2 AN 1) 5% B 1. R B 1 K
Fig.1 Framework of big data privacy preserving protocols TR YL Rl G DN i ]
SRV €/ <F NS A B — A B AR A3 6 AR T, 3K Aol

T 58 = 75 1) K Bl 56 B PR 300 A1 75 925 AT 4 R K5 A A7 = 1) 800 it e 4 o LR 30 U, K Kt A A7
P B T R i S DX 16y 22 st DL K Bl 1) 58 2 PR B0 IR P SR T 58 = 75 o LAY DR b, K el A £ 7 1
1 32 B RL PR A7 1) G T BE v — b2 A R ALK S BE NS BEL B 3 = 110 il k8 4 58 = Wi v B LA 0 K 8
i SEBENERAIE VX

5 R BT 9 2 5 T, BT N8 K EHE mT A LA SC sl % SO Al A Al 422 B P AN [R] £ A7 ik O 5K o3
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&, B 1045 AT 4 Sy W SC A8 R 8 S R PR RO B DA W Sy A A, DO AR L PR DR 0 4 R 1)
B A 29 14 K00 5 R S A A i i, 77 U, A A PR 9 2 B A xS 1 4 R R B DL S5 s i 22
N IR SR B 55 0 WL SRR B PR L A A1 o L s D) DA s % Tt DR e fe o, L 4 2 P P 45 380 s 471
A7 (1 BT BRI LA Kbl 5, b I K B g (s T LA AR ) LA ST A i LW SO A7k 7K K,
1 SRS A2 AN T LR A 17 v AR 2 Tl R RO (K B A DR T SN B B T AR 2 R BEORL 1R W] SR R A
RS PRI X A R AT KB IR AR 2 #ANIE FH, R A CR 4 R 1y W) S48 2 S AT AT T B BT 1
TSRS BN PR O R , TS A B8 18 55 DK etk AT (0 vt AR DG4 o8 Jir, BT LK 22 Bk 7 B A 11 W] S
PR ELAT BRI TT T AL A (1. A S0 18 K KB B AA DR 47 8 28 B0 4 20 W SUI R B0 IR B T
WY S 2R B0 2 A AR S S R SR CUAN I i ) (H A S S I 1 2 U DU T T 1 o A i
I3, 5 ECT I 5 R RTG5, BT LA I T MO0 10 B RL R 47 45 58 I A ok 5 SO R B2 1) £ S A fip L
SCHR.AE PRI BRI DK K0 8 SO 3R IR, ey 3 L il L SO 27, AT T DL 20 s 54l e (1) 1) 3 ot 5
B A DR 77 AR B TS 2 {0 38 3k A K B0 I s 5 SR PR 8 SO R Bk B

AN AL KA IR BT B AT 3 2 LA T ™ 38 A SR A Ak £ 5 KB, DR At AT T vl g 4 i 22
2 0 25 B AR TR T SRR S 0 K B O v S5 R R [P R A S v N B K i B T A AT e AR L
B 10, T LA DR R PR R B0 v 557 i A0 R 418 0 0 8 0% 22 4t U SR B 1T AN Tk 8 WL M sl B 5 R B
=5 AR T U B T, B R PR A A 2 R S5 R AL R AT v S A AR 10, AT A K B (1 SR 2
P A0 55 5 AR 5 B DL SO AR AT AR I D0 A BE K B v 550 19 8 ) — AN AU T R i A2 1 P D 2
#5750 SR b B 5 A AR B VR SRR 1 B LTt A BR T [R5 0 85 7 S (B AR B L ) 25 n % Ty
FHVIRAE T SR BE OR AP KB AT S B AA (B T e AT AR ot 58 4 MO T R) 2 0 85 7 58, T LA SOAS T
). T KB M 22 25 T BT SR PR o B T R AR LA 2 i P 11 () 2 I 7 SR ANE D 119, T DAAS
SCRAT PR DR B A (0 K Bt v 557 2 i e 4 TR A N8 8,78 Al DO SCARAE R 2R I 5 RE S AR B i 1
56 5 HLAFE DR R B 1) B RA DR 97 T 1 e

AT S KB A7 SRR M 5EIX 3 AN BLAT5 1 73 3 A 2 AT G B RL R 53 1O B B T 98t e, AR I
TR 2D il E R A T T 2 )

1 REIRETEMEITY
AT ST R H s R T P SRR S UL AR S A AR S R I ST
1.1 EAER

RES eFEME T 3 NS5 EH B H & (data owner). A7l IR 45 He4it 3 (cloud server) M55 =5
B VAL (auditor). PRSI AZ O SV AL 30 - R G0 8 S STV S Bl R Y 2 vk DAR B AR S0 TR L AR BV AT
A A 2.

(1) RS AZ TN N R GV IR I B A R A 22 S8R R i — S A S DL &
HHE AT 3 10 A FABA X AR 5 B8 0 A 8 R D 0 A 0 AT 4 e, B RA B T SRR A B B ) ) AR 56 T A 25
(homomorphic verifiable tag, [k HVT).d5 5 BRI 24 HVT AU 1 50E e — RAEGTE 2 IR %5 38 B 9F 4%
HANPARIRLGHE =T dH LA,

(2) Pl 3B 5500 A SR 2 I IS A T o B T LR T 4 3 I LI E A 7 2= IR 45 1 R Sl 1)
SERENE AT I UE I, B PR LA K 3% — AN BE AL BE % (challenge) 2 = Ak 45 7 , 1% P ik G 45 Bl ATL e B 116 358 40 s Bk
FR R 7 1 DA B B4t R ot 7 1) BE AL 2= T 2% 4 42 Bk ik )G, R I A2 A i HVT RRR A, P 8080 e ot S50 B
(proof) - IR ]

(3) Bk STE A ST FH ok B Ak i W PR IF A 1 B T LA R 2 S S ORI B I 1A B R BIE = i 55
T R I TR TR IR T IE Aff . d0n SR 2 IE B, A T LA B DL — S BN e A B A e A I, T B — s R T 4R
IR0 FE TR UR A5 B DB IR R 3 e A B 2 15 e 8, e W] LA 5 2 RS AT B R 25 RV R i B
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0T BRAR P I TEA TT8, 78 S B RS T v, 25 IR 25 9 306 A AN A2 SR AN B0 B 1) 6 1t A e T A — 4K
PP 41 & o A G R BUE th s s MU o 0 i S U ML SRS AL 18 22 18 2 IR 5548 R Bk i ) 1 285 8 4
HUE AL AT DU AR 1 e I A7 5 1 7 R A T 45 B 0 S 1 s R DR BRURA B B = 5 s T PO B R
ST 56 B0 UF B0 58 3P (0 AT 52 T A DR BRI 2 1A i AN i 5 45 o T LA
1.2 M RBRE

I, 36 i DR Hc s 50 2 M 1R B8 = 7 o o W A R T VR W R iR A B 40 25, B A T B3 Dk R IR UE AL
i 52 4 ) PDP(proof of data possession)Bp3 A1 848 ¥k 52 24k i) POR(proof of retrievability)Brif 2Py 25.ix
PR 2 B0 IE Hi 0 e P () SR BE A R, X 2 POR 1 LR 36 I 5040 5 38 o i il i N 7 21 4 44 60
F52 A A P 5 D s 5 4 JRHG At b v, 49 I W SR TR e R B 3 A AL, R T R SR = D7 R IE, 2 T A TG
U % B A T O S 9176 5 I B FA RS IX B 8 P80 35 T LT 40 43 . T K 50 1 5 28 42 o o W s sk 5
ST TR BRI AL DG LT B 8 ST K 6 TE X B 1Y) 58 P B DA SC R O AR AR T IR Y
PDP #pi3CF1 POR #0380, (1 4 AH SG W L BRI 9 gk J, H v . s Sy P 8002 10 3 T R 3l DA 2 2 15 HLA B A
LRy D).

7 PDP WM 1, B AN 3 HF 55 = 7 I AIE ¥ PDP H0i ABCH'07 /& 111 Ateniese 25 AM2JET RSA P i) 5t ifiy
BT .2 J5, Ateniese 2 NPHRH T AT A A DI PR IO #E SR VR 56 — 7 56 1E ) PDP B3 A — MBEHE 42,9 2 Ik
ARSI T — P T T 208 ) ) PDP Wi A B 0 S o VG BR Ik Bk o, B 06 S 80 25 1 R e s o R (H
SR BAT R S e AR A SCRE B (1 30 A 2540 Hao 25 AL 3ol K B0 B (R bR 8 8 I B v 77— ol (92
T RSA [0 ) SZRF 28 = J5 5 UF ) PDP ¥ HZY 11, i Dh RV TE BBk« et Oy B 916 % i B kb JF B
SRR 1 B A AR A BE T A R 1) JBURT RSA 0] JBURLTH 1K) PDP 03T 7 22 1A 304 I8 R A7k T4 1 4C
K, Wang %5 NSERFH XL 1 e 2 A 56 T 125 B3] 1 (discrete logarithm problem, fij #k DLP)#E H T —Ff 3 #F
S J7IRAER PDP B Wang 25 A 75 FR % B80S0 VR PR UCpk i 0 il 9 HL AT BB BRB Zh B (2 Xu 25 A1)
i HTR R = ARG I 55 S A1 W DR 00 32 BB i) 100 T AR AR Bl i i PDP Pl A & 4k T~ BLS %8
AU AR Hao 25 NI T —Flege A B S RE S8 =07 A TP (38T PDP Bl HY 10.3% P00 AT LLEAT TS B vk Bk
1 U 1) LG8 A% 5 E 22 ) A B0 1 56 Bk R S R AR B R AT 2 1 B Rt AN S SR 1 B A 4
£ Zhu %5 NESEF 00 MR FC A 2 AR A Index-hash R BT T — RS2 $E 50008 2 280 58 = J5 W i1 PDP HpiX,i%
PSRV TG B K% 0 10) 5F g 1 CR 4 BCH A 25 1 BR RS % RS B I T A 5 AT REK SO AT TE 2N o I 45 4
b, Zhu %5 N\ BOFEF 7] 2% 7] K3 3iF 0f Y (homomorphic verifiable response, i #k HVR)H 23 2 (1) ¥ 75 % 5| (hash index
hierarchy, {& #k HIH)HE H 7 — R385 F (1) PDP Y ZHAY 12, 1% W 330 o 4 I8 BR kil v 1) I FL SRR 58 = 7 i HL
B0 50H ) 5 B pE I 5N — AN AL ZHAY 12 st th G 0% G4 205 4 A 38 1 RaORA SR T 1A 32 45 0 4L
Vo I B A HAE e A, LA A B iS00 75 LA K IRV SRS JFA 8 1 X 28 ) {1, Yang 45 APV AWk
BT B4E A BT T — AN R AR B A T 28 =7 ¥ 11 PDP P80 YI13. % Wi e X 2 AN S i A7k e 2
A 2RS35 B ECR BEAT St 5 vk, 9T AR ORI S A R AR B RV B U AL AT O BR IR Bkt 1) . 3R 1 A
T JL% PDP Hh LI LB 45 5.

7F POR Wpi% J7 17, Juels 1 Kaliski' 42} ¥ 5 A~ POR B JKO7 A S5 K 4145 & 11 50 0F H00i (1) e 4 vk
T FOVEES =05 VT LA 56 UE R S B 1 POR i SWO8 S 11 Shacham I Waters™ 3k BLS #2544 % it
HR R A% P TR B LTS A8 8L T 2 22 4 1Y), A0 V0 T IR R Bk A v il (RUAS fig DR A7 B30 0 8 1R B A, 0 A S ai
(K545 10 Bowers 25 APHEI T —A POR BMX I BIIGHES JE0 O (1 TKO7 WhURT SWO8 B SLdE4T T4k
1k Dodis 25 NP F AKX HA(hardness amplification) 3 ARt 7 —Fi kb SW08 W3l B0 & 2 o vr 28 =
JH IR POR Hhil DVWO9, i Pp i FEARVERE Y T & 22 4 1) 3 H e vr JE R Bk Ak i 19 AH 2,5 SWOS 1 UAH
[{,DVWO9 B iSUAS FLAT AR 47 Th il A0 AR S35 6 B 1) 2h A A T S5 B 1) 2h A 4 4 Wang. 25 A1)
FLT BLS Ri%E 4 Fll Merkle W7 B #4377 — A Fo VF 04 8h 3542 (0 55 — U7 51 7F POR Fpil WWLR09. 78 It HE il
I, Wang 26 N\ DO I 28 & %5 42 5 RB3E— 5% WWLR09 B JE b fo 3% £ AN BRI 2 10 B0 347 it 5
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# U9 POR P30 WWRL' 11 {EX 28 B i8S A B CRAP Bl 471G 45 (R B FL. 26 2 71t T LA POR B3 LA 4 2R
Table 1 Comparison of several PDP protocols

#1 JLEPDPYMI LI

Protocol Preserve privacy Dynamic operation Multiple replica Security assumption
ABCH'07™ No No No RSA
Hzy11% Yes Yes No RSA
HY104¥! No No Yes DLP
ZHAY 128" Yes Yes Yes DLP
Y1351 Yes Yes Yes DLP

Table 2 Comparison of several POR protocols

#2  JLRPORVMILLE

Protocol Preserve privacy Dynamic operation Multiple replica Security assumption
Swosk? No No No DLP
DVW09™* No No No DLP
WWLR 09! No Yes No DLP
WWRL 1119 No Yes No DLP

2 KHEEXHEREE

AT Se gy W B SR R A I FE A AN UL AR T 43 S T A R (6 TR 2 S RN A BH % SR A ot e
AT 4.
2.1 EREENA

REH % L REA 3405577 594 & (data owner). A7l R 45 HE 1t 35 (cloud server) Al R A
(searcher), e AT N W] B8 R SR AT 100 B i) BAR SRR TR G I 4 Fh.(1) R EPRH
EHBURINA #H e AT, EERERR A S HNEIR A Z N HHMA 22258 BUEHEHEERRAE N A
FZHA B ORI U7 SRR T8 R A SN FVEN, A T S B RS SR I A 2 A H.2) Bds s
BT A FH R 2 AT 48 R I A s N A T S SRV I ST, BV T AR N ) 8 SC (A IR SV IR s
o VR B O B P 2R 5 1 3 ). 0 TR T R PG R g A W B I TR N BRI A A M RAE.(3) AR
PR RS RN T B SR B I A 2R N R 1) B A 4 R SRR S B F B AT IR A T R
HEAT W0 S 12 B T NG 2R 45 A R E0Hs 90 5 1 AL AL B — A 2 L (token) BRFR A A 1) .(4) Bl R HVE &R
NI FH %A T — 0 3 S B3R 5 1R 13 36 8 8 DAL 2R 4% 1k, A 206 A2 4% PR T i SR A fi Hh A I ) % S Bl
=5l

TSR KB 02 2 S5 A7, BT OB A DA ST AR, BT LATE 25 SO 3R M BN KT e 2 it U oK S8l
I B AL AR AR IX Tl 00T oA T PR UE K (0 w2k, o0 200 382 SRO0) 8 SC BB 8% 30 AT A6 R4 (0 46r 2 F1 & 480, By A AR By
B A2 B A G AeT T T B8 T AL R B R U AT R 0 s s, R e T e A L 1s AT AR BRI —
YR HEAT 52 2 3 2R K 1) 2% S 2R SRR T 40 Tl A 28 PT84 2R DK R 0 % SRR R BN R AT SO e
22 AIREMIMRIMEEE

Song % NP8 52 e T 40 i B il A% 28 H AR SR 0 ) B O BT T — B T B N (0 SO R
SWPOO,{H J2& 12 53 1 44 2 2 R R 22 A PE A AN 1. Goh P VRl Chang 25 A\ I0V5) 5 45ty T ] 48 2% f9 0 i 2 409 o
SR I 2 A% 5 S, FE L4300 3 T A1 6 i 3ot 3 2 O VRO B L R BB T TSt 1) T 4 220 B N % 4710 Curtmola 45
LRV St LA T 38 2R R0 00 AR 000 8 AR 14 22 A s SCRH KT 2 559 0 ) 780, 8 1 77—l 0 ) e A BETRY 995 T 0 45 4
Wl T =3 5L CIKO06. 141, Curtmola 48 A 7E SCHER[62]H B IR H T R VF 2 AN H P 8 R 1 AT 48 54 R
BRI LA S — b B R vk R 2 R 2 BV Ak B A 2 O O IR R R RE I A TR X A 1)
#,Van Liesdonk 25 AW T — ot i) ml 48 22 (0 6B I 26 594 VSDHT10,i% 507k B 5w M R R IF B A
VEEHE RGP TG LA E RT3 2R RS B 8 S AN 25 18 T A B 1 B AR T A R B BB R R I A
FETBAE 2= IR 45 4 b 1R 2% B4 v e 4 1 2= A7 i IR 55 S8 416 T 2 3 W e, A1kt R 408 iR B 8 T 3l Mo R ml 8 R 11
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KR o 2 3 B I P xS A 1 L, Kurosawa 25 A 94 W T 4t 32 2 BT ot 16 AT 48 2 (% B n 2 TR 1
LA Rz — A58 H AT 4 4 (universally composable, UC)!® 122 4x (1 73 2 5135 KO12.Kamara 25 A\ CO% 5 22 iy i l 48
FR IR0 TR 25 SVE I8 R R L BSR4 PN B8 58 A He IR 5100, 42 1 T — b sl 25 1100 ] 48 2R 1R X ok 85 5
72 KPR12, %5700 51 4 I8 O d e 22 AR O HLE A AR o 48 22300 2 5 Kamara 25 A7 1 SCik[66]
() 77 %€, 5k 7 58 ELAT O e 1 222 A M RS 2R 80 R ) b, SO D7 5808 AS VP AT #:/E .Chase Fl Kamaral® % 18 T
SETN AR T 45 R RN R 0 ) AL, BT RT 5 ) A4 FR e 0 5 98 R ) 8, O HLAE SCRR[68]Th 45t T TR R I
SR AL TR0 28 SR 1) 5 S B DA K — 6 FLAA T 2 A, T il 22 G BA R 48 R 75 5K, Golle 25 N4 i T
FOVF 22 St ] 48 2R 1 X R o 8 S 1) 2 AR ARURL LA ) %% GSWO4LBf /5 Ballard 45 A UOVR) F AL 5 43 52 R 25
PEXT R AR TP R B i 1 20 s % BKMOS.

FT T T8 R ) SR R 8 R S B AR AT R R A DG I, g L T P RN R R AR AR R — R
A SC I, X S BE 2% £ 98 22 0 SR L T X TR 4 2R I BV TRk T A B X — ) L, A grawal S ALY
1N T AR F 1% (order-preserving encryption, fij X OPE)IME R, 45 T —Fh AR 7% AKSX04.0PE figfs {4
TE SRR 00T B B SO 6 — B0 A58 T 2 R 5 4 B 11 A7 Lt Ak B X i) 48 2277 SR AR UK OPE
FVETE 2 A VR 2 T A R N B9 T, Agrawal 55 A2 H ) OPE &k AKSX04 75 24 A\ A £ 4 fig
X HEAT I, O FLABATT 38 4 4t 0k E 21 %2 A PR IE ] . Boldyreva %5 AUV B [l | OPE iX— M, 11
HOE X T OPE (22 4 KR FF R I £h B AL e BCAE JL AT 20 Af B tE T — Bl Al Uk 22 42 1) OPE 57.3% BCLO09.1% 51i%
AR TR 25 T S B B RA (P 5 TR HE T BRI 45 P74 B8 ) Boldyreva % A% OPE #7% BCLO09
)2 A PERET 7 B IR AN 2T, 98 FLAR T = 2004 737 % (efficiently orderable encryption, {4 #X EOE) 1 i &
LS —Fh LA ST BCO11L.EOE #RE T OPE, 2 #74T 5 1] LU S LX) 48 3% (40 X6 B i 8% 5 4% Popa 45 A OV A
TEDR PP 0% 7 S 00 22 A PR 22 1 ) L B HH T — T e 4 B v ) DR P 0 8 5509 PLZ13.

30 AT R IR AR N FLVL AT TR A

Table 3 Comparison of several searchable symmetric encryption algorithms

R3JURTTHE 2R AT RR N vk L g

Algorithm Search pattern Efficiency Security Dynamic
SWPOOF™ Single keyword Low Low No
CJKO06!%% Single keyword Medium Medium No
VSDH 101! Single keyword High Medium Yes
KO12!64 Single keyword Medium High No
KPR12!%! Single keyword Medium High Yes
GSW04[*”) Multiple keywords Low Medium No
BKMO05!"" Multiple keywords Medium Medium No
AKSX04") Range query Low Low No
BCLO09!" Range query Low Medium No
BCO11!! Range query Medium Medium No
pLZ13! Range query Medium High No

2.3 AIREMAAMERR

Boneh %5 AUV AT 18 2% i 2% MK R 2 0 Ak 1) 4 s 380 28 AH BB 0 A P ok, 1 Uk HE T AT B R SR R B A A
TN B R T XU X ARG T LRl AR A 5534 AR T, Abdalla 25 A8 Y Boneh 25 A FA 7 AN AL
— M AR UL | Abdalla 85 A4 HH T 98 28 00 B 1Y) 2 BN SRR e S, BA e — AN T RS R
4k, Abdalla 55 ANTESCHR[78]H 45 H T AT Bt 4 IR B 44 00 2% 5 28 e v T 48 2R S 4] 1 28 B o % SRR 1) —
f J7 5 Baek 25 NUOVEL %6 Boneh 45 A ) 7 ST B2 4 00 1) 1) 0, 26 T SCHR[SOTIM B A B B AR T — A
N 5 B 22 A3 A 1Y T 4 R R 1 A B N U % BSS08,1% 7 S AE R ML T R R R & T IE 22 42 () Rhee 25 A\ B
PR T — A 22 A1 8 iy I AN 75 B2 22 A 00 11 P $ R I A B 0% 07 2 AR T AR R TE B AL T S B T 22 4
(11,28 T 1 BRBEHLT S AL, Fang 26 AP23EF Gentry™ Wi B8R 22 A R 3+ 5 40 (0N 36 57 R BEE T 1 A e AR
BN AT EZ MBI R AN 7% FSGWO09.El 0 K 2 HOmT #8217 2 810 % S # i i+
WL PERT ) 5] B8, Crescenzo 25 NP Cocks® K3 T 5 43 (K085 7 6ot T — Bl 3E T VR 4% I L (1 T 48
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R AP 5% DS07.

T B 2R R T R A B 0 %5 5k Bellare 25 PO B TR i T N 5 (deterministic
encryption, {i 7% DE) M, 3 HLH i P4 003 e — 28w 200 T 48 22 0 2 B e g S (0 M n 2 2 480 T [+

AN BRI B S I R A SO ). A Bellare 558 A 45 H T 7EBE LTI S B R R IE 22 42 1)

it PN %5 5 %€ BBOO7. b J  Bellare 45 AR #f i) 1] 1 490 bR K0 77 bR RS 2L i 2 4 (¥ f 5 A1 o
7 % BFOROS, {H i J5 %8 23 JIT i % 1 91 JEk 6 502 B AL 57 11 . Boldyreva 45 A P8I 145 51 W4 ] B8 5 (lossy
trapdoor function, fiiFK LTF)* 10 45 Hy TR vEAR L R UE 2 4% 10 5 P 0 8% 7 8,07 3 T 0 236 10 0 JEL BEOR e A7 0
A BRI AR O T 10 2 AR AR 59 Fuller 45 ANPOG8 — 1 5 M e J 5,418 H il oz 1 85 5 6 mT LA
— AT B 1T B BRI . A R 2R G v BT AT e 49 BT OB AME IR T 2 A AR S B ) 22 4 A
Tl e AT VR I A5 0, DA 0k ) i 2 B P v AR ¢ 45t Brakerski Rl Segev® M HE T HAT BN N 1O 52
PRI AR & T ¥k T PN F R 1A )5 ZAE d-linear Diffie-Hellman fi % & o] AR IE RIS 7E 2 H 7 (3R 58 R
WA, 2 AT RAE— B T BEAS ] o0 BT A 1] IE 22 4% 1. Weel 142 H T W43 5% W& 75 (dual
projective has, [ #x DPH) M-S, 48 H Brakerski Fl Segev £ tH (1) ¥ A~ H A5 84N g N 1006 8 P 3 5 €l L8t —
i e WP A 3 A, Wee 3K T4 (lattice) E LWE BB ETE T — Bl LA 4N\ OB o P i 8 7 %
W12.Xie 25 NPT H b LWE BB Bt T — R AR AERT AL 22 4% 1y EL A BT 0N 10 8 2 1 Jon o 507 XXZ12.
Mironov 45 A1 58 1 s 14 Jon 2 30 T I 8% 14 50l A A DR O, i 040 2 IR0 ) 2 3l A7 IS VAR T 4w A
FEH 5 T 028 Sk A T 513505 Mironov 28 A3 H T 34 54 52 % 1 % (incremental  deterministic encryption, & FX
IDE) {8, -4 Y1 38 30 A 5 1 00 8% S0k o 18 2 P o B 1) — A VR R A B AT — R A Cuil 55
PO G i B BT T — R M R

DA b AT 2R 0 28 B o0 A A A Y R R RS B DS I, T S RE BT SR I 48 R4i K Boneh 25 NPT T
FOVFORBET HOHR . 7 4R 0 1 LS AT 3 45 WG e 0] A v 1) P 48 28 0 A BN 5 % BWOT.41 % BWO7 Sk IR
H 22 A PEAB BRI 1) £, Hwang 25 AP¥Z5 T — AN Sk g7 %€ HLO7, 0K L4 i 202 il P R (137 5t b Katz %%
NP2V P o A2 4% 1 W o B AR AR H T 0 1 ) T DAk AT R T B ] o 2 R oAy R e 4 R O 1] 1Y
NPIINE T % KSWOB.ZR 4 X vl 48 22 (1) 2~ F s Sk AT 17 S 4.

Table 4 Comparison of several searchable asymmetric encryption algorithms

4 LB R A AP0 E SA LA

Algorithm Search pattern Efficiency Security model Security ssumption
BSS08™ Single keyword Low ROM DLP
FSGW09!*! Single keyword Low SM DLP
DSo7!44 Single keyword Low ROM QR
BBO07¢ Single keyword Medium ROM RSA
BFOR08!*7! Single keyword Medium SM Permutation
w2l Single keyword Medium ROM LWE
Xxz12P Single keyword Medium SM LWE
BW07Y"! Subset query Low SM DH
HL07%Y Subset query Medium ROM DLDH
KSwo8’”! General query Low SM DLP,RSA

3 KEEZRLTEREE

TE B (0 B 2z A o350 P2 BB~ OR3P 1 B R DK T I 7 — A AR ) R G iy S i,
T R E b T S R B2 20, I LU TR 8 T AR D0 IR B RA DR B2 00 S B Tl AL R B ) 75
RN B, U B — AN Th R AT I U7 R AR F P B v BB A 58 42 [ A5 N (fully homomorphic encryption,
fRIFR FHE)SLIE 2 — AN 3 (e 3 (SE B L, T Ath S TR 1) e A b 557 100 0, 00 2 4 2 7 1 S OO T L ol o 4 ) &%
T SO0 A ¥ ol £ H 5 A () A 00 B O SE B AN UL AR JE A A M SR HOBIE STt
3.1 EALEHR

T e A R A N2 T RAFEW NS 535 P (user) F = IR &R 14535 (cloud  server), F A 7 2 24 141
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A R SR B I 2 S AT g5 s L T N R R B BEAT U SN 2 AR AN 4

LA,

56 4 [R5 I3 5 2 1] B SR U Jt 2 — B A 75 B9 FA R e 1 SR 25 SCHHATAR RERAE N3 07 &, — M 4
B Bi(keygen)s JHI% (encrypt)s KAH(evaluate) FIfif % (decrypt)d i E.(1) B RE LALLM %4
S P A HRRAEH Q) I S AR SR N P I O B RN A SCERCHE B A R )% SC.(3) SRABL BTV
ZEEAN A — A RO — 4185 S0 — AT S .(4) MR B RN T I RA B R 2%
S X I D T S

AR 4 D T A0 9 P 48 T 60 7 R SO 1 22 A v R B P AT DL Sl SR 2 R P SRAE SRV B SR AT A,
SRIG B E A R R4 F P g5 PP R PR A A T A 4 80 300 B 0 s TR A A R B T N X g
BSF I R 2 A B R 58 A ) A% I a8 S M 9 3 B4 op T 3R R LIS AT R R 2 A R AR TR T K A T I
A5 BT A 44,

32 EERBEMEAE

[RS8 7 R A HFY), 92 b5 b AE Gentry ' 2009 4EIR S8 RSN T R Z W O4H T A
AT N2 T 28, e AT] 32 BEEE T DR B0 A3 A2 R 0K B0 ) AL B AR K T 5 ) A0 G T (LR AT A B (1) 59 A
{73 S AT g FH SR AR 37 R S0H 19 U1 S BaRA L L — 2 0 28 5 2 A3 A0 VR AT Rk 5 B 100 a4 461 S ek
[39,103,104]H ¥ [l 25 0% 7 22 S A V6] 26 SCHEAT IR 454, SCHR [40] H 19 [ 25 n 4% 7 42 WL RE 0 8 SC kAT 3fe v
4 ,Boneh 25 A ) J7 2110 E AR Al 36 85 SCHEAT B8 A2 2% R4 AV 1Lt (S AL BR T - R B 400 K i 60 5 o I 75 2
Xt SCREAT 8 R S 2% A, L LRI A 0 25 7 6 S AR AS B il A2 Tl 75 SR b A, 1S 8 K BN A7 A 1K A
A AR BEOR A, L3 [R) A5 0 25 5 G AR R AR AT HRR) TR A " AT R R B 1 I AR AN 2 A g 1 OOL A B
Gentry 7ESCHR[41]9 5 F 4 b I3 v T i AN 58 RSN 7 % G09, 8 RAVHMER E A MEAE I AfE R T
AR 22 4 (W, AT A e T L 3& ) 8. Gentry A1 Halevil' 7 5¢ # SBL T GO9 J7 5,38 4T 45 W R i% 07 i B
K FR IS [v) 1 %% i) 84 Scholl 11 Smart!%®1L) & Stehle F1 Steinfeld!' V4> Bt T G09 75 %, /53 T WA IB AT %
ST 5 A TR AN T %R

7E G09 5 F At b Smart A1 Vercauteren! 'V F o [ 58 4% G BEBETE T — AN S A0 B B HR B /N 52
[ A N3 5 ZE SV10.Gentry 25 A SCHR[ L] R A4 W SCHT 4070 J7 75, 25 1 R-LWE i) @ 283 17— AN i)
THHAN 0 22 B 26) B (polylog) 1) 56 4 R 25 0 4% 77 58, B 5 70 SCHR[113]np Sl KB e o 2 10 % 1 i ALU{EL 15
BT —ANRCET SRS A A SN 5 % GHS12. DL b I e 5 4 ] A5 4 5 &4 I B S AT B AR R T
R-LWE [1] 8l Brakerski 25 A" R H Peikert 25 NSO W HEAR BT T —Fh I+ brufE LWE i 80 58 42 [ &5 0
%7 % BGHI3,1% 7 M0 50 a7 o, O FLEL AT S v 1 22 A

Gentry W HI5EAFZSINE 7% G091 % 4P H T BL AR — ol ) 1) UFN 4 63 7 4 SRk i1 i) 781 (sparse
subset sum problem, {5 FK SSSP), 17 1% A ] A1 B8 24 211357 18545 T 1) PRI 3 ) F8L. 0 720 56 4 [R5 N 2% 07 &=
AT A b Gentry 7ESCHR[116]7 & vH T — o (08§ A2 Sy s 58 A RIS s 5 I e 4
FE T 0 S S R 1) 80 R AL R — o IR LT PR IR K 1) AR T AT AR T T RS T I K Y
Fis i 1 5 5R F 1) . Brakerski Fl Vaikuntanathan!"'7-"'8IL F v LWE i) A R-LWE (5 140 51 86 o+ 7 #3710
SEA AN E 7 %, i1 T LWE 1) 8UR1 R-LWE i 85045 i J 24 51 552 P R i) 750, BT LA B 5 5 LA O 1 P 4 A kB
Ji Brakerski 25 AN SCRRI117,118]H (PN 58 42 R & N3 7 SR 10 AR S 80347 7 oodt . %6 T UESE T LWE
A R-LWE i 1) 56 4 [R5 00 85 5 S 100 ¢ A 1 75 2 0 7 L4 Brakerski O R I RS AN M Wil 7 — FlOBT 0 58
AFRIZEINEF R B12,i% 7 AR SRR, 2240k vT LU FH 28 BRI 20 B 1 TR X 1) 8.4 T A Rt 6T
AR P (00 5 et 34T 7 85 Lopez-Alt 25 \UONFE AR h ¥ i+ T — M VP 2 A4S 5 1058 e R Iy
SZTT ARGV 58 A RIS N3 057 S5 IR GE « SEF & — UK K BT 4R 17 3L 22 A 1k R T — A bR e 11
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o A [ AN B 7 S TR 1) AR Ak B 2% AN B AR van Dijk 25 ANUPIEBHOR BT T AN
Ty PRAR 0 58 A RIS INE T %€ VGHV 10, H: % 4 AR T30 ALl e K 22 2 %8 (approximate-greatest common divisor,
fi#k A-GCD) ) #.Coron % A"Vl Xf van Dijk %5 A J5 2 10 23 BH I K 1 i) 7,45 H 17— AN S0t 0 5 58 0ty %
FUAT B 1) 28 BH L 22 A k6 A i P B0 Al K 8 2 80 1. Chen i1 Niguyen! Vet 3 AN i 1) 0 bl e K 28
ZIBE B T — oA 2 B 5000 38 - Coron 258 A 5 SIS 1 AN 4e 42 1) B J ,Coron 2 A\ H291 S04
T —ANB AR S A RIS NS 5 %€ CNT12,1% 7 S8 B 350% Lb DI 1 B i, 22 4 T RS T b ) b e
RO LIE I N T 54 R A B HOR 1 58 4 R A 0 4 07 58, 28 BT 19 7 %€, Cheon 25 A1 3 7 4
AEROR Al B 8 A RIS 0% 7 .56 1 AN T7 SR A AROBT ) e Bk ds R A BRI A 2 AT RN
AR AR T TG A B A Y B0R) L 3R 5 0] 58 A RIS NS 7 R IEAT T 4.

Table 5 Comparison of several fully homomorphic encryption schemes

RS JUME RN E T R AR

Scheme Efficiency Security assumption
GO9t*! Low SSSP
svio! Medium SSSP
GHS 1213 Medium R-LWE
BGH13!"¥ Low LWE
211200 Medium GapSVP
VGHV10'# Low A-GCD
CNT12!'%! Medium A-GCD

4 SEMRE

KB T REAAEAFGE S FRATEEIX 3 AT T AR 7 5 BN T AH ST Uk g X 3 A
5 THI 149 R e 7502 BT A 2828 140 K 5 0 O T s 1140 32 2B B A e 0, 4% 1 6o 25— LA W R ke b3 3 I AR —
SE AT 5 TE B8 A T, A N ) I R E e A — e RN o TR I RS DL T 1% A R AN 75 B ORI K
(948 2R W R SR A7k 5 8 ] R B 9 2 R 45 4 2 12 i AT BRI DR 8000 1 U 5 A 1) R A sk 1 0 ok AR 4R
AR LUE L R O — L8 TR G E A R R E X 3 /> 5 T B B R ) A (R I 28 T BAT A AR 2 U5 1
AR SCE AR SR UL A LR 5 AE AR E— TR

(1) TERERE 1 56 Bk 5 V- sl T, H R IE 3 B8 ORGP B 31 7 38 B FA 1A SCRE B B a0 K 38 =
H11 POR p3. % T POR WM B A $d P &2 Th B, b PDP Wi H A 5 iy 1 S A AR, BT LA HIX 26 POR P 3L JE:
KEHE B RD PR T T 1) — AN EE L7 1)

(2) 8RB 0 2 A48 R 7T, B AR H 7 vT 38 28 00 56 R 4 10 R 28 B o G v R T i R AN
SR — PP EVE REAE [F) I SCRF— M &5 B M Zh S B 2 B R i T KB I 45 T B 0. 2
PERE R SR SR 28 T LA v X R R AR B .

(3) H T 5E 4 RIS A 7 58 T LR B b fif o R i (1 22 1H S0 L 0F H A 2T LWE o] U 38 43
S A [ AN 2 7 S AR S0 30 5 o BRART) 22 A (H R 3K 6 5 4[] A5 0N %8 7 B2 B AT ROR AP AN i, AN BE 3 2 K5
5 (10 ST B 2 s BRI B A2 AT AR B i 114 5 4 R A I SRR AT R — AN T A T ).

References:
[1] Taylor J. What is Big Data. 2011. http://www-01.ibm.com/software/data/bigdata
[2] News Room. Study: Only 1% of World’s Data is Analyzed, Less Than 20% Protected. 2012. http://www.webhostmagazine.com/
2012/12/study-only-1-of-worlds-data-is-analyzed-less-than-20-protected
[3] Barwick H. IIIS: The ‘four Vs’ of Big Data. 2011. http://www.computerworld.com.au/article/396198/iiis_four vs big data/
[4] Li G, Cheng X. Research status and scientific thinking of big data. Bulletin of the Chinese Academy of Sciences, 2012,27(6):
647-657 (in Chinese with English abstract).
[5] Zhou SG, Li F, Tao YF, Xiao XK. Privacy preservation in database applications: A survey. Chinese Journal of Computers, 2009,
32(5):847-861 (in Chinese with English abstract). [doi: 10.3724/SP.J.1016.2009.00847]

© HEBEERAET hipd/ www, jos. org. cn



954 Journal of Software #AF33R Vol.26, No.4, April 2015

[6] Armbrust M, Fox A, Griffith R, Joseph AD, Katz R, Konwinski A, Lee G, Patterson D, Rabkin A, Stoica I, Zaharia M. A view of
cloud computing. Communications of the ACM, 2010,53(4):50-58. [doi: 10.1145/1721654.1721672]

[7] Feng DG, Zhang M, Zhang Y, Xu Z. Study on cloud computing security. Ruan Jian Xue Bao/Journal of Software, 2011,22(1):
71-83 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/3958.htm [doi: 10.3724/SP.J.1001.2011.03958]

[8] Gohring N. Amazon’s S3 down for several hours. 2008. http://www.pcworld.com/businesscenter/article/142549/amazons s3 down
for several hours.html

[9] Ateniese G, Di Pietro R, Mancini LV, Tsudik G. Scalable and efficient provable data possession. In: Proc. of the 4th Int’l Conf. on
Security and Privacy in Communication Netowrks. New York: ACM Press, 2008. 1-10. [doi: 10.1145/1460877.1460889]

[10] Erway C, Kipgii A, Papamanthou C, Tamassia R. Dynamic provable data possession. In: Proc. of the 16th ACM Conf. on
Computer and Communications Security (CCS). New York: ACM Press, 2009. 213-222. [doi: 10.1145/1653662.1653688]

[11] Curtmola R, Khan O, Burns R, Ateniese G. MR-PDP: Multiple-Replica provable data possession. In: Proc. of the 28th IEEE Int’l
Conf. on Distributed Computing Systems (ICDCS). Beijing: IEEE Computer Society, 2008. 411-420. [doi: 10.1109/ICDCS.2008.
68]

[12] Juels A, Kaliski BS. PORs: Proofs of retrievability for large files. In: Proc. of the 14th ACM Conf. on Computer and
Communications Security (CCS). New York: ACM Press, 2007. 584—-597. [doi: 10.1145/1315245.1315317]

[13] Shacham H, Waters B. Compact proofs of retrievability. In: Advances in Cryptology-ASIACRYPT 2008. Berlin, Heidelberg:
Springer-Verlag, 2008. 90-107. [doi: 10.1007/978-3-540-89255-7 7]

[14] Dodis Y, Vadhan S, Wichs D. Proofs of retrievability via hardness amplification. In: Proc. of the 6th Theory of Cryptography
Conference (TCC). Berlin, Heidelberg: Springer-Verlag, 2009. 109—127. [doi: 10.1007/978-3-642-00457-5_8]

[15] Zheng Q, Xu S. Fair and dynamic proofs of retrievability. In: Proc.of the 1st ACM Conf. on Data and Application Security and
Privacy. New York: ACM Press, 2011. 237-248. [doi: 10.1145/1943513.1943546]

[16] Bowers KD, Juels A, Oprea A. HAIL: A high-availability and integrity layer for cloud storage. In: Proc. of the 16th ACM Conf. on
Computer and Communications Security (CCS). New York: ACM Press, 2009. 187-198. [doi: 10.1145/1653662.1653686]

[17] Deswarte Y, Quisquater J, Saidane A. Remote integrity checking. In: Proc. of the 6th Working Conf. on Integrity and Internal
Control in Information Systems (IICIS). Berlin, Heidelberg: Springer-Verlag, 2004. 1-11. [doi: 10.1007/1-4020-7901-X_1]

[18] Chang EC, Xu J. Remote integrity check with dishonest storage server. In: Proc.of the 13th European Symp. on Research in
Computer Security (ESORICS). Berlin, Heidelberg: Springer-Verlag, 2008. 223-237. [doi: 10.1007/978-3-540-88313-5_15]

[19] Agrawal R, Srikant R. Privacy-Preserving data mining. In: Proc. of the ACM SIGMOD Conf. on Management of Data (SIGMOD).
New York: ACM Press, 2000. 439-450. [doi: 10.1145/342009.335438]

[20] Warner SL. Randomized response: A survey technique for eliminating evasive answer bias. Journal of the American Statistical
Association, 1965,60(309):63—69. [doi: 10.1080/01621459.1965.10480775]

[21] Fienberg SE, Mclntyre J. Data swapping: Variations on a theme by dalenius and reiss. In: Proc. of the Privacy in Statistical
Databases. Berlin, Heidelberg: Springer-Verlag, 2004. 14-29. [doi: 10.1007/978-3-540-25955-8 2]

[22] Evfimievski A, Srikant R, Agrawal R, Gehrke J. Privacy preserving mining of association rules. Information Systems, 2004,29(4):
343-364. [doi: 10.1016/1.i5.2003.09.001]

[23] Kantarcioglu M, Clifton C. Privacy-Preserving distributed mining of association rules on horizontally partitioned data. IEEE Trans.
on Knowledge and Data Engineering, 2004,16(9):1026—1037. [doi: 10.1109/TKDE.2004.45]

[24] Vaidya J, Clifton C. Privacy preserving association rule mining in vertically partitioned data. In: Proc. of the 8th ACM SIGKDD
Int’l Conf. on Knowledge Discovery and Data Mining (SIGKDD). New York: ACM Press, 2002. 639-644. [doi: 10.1145/775047.
775142]

[25] Vaidya J, Clifton C. Privacy-Preserving k-means clustering over vertically partitioned data. In: Proc. of the 9th ACM SIGKDD Int’l
Conf. on Knowledge Discovery and Data Mining (SIGKDD). New York: ACM Press, 2003. 206-215. [doi: 10.1145/956750.
956776]

[26] Jagannathan G, Wright RN. Privacy-Preserving distributed k-means clustering over arbitrarily partitioned data. In: Proc. of the 11th
ACM SIGKDD Int’l Conf. on Knowledge Discovery and Data Mining (SIGKDD). New York: ACM Press, 2005. 593-599. [doi: 10.
1145/1081870.1081942]

[27] Sweeney L. k-Anonymity: A model for protecting privacy. Int’l Journal on Uncertainty, Fuzziness and Knowledge-based Systems,
2002,10(5):557-570. [doi: 10.1142/S0218488502001648]

[28] Sweeney L. Achieving k-anonymity privacy protection using generalization and suppression. Int’l Journal on Uncertainly,
Fuzziness and Knowledge-Based Systems, 2002,10(5):571-588. [doi: 10.1142/S021848850200165X]

© HEBEERAET hipd/ www, jos. org. cn



FX A FRIE BRI BRI 2R 955

[29] LeFevre K, DeWitt DJ, Ramakrishnan R. Incognito: Efficient full-domain k-anonymity. In: Proc. of the ACM SIGMOD Conf. on
Management of Data (SIGMOD). New York: ACM Press, 2005. 49—60. [doi: 10.1145/1066157.1066164]

[30] Machanavajjhala A, Kifer D, Gehrke J, Venkitasubramaniam M. /-Diversity: Privacy beyond k-anonymity. ACM Trans. on
Knowledge Discovery from Data, 2007,1(1):1-52. [doi: 10.1145/1217299.1217300]

[31] LiN, Li T, Venkatasubramanian S. ¢-Closeness: Privacy beyond k-anonymity and /-diversity. In: Proc. of the 23rd IEEE Int’1 Conf.
on Data Engineering (ICDE). Istanbul: IEEE Computer Society, 2007. 106—115. [doi: 10.1109/ICDE.2007.367856]

[32] Zhu Q, Zhao T, Wang S. Privacy preservation algorithm for service-oriented information search. Chinese Journal of Computers,
2010,33(8):1315-1323 (in Chinese with English abstract). [doi: 10.3724/SP.J.1016.2010.01315]

[33] Fung B, Wang K, Chen R, Yu PS. Privacy-Preserving data publishing: A survey of recent developments. ACM Computing Surveys,
2010,42(4):1-53. [doi: 10.1145/1749603.1749605]

[34] Dwork C. Differential privacy. In: Proc. of the 33rd Int’l Colloquium on Automata, Languages and Programming (ICALP). Berlin,
Heidelberg: Springer-Verlag, 2006. 1-12. [doi: 10.1007/978-1-4419-5906-5_752]

[35] Dwork C. Differential privacy: A survey of results. In: Proc. of the 5th Int’l Conf. on Theory and Applications of Models of
Computation (TAMC). Berlin, Heidelberg: Springer-Verlag, 2008. 1-19. [doi: 10.1007/978-3-540-79228-4_1]

[36] Dwork C. The differential privacy frontier. In: Proc. of the 6th Int’l Conf. on Theory of Cryptography Conf. (TCC). Berlin,
Heidelberg: Springer-Verlag, 2009. 496-502. [doi: 10.1007/978-3-642-00457-5_29]

[37] Mironov I, Pandey O, Reingold O, Vadhan S. Computational differential privacy. In: Advances in Cryptology-CRYPTO 2009.
Berlin, Heidelberg: Springer-Verlag, 2009. 126—142. [doi: 10.1007/978-3-642-03356-8 8]

[38] Friedman A, Schuster A. Data mining with differential privacy. In: Proc. of the 16th ACM SIGKDD Int’l Conf. on Knowledge
Discovery and Data Mining (SIGKDD). New York: ACM Press, 2010. 493-502. [doi: 10.1145/1835804.1835868]

[39] Paillier P. Public-Key cryptosystems based on composite degree residuosity classes. In: Advances in Cryptology—EURO-
CRYPT’99. Berlin, Heidelberg: Springer-Verlag, 1999. 223-238. [doi: 10.1007/3-540-48910-X_16]

[40] ElGamal T. A public key cryptosystem and a signature scheme based on discrete logarithms. IEEE Trans. on Information Theory,
1985,31(4):469-472. [doi: 10.1109/TIT.1985.1057074]

[41] Gentry C. Fully homomorphic encryption using ideal lattices. In: Proc. of the 41st Annual ACM Symp. on Theory of Computing
(STOC). New York: ACM Press, 2009. 169-178. [doi: 10.1145/1536414.1536440]

[42] Ateniese G, Burns R, Curtmola R, Herring J, Kissner L, Peterson Z, Song D. Provable data possession at untrusted stores. In: Proc.
of the 14th ACM Conf. on Computer and Communications Security (CCS). New York: ACM Press, 2007. 598-609. [doi: 10.1145/
1315245.1315318]

[43] Ateniese G, Kamara S, Katz J. Proofs of storage from homomorphic identification protocols. In: Advances in Cryptology—
ASIACRYPT 2009. Berlin, Heidelberg: Springer-Verlag, 2009. 319-333. [doi: 10.1007/978-3-642-10366-7_19]

[44] Hao Z, Zhong S, Yu N. A privacy-preserving remote data integrity checking protocol with data dynamics and public verifiability.
IEEE Trans. on Knowledge and Data Engineering, 2011,23(9):1432-1437. [doi: 10.1109/TKDE.2011.62]

[45] Wang C, Wang Q, Ren, K, Lou W. Privacy-Preserving public auditing for data storage security in cloud computing. In: Proc. of the
29th IEEE INFOCOM. San Diego: IEEE Communications Society, 2010. 1-9. [doi: 10.1109/INFCOM.2010.5462173]

[46] Xu C, He X, Abraha-Weldemariam D. Cryptanalysis of Wang’s auditing protocol for data storage security in cloud computing. In:
Proc. of the 2012 Int’l Conf. on Information Computing and Applications (ICICA), Part II. Berlin, Heidelberg: Springer-Verlag,
2012. 422-428. [doi: 10.1007/978-3-642-34041-3_59]

[47] Boneh D, Lynn B, Shacham H. Short signatures from the Weil pairing. In: Advances in Cryptology—ASIACRYPT 2001. Berlin,
Heidelberg: Springer-Verlag, 2001. 514-532. [doi: 10.1007/3-540-45682-1_30]

[48] Hao Z, Yu N. A multiple-replica remote data possession checking protocol with public verifiability. In: Proc. of the 2nd Int’l Symp.
on Data, Privacy and E-Commerce. Buffalo: IEEE Computer Society, 2010. 84-89. [doi: 10.1109/ISDPE.2010.20]

[49] Zhu Y, Wang H, Hu Z, Ahn GJ, Hu H, Yau SS. Dynamic audit services for integrity verification of outsourced storages in clouds.
In: Proc. of the 2011 ACM Symp. on Applied Computing (SAC). New York: ACM Press, 2011. 1550-1557. [doi: 10.1145/1982185.
1982514]

[50] ZhuY, Hu H, Ahn GJ, Yu M. Cooperative provable data possession for integrity verification in multi-cloud storage. IEEE Trans.
on Parallel and Distributed Systems, 2012,23(12):2231-2244. [doi: 10.1109/TPDS.2012.66]

[51] YangK, Jia X. An efficient and secure dynamic auditing protocol for data storage in cloud computing. IEEE Trans. on Parallel and
Distributed Systems, 2013,24(9):1717—-1726. [doi: 10.1109/TPDS.2012.278]

[52] Shacham H, Waters B. Compact proofs of retrievability. In: Advances in Cryptology—ASIACRYPT 2008. Berlin, Heidelberg:
Springer-Verlag, 2008. 90-107. [doi: 10.1007/978-3-540-89255-7_7]

© HEBEERAET hipd/ www, jos. org. cn



956 Journal of Software M3 3R Vol.26, No.4, April 2015

[53] Bowers KD, Juels A, Oprea A. Proofs of retrievability: Theory and implementation. In: Proc. of the 2009 ACM Workshop on
Cloud Computing Security. New York: ACM Press, 2009. 43—54. [doi: 10.1145/1655008.1655015]

[54] Dodis Y, Vadhan S, Wichs D. Proofs of retrievability via hardness amplification. In: Proc. of the 6th Theory of Cryptography Conf.
(TCC). Berlin, Heidelberg: Springer-Verlag, 2009. 109—-127. [doi: 10.1007/978-3-642-00457-5_8]

[55] Wang Q, Wang C, Li J, Ren K, Lou W. Enabling public verifiability and data dynamics for storage security in cloud computing. In:
Proc. of the 14th European Sym. on Research in Computer Security (ESORICS). Berlin, Heidelberg: Springer-Verlag, 2009. 355—
370. [doi: 10.1007/978-3-642-04444-1_22]

[56] Wang Q, Wang C, Ren K, Lou W, Li J. Enabling public verifiability and data dynamics for storage security in cloud computing.
IEEE Trans. on Parallel and Distributed Systems, 2011,22(5):847-859. [doi: 10.1109/TPDS.2010.183]

[57] Boneh D, Gentry C, Lynn B, Shacham H. Aggregate and verifiably encrypted signatures from bilinear maps. In: Advances in
Cryptology—EUROCRYPT 2003. Berlin, Heidelberg: Springer-Verlag, 2003. 416—432. [doi: 10.1007/3-540-39200-9 26]

[58] Song DX, Wagner D, Perrig A. Practical techniques for searches on encrypted data. In: Proc. of the IEEE Symp. on Security and
Privacy (S&P). Berkeley: IEEE Computer Society, 2000. 44-55. [doi: 10.1109/SECPRI.2000.848445]

[59] Goh EJ. Secure Indexes. IACR Cryptology ePrint Archive, 2003. http://eprint.iacr.org/2003/216

[60] Chang YC, Mitzenmacher M. Privacy preserving keyword searches on remote encrypted data. In: Proc. of the 3rd Int’l Conf. on
Applied Cryptography and Network Security (ACNS). Berlin, Heidelberg: Springer-Verlag, 2005. 442-455. [doi: 10.1007/
11496137_30]

[61] Bloom B. Space/time trade-offs in hash coding with allowable errors. Communications of the ACM, 1970,13(7):422-426. [doi: 10.
1145/362686.362692]

[62] Curtmola R, Garay J, Kamara S, Ostrovsky R. Searchable symmetric encryption: Improved definitions and efficient constructions.
In: Proc. of the 13th ACM Conf. on Computer and Communications Security (CCS). New York: ACM Press, 2006. 79-88. [doi: 10.
1145/1180405.1180417]

[63] Van Liesdonk P, Sedghi S, Doumen J, Hartel P, Jonker W. Computationally efficient searchable symmetric encryption. In: Proc. of
the Int’l Workshop on Secure Data Management (SDM). Berlin, Heidelberg: Springer-Verlag, 2010. 87-100. [doi: 10.1007/978-3-
642-15546-8_7]

[64] Kurosawa K, Ohtaki Y. UC-Secure searchable symmetric encryption. In: Proc. of the 16th Int’l Conf. on Financial Cryptography
and Data Security (FC). Berlin, Heidelberg: Springer-Verlag, 2012. 285-298. [doi: 10.1007/978-3-642-32946-3 21]

[65] Canetti R. Universally composable security: A new paradigm for cryptographic protocols. In: Proc. of the 42nd IEEE Sym. on
Foundations of Computer Science (FOCS). Las Vegas: IEEE Computer Society, 2001. 136—145. [doi: 10.1109/SFCS.2001.959888]

[66] Kamara S, Papamanthou C, Roeder T. Dynamic searchable symmetric encryption. In: Proc. of the 19th ACM Conf. on Computer
and Communications Security (CCS). New York: ACM Press, 2012. 965-976. [doi: 10.1145/2382196.2382298]

[67] Kamara S, Papamanthou C. Parallel and dynamic searchable symmetric encryption. In: Proc. of the 17th Int’l Conf. on Financial
Cryptography and Data Security (FC). Berlin, Heidelberg: Springer-Verlag, 2013. 258-274. [doi: 10.1007/978-3-642-39884-1 22]

[68] Chase M, Kamara S. Structured encryption and controlled disclosure. In: Advances in Cryptology—ASIACRYPT 2010. Berlin,
Heidelberg: Springer-Verlag, 2010. 577-594. [doi: 10.1007/978-3-642-17373-8 33]

[69] Golle P, Staddon J, Waters B. Secure conjunctive keyword search over encrypted data. In: Proc. of the Int’l Conf. on Applied
Cryptography and Network Security (ACNS). Berlin, Heidelberg: Springer-Verlag, 2004. 31-45. [doi: 10.1007/978-3-540-24852-
1.3]

[70] Ballard L, Kamara S, Monrose F. Achieving efficient conjunctive keyword searches over encrypted data. In: Proc. of the 7th Int’l
Conf. on Information and Communications Security (ICICS). Berlin, Heidelberg: Springer-Verlag, 2005. 414-426. [doi: 10.1007/
11602897 _35]

[71] Agrawal R, Kiernan J, Srikant R, Xu Y. Order-Preserving encryption for numeric data. In: Proc. of the ACM SIGMOD Conf. on
Management of Data (SIGMOD). New York: ACM Press, 2004. 563—-574. [doi: 10.1145/1007568.1007632]

[72] Boldyreva A, Chenette N, Lee Y, O’neill A. Order-Preserving symmetric encryption. In: Advances in Cryptology—EUROCRYPT
2009. Berlin, Heidelberg: Springer-Verlag, 2009. 224-241. [doi: 10.1007/978-3-642-01001-9_13]

[73] Wang C, Cao N, Li J, Ren K, Lou W. Secure ranked keyword search over encrypted cloud data. In: Proc. of the 30th IEEE Int’l
Conf. on Distributed Computing Systems (ICDCS). Genova: IEEE Computer Society, 2010. 253-262. [doi: 10.1109/ICDCS.2010.
34]

[74] Tang Q. Privacy preserving mapping schemes supporting comparison. In: Proc. of the 2010 ACM Workshop on Cloud Computing
Security. New York: ACM Press, 2010. 53-58. [doi: 10.1145/1866835.1866846]

© HEBEERAET hipd/ www, jos. org. cn



FX A FRIE BRI BRI 2R 957

[75] Boldyreva A, Chenette N, O’Neill A. Order-Preserving encryption revisited: Improved security analysis and alternative solutions.
In: Advances in Cryptology—CRYPTO 2011. Berlin, Heidelberg: Springer-Verlag, 2011. 578-595. [doi: 10.1007/978-3-642-
22792-9_33]

[76] Popa RA, Li FH, Zeldovich N. An ideal-security protocol for order-preserving encoding. In: Proc. of the 2013 IEEE Symp. on
Security and Privacy (S&P). Berkeley: IEEE Computer Society, 2013. 463—477. [doi: 10.1109/SP.2013.38]

[77] Boneh D, Di Crescenzo G, Ostrovsky R, Persiano G. Public key encryption with keyword search. In: Advances in Cryptology—
Eurocrypt 2004. Berlin, Heidelberg: Springer-Verlag, 2004. 506—522. [doi: 10.1007/978-3-540-24676-3_30]

[78] Abdalla M, Bellare M, Catalano D, Kiltz E, Kohno T, Lange T, Malone-Lee J, Neven G, Paillier P, Shi H. Searchable encryption
revisited: Consistency properties, relation to anonymous IBE, and extensions. In: Advances in Cryptology—CRYPTO 2005. Berlin,
Heidelberg: Springer-Verlag, 2005. 205-222. [doi: 10.1007/11535218 13]

[79] Baek J, Safavi-Naini R, Susilo W. Public key encryption with keyword search revisited. In: Proc. of the Int’l Conf. on
Computational Science and Its Applications (ICCSA). Berlin, Heidelberg: Springer-Verlag, 2008. 1249-1259. [doi: 10.1007/978-3-
540-69839-5_96]

[80] Boneh D, Gentry C, Lynn B, Shacham H. Aggregate and verifiably encrypted signatures from bilinear maps. In: Advances in
Cryptology—EUROCRYPT 2003. Berlin, Heidelberg: Springer-Verlag, 2003. 416—432. [doi: 10.1007/3-540-39200-9_26]

[81] Rhee HS, Park JH, Susilo W, Lee DH. Improved searchable public key encryption with designated tester. In: Proc. of the 4th ACM
Int’l Symp. on Information, Computer, and Communications Security (ASIACCS). New York: ACM Press, 2009. 376-379. [doi:
10.1145/1533057.1533108]

[82] Fang L, Susilo W, Ge C, Wang J. A secure channel free public key encryption with keyword search scheme without random oracle.
In: Proc. of the Int’l Conf. Cryptology and Network Security (CANS). Berlin, Heidelberg: Springer-Verlag, 2009. 248-258. [doi:
10.1007/978-3-642-10433-6_16]

[83] Gentry C. Practical identity-based encryption without random oracles. In: Advances in Cryptology—EUROCRYPT 2006. Berlin,
Heidelberg: Springer-Verlag, 2006. 445-464. [doi: 10.1007/11761679 27]

[84] Di Crescenzo G, Saraswat V. Public key encryption with searchable keywords based on Jacobi symbols. In: Progress in Cryptology
—INDOCRYPT 2007. Berlin, Heidelberg: Springer-Verlag, 2007. 282-296. [doi: 10.1007/978-3-540-77026-8 21]

[85] Cocks C. An identity based encryption scheme based on quadratic residues. In: Proc. of the 8th IMA Int’l Conf. on Cryptography
and Coding (IMACC). Berlin, Heidelberg: Springer-Verlag, 2001. 360-363. [doi: 10.1007/3-540-45325-3 32]

[86] Bellare M, Boldyreva A, O’Neill A. Deterministic and efficiently searchable encryption. In: Advances in Cryptology—CRYPTO
2007. Berlin, Heidelberg: Springer-Verlag, 2007. 535-552. [doi: 10.1007/978-3-540-74143-5 30]

[87] Bellare M, Fischlin M, O’Neill A, Ristenpart T. Deterministic encryption: Definitional equivalences and constructions without
random oracles. In: Advances in Cryptology—RYPTO 2008. Berlin, Heidelberg: Springer-Verlag, 2008. 360-378. [doi: 10.1007/
978-3-540-85174-5_20]

[88] Boldyreva A, Fehr S, O’Neill A. On notions of security for deterministic encryption, and efficient constructions without random
oracles. In: Advances in Cryptology—CRYPTO 2008. Berlin, Heidelberg: Springer-Verlag, 2008. 335-359. [doi: 10.1007/978-3-
540-85174-5_19]

[89] Peikert C, Waters B. Lossy trapdoor functions and their applications. In: Proc. of the 40th Annual ACM Symp. on Theory of
Computing (STOC). New York: ACM Press, 2008. 187-196. [doi: 10.1145/1374376.1374406]

[90] Fuller B, O’Neill A, Reyzin L. A unified approach to deterministic encryption: New constructions and a connection to
computational entropy. In: Proc. of the 9th Theory of Cryptography Conf (TCC). Berlin, Heidelberg: Springer-Verlag, 2012.
582-599. [doi: 10.1007/978-3-642-28914-9_33]

[91] Brakerski Z, Segev G. Better security for deterministic public-key encryption: The auxiliary-input setting. In: Advances in
Cryptology—CRYPTO 2011. Berlin, Heidelberg: Springer-Verlag, 2011. 543-560. [doi: 10.1007/978-3-642-22792-9_31]

[92] Wee H. Dual projective hashing and its applications—lossy trapdoor functions and more. In: Advances in Cryptology—
EUROCRYPT 2012. Berlin, Heidelberg: Springer-Verlag, 2012. 246-262. [doi: 10.1007/978-3-642-29011-4_16]

[93] Regev O. On lattices, learning with errors, random linear codes, and cryptography. Journal of the ACM, 2009,56(6):1-40. [doi: 10.
1145/1568318.1568324]

[94] Xie X, Xue R, Zhang R. Deterministic public key encryption and identity-based encryption from lattices in the auxiliary-input
setting. In: Proc. of the 8th Int’l Conf. on Security and Cryptography for Networks (SCN). Berlin, Heidelberg: Springer-Verlag,
2012. 1-18. [doi: 10.1007/978-3-642-32928-9 1]

[95] Mironov I, Pandey O, Reingold O, Segev G. Incremental deterministic public-key encryption. In: Advances in Cryptology—
EUROCRYPT 2012. Berlin, Heidelberg: Springer-Verlag, 2012. 628—644. [doi: 10.1007/978-3-642-29011-4_37]

© HEBEERAET hipd/ www, jos. org. cn



958 Journal of Software M3 3R Vol.26, No.4, April 2015

[96] Cui Y, Morozov K, Kobara K, Imai H. Efficient constructions of deterministic encryption from hybrid encryption and code-based
PKE. In: Proc. of the 18th Int’l Symp. on Applied Algebra, Algebraic Algorithms and Error-Correcting Codes (AAECC). Berlin,
Heidelberg: Springer-Verlag, 2009. 159-168. [doi: 10.1007/978-3-642-02181-7 _17]

[97] Boneh D, Waters B. Conjunctive, subset, and range queries on encrypted data. In: Proc. of the 4th Theory of Cryptography Conf.
(TCC). Berlin, Heidelberg: Springer-Verlag, 2007. 535-554. [doi: 10.1007/978-3-540-70936-7 29]

[98] Hwang YH, Lee PJ. Public key encryption with conjunctive keyword search and its extension to a multi-user system. In: Proc. of
the Int’l Conf. on Pairing-Based Cryptography (Pairing). Berlin, Heidelberg: Springer-Verlag, 2007. 2-22. [doi: 10.1007/978-3-
540-73489-5_2]

[99] Katz J, Sahai A, Waters B. Predicate encryption supporting disjunctions, polynomial equations, and inner products. In: Advances in
Cryptology—EUROCRYPT 2008. Berlin, Heidelberg: Springer-Verlag, 2008. 146—162. [doi: 10.1007/978-3-540-78967-3 9]

[100] Yao ACC. Protocols for secure computations. In: Proc. of the Annual IEEE Symp. on Foundations of Computer Science (FOCS).
Chicago: IEEE Computer Society, 1982. 160—164. [doi: 10.1109/SFCS.1982.38]

[101] Lopez-Alt A, Tromer E, Vaikuntanathan V. On-the-Fly multiparty computation on the cloud via multikey fully homomorphic
encryption. In: Proc. of the 44th Annual ACM Symp. on Theory of Computing (STOC). New York: ACM Press, 2012. 1219-1234.
[doi: 10.1145/2213977.2214086]

[102] Damgard I, Pastro V, Smart N, Zakarias S. Multiparty computation from somewhat homomorphic encryption. In: Advances in
Cryptology—CRYPTO 2012. Berlin, Heidelberg: Springer-Verlag, 2012. 643-662. [doi: 10.1007/978-3-642-32009-5 38]

[103] Naccache D, Stern J. A new public key cryptosystem based on higher residues. In: Proc. of the 5th ACM Conf. on Computer and
Communications Security (CCS). New York: ACM Press, 1998. 59-66. [doi: 10.1145/288090.288106]

[104] Okamoto T, Uchiyama S. A new public-key cryptosystem as secure as factoring. In: Advances in Cryptology—EUROCRYPT’98.
Berlin, Heidelberg: Springer-Verlag, 1998. 308-318. [doi: 10.1007/BFb0054135]

[105] Boneh D, Goh EJ, Nissim K. Evaluating 2-DNF formulas on ciphertexts. In: Proc. of the 2nd Theory of Cryptography Conf. (TCC).
Berlin, Heidelberg: Springer-Verlag, 2005. 325-341. [doi: 10.1007/978-3-540-30576-7 18]

[106] Shor P. Polynomial-Time algorithms for prime factorization and discrete logarithms on a quantum computer. SIAM Journal on
Computing, 1997,26(5):1484-1509. [doi: 10.1137/S0097539795293172]

[107] Gentry C, Halevi S. Implementing Gentry’s fully-homomorphic encryption scheme. In: Advances in Cryptology—EUROCRYPT
2011. Berlin, Heidelberg: Springer-Verlag, 2011. 129—148. [doi: 10.1007/978-3-642-20465-4 9]

[108] Scholl P, Smart NP. Improved key generation for Gentry’s fully homomorphic encryption scheme. In: Proc. of the 13th IMA Int’l
Conf. on Cryptography and Coding (IMACC). Berlin, Heidelberg: Springer-Verlag, 2011. 10-22. [doi: 10.1007/978-3-642-25516-
8 2]

[109] Stehle D, Steinfeld R. Faster fully homomorphic encryption. In: Advances in Cryptology—ASIACRYPT 2010. Berlin, Heidelberg:
Springer-Verlag, 2010. 377-394. [doi: 10.1007/978-3-642-17373-8_22]

[110] Smart NP, Vercauteren F. Fully homomorphic encryption with relatively small key and ciphertext sizes. In: Proc. of the Public Key
Cryptography (PKC). Berlin, Heidelberg: Springer-Verlag, 2010. 420-443. [doi: 10.1007/978-3-642-13013-7 _25]

[111] Gentry C, Halevi S, Smart NP. Fully homomorphic encryption with polylog overhead. In: Advances in Cryptology—EUROCRYPT
2012. Berlin, Heidelberg: Springer-Verlag, 2012. 465-482. [doi: 10.1007/978-3-642-29011-4_28]

[112] Lyubashevsky V, Peikert C, Regev O. On ideal lattices and learning with errors over rings. In: Advances in Cryptology—
EUROCRYPT 2010. Berlin, Heidelberg: Springer-Verlag, 2010. 1-23. [doi: 10.1007/978-3-642-13190-5_1]

[113] Gentry C, Halevi S, Smart NP. Better bootstrapping in fully homomorphic encryption. In: Proc. of the Public Key Cryptography
(PKC). Berlin, Heidelberg: Springer-Verlag, 2012. 1-16. [doi: 10.1007/978-3-642-30057-8 1]

[114] Brakerski Z, Gentry C, Halevi S. Packed ciphertexts in LWE-based homomorphic encryption. In: Proc. of the Public-Key
Cryptography (PKC). Berlin, Heidelberg: Springer-Verlag, 2013. 1-13. [doi: 10.1007/978-3-642-36362-7_1]

[115] Peikert C, Vaikuntanathan V, Waters B. A framework for efficient and composable oblivious transfer. In: Advances in Cryptology
—CRYPTO 2008. Berlin, Heidelberg: Springer-Verlag, 2008. 554-571. [doi: 10.1007/978-3-540-85174-5_31]

[116] Gentry C. Toward basing fully homomorphic encryption on worst-case hardness. In: Advances in Cryptolog—CRYPTO 2010.
Berlin, Heidelberg: Springer-Verlag, 2010. 116—137. [doi: 10.1007/978-3-642-14623-7_7]

[117] Brakerski Z, Vaikuntanathan V. Efficient fully homomorphic encryption from (standard) LWE. In: Proc. of the 52nd IEEE Annual
Symp. on Foundations of Computer Science (FOCS). Palm Springs: IEEE Computer Society, 2011. 97-106. [doi: 10.1109/FOCS.
2011.12]

© HEBEERAET hipd/ www, jos. org. cn



FX A FRIE BRI BRI 2R 959

[118] Brakerski Z, Vaikuntanathan V. Fully homomorphic encryption from ring-LWE and security for key dependent messages. In:
Advances in Cryptology—CRYPTO 2011. Berlin, Heidelberg: Springer-Verlag, 2011. 505-524. [doi: 10.1007/978-3-642-22792-
9_29]

[119] Brakerski Z, Gentry C, Vaikuntanathan V. (Leveled) fully homomorphic encryption without bootstrapping. In: Proc. of the 3rd
Innovations in Theoretical Computer Science Conf. New York: ACM Press, 2012. 309-325. [doi: 10.1145/2090236.2090262]

[120] Brakerski Z. Fully homomorphic encryption without modulus switching from classical GapSVP. In: Advances in Cryptology—
CRYPTO 2012. Berlin, Heidelberg: Springer-Verlag, 2012. 868—-886. [doi: 10.1007/978-3-642-32009-5_50]

[121] Bos JW, Lauter K, Loftus J, Nachrig M. Improved security for a ring-based fully homomorphic encryption scheme. In: Proc. of the
14th IMA Int’l Conf. on Cryptography and Coding (IMACC). Berlin, Heidelberg: Springer-Verlag, 2013. 45-64. [doi: 10.1007/
978-3-642-45239-0_4]

[122] Van Dijk M, Gentry C, Halevi S, Vaikuntanathan V. Fully homomorphic encryption over the integers. In: Advances in Cryptology
—EUROCRYPT 2010. Berlin, Heidelberg: Springer-Verlag, 2010. 24-43. [doi: 10.1007/978-3-642-13190-5_2]

[123] Coron J, Mandal A, Naccache D, Tibouchi M. Fully homomorphic encryption over the integers with shorter public keys. In:
Advances in Cryptology—CRYPTO 2011. Berlin, Heidelberg: Springer-Verlag, 2011. 487-504. [doi: 10.1007/978-3-642-22792-
9_28]

[124] Chen Y, Nguyen PQ. Faster algorithms for approximate common divisors: Breaking fully-homomorphic-encryption challenges over
the integers. In: Advances in Cryptology—EUROCRYPT 2012. Berlin, Heidelberg: Springer-Verlag, 2012. 502-519. [doi: 10.
1007/978-3-642-29011-4_30]

[125] Coron J, Naccache D, Tibouchi M. Public key compression and modulus switching for fully homomorphic encryption over the
integers. In: Advances in Cryptology—EUROCRYPT 2012. Berlin, Heidelberg: Springer-Verlag, 2012. 446—464. [doi: 10.1007/
978-3-642-29011-4_27]

[126] Cheon JH, Coron J, Kim J, Lee MS, Lepoint T, Tibouchi M, Yun A. Batch fully homomorphic encryption over the integers. In:
Advances in Cryptology—EUROCRYPT 2013. Berlin, Heidelberg: Springer-Verlag, 2013. 315-335. [doi: 10.1007/978-3-642-
38348-9_20]

Bt 325 STk

[4] 2= [ A P 2 T R 00 F 90 o SRR S 0 5 Ak 4 TR TR 1) T K il s 43— — K 5008 1 F U AR 5 b 2 S 2 o [E R 2 B e T
2012,27(6):647-657.

[51 JEIZKBE, 4% = W 52 K, 1 /0N 2 THT ) 25080 B PR BaRL R 5 T 9 20k oF 5P 27 41-,2009,32(5):847-861. [doi: 10.3724/SP.J.1016.
2009.00847]

[71 758 [E, SRR WF 46 7% 25 5 22 A BP9 1 24 4,2011,22(1):71-83. http://www.jos.org.cn/1000-9825/3958.htm [doi: 10.3724/
SP.J.1001.2011.03958]

[32] AR AEX A, T 1 4 2% Ik 25 1) 0l B FA DR B 0 v S 4% 4,2010,33(8):1315-1323. [doi: 10.3724/SP.J.1016.2010.01315]

B XA (1957 =), 55, BRI, 0%, 1
A W, CCF o 22y b, BHE T,
T B 224 o Bt TR 2%, K B

EI (1983 —), I, 1 o /R, 3 AT
AT A e 2k A B8 R 20 TS, B AL DR

EHE (1987 —), %, 1 &, 3 B0 5L U A
EALEIN (€1 Sk P o

© VEBEERSAWIFUT  hpd/ www. jos. org. cn




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


