A2 1SSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2014,25(3):662—674 [doi: 10.13328/j.cnki.jos.004447] http://www.jos.org.cn
O [ B2 Bt B AT IR T A Tel/Fax: +86-10-62562563

HEZ=IHE *E‘Y.‘_'_H\iﬁ—ﬁ P S IEM S
WNEY, & &Y E #°

YAbRTIE H K  BRE# B, Jb st 100876)
2(dbat b d oK% PFEMLY B, JLT 100876)
(AT A 445 R 45 #7392 & (b st s e k%), Ak 3 100876)
“(rhﬂirmﬁz%i%’f&“ 5 BRH 2 #c38,db 50 100808)
WAAEE: X)), E-mail: cy-liu04@mails.tsinghua.edu.cn

H OE: wefTAR P RBE—ATIER., TRIENTIREARE AT EEXBEG TR F R IE - A0 A
FIBATIRIE A5 I ENLE] TCEE(trusted cloud execution environment). i@ it 7 B IUA T2 4k T35 3| A P &
AR B, T B B st R P B AT ERIE 4G R A A S A S AT X B MBS E TCEE 31 AT 12 % =7 TTP(trusted third
party), 45t B PR IIAGEAT IR 69 T AT IR AZ IR Fo & 1 38 %, T ) P e 4P T 13 B0 GE 6948 K AZ & e AL, )
WAL AL 958 5 = P 4 BBAE Bt R 2L T AT TCEE #9RA A %, 57 TCEE #9A s Ao bk 88 RN HEAT 223K,
FaiP Ay, B2 R A E AU T LUK 2 AT R A e S A SR a0 SR B, BLAT R P B AT IR S N4 AR AR A
2o,

FERIR: FH L TR IR, T2 A TPM

P EESES: TP311 EKARIZED: A

hsCg | AR SR AR R T 1) 25 o SRR A AT B0 T A5 P 3 S SR AE ML 4R 1244, 2014,25(3):662—674. http:/iwww.
jos.org.cn/1000-9825/4447.htm

H 5| F#%20: Liu CY, Lin J, Tang B. Dynamic trustworthiness verification mechanism for trusted cloud execution environment.
Ruan Jian Xue Bao/Journal of Software, 2014,25(3):662—674 (in Chinese). http://www.jos.org.cn/1000-9825/4447.htm

Dynamic Trustworthiness Verification Mechanism for Trusted Cloud Execution Environment

LIU Chuan-Yit®, LIN Jie*®, TANG Bo*

!(Software School, Beijing University of Posts and Telecommunications, Beijing 100876, China)

?(school of Computer Science and Technology, Beijing University of Posts and Telecommunications, Beijing 100876, China)
3(Key Laboratory of Trustworthy Distributed Computing and Service (BUPT), Ministry of Education, Beijing 100876, China)
“(Department of IT Construction, Postal Savings Bank of China, Beijing 100808, China)

Corresponding author: LIU Chuan-Yi, E-mail: cy-liu04@mails.tsinghua.edu.cn

Abstract:  Providing a provable and verifiable execution environment for the tenants is a very important problem in the cloud computing
mode. This paper proposes a dynamic trustworthiness verification mechanism for the tenants’ virtual execution environment, named TCEE
(trusted cloud execution environment), which extends the current trusted chain into virtual machine’s architecture stack. It cyclically
verifies the trustworthiness of the memory and file systems within the virtual execution environments. TCEE introduces a TTP (trusted
third party) to perform the verification and audit action against tenants’ virtual machines to avoid heavy involvement of end tenants and
unnecessary information leakage of the cloud providers. A prove-of-concept prototype is implemented according to TCEE to evaluate the
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effectiveness and the performance overhead incurred. Experimental results show that TCEE is effective and its performance overhead is
minor.
Key words: cloud computing; trustworthiness verification; trusted computing; trusted platform module
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Fig.2 Trusted control for user virtual environments
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Table 1 Configuration information for the TCEE prototype
F 1 TCEE A RN S S

P 2 T WP 55 A JERIAL
CPU Core2 Duo T7700,2.40GHZ,3t 24 ¥  Core2 Duo T7700,2.40GHZ
P A7 32GB 4GB
B 4MB 4MB
i 5 7% 1TB 30GB
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B 3 A SR {588 R R P R kR VR A TCEE 1943 Rk, 3 - Wirenet. 1P ) 7 28 v PR 2, LA T3
FN B BR, B Mac OS X REE LK Linux REL.— HH P 2038 T I F0H R, {0 R Rl N 57 BUR 7 6 30 V2%
HAS 6 A 82 D v i N ) 33 A S D A A U senyel km P22 phy 4% 25 A 1 LA P e 9L 23 7 5K
AN &3 T8 1 shell 5 20 DL SR 2 i 350 3 MBI R BATH B 5 19 2% i X i H B R 7 (R oA
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IR I &5 5 Jerh 58 14T BoRi% B S MR I e R 1D MERS WA g R 58 2 4T = L TN bR s 55 3
AT R, B/ Z R AT E . 5 AL % Enyelkm BRI 25 R i 7 FiTow.

pid=29637, name="Wirnet.1"”, user=root pid=27166, name="enyelkm”, user=root
digest(hex)=0x1d80af672b98f9c64b0d91a74f64e92766fe3728  digest(hex)=0x5falb0118d39c514e922fae718d65e136f6ed901
result=UNTRUSTED result=UNTRUSTED
Fig.6 Experimental results on Wirenet.1 Fig.7 Experimental results on Enyelkm
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R [FE 2 5 R A4, W B 9 Frow, #E A I buff_attack Zili.

root@yun:/home/lw/test#./stasmh &

2] 3787
Eeg addr of main() is 00156e37 root@yun:/home/lw/dylMA¢#./stack 3787
addr of buffer is bffff520 main bp=bffff588

begin copy to overflow ptrace read ret addr is bffff520
copy end root@yun:/home/lw/dyl MA#

root@yun:/home/lw/test#
Fig.8 Typical attack of stack overflow Fig.9 Results of the stack overflow attack
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Table 2 Description of the performance measurement tools used in this paper
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Fig.10 Performance overhead incurred by TCEE on typical system commands
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Fig.11 Performance comparison of different user virtual machines taken by the measurement tools
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