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Abstract: Recording flow statistics for each network packet is resource-intensive. Various sampling techniques are used to estimate
flow statistics. However, the estimation accuracy based on the sampling remains a significant challenge. This paper introduces both
sampling techniques denoted as Integral and Iteration algorithms, which can accurately infer the number of original flows from the
sampled flow records. The Integral algorithm uses only the number of sampled flows with one sampled packet to approximately deduce
the number of unsampled flows. The Iteration algorithm can estimate the number of unsampled flows using an iteration method. The
number of original flows can be precisely estimated according to both the number of sampled flows and unsampled flows. Both the

algorithms are compared to the EM (expectation maximization) algorithm using multiple traffic traces collected from CERNET (China
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education and research network) backbone. The result shows that the Iteration algorithm is superior to the EM algorithm and can provide
highly accurate estimation on the number of original flows.

Key words: packet sampling; network measurement; number of flows; binomial distribution

HT AL B SR RE T SRAF A 5o OO 28 5 0 S5 Al 00 P R o, 0 vy T B v A T 1 B R A BRI K,
TA 1) 0 2 0 1 2% K 22 SR FH AR SCHIORE 119 77 92 1647 0 1 000 88 5 0 St R I SR G T HE T 7 72200047 s ik 4
THREE A4 T E Cisco # H1%% T (¥) Sampled NetFlow! )y it K F 4] SC 4 £ 2 B, IETF (Internet Engineering Task
Force) [f] PSAMP(packet sampling) 1 IPFIX(IP flow information export) I 4 £0 4R i T JL A4 S b 0y
% Duffield P8 30 SCHRE v DA FHAETH 8. W H. USRI SLA(service level agreement )k il 45451,
o 2% YA 59 A 0 AU I ) B P i I R B R R SO R TP A TP YR L A i EA GRS AN B
A A BRSO AR BRI R SCER G BRI L Wi R IR S SRR S AR AT G,
AL 00 R A e IO 0 L D T R S A3 o A b ) S 9 84 v ) AR R ) D) A TR e A R TR

FETBENLBAE S IR BN T 7 VR R T 3 B AR 1 Rh7 ke B A IR S AR DA AR L B 2
ol 5 905 2 TR B 1t A b 3 RS v 1 0 5 A St U 3k B R 2 P B I A G B 1 o A R P A
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1347 B AR, LA K 2 AN BRI SI, — R FH s SCEARIRBUCR 58 AT 85 R A8 AT R F EM. BLVEXS T K
BT A AN TE 8 RS FE AR
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ACHEH T Integral H¥EF Tteration 53k Integral VAT LR AR 53 S AR A I BRI RS S5 i Ko 1 i 4k
ZIAJ A5G 2R Tteration  $592:6E T JgU 0 JAL 5 rp A A0 AT A3 it RE VR 801D 1) 5% e AR /AN ER1 b SR P — 30020 A il o £ R
B AR (R AR A SR T 6 T AT T 11 0 20 A1 A1 W L R Bl e 1) 9 B8 A S A SRR B R VR ) T G
— J5 TR W BE 3R 5 T Sk (R3a AT 2008, I — J TH SRR % i Al v R AR B e vl b b R T Sl RE A A A2
P70 S lE R N1 9 /i 7 N e = TN G I B R SR 7 D B 1873 b o W/ < (U 7 R /2<% | =< 510 1 D S e
TE P B ARG ekl B AT AME AL T B e ARG I R T I R R

ASCE 1 ATE X S T O T VAT R A 2 IR A SCHE Y Integral 579028 3 1145 Y Tteration 57
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1 tHEMAR
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A5 T AR A (1) Duffield™ 15 42 SR F R SC IR 0 5008 300 T NG 1, AR SC IR J vk A 2 35 T4 S dh B S dis
{1k T 5 92%5(2) HohnlURe TS 4 RE B b HEAT TR EAS T15(3) Estant” R FH B i S8 AT S B At o

RS AR V1 77 2% A2 00 2 3 o 3 To ) A A R SR FH A [ 60 M 26 AT ST iR 3R SC A A (R A i R 5 v
fai B, I YR SR /D, BRI Cisco 16 M1 23RS Netflow Tl i sl 2 S T 4R SCHRE 7 vk e B (1 4R Sc sk
AT LR EM SRSV AT S A v EM ST A T b — R AR 2, 35 SR SR R 56 0 A (AR K ABL AR
i vk, T 1R — UORAR t 20 4 E P GRITER) AT M 2D (B KA ). EM 0325 [ 3 2 a0 LA 96 v PR BT[] 55 2% 32
[ I A A B 22 B AT, S TR AT EM SRR B AR SR FRE R AT Al v, S B B A o R R B IS R B
K0T BRSOG4 1K 12 Duffield™ A Tune!' 243 545 1 7% ] TCP(transmission control protocol)fs
S UL B A VAT A0 A1 16 D 12 3L Hh Duffield™ )y v BRI AR SR TCP SYN {5 R LA Bt o A fhi -
ZITEFA BB TCP Wi IE A —A SYN )30 AR IX Bl 7 ¥ il fU2 5843 TCP it 24 SYN 43¢, T A7 L&
TCP Y AEN & I i) Be A I SYN $R- I 1  UDP i 3CHh A SYN 5 B Btk TCP SYN W7 VA B AT I8k
flti it UDP i #43 Aii, [ s, 4 28 o UDP 3 1) b F B SR B K. Tunel" 32 22 /& SR Fisher f5 B EAE SR A7 Lo £ 4
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H TCP () SYN,SEQ %5 R[] TCP 5 B Bt 4 TCP Hiefili v fil 237 22 15 22 Tunel " B0 4 A IR L 43
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(2) BRI K Jmax
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Fig.1 Original flow length and the unsampled probability of the flow
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WSCSA A s (L 1 3 B 2 T B 5 8 T, S A T (R S A 2 AT 1 5 SRt B e — A 7 B ) G {0 7 58 i B R
YA AT S T WA S5 A6 T 20 A AR 2 7R Al R U B b A S A IR A B A R A 0,0 S B B AT ) 4 546 R i
KM At 55T 0, AR A X (6), Biw ik 2 D UGk A %R K KAS THR BB AE T 0.8 T #EAPI MK HIL 0
AR D0 T AN WG HAS R 0, K %W da i I AE A 1.
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(1) Frf K6 M F K 44 (average);(2) A IR M A=1 IRIIAFA 434 (Poisson);(3) ¥t 2 A1 25 T Hh A
WK 23 i (sample);(4) WA A AT EE T HlFE R AC A0 A1 (H 2 A 1 AR D 50%. T I Sk I EBEE h
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Fig.4 Comparison of the initial parameters
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Fig.5 Proportion relationship between the sampled flow number and the original flow number
of the flow length from 1 to 100
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5.1 ISR
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Table 1 Packet trace datasets in the experiment
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b RAE I 3] Hidl 2 5% It L B2 (531 K D4
1 2005.10.11 TO5_1 1 37936 657 642213
2 2005.10.11 T05_5 5 188 921 329 1 840 592
3 2005.10.11 T05_10 10 383 533 834 3132344
4 2010.6.6 T10_1 1 9 899 685 315019
5 2010.6.6 T10_5 5 48 487970 991 283
6 2010.6.6 T10_10 10 93 874 607 1787016
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Fig.6 Original length distribution of the traffic traces
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Fig.7 Comparison of the relationship between the sampling accuracy of
three algorithms and the original traffic size
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Fig.8 Relationship between the size of the number of Fig.9 Comparison of the estimated length of
flows and the estimation algorithms the first 100 flows
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Table 2 Computational comparison among the three algorithms
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