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Abstract:  As software systems and their operational environments become more and more complex, the topic of software dependability
has attracted more and more attention. The software analysis and design are both required to focus on the functionality and the
dependability. However, there still lacks an effective approach to consider the functionality and the dependability simultaneously during
software analysis and design. Based on cybernetics, this paper proposes a “use case+control case” driven approach for software analysis
and design, which aims to address the software functionality and dependability under a unified framework. During requirements analysis,
the “use case+control case” model supports the co-modeling of the functional requirements and the dependability requirements. During
system design, the design techniques proposed by ICONIX approach are extended to identify the functionality objects that realize the use
cases, and the dependability objects that realize the control cases. A case is also used to illustrate the feasibility of the proposed approach.
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Fig.2 Feedforward-Feedback control model of the dependable software systems
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Fig.5 An example showing the “use case+control case” model
KI5+ s B ) — A 1

55 B P BT AT EABE VT AN [ R 45 51 SCASREAOR AL e AN [R] R4 S AH O, — A A ) 28 20 N 12 4 s IR i 32
S X FR) B VAL 1 47 S 5 T, 00— A S A ) 22 20> 17 2 3R L 7 S ) 2 ) 2R 9 PRI AT Ay v 22 R A I )42 o
it (A ST R 42 B BSEAR 1 J SC &L 17 BT ).
3.2 “RBI+HER” WRIF KL i2

“FH B +42 810 SR Bl PR 5 SR 50 M7 1 5 NSRS TT 46 8 i 20 990 J8E AT P 491 SR AN 81 R A (U P 3 o). A
SRR I S B ) R AR R AE SCRR [, 2] T 45 HH R AR RO A X L S A A 2 ) R R e
ORI RS 4 AN (R 6 FTR): B 5 R GAT A Z U . RS VR . IR A e . 5
B 5E X
o 5 AR GEAT o i 22 A U0 LU 81 4 A6 A S UM R AR G AR IS AT I T R i s R DL A B
AJ BE B AT i 225
o T A T PO D e AR 5 RS A PR 884 0, AT A i R S T AR R FD e 5 AT A i 2 2
BT, PRGBS PP A 35 S0 U BT VR B R A P B2 2R G4 DA i 22 RT R i SR (0 XU
o PR I PR S 3 B0 MR AR R B AR GEAT DA i 22 ) DRI AR T 4 o i P AR A R A 7
SRS S T DA R R R A 2 B 35 Tt oA R I R PR Sl s 2R AT o i 22
o YIRS B B AR GUAT i 2 (R 4 T A 2 2 P A R 5 SRR PR T RRAROR U A R (1945 R BL A
J .
H T A2 A T R 1T I D Y G A AT I R bR BAT A i 2, SR TR A 23 A e R e I A
A7 IR P A R, DL A 7 (¥ P2 90 A S mT e T8 K 1) B 2 T E L R0 AT D O 22, O 52 AH L PR (1 42491

© HEBEERAET hipd/ www, jos. org. cn



X A H AR A2 45 SR B ) B AT ikt g ik 681

Threat and system
behavior deviation
|dent|f|cat|0n

Risk assessment >

Control determination

Control case definition

Y YAYE

New control cases
are introduced?

N

Fig.6 Control cases modeling process
6 FEFIE R
4 “RBIHEBE IR R Gt

“FH AR+ 450 9K 3 () R 48 B0V 2 AL S B NS B B4 H PR M R R A8 LR R (I 3 FioR). R,
B 3 BT T YR 0 R G IR B, i i e U 2 DG T A0 ] TR B 8 2% EL A R iR T 4 A 4RI
AMIGB).
41 REELIES T

5 ICONIXI 25k (ot 0 A7 5 3l v BTt A 533 4 Bl 352 FH 461 A ik, 3 i1 1 R 810 i S 1 B 5 3%« i
TG TG FEHIR G LSBT RS B R TR — AN, B vk A S AT Bk 72 45 20
I A AN FE A8 0 o AR TR PR R A e o e R R B N AN T B S I B B S B K
Ao RIS 1) 0] G, 3 T BEAR 0 S IR0 1R 10 R G L SRR G RS ) e G AR SCH: SI2 B FH 461 (10 e 5 0 i T 4
1) (R0 52 4 SR Ry T e G R vl A5 PR st G (an B 7 o AR SCR A AN TR) 4 B TEAF 5K DX 4 T e Rl {5 £k
R XF 42).

o DREXT G AN G I TR 1K T Re 2k T R AT AR T R G T BRI 5 B

o T AE PRI G %R G ST B B T B O 0 R4 1 R AT M AR T RGN B AR RG]

fE LM B TEAT A

Functionality objects:

Boundary object Entity object Control object
for use case for use case for use case

Dependability objects:
@ ©

Boundary object Entity object Control object
for control case for control case  for control case

Fig.7 Symbols for the extended robustness diagram
7 YRR PR I AT S
H T4 ) 55 A, s 42 481 5 249 22 ) A7 A 5 422 50 28 AT B T T R AR 20 A el i, 9 R P A P 23

© HEBEERAET hipd/ www, jos. org. cn



682 Journal of Software #4+3 4% Vol.24, No.4, April 2013

W T 75 BE5% 18 ey SR B AN ] LA AR 38 5 55 R A SE BV E A T 2 IAAFAE B I SC R & 8 P iR Sk 45
T TR 7 BT i L R

Process: “Use case+Control case” driven robustness analysis
Input:
US: The set of use cases
CS: The set of control cases
Output:
Extended robustness diagrams
Begin:
1 for each use case uceUS
2 identify the boundary object, entity object, and control
object from uc’s description;
3 construct the robustness diagram for uc;
4 find the set of control cases CS,that directly or indirectly
control the use case uc from CS;
5 for each control case cceCS,,.
6 identify boundary object, entity object, and control
object from cc’s description;

7 if the controls described by cc are dynamic

8 construct an independent robustness diagram for cc;

9 else

10 if cc directly controls uc

11 add the objects identified from cc to the robustness
diagram of uc;

12 else

13 add the objects identified from cc to the diagram of
the control case thatcc controls;

14 endif

15 endif

16  endfor

17 endfor

End.

Fig.8 Extended robustness analysis process
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Fig.9 General robustness diagram of the control cases that describe the dynamic controls

9 IR )2 s A B 4% 00 ) A o R A Y

5 R 48308 50 785 5 T4 I 01 7 491 EAT AL R 23 A I, S A AR D AP AE T A IFAT S 55 (1B R S AN AT )
MR ) RIS 00, A 9 Fros AERK AN LR, Be vk N 5 75 B2 R8O BAE AN 5 sP AT A B R) 25 Y ) O
% Jia L ) b B AT LA BT oK A BB e P EAT).

FEY FE A AEH P S0 i 3 B o, e vk N B3 AR ot 1 23 A 60 8 R0KE g DR 60068 5, s 0F 508 14 Jes P s
TN BO GAT R ehr 2 5y — 5 T AR 23 BT (R T R 92 B bt 2 R A 2 48 ) SRR AT A AR B o R
[Al#E 1ICONIX 5k rp, vt A SR R 23 A KoK A T 910 R 8088 A2 37 R 1R St 2 A i R v e vk N B AN
A LUK A P 451 BT it 3 B 0y B P 5 3R 3 TIOR3 1) BT i 3 1) T A5 P SR LA R P20 i F0 R SRR A S 2
(K1 SE 4, JF Ho2 m] LU — 40 SR LB
42 FRHRXEEE

FEAF B SEHL GRS G2 2 5, 47 R ) A8 T B 1o 1 52 4% A % B 2 18] BRSSP 81, A9 43 1) R
GEDIRENEAT 9 AR A5 13 1) PR o 8 0 AT Pk PRI PEAT 0 BRI Bp

£ ICONIX JjvA A ARG 2l v BE vk N SO0 AN, B 2o B 1) P 2 S0 280 P 20 PG 2 3R 0
Fe T PRI B B SEAR R R L LT G UL K S 5 3 S N e 4 P TR AR X 2 e 41 B 20 B £ e T )
2D A MR A AP B SO 3 52 e 1) PR T 2% A o 5 2 1) A A2 THL 9% 2R T I — A0 A Jig b g Aotk P A 2 o
(K 2 0SB BT A (AT A Ak K D — LT 3%, DR E AT 0 L 0 2% AN B v 2 (S B AT I S PN S R
FGE N G N0 2y 4 P BTG ). 11 97 P A A2 LS A Bl AN AN 7 2 1 S B 9] 1) ) R B 2 T (9 A I 3
i 7% 18 S BRG] B A DR Bk B 2 1) fR A8 L, A KO P RN B 2 TR A7 AE I AS Lt T AE S JiE A At v 2 A ik
FE R B0 7% 18 2137 1 T 1348 1K) A8 G847 O 15 01 BT 41 38 1) 28 847 S 22 1) FR SR 0B, DAL L 47 e (10 A P S A i 280y ] 3
TR PE BT (0 45 R0 R — A B 5 7 7 210 1 R AR R i 10 s,

B4R PR AL 1 20 A 45 2 PR A A A M AR B (B 147°), 15, B vk N BURE AR M2 i A vy 451 A

AT (2R 3 AT~28 5 AT); 88 MR FH ) R P2 47] B 400 38 5 5 1 1) 1Rl T %A 0 5 2 1] R A2 L, UK At R AR

R PR B AIAT 23 B 2 3 S B TR £ 2 A0 G b 22 (58 6 47 28 7 4T7) AR St e vp, Bk A 03 mT LUK P
003 P4 A 5 e o A L S B2 AN B BT iR (K47 2 22 0 (s SCP 19 s A 0 53 i 461 A 461 )

© HEBEERAET hipd/ www, jos. org. cn



684 Journal of Software %34 Vol.24, No.4, April 2013
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Process: “Use case+Control case” driven interaction modeling
Input:
US: The set of use cases
CS: The set of control cases
RS: The set of extended robustness diagram
Output:
Extended sequence diagrams
Begin:
1 for each extended robustness diagram erse RS
2 copy the involved use case and control cases of ers to
the left margin of the sequence diagram;
3 add the involved actors in ers to the sequence diagram;
4 add the involved entity objects in ers to the sequence

diagram;

5 add the involved boundary objects in ers to the sequence
diagram;

6  for each control object co in ers

7 allocate the behaviors of co among the collaborating
objects;

8  endfor

9 endfor

End.

Fig.10 Extended interaction modeling process
10§ RMAS H AL

Feol B — e TR (A E TR A UL R ARIHIEERIR) . W R L (RS TRk E
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B R AT TR A L BRI R B AF 5 (B 11 7)o 53 39 27 SE BT R 08 5 AR 0 B 2 [
I RAS L« S R0 B L KON G 22 1) B S AS T AR 9 R IR A8 LA 0 i i e vk N B3 T A2 L)
25 B TR H TR0 SRR B 75 V8 I 1) 0 AR e 0, DU 258 56 35 R AT K BARRL.

The symbols for use cases:

e s

Object for use case Message for use case

The symbols for control cases:

i  Object —————— >
Object for control case Message for control case

Fig.11 Symbols for the extended sequence diagram
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Portfolio
Exchange
manager
Tickers Trading
Instruction Orders results
Trading results
| ftickers . Tickers
Trader Stock trading Ticker feeder
system
Orders

Fig.12 Context diagram of the online stock trading system
Bl 12 (ELIREAZ S RGN LR R E
52 EEREXRZRFHEFIRSH
BT 0 B 24T Ty I RE I8 028 W 5 (A R ISR A8 o 2R G0 R U 2 2 & 13 BT,

Trader
1
1
Order table Account Ticker table
- 0.1 1}iD 1 0.1
-size -size
-password
1 1

*

Order P
—o_rderID Stock Ticker
-size
-stock symbol |1 « [Symbol -stock symbol

. -exchange -price
-transaction type ~compan i
-order type pany -time
-price

Fig.13 The domain model of the online stock trading system after preliminary analysis
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Seek stock
u tickers
Change Submit an
password order
Trader
Cancel
an order Exchange

Fig.14 Use cases diagram of the online stock trading system

K14 fELBEA S ARG EIE

A

Ticker feeder ~ Ticker feedel

Update ticker
information

Portfolio
manager

Trader

Report order
traded
information

Exchange

Use case: Log in
Actor: Trader

Preconditions:
® The stock trading system is available.
Main flow:
1. The trader clicks the login button on the Home page;
2. The system displays the Login page;
3. The trader enters the account name and the password, and clicks the submit button;
4. The system validates the account information against the persistent account data and returns the trader to
the Home page.
Postconditions:
® The trader has logged in the system.
Alternative flows:
4a. The account information is not right:
4al. The system displays a message to inform the failure and prompts the trader to either re-enter the account
information or click the create account button

Use Case : Submit an order
Actor: Trader
Preconditions:
® The exchanger which the order will route is connected and can accept instructions from system;
® The trader has logged in.
Main flow:
1. The trader clicks the submit order button on the Home page;
2. The system displays the order submission page;
3. The trader sets the basic information of the order: the stock symbol, the size, the type of the order in remote
flag field, the price, and the type of the transaction(buy or sell);
4. The trader clicks the submit button to send the order to system;
5. The system checks the order if legal;
6. The system routes the order to the exchange where the stock lists for trading;
7. The system sends a submission success message to the trader.
Postconditions:
® The system has received an order from the trader;
® The system waits for the trading result of the order.
Alternative flows:
5a. The order is not legal.
5al. The system asks the trader to reset the information of the order.
7a. The order’ s submission fails.
7al. The system returns the failure information to the trader.

Fig.15 Textual description of the use cases log in and submit an order
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Encrypt order
<<Counter>>

Encrypt account

i i << >>
ata interception Counter

<<Control>><Threaten>> <<Control>>

Submit an
order

<
Exchange connection
failure
\ <<Counter>>
<<Produce>> <<Control>>
<<Control>>

<
Trader <<Threaten>>

<<Control>>

Enable alternate <<Counter>>

connection

Limit the number of

<<Counter>> password attempts

Decrease order
process time

Fig.16 Part of the “use case+control case” diagram of the online stock trading system
K16 FEZIRERAT By RGeS o il 42451 )

EFcontrol case: Encrypt account
Stakeholder: Trader
Controlled use case: Log in
Threat model:

Threat name: Data interception

Threat description: After the trader enters the account information, the account information may be intercepted by some malicious persons through
c | some sniffers The malicious person may use the account information for some purpose undesired by the trader.

ontrols:

After the trader enters the account information for login, the system needs to encrypt the account information before other actions.

FFcontrol case: Limit the number of password attempts
Stakeholder: Trader

Controlled use case: Log in
Threat model:

Threat name: Password cracking

Threat Description: Once some malicious persons know the account name of the trader, he will crack the account password by testing the

password again and again with the help of some software tools.

Controls:

while the trader enters the account information, the system first needs to check the number that the trader has attempted, and then validate the
account. If the password is right, then return the trader to the Home page. If the password is not right, the system needs to increase the number of
the password attempts. If the number of attempts is bigger than three, the system displays the denying message on the Login page.

EFcontrol case: Encrypt order
Stakeholder: Trader
Controlled use case: Submit an order
Threat model:
Threat name: Data interception
Threat description: Someone may use some agents to intercept the order information that the trader has submitted. In that way, the malicious
person may fake the information to destroy the system or cause losses to the trader.
Controls:
The system needs to encrypt the order after the trader has submitted it.

EEcontrol : Enable alternate connection
Stakeholder: Trader
Controlled use case: Submit an order
Threat model:
Threat name: Exchange connection failure
Threat description: Because of the physical reasons, the connection between the system and each exchange may be not available. This will cause
that the order can’t be routed to the exchange timely, and bring some losses.
Controls:
The system sends the “SYSTEM CHECK " message to the exchange in every 5mintures. If the connections are ok, the system will receive the same
message from the exchange. If one connection is down, the system needs to alarm, and enable the alternate connection.

FBcontrol case: Decrease order process time
Stakeholder: Trader
Controlled use case: Submit an order
Behavior deviation model:
Deviation name: Response delay
Deviation Description: Because of some reasons, some orders may be blocked at some steps during the order processing in system. This may
cause the submission delay of the orders. However, the system managers event don t know about this. Since routing the orders to exchange timely
is very important for the stock trading, the submission delay may cause great losses to the investor.
Controls:

After the trader submits the order, the system needs to start to monitor the process time of the order. After the system has routed the order, the
system ends the monitor. The system computes the average time of the order processing. If the average process time is bigger than expected, the
system allocates more serves to deal with the orders. Otherwise, if there are no allocatable servers, the system should alarm to report the submission
delay.

Fig.17 Textual description of the control cases of the use cases log in and submit an order
17 JTB s A SR AT B (R 2 51 1) SCAS i ik
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53 EL&BEXHZRFMIRIT
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“ FHAG + 42451 R ) P 7 2 I 52 A8 oy B 40 W v i 7
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of password attempts)” 144 i1 % i 243 (¥ ¥k 24 (increase the number of password attempts)”.

@ Encrypt account @ Enter account
information and click submit
<<Counter>> \
<<Control>> ﬁ % Login page
<<Threaten>> . Trader
Dataggercgtion ‘ Validate account
<<Threaten>> Click login
Trader ¢
<<Control>>
— <<Counter>> <>
imit the numbe Password cracking @ O Q
of password
attempts

Home page Display Account

(a) “Use case+control case” diagram (b) Analyze use case log in

. T

Enter account @ Enter account
. . 4>
and click submit @ and click submit @

Login page Encrypt account Login page  Encrypt account

Customer O Cuimer
| Check the number of Account ‘
Click Iogm password attempts Click login Account

OO LN F O

Home page Display  Validate account Increase the number Home page Display  Validate account
of password attempts

(d) Analyze control case limit the number of password attempts (c) Analyze control case encrypt account

Fig.18 “Use case+Control case” driven robustness analysis based on the use case log in and its control cases
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Use case: Login/control cases: encrypt account, limit the number of 2: Home page 3: Login page 4: Account
password attempts 1: Trader o -
Main flow: onLogin()
ool

1. The trader clicks the login button on the Home page.
display(

2. The system displays the Login page.
onSubmit() |

3. The trader enters the account information, and clicks the submit button.
encrypt(

/encrypt account: After the customer enters the account information for login, !
the system needs to encrypt the account information before other actions. e

4. The system validates the account information against the persistent account ¢+ 1 CNECKNUMFASSAlE
data and returns the trader to the Home page. .
validateAccount()
>

/limit the number of password attempts: while the trader enters the account

information, the system first needs to check the number that the trader has
attempted, and then validate the account.

If the password is right, then return the trader to the Home page. display()
Ieftstgv?/o'r)gsast\?é%dtg not right, the system needs to increase the number of the __[ljgf_e_a}§gj§ly_rp_ﬁ’_al_s_§,_°\:(f_ep
If the number of attempts is bigger than three, the system displays the denyin ,Ej,',sﬂl,@YP,e:“VMeSS()
message on the Login page. PR

Alternative flows:

4a. The account information is not right: displayLoginFaiMess()

4al. The system displays a message to inform the failure and prompts the trader

to either re-enter the account information or click the create account button

Fig.19 Sequence diagram for the use case log in and its control cases
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Click submit
order button @
—>

Trader Home page

Exchange

Set order information Q Q

and click submit Order

O @0 — OO

Order submission page Encrypt order Check order Route order Exchange connector

Submit order

Fig.20 Robustness diagram of the use case submit an order and control case encrypt order
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© —® —

Increase servers Server manger Server pool

& / Set alarm
Order submission page “on”
—> —_— —>
Monitor average order ~ Activate alarm Submission delay Submission
process time alarm driver delay alarm
Exchange connector

Fig.21 Robustness diagram of the control case decrease order process time
Pl 21 4400 “ AR ARG VT Ak JER I (] ™ f gttt A AS 7Y P

O

Enable alternate connection

/ \ “SYSTEM CHECK”
message
e

Count time Monitor exc_:hange Exchange connector Exchange
connection
i Set alarm
O— O
Activate alarm Connection failure Connection
alarm driver failure alarm

Fig.22 Robustness diagram of the control case enable alternate connection
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Use case: Submit an order/control cases: encrypt %
1: Trader

order, descrease order process time

Main flow:
1. The trader clicks the submit order button on the
Home page

2. The system displays the order submission page.

3. The trader sets the basic information of the order: the
stock symbol, the size, the type of the order in remote
flag field, the price, and the type of the transaction.

4. The trader clicks the submit button to send the order
to system.

/descrease order process time: After the trader
submits the order, the system needs to start to monitor
the process time of the order...

[lencrypt order: The system needs to encrypt
the order_after The trader has submitted it

5. The system checks the order if legal.

6. The system routes the order to the exchange where
the stock lists for trading

7. The system displays a submission success message to
inform the trader.

/descrease order process time: ..., After the system
has routed the order, the system ends the monitor...

Alternative flows:

5a. The order is not legal.

5al. The system asks the trader to reset the information
of the order.

7a. The order’s submission fails.

7al. The system returns the failure information to the
trader.

3: Order
submission
page

2: Home
page

4: Order

{5: Order average
| process time

monitor

6: Exchange
connector

691

7: Exchange

onSubOrder()

display()

onSubmit()

encrypt()

checkOrder()

startMonitor()

time

Enter control case:
Decrease order process

routeOrder()

displaySubSuccMess()

time

Enter control case:

Decrease order process

endMonitor()

displayResetMess()
T

displaySubFaiMess()

Fig.23 Sequence diagram for the use case submit an order and the control case encrypt order
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(K11 51

1: Order

Control cases: Decrease order
process time

page

submission

2: Order
average process
time monitor

3: Exchange
connector

4: Server

manager

5: server

6: Submission

delay alarm
driver

Controls:

1. After the trader submits the order,
the system needs to start to monitor
the process time of the order.

2. After the system has routed the order,
the system ends the monitor.

3. The system computes the average
time of the order processing.

4. The system allocates more servers to
deal with the orders.

5. If there are no allocatable servers,
the system should alarm to report
the submission delay.

startMonitor()

endMonitor()

isldleServers()

pool

4

increaseServer()
4

activate()
>

Fig.24 Sequence diagram for the control case decrease order process time
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2: Exchange
connector

A

3: Exchagne

| 1: Exchange
Control cases: Enable alternate ! connection
connection ! monitor

!
Controls:

1. The system sends the SYSTEM
CHECK message to the exchange
in every 5mintures.

2. If the connections are ok, the

countTime()

checkConnection() .

system will receive the same
message from the exchange.

3. If one connection is down, the
system needs to alarm, and enable

enabIeAItConnection()k

A

activateAIarm()‘
L

- -y
1 4: Connection :
i failure alarm |
! driver !

the alternate connection.

No.4, April 2013

5: Cﬁection

failure alarm
Talfure

Fig.25 Sequence diagram for the control case enable alternative connection

Kl 25  FdeiE H % BRIy 41 I
Account
-1ID
Ticker table
_ 0.1 1 -password Stock
-size -passAttNum
+checkNumPassAtte() -symbol
1 +validateAccount() -exchange
*<% +increaseNumPassAtte() -company
Ticker 1 Exchange
.1 *
-stockSymbol 0
-price Order table
-time -size !
ExcConnector
* 1
HomePage
Click submit OrdSubmPage Order +routeOrder()
order button or -orderID 1 +checkConnection()
+onﬁuerder() login button TonSubmit() -size +enableAltConnection()
+
oy TN L vl 1
infosrﬁzaotli’gﬁran 4| *displaySubSucMes() -trasactionType !
Trader i submit | FdisplayResMess() -orderTpye _ :
Enlt_erkaccourt;t and +displaySubFaiMess() -price ExcConnectionMonitor
click onSubmit +display() +checkOrder() _exchangelD
- 1 -exchangeStatus
LoginPage 1

+onSubmit()
+encrypt()
+display()
+displayDenyMess()

+displayLoginFaiMess() Submission delay

alarm driver

SubDelAlaDriver

-alarm state

*

orderAveProTimMonitor

+couteTime()

+activateAlarm()

Server pool

Sever manager

+isldleServers()
+increasesServer()

-orderID
-orderProcessTime

+startMonitor()

+computeAverageTime()

+endMonitor()

1

*

Connection
failure alarm

ConFaiAlaDriver

-alarm state
+activateAlarm()

Fig.26 Class diagram updated after the analysis of the use cases log in, submit an order and their control cases
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confidence® 713k e ik iy (= 1.

WA R R R W 5 Bk B IS R M v S 0E, Bt O &g TR 20N 1 o8 251 41
J7i,Sindre & AR T A5 1 7 LR J 3R RS 1R R G 45 UL 4 4 P (security) 7 SR AR 1R L v 322
FHAGT MA5 FH 3 £ B 8 o i 3 A5 T 2 o2 Qo] ke 8 o RN B B8 28 48 11, T 491 (B U 5 8 22 4= 1 I 49 security use
cases) M) FH e 4 R e 58 FH A9 1) 42 1 4 i (s B A 222 4 1 5 5K). A8 SCHR[7] 7, Alexander 5 3k — 35 1A 4y i FH 491
J7VEAAL AT DA A AT 822 A 1 55 S, 3 ] DL HEARE FLAth 77 1 1) AR 2 i 2 110 75 sfe w35 481 T LUK 5 34
Jop DA B JE At RT3 568 4001 22 5 140 6 Wi, i D 4600 U T DD G 48 3 87 3 3k 18 K] 35 11 5 s B AR 8 FH 481 D v B AT I
BRI R G B A TR SR BE ) AU B T AU B A R B R, 1% 7 25 0 AN e Ja SRS e S At T 1
AR SR, U b R e AR G I e B T 5 S 1) P 5 SR B eR T R B FH SR A P 1 A e R s R
55 R G822 1) AR T g 55, T 6 8 45 81 3% 1) 4%t 85 it 0 A 2 T P A o] DL R AN RE R IR B 1 5 R GE 2
TR 4y — AN A8 LSk R A1 s, A Y R 49 ok a7 e 25 K1 3% (¥ s 8 0 75 T R B0 A B¢ 1) SC B — 20 b, 7
A5 FE P 481 A 5 3R 2 AP 2R 56 oy e 95 SR T e £8P PR 9810 A ek 7 8 Jolh 25 D 35 170 4% 1 4 et 4 A 43 B 1R &R
B I R 5 SR S s R AT A5 0 7 SRS i s VR VB E — 2, AN i sl 1 40 5.

[l FE, 3 F HI91 77 125, 6 SCHR[18] 7, Laibinis 25 A\ 7E %5 18 294 1 in) 50T, 32 th O 4 — AN FH B4R AL — AN T Sk i
TR A ML (1 P 4810 LA 68 P 4810 T i 140 SR80 B AR 2% ik T DA T PR B TR R A A AR 4 I A P SR
EAIRANEE 3 B A R GE 00 T B T SR AR A5 1k 55 SR (AR [R] 56 A5

AN PR EE 91 19 77 ¥, AR SCAE 3 PG A 2 028 SR 1 R 0 11 oy ek 05 SR 10 [0 I, 588 R 4 481 o 308 A
FRGEN T A5 T SR P 081+ 4 4910 A 2R AS ST A SR T SR R U A 75 R 23 B dek R e [ I R TR R AR R R K T g
T SRR AT 5 T SR, 3 T LA B T SR TR 4328 T SR 43 BT B AN [7 DG i L ALk BE T B+ s 450 B 40 AT N R
AL BENE 53 BT A0 AE 5 Bl g X K1 22 5 140 56 3 W A3 A SR G0 A B HAOAT 9 i 2, 79 46 75 SR 43 W By Be AN (X ]
LA A 2R 8 I 6T 5 ol 5 1 J 1) 75 SR 36 T LA S A 2R 8 IS K 45 P 5 FE 1) R AT A v 22 11 75 >R

JET H BRI 775, Chung 258 NP T 30 H RO — HES R T 2e Ak mT Sedk . )R T4
P B A T A A A T T ) SR AN I A6 v S22 1 4 5 1 AR A R, T SR R DRG0 i aX 6 H A, B S HE 2T
Tt AL X bR 1) AT B AR R BT N X R O VRS AL T R g ML K VR HE B R RGO TR
[0 0] 5 M T SR R AT AT S AB T IR ANBE A P RO R N AR — P L Al TR AT R sk
Th M 5 3k 2 181 OG22 LA KK A 22 0 42 4] 5 4138 P 85 300 A7 A8 T oK ik A 3 8 m {5 0 T R 190 9 L, Ay BUAR AT
—BBHIF ST I WA R (0 O A T SR W B ER R 0 1 e 2T MR S G 3 T AR T A 1 T SR
AR R RGBT AT ARG (i = R 1 7 Y AE AR ST S AR PG +43 491 1) 7 vl B R P 481+ 42 491" R 7 S e
Th eI 5 oK 55 ] £ P T SR 2 ) B0 5 T 05 20 B (ELE BB T T 1 2R 4 O S BE R T SRR AT AR Mk 7 SR 2 ) ) 9%
R+ B AR AL T R AR P TSR AR LA IE RN B AN AT LA T R A R B S e
SRR {5 5 3R 1T DL T I 4 5 SR 2 T B A7 AR 1 < B

K P hlie 51 N BT RGN M1 5 Bt b, B AT g T 80k 8 2 8 78 # 1) 7R 7E SCiR[20] 1 Souza %5
ANEF RBFEFIS IR T — IS5 B IE R 47 R840 75 5K (awareness requirement). 840 75 SR e T4 1 & 48
S 5 SR AL 5 15 T H bR Souza 25 A A K BN FF SRS IS AE H bRz LB SR E TR [22,22]
FUN N T 3E 204 T JE T R R BT 3 Ik 1 3R 8 A AR AL A ) 3K B AP 5 A0 AR SCAE 4 i B A 1
FHA 3R 3 1) o3 A1 5 e v T vk 2 b N AR e B T P8+ 42 0810 B 8 £ 7 32 X AN AT DA 2 iy B ) T 7
AR, W] LA 4 R I 1 BB, LG 78 ¥ vk I B et 23 B B R RIS G A8 B AR
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FESCHR[23]9,Gran %5 A AN [7] (0 o) 45 2 D o 1 O 3 MR T — P B R 2R K £ XU AT T v sk o T iR
PERG T EYEN T S — R AT A5 1k Ja kL (8 P 38 w] 5 7 75 3K Donzelli &5 A WUAE SCHk[24] 42 T
UMD(unified model of dependability)#5 iZBE R AL & T 5 AR i)l o] iU OR: FR G0 238 2 HEA R 1)
) BUR AR P R (B R R X Il R 7 L) A B 2R G R A TR I . F T IR AT AR Y
T TR RGN TG P SR AR B RGBT 3 AN e B 43— T 3 Ak [0 ATE 22 DR 31 R G 19 49 A I 7R o TR B 3R
TR IRAT R G 00 D) e % SR R m] A5 4 T oK

7 ERIE

N T B AE R G 50 W 5 B TP R G 25 R AR eI Dy BEME AN AT A 1, A SRk T 5 a1 AR I A Y
PGSR B 53 55 B vk Tk SRt T — b F Bl + 290 SR B ) 536 %07 K — ST BB R G — ANl
W= BB T 2R 8 A 7 SR 70 M i B 12 7 4 R < P 81+ 2 910 A TR SRS B AP 28 98 () By RE AV 5 SR AT 45 1 7 S ik
AT o3 B L9 el A 3 rb P01 e P SR S A 2R 0 10 1y R 5 S, 42 407 D A0 P RS R B A R 8 1)l £ 1P 7 SR 4% 481
FE T AT 2R G NG Al g DL AR B AR I8 AT 1 R AT RE B AT DA i 22 BT SR IR A8 R ol I AE B
W B, %07 I TR T RIS 1 0 T S B v |CONIXIM2 22 4 8 v A LA 43 53 1 53 i 9P 491 ) R 4 o i
X G AN S B 5] 1) 28 B8 Rl A5 O B B, LAY 3t s IR A2 28 08 (1 Dl B P 75 SR S0 A2 28 408 10 vl A5 P o SR PR X Bt
RSN T — MNMELBER AL S RGO U WZ T A K AT

R AR AL FEREAT 5 2 10 SO RIEFE LAY 5 75 325 10 AT YA AR5 A2, S e SR — oA R 10 7 5ok 28 23 4 451
(K 948 3, AN DA 5 SR TR T S 4 1t 838 A5 1 SRt A 45 2 451 T i [0 T A5 128 8 SR e B 4y st e A A 17t
FEPATAE AR AT ZEHE 2P BT i L[] I, 4% TR (R T et i R OR 7 S AT RIS 14 )
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