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Abstract: Internetware is an abstract of software system in open network environment. Its trust relationship is one
of the most complex social relationships. In order to enhance adaptability of trust evolution model, improve
prediction accuracy about trust evolution, and restrain production of selfish nodes effectively through
discriminatory service and evolutionary game theories, this paper puts forward a trust evolution model that
corresponds with characters of an open network: (1) Global profit function of entities based on discriminatory
service is gained for enhancing adaptability of trust evolution model; (2) With the help of evolutionary game theory,
and based on characters of Wright-Fisher model, a kind of Wright-Fisher multi-strategy trust evolution model of
internetware is proposed for enhancing the prediction accuracy about trust evolution; (3) According to principle of
fairness, incentive mechanism based on game is built, so as to inspire evolution of trust strategy and restrain
production of selfish nodes effectively. The experimental results show that this model can more accurately reflect
complexity character of open network. By adding incentive mechanism, internetware system can achieve the stable
state more quickly, thus it can improve the efficiency of network more effectively and make the trust profit achieve
optimal.

Key words: internetware; discriminatory service; evolutionary game; Wright-Fisher; multi-strategy; trust

evolution; incentive mechanism
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Fig.1 Trust evolution framework of internetware
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IF B2 5 F 8 00 P7 AR B8 AR SRR BT SR AL g

Table 2 Payoff matrix of four strategies
F 2 VUSRI A AR

o g7 o 25%8
{55 s 1 > 3 2
1 PayoPoy  PapiPa,  PagiPe;  PagsPey,
%\ 'J%‘ A 2 pAﬂv an pAzz’ szz pA23v sz3 pAzA' pBM
3 pA{n’ pB:n pA32 ! szz pAea’ sza pASA ! szA
4 pA41’ p541 pAaz ! p542 pA43 ! p543 pAdA' pBM

AR SCAE 19 SR I 2 0 R o D A A S AR AR AT AT 9 HEAT 22 SRR ZRAIE 0, 6 LA AN [R5 AT 55 4 1)
MHEAT T, 61 5E 22 SR (10 10 20 T A6 45 0 I ) 304 S A A AT DA TR 18 2 23 A S D ARF 6 T 0 o 20 B T sz 44
AT NN B s A SCAEAE R E AT« RS A PR SRS RS0 00 BT B 5t B 06 S R A5 AR AT W HEAT 22 SR 1 4%
A5 75 5558 O ) B A I A A AT A PR TR0 23 A7 35 A2 55 0% T T80 PX 408 TR B T SRR AT AT A PRV RE A, AT Ay A B 4
ARV AR (1) 33— 25 A7F 90 B o FL A
43 ZEBIEETHWright-Fisheri3 2488

5 4.1 715 CLZ0) P SR 1Y) Wright-Fisher i FEASE 2 JEAT 23 AT, A 155 6 75 55 I 1) Wright-Fisher Job 5455 78 1) 56
fitkh K43 HT 22 SR 1) Wright-Fisher i F2A5 R (LLER 4.2 715 40 HT 1 DU S s 4 461).

B 8L 10 W A R 5 PP S A ) S B Ol NI R (1,2,3,4) B AT 1 4 AN 20, ¥ 4 AME AT 9 sk IR vl gk o
A Q1,Q2,Q3,Qa, M B ATIX 4 AMF AT S I MR LE XA PP 25 i 25, BTG R b

4
[; pAij Qij_ pﬁi

f, = T hielt234) ©)
N e e 6 DR 2%, DU MR 40 38 A 2 S LB A ) 55 A 45 0 92 A PR B OE 386 T A 4 3l A
Fi=l-w+w-f;, ie{1,2,3,4} (10)

Serbw 15 T 5 PSR 1F) Wright-Fisher def A5 2R w18 26 456 D51 4% P A 1, B0 S R £, B, o, B A S o 305 AV i R
(KRN TRV B, H1 - Wright-Fisher i 2 76 r AU & 2547 N IR 251 S 560, A TR A A A5 2 10 A A4 e A — 33
I A B Y ()R 35 n ARE A BEANE AR A G SRR Y (n)=Q;, WIX 4 MG AR ARG SIAR S n ARRIECR 2050 A
Q1,Q2,Q3,Qa, 25 n+1 ALK 731 0 Qf,Q;, Q5 Qp HIMEH
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QI/

, NVl oF |
PO+ =QY M =Q)=| o [TT| 727 | 1ief234) (11)
i/ i=1 JZ:;QJF]
4.4 FEFERER
Jy Wright-Fisher 210/ A HEAT 1 /2 725 3 5 DR R 1 L o 2 o % ST AR A 2 e A

ilzh &5 Fe % (1 75925, 6 A E(AX) 2 S A rp T A AT SR TR AS A (R AR A B, At D ST IS Th) () 204 AR 4 LA
T EQA) TSR

N
z (Qi'_Qi)P(Y(n +1) = Qi"Y (n) = QI)
E(Ax) = 90 . = 4Qi %0 jefl2,3,4} (12)
;QJ’ ) FJ
o, Qi B n RIBAER BRI SR, Q 4 28 n+1 AUB AT AR MR AN FE AT S5 4010 SEAR T b7 B AR 1)

H 194 50 % :v,% _ x,% _ y,% — 7 AR (L) 2R (L2) T 25 R AL S T I B PR Wright-Fisher

2 HEWE AR AT AL ALY

Q:[V'h_vj/m %:(X"z_xj/m, d—yz(y'|3—yj/At, dz:[z"“—z]/m (13)
at dt dt L dt |

e,
L =vl-w+W-p, )+ XA-W+W-p, )+ y1-W+W-p, J+z(1-w+w-p,, )
L =v-w+W-p, J+XL-W+W-p, )+ YL-W+W-p, )+2(L-W+W-p, )
l;=vl-w+w-p, )+ xL-w+w-p, )+yl-w+w-p, )+z(L-w+W-p, ) (14)
l,=vd-w+w-p, J+XL-W+W-p, )+ YL-W+W-p, )+2L-W+W-p,,)
l=v-l,+x-l,+y-l;+2-1,
FEA (8 0y R B P EAEAE SO 1 AT ZETT I B 2 1, R B RS0 2 IR D7 i
i g RFAEAF NN 3 ST 7 BT aS, |y RO R AESE S0 4 IR 5 I 0T RE | s BE A4 1 22 301 22
W di . 2 SC(AB) I A 22 S AL IR 55 WAL SR A ¥ Wiright-Fisher 22 S5 W& 5 (115 A AL

5 Wright-Fisher % R B& {518 (LR ELH #5675

KT MR R AR 4 A5 AT SR I 2 0 B (WM, AR SCHE 22 57 A0 IR 45 0 I8 40 3 5 I (evolutionary  stable
strategy, fii Bk ESS) B ZEA 51N T 2 TR A BURI AL 8 A0 A8 58 SR S Fr AMERAT B 5 3R AF RS 8 TR AR A
SEAE BT UL R BERECAER . o) B K IIAT N A 7R AW E S el R AR A A R B
AT S AR A5 AT 1R 2 A0 300 B b oot L SR 3R AT 1 38 LLIE SR [ 5 R 25 1) 2503, AN W b P 58805 2 1) S AR IR AN
WL IS B 2B B P n] 5 (0 3 72 S 783X P S IR AT P00 28 71 A (18N M AS T i e 1 T SO
S YU Tl DR 25 T R SR o v e SR g 291,

LE WA A 2 AR A A PR S B AR MR AT 2R N 3 B B 5 A TR 2 AT SRS R s, AT
YT A FHE TR, i AR SR AN 52 20 2 SRV (5% ), I8 2 A5 AR A4 1 280 W 2 304 BT R A 3 A S 3
VA< PN 2 T AR AT 5 7 55 A /A 118 280 PR A D 2 1 Dy A AT A A s 281 3 AU IR “ ANl T 38 i A ek 2 o
BT AC 2 i I T LA 3R 3.

MK 3 AT LG 2 P AS SR EAT 1SR IR 6 15 4 55 44 v 19 5244, R B AR 24 1 R0 D DUl G 1 AT A 28 38
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TR 22 Sl FC i, o2k R 75 1 2 B0 W S BT 2 B T DA M B T 2R 6 26 O g o R I AR 485 51 2 Bt 2 X
PRI
Table 3  Payoff matrix of four strategies with incentive mechanism

=3 NS ) DY S0 A 2 A

P Do Pa, + #1(Pa, + Pg, ) Pa, + H2(Pa; + g, ). Pa, + Ha(Pa, + P, ),
S Pe, — #4(Pa, + Pg,) Pey, — Ho(Pa, + Pgy,) P, — H3(Pa, + Pg,)
Pay, — 1(Pp,, + Pey,): B .p Pay, + Ha(Payy + Pgy, ), Py, + H5(Pa,, + Pe,, )s
P, +44(Pa, + Pa,,) T Pa,, = Ha(Pay, + Ps,,) Pa,, — 45(Pa, + Ps,,)
Pay, — Ha(Pag, + Pey, ) Pay, = Ha(Pag, + Pey, ), DD Py, + Ho(Pay, + Pey, ),
Pe,, + (P, + Pa,) P, + a(Pa, + Psy,) ot T P, = s (Ps, + Pa,,)
Pa, — H3(Pa, + Pg, ) Pa, — Hs(Pa, + Pg,,)s Pa, — Hs(Pa, + Pay,): Do 1D
Ps,, +ﬂ3(pA41 + pB41) Ps,, +ﬂ5(pA42 + pB42) Ps,, +/u6(pA43 + pB43) P T

3 2% B AL A X A A AR 2R AT Al 7 11 5, 2R G % 5 R RS E 22 S A R 55 (R A i e R SRR B
T A 75 2R GEPAAT X S AR ARAT Doy 1R 880 il 445 350 SRS 65 AN ) (80 SEAA HEAT AT 22 5 1A 55 G o £ A 55 0 v 1 S A KE
AR A S (RSB T A5 55 AR 010 S A SRS AT I 1A 511 D 28 0K 1o A5 A 55 0 ma 1R 7 1) R AT ¥ 4, M T %380
JIHLEIEE 21 7 $2 i R SRR AR B MV, 0 ARG AR 1t T AN Sah 0 A 1) S LA

6 BRULBELERST

FR A DA b R 23 B AR SO 2 A5 A8 A0 A58 B 3 AT ASE 400 S 368 ok 7 220 S ABE 0L T 50 194 8% P 58 1 IO ) B AP S A4 A
2 A AIPUR NN TE SATl e AT RV AE SR E e
A SCHIE RS2 56 284 Intel Core(TM) Duo 2.66GHz CPU,2GB W 1%, M Windows XP #:1E & 48, H]
Matlab6.5 g F2 15 AT 47 5L 5256 SRR T T 0 285 1) IR 26 B 358 s T T80 1) 4 b DR R A S A R AR AR R 4 Dl 4 AN 56
PARBE 4 MEAEFEHA AT SRR TTRRE 2N d1=2,d,=1.8,d3=1.6,d,=1.4; A [R5 AE 45 2 1) 5 0I5 20 A
(PSSR G AR S R 2 22 5 % i X 7 % IE B )by3=0,b1,=0.6,b,5=0.8,b14=0.9,b,,=0.6,b,,=0,b,3=0.6,b,,=0.8,
b3:=0.8,b3,=0.6,b33=0,03,=0.6,041,=0.9,04,=0.8,043=0.6,04,=0. T A 52 & {) {5 1T FE 7 5 on=4, 0,=3, a5=2, ct,=1 . F3 ¥
A 3(2), R Gk B S AN R AT A5 IR AT S AR ()1 SR AR 253 ) A
p(d;)=0.909, p(d,)=0.778, p(ds)=0.596, p(d,)=0.412,
W H7 2 @) THH TR 4 AME AT SE AT AR I A Jy e a8 18 23 7 ok
u;=1.291, u,=0.752, u;=0.498, u,=0.330.
T 12 A SR WA A RT DA B AN [ A5 2 6 T8 248 110 A 2 26 B, B SR P AS T 45 4 308 s 19 S 4 2 TRDAH TP 4 )5
1% B ai . ST 3R AR (R Ui a6 0 03K 4.
Table 4 Payoff values of four strategies
F 4 DUSEmS AR

Z 5% B
1 2 3 4
4.437,4.437 3.359,4.706 2.851,4.833 2515, 4.917
4.706,3.359  3.628,3.628 3.120,3.755 2.784,3.839
4.833,2.851 3.755,3.120 3.247,3.247 2.911,3.331
4917,2515 3.839,2.784 3.331,2.911 2.995, 2.995

3 4 R EARARABI AR (3) A4 ARYE TF 545 HE X 1% W R B A 1 A5 AT A AT AL S 56, D) 1Y)
A RGAGAT A B AW E 2 FroR BRI ERE R T w=0.9,4 MEALSEH B4 Ll 4353 4 v(0)=0.2,
x(0)=0.2,y(0)=0.3,2(0)=0.3.

FH AL 45 SR AT LUE 70 2N R A A A s A 2 JE A5 AT (R 38 A0 e 28 oy 4 =2 5 A 3 2 v T DR

(EEER

Z 5% A

A wNBE
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AT R ZE R TR AR R E, A AT N £ 8 T AW A AT A 7T 17 B =42 T free-riding 17 /8.
AT AT AR AT AR SR WS 3 Ay 1 £ o R e 5 T o 22 SRS s, 3 3550 90 0% PRI R0 HE IR ARG, 7 2 T SRl 2 5 R 4 3
AR F R S AT 1 A8 A SIS X 9% A58 T SR R 0 A S A A STt AT A R 4 T B IR A R A S AR A d
KA B B IR 25, TS 30T 34 W9 4% T A B8 1R FAAEGL ERT 0 B 20 9 s OB 485 SR R s T B Ay s s e |8 T 2 G
2RI 117 A 2% I 55 T A A S AR IR A AT A7 . b e v R0 A AR AT SR I o 2 5 SRS gt S SR A S AR B AT
YEAT 2 AT 35 24 R0 30l AR 48 AS ST HE IR0 30l WL Tl 08 3 35k A 1) 2 00 waobod SIE A (P A0 28 6 P R AT IR 3 o s ik
(B SR IR AT 2 2 2 22 5 SLUUN A 30 2 80 1 L, RIS A2 AT 5 4 22 S oK, L B Rh 48 1) ) o).
14=0.05, 12,=0.06, 115=0.07, 124=0.05, 15=0.06, 115=0.05,
D) S IS DY 6 s A 25 (. LR 5.

1.0 T B_H_Dﬂ)_gj el 3.25
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_ 08 P - e R i 3.15 F-e- jorarenaeed AN——
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Fig.2 The initial trend chart of trust evolution
K2 W s A s R

Table 5 Payoff values of four strategies after encouraging

RS B R DY S R (R

. 25%B
ERE T 3 3 2
1 4.437,4.437 3.762,4.303 3.312,4.372  3.035, 4.397
BI5E A 2 4.303,3.762 3.628,3.628 3.464,3.411 3.181,3.442
- 3 4.372,3.312 3.411,4.464 3.247,3.247 3.223,3.019
4 4.397,3.035  3.442,3.181 3.019, 3.223  2.995, 2.995

B3R 5 RN B A 20(13) A (14) AR V15 &5 T XRA) A SE A PR A AT v A0 B AT A 40L 512 565 )

DA R A A B B A A A B A ] 3 I, R 4 AN AT S5 ) 4 LA 430
v(0)=0.2, x(0)=0.2, y(0)=0.3, z(0)=0.3.

P 3 T LU H, 206 S SE AR 5 ATAT Wi HEAT BB AL 8 2 S5, R 2 1 A4 R ) v A A 1) 7 T
AT AL, BRI, S 45 AT 19 8 WL 2 08 B FUH 19 588 i AT, 20 H A5 AT 16 18 4L 208 A 10 DR 52 0 3 A 5 S AR 1 1 A
AT 0 AL B AT A 1E™ S0 8 Ay AL T A S AR T 32 515 A A8 19X 8% 1 3 A 330 T v b 1 3 SR ] LA Hh 388 im sk
b &1 2 505, R 48 B AT Ak B A 5 v RS 1k A H IR DR IR ), TR bt £ AT J AL S TR 7 ) 258 A R 2R
b5 b B RS e k.

T T O R U A& T S ECK 5 BT i S O A SEARAF AT A IR s e AR

14=0.06, 11,=0.07, 113=0.1, 114=0.06, 115=0.07, 116=0.08,

DU S P DY 55 s 0 25 DL 3R 6.

2 6 IR AN B A (13) 2 3U(14) AR08 T 55 45 SRS AL B S A PR A A A AT REAUL S 56 14
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Fig.3 The trend chart of trust evolution in case of £4=0.05, 1,=0.06, 13=0.07, £4=0.05, 145=0.06, 14=0.05
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Table 6 Payoff values of four strategies after adjusting incentive penalty parameters

F 6 VHEEBUh AN S U5 1 Y SRS I R R
Ny Z5% B
= AT =
{5 A g 1 > 3 2
1 4.437, 4.437 3.843, 4.222 3.389, 4.295 3.258, 4.174
BEE A 2 4.222,3.843 3.628, 3.628 3.533, 3.343 3.248, 3.375
= 3 4.295, 3.389 3.343, 3.533 3.247,3.247 3.286, 2.956
4 4.174, 3.258 3.375, 3.248 2.956, 3.286 2.995, 2.995
e 4.2
401
497{5{1%?})’(1 8 3.8 r‘('g
____________ RS2 | = IS
AR 3 = /.
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Fig.4 The trend chart of trust evolution in case of 44,=0.06, 1,=0.07, 13=0.1, 14=0.06, 15=0.07, 15=0.06

K 4

Wi 18 111 2 %041 =0.06,1,=0.07,115=0.1,144=0.086, 115=0.07,,146=0.06 IIf 1) {5 AL 4 4 441 ]

ML eFEE P 3 R 4 AT DL I 2 A Il A £ ) BRI LAAGE 1 R A 2R o s bR i A B R R A
3 WoR 2 MR A R ST AL 2] 300 AR/ A I IR WA BURRE RS 1 4 o i M A R AE R ek 1) 150 A4
JeAT I IR BURS IR DR 8, 8 24 b 5 3l % 15 g 2RI LAAT 25 R o R P AR 3 A T R, BT v o 45
AR B S BLE 3 B OLE AL ST A7 EL RS LR I 6 D AN TR SIS TR A B R G i e AR
kaFA s L] B 5 A& 6 AT LA HH 3 AR SC HR Bl 4 S AL, T DU A A B AT A5 (0 B e v
WA Ry A 2R 0 0~ A WA L IE e 0 8l 7 1 090 7 B AT AR A I ) B AR A R A A B e DR 2, AT
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Fig.5 Comparison chart of changing trend for Fig.6 Comparison chart of changing trend for
selfish nodes under different strategies average payoff under different strategies
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T, S INARF 4 TR IO 199 28 o SICAARAS AR AT S 54 R0 R AL B 8 Sy 199 SR S A AT A 95 B by F] 8 Wl DU 24
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Fig.7 Adaptability test for model Fig.8 Trend chart of trust evolution for two strategies
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AR ) S ST T S AR R A PR R A A AR R 2 SR 1 5T I A P SR RSk A B AT ) B 2% 2 SR SR
A AT B ST TT IO 255 vh 2R Gl A6 10 B2 2% PRy s O ELAYE (AR B (R R Al L 5 LN 77 2 T 1 2 g S WL o) 3 o
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