AF2#IR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2012,23(8):2084-2103 [doi: 10.3724/SP.J.1001.2012.04115] http://www.jos.org.cn
O [E Rk Bt F AT 58 T RSB A7 Tel/Fax: +86-10-62562563

TIIF

A (S AN A B TINE B A S IE IR R T
% §1,2,3+' M:\ %1,2

YU NGRS T HURRE 2R D)1 B# 610066)
20U 1145 AT R S R OB S B s S A (DU K %), 00 )1 i 610066)
S0 ERRERE S RORBISTT, AL 100190)

P

Trusted Agent for Collecting Trustworthiness Evidence in Terminal Dynamical Running
Environment

TAN Liang*?**, CHEN Ju'?

!(College of Computer Science, Sichuan Normal University, Chengdu 610066, China)

?(Key Laboratory of Visualization in Scientific Computing and Virtual Reality of Sichuan (Sichuan Normal University), Chengdu 610066,
China)

3(Institute of Computing Technology, The Chinese Academy of Sciences, Beijing 100190, China)

+ Corresponding author: E-mail: tanliang2008cn@126.com

Tan L, Chen J. Trusted agent for collecting trustworthiness evidence in terminal dynamical running
environment. Journal of Software, 2012,23(8):2084-2103 (in Chinese). http://www.jos.org.cn/1000-9825/4115.
htm

Abstract: The chain measurement mechanism of trusted computing doesn’t easily extend to all applications in the
terminal, so it is difficult for the terminal to always maintain the trust of the dynamic running environment of the
terminal. To collect trustworthiness evidence in an objective, genuine, and comprehensive way, a trusted evidence
collection agent based on TPM is designed and developed. Its main function is collecting the critical objects in the
dynamic environment of the terminal, such as memory, process, disk files, network ports, policy data, and so on.
First, the static and dynamic creditability of the agent is assured by the measurement function of trusted platform
module (TPM) and isolation mechanism of trusted virtual machine monitor (TVMM), and then the creditability of
original and transmit of the collecting evidences is assured by the encryption and signature function. This paper also
implements a prototype of the agent in Windows platform. Based on the prototype, the paper examines the
trustworthiness evaluation for executing the agent program in a local area network distributed computing
environment. In this application, the performance of prototype is studied, and the feasibility of this approach is
demonstrated.
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TATAR R A BAE A T RAETE LR ABATHREREN. A%, A@GTIZIEE X HFZRT —ALTFTHEP
& A3k (trusted platform model, & #k TPM) &9 £53% 3h KEATIRR T F IR R 2R T2 A AR ETREL
WA AR, BA. MAHT . FOBHIEF Rt R e KA1 S A2 &8 8 AT & TPM 31545
ARALE T RRAIEZRIL A TAE, A8 T4 B AL (trusted virtual machine monitor, & #& TVMM)42

Windows F& # 52IL T —ANTAS IR ERIZ R A FFA— AT 2069 B 3R R ) I IR R 5T T 15 IR K22
P SRR 4 53 3 2B AT IRBE T2 IR A BT 12 4B M SR AR B2 R 32 1 ) 290 P e M B TF A 3% B A S I BRHE T 3%
FH T

KR TPMEATINEL, T3 45, 7T 15 4o K32

HEAS S TP309 XHRARIZAD: A

IS VRS — AN JEAR H AR R T R UE 283 14 A5, R Sk b we A5 S5 22 4 1 Jl i 1) R AR RS T {5 v B 4 2R
(bR HER, — AN T SOF 6 BOZ RO SE v L B 0 & A AR AN T T 6 5 03 (03I B 25 T i T X 6 Th g
J& i T A% v 57 A (trusted platform module, fii BR TPM) 3 A5 AT SR ARAIE 1 22 4> 5y N i (secure 1/0). £%
fiti Rk (memory curtaining). % 3 7 ifi (sealed storage). “F-& A2 1F B (platform remote attestation). nJ {5 v1- 511
FEAR A AT EHLR G P e MR, TN SRR BE, — B A — 2, — 51— 05
ERRY KBHEA T ENLR G, N R T HHL RS AT,
{H 2 A 45 42 4E 1 TCG(trusted computing group) % 4 2 J3 0L IR M 15 4T 4% 330 3 28 st 4 N2 T 2 21 5
2R
5 TPM 2 —ANAEA 00 AT B AR P, 40t T A I R 9 1) 5 B 5 SRS ] BE R A7 0 T 1 B TiC B 5 7 4%
PCR(platform configuration register) 9.
B i N R P AT IR P FEANAEALE 8] 58 1) FR AT 00 2R LB 8 S8 = I E RN 25 5 1
O = 08 I PR HEAT 52 B i S o X 3K o P R (1 o e 5
a) AT RIPAT AR K 2 A S SLABRE R (I A AR B B SR, A i
A5, T 3K 4RSS e i 48 P L) A8 2t AN — 58 A )48, — > B S B B2 (MR P 18 4T I 75 2 gk
BIAS I, T — N VAR PIAT 30 75 S T AR 4.
b) —ANMARTRETE. WEEETIEY SIS HEE U, a5 RS R SR
PEH R KM AR,
¢)  HAERGT G LN — AR S — ), 1T HIX R 2 0] AN A AR T O &
R S BUR A R ST RS EAT N AR I, AN R BRI AR AT A R e B SR AR
A AT 5 T 5 B30 7 M N R e T A A 4 3 5 2 3 AT B 85 TO) ) A AT 1) A 0 3t skt o R 5 A7 A R
By ST DR o, o AT 200 5 A& 38 AT A8 (0 AT 5 2 — N AR Sl A o it 2,
SCHR[7-9] 2 ZERI I IR A 75 AN W A 1) 2 By P35 o 4] 88 8 I3 P R AU BE RV 7 vE 55 TCG I R AL
), AN S AFAT A 38 SCHR[10-16134 351 TPM (¥ 55 52 Ty A, 0 g s 7 v T P A s R e 2 1 4k 2R 45 4
HE S K AR AIE 0 Bl A IS AT PR 1 AT A5 AH 2 LB SCHR I — AN L (R RR SU2 B ol (5 MR ATAR TPM A% 34 21 5 FH A%
J B Sk 8RR 00 2 B A e AT TCG e X AL FRATIN O, — 5 T, 7 28 il i T by S i
PR RR 7 R AT 50 B 1 B R AT B AEAN 25 5 S B, T HLAS W] A % o 2 A AT e I — A 1 R R A 3t 31—
AR, 1 TGV A% 36k 30 4 A 28 0 B A AT BB O — T, R 22 ) S R R AR T R ORI 2% i
A D ABAT IR I A5, BB g ) B R P HEAT 50 3 0 B 5 LR AR UE % N T AR 7 3 i R P 18 2 (A A R
PRI 12 1 2 P A B 15 R 205 B Bh AR G2 A7 IR BE, Il 28 N A7 BIRF M 48 . SR SCAF 45 IR b ATl i
W 4R 23 iB AT IR BE 1) 3 A A5 B IF R B R AT A BRI VP AN & o 18 AT I R BE (W 0] (5 42 59— 4 nl AT M I AR 5
W5 TF R T {5 2 3l A5 18 AT PR B3 B T 45 A0 9 AR AR A I A it S 7E 200 Bh 28 AT A BT BB 2000 . L SEE
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AT A Bl T A AT 200 S YA S48 AT I PR 4 (A 41
1 HxIME

AT, AT 28 3 3l 38 AT P58 10 W] A5 TE AR SR AR BRI BE 5 R R LA /D SCRR[A7]82 Y T2 TPM (34T
IS A AR AR R AL I 8 T A AR AT S IR AT, SN T 3847 I R AF T g AL TPM S i i 22
IR, S5 B MR AEBRAE R G2 TIN T — A G UES AR ACEL LA T TPM, AT LU A i £k
b5 I R P (K032 4T I SR AE D B R A5 UE A R A5 UL, I DR Bt m] {5 E-40 A 5 10wl 35 1k AERAE 2% SOk b O B0 1
A AZ AL BT L5 SRR, 0 HAZACEE B D e A B, DU B 0] 28 3 JE AT P85 vp 3 P R R A AN
BAFAR B0 HEA 20 A WU PR B RIS AT PR 55 24 Bk = (R BRe i It

ARSI 1A AT A 24 3 1) 2538 A7 PR B (¥ R A5 0 s Wi S A B B AT (1 28 i M 2 A QB 3 20 Ty i b AT L2 2R 4B,
171 42 AR B PR BIF T R AR 22, G SCHR[18-20145 . SCHR[A81 21 T — AN P i 428 R 48 % M 458 R 0 3 — BRI 1) g
1 30 T2 R e 5 F /0o SR BCARE M 47 2% 3 2R 8 IR 12 W 5 J6 3K 2845 B o 4 1 Bl A R K0 e 2 b Ao e I
FRGEAT LU 4% 2 A ey HC e AN 4 A R R master (B B ), 2R R 1) ¢ i S M T master S Hidir 44
slave,master K slave fr)i2 Wi {5 SA7 it A A7 50 TP 2 58 AR G0 R REASHE SR 40 181 1 P 708 A% SC AR SIE B T 24 3 ) 1
P B AT 78 73 M % 18 B 4% AR e 10 2 A WL, SEAN P A A [ 2% S A 948 B SCHIR[L9] B v 17— R I v,
A LA LE 0 i 4 i 2R I W1 B R S R R A M AR T 07 3k R % g gt ) AR A I R
Vs D A vE SR AR 55 TP I X 75 9238 P 0 e 290 0 2% 42 10 1 0 300 2% i, T L SBE SR vl £ 1 P L AR K
i fE BB AT 2R f 7 IR A X R AL A A B g 47 6 U . SCRIR [20] 95 H £ 6% TR A o] o 2 % 1 P TR
ARBRE 44 75 SEARBL TR AR W R S AR AR G TT48 (v T 0, 78 20 R AT 7 MG I ot 2 5 i s K R L . R iy %
iR SR AR (R YRR A BB R PRI F P 10 22 e E TE IR AT A Ao 4% R 48, L3 1 20 TAR#R AR o4k
A RGP AT AR

~102
MONITORED SYSTEM
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Fig.1 Basic framework of auto remote monitor agent of terminal
1 i R A e R e A HE

T3 AN AR SCIER IR AT AR 20 B A B AT BRI AR UE R MR AU S O I N R AT R 4 (intrusion detection
system) £ & 43 D fig AT LB AR A & A VESEHLIN 4 5t FEHL R 48 HR 1028 1 OGS 4R A5 B T X L AT
XTI R I ) 6% R G R A 3 SR A SR AT Dk R ) 28 o 1 G 0 — LA BB R b A AR AR
FR G0 BEAR BT 9 AR I, R Ak 1 2 T R HLI A AZ AL I 7= i 5:1SS RealSecure OS Sensor. Emerald expert-
BSM. 14 4 22 KIDS 45 .7 i A4 1 2k T 194 285 1R N AR A 00 7 it B 455 : 16 1 ) 1SS Real Secure Network Sensor . Cisco
Secure IDS. CAe-Trust IDS. Axent ] NetProwler B & [ Py 4677 v 5 b0 NISDetector JH B 2 JR R BN
AR I 55 T 2R e R b R Y gl R R ) 48 A AR AT R G246 T 1 2 ENLNR R R G id 2 W 48 N AR W T R 45,
L5 1D TARD RIS M 4 B AL R Se b 0 P AT M 5 S
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REE TR, TE R 2 ity W AA A B A S N AR A R 48, L L (7] 11 e 0
(1) BEAMHLEGIEEATH & T {5
(2) TEAWA LA IRIE L0 47 PR 15 20 105 BT RIE AL ol (5, 24 R LB 52 R i e 4
BLAHIL a0 PRI, 3 EH % R0 45
BRT b, A5 S 3 T 5 S LI AT {5 2800 B A5 8 AT BRI (10 ] £ I 8 WAC S AR BT, AN AN L A7 3 5 % i MR 43 AR LR N A=
I 2R e A IS B D R, T LS BEORIE L 13 B 1R o 3 TT A RN B 28 T AR LAK BT I AR B IR A5 JE 10 ke R RN A i mT
15 X LL T HE I SE I, 3 75 2 0] (5 & R TPM 192 5. TPM A A B2 19 1E
(1) TPM ZELHUEWRIEAEZAFEN,FH TPM 15T AL G FE Y R AR M5 4 AQ 3 (¥ s 3l 15, FI
TVMM 24k 1) RR 35 AR SRR 1 AR BIZ AT 7T
(2) TPM ZEZS AR 2 1) B SCAR JEBEAT 085 R0 28 44, 0285 72 fff DR A I 70 248 i R D) 4 A 3 v 11F) 2 4, B A
BRGIWE T A GE R 2 10 L A 0 5, 28 42 52 i £ 50 380 11 15 5 A DA 2 MU 4 110 IR 45 i A 326 3 3k (1)
B b 1 SR BT T A5 R, B 7 bk e e A% KBRS B

2 AR HTBITIMEAMEIERWERBHTRAE

R A 28 3 50 A I AT PR IR) AT A Uk 4 e SR AR B Ia AT 78 mT 5 280, I 12 52 0K 1 M o (1) i 4 4 i B A8
ATPREE HL R0 GRS S EAT R 0 ey AT A WCAR, D SO AR AR AR TR R PPAly 28 i 3 AT I PR S5 4 A 3l T
U, T 24 3 3 A A8 AT PRI 0 R A U e B AR A N 1% EL A R B B B SR AR DI E G oK

Dhhe i R A

o PRI B ACER B 7 o A3 i 2 MR S5 S AP AT B IS 58 AT L 1) D .

o (i EER. R WU WIS A s S AT I BT I N AF . BERE . BASESCIR &% 1L SRS R A 0% B

X PIR AR BATERAEE R

o R 5 AR EHE B2 4, DRUE RIS AT 5 1 75 L0 f5 JBUN 3%, PRtk A% S al 15

AR fE F R AL I

o AR PRBREL Y, PR B QBRI 55 i i &5 T A5 A Bl A T 45

3 FIEZIRFHSIBITINE RIS IR SRR IR A9 AT (S FRIEHL HI

Ko} T R 223 Bl AR IS AT PRI AT A UE 3 SR AR B 0 AR B B T SR A 1 R R AR A L), RATE R TPM R4 AR
BN TMP L 2 L] SR i T B 05 e 3 m {5 R i B A2 47 PR 85 A 5 UE 35 e 45 QB 16 o L o)
31 TPMEHEHZ£HH

WS SR L E TPMTPM 26 T30 R A0 TCG IIBEFF 4 VG A o A7 i 5 B 3 8, 1k
P S50 B 11 5 P S A5 B B0 AE (N VGIE 3 B Al . IS st A E T & S A 2 0 5 A0t A AR o
1 45 S A T SN R 48 45 Aol IR 45 0 2 1) 1F 35 $RAT . TPM #5444 TSS(TPM software stack) /& FH 2k stz #5748
TPM AR5 T B A 2 1) TPM 424 IR 45 14 32 ZE D) et & ) B R P42 AL E N TPM 1) Z) e 1 (X 45 1]
% OALE TCG SR 3 L OB 45 ). L TSS AR 55 118 1 22 1) — TRAT: 45 3t & S B 2% 4 2L, oh 3 N iB%R
ZLAF AL R TPM % % UK 3 R 77 )& TDDL(TPM device driver library). TSS #0045 TCS(TSS core service). Tl {5
R 2542 {1t TSP(trusted service provider). TDDL >4 TPM 2 X T kx#E4% 111 TDDLI(TDDL interface) LA J $24t 7 H
JRRE RN A AZ AR 2 2 T R e 46, TCS 5243t T ARUERE O TCSI(TCS interface) LA A2 45 1 TPM [R5 TSP kI 1 A%
FPARAIL T 2 B 16T 1R % S 10482 T TSPI(TSP interface). 41 B 2 fT 7, TSP 3@ ik 2 11 TSP BROK AR B 1) iy &
S TSP AT AR (44 AL S K r &t — DA e ot il i TCSI 4245 TCS;TCS M T AN A . Ab 3
Ja B EEAL R TPM BEBZ IR (K735 i, 4t TDDL Al TDD &5i%45 TPM.TDD T2 4 57U TDDL K i%id sk
10, I B 3L R 45 TPMAF TPM AL 58 )5 PR A5 I8 LA A% (B B AR AL B S a0 18] 2 Jirow

© HEBEERAET hipd/ www, jos. org. cn



2088 Journal of Software #4434 Vol.23, No.8, August 2012

| HEART(A) |
-
[ s | Pol romnr g ] sistnr g |
TCSl i 9P

TCS

RS R

TDDLI
TSS ‘ TDDL ‘
JH PR il 4 4
TN i L ce P Bt

E TN LV IERE
— > LR

g
EN
4
W
i
_|
|}
lw)

TPM

g
&

Fig.2 Information processing mechanism of TPM
2 TPM {5 B AL BEHL
TPM 2 i) {55 th 501 65 A A% OB NS AEAR A5 AR AR i 7
CRTM—BIOS—0S Loader—0OS—Application.
JE 5 S5 RAF AT 6 IE B T A7 A% PCR th B2 & i1 07 U R
PCR_Extend (m) : PCR™" « SHA-1(PCR™ || m).
TPM — i 524k 24 /> PCR #1504 5 4 0~23, 9T LA i FYHUE TS LY 0<<i<<22.
3.2 RSB ITIMEAMFIEREREMNHEXER
T R AT 2 i M AR AR AT A 2 5 AT AL s R R ) CRTM—>BIOS—0S Loader—»0S—»>TVMM—
Agent—Application, i1 3 .

Hardware

--»( Application

S e

(e A AL § ﬁ%ﬁ i
S TPM &
1O F g

Fig.3 Measurement of TVMM and a trusted evidence collection agent by TPM
B3 TVMM Rl Rl 5 UE 4 AR AR 1) T {5 4

EX 1. T ERPAIEL TYMM=(TV ode, TVan, TVeofite) 35 31, TV eoqe 183 715 R TUAL I AL 45 1718 T AKX,
TV AR BN HEHE R, TV corite 1R 12 M 0L AW 25 1) SRS T 5 SCAF

TVMM [ 56 # 1 FE Bl sy TCG 1% 2B S L% FH U8 B 1Y) PCR16,PCRy7,PCR g SRAE M TV codes TVait, TV corite
) 50 P B A, 7 3
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PCR_Extend(TV,,,.) : PCRE" < SHA-L(PCRY [| TV, yge»
PCR_Extend(TV,,) : PCR" < SHA-1(PCRY” || TV,,),
PCR _Extend (TV,,5,) : PCREY <= SHA-L(PCRY? || TV, 551 )-
EX 2. AMFUEHE AR T agent=(AcodeAdii, Acorite), 11 ,code 18 T SEARHL 38 47 A8 65, I AR R ILAH S 1 3
AR cofile AR AL I HEME i & SC A
Tgent 156 FENE 2 BMCARIE T TCG [ EECEERHLHAE TPM [ 24 4> PCR £k L0, 16 HI DR B (1) PCRy,
PCR,PCRy; KA7 ik AcodesAdit:Acofile i} fo%&/f’”ﬁ%ﬁ,%‘éﬂ
PCR_Extend (A,,) : PCREY < SHA-1(PCRY || Auue):
PCR_Extend (A,,) : PCREE" < SHA-1(PCRY? || Ay
PCR_Extend (A, .) : PCREY <~ SHA-1(PCRY || Ausie)-

4 MR ISIEITIME AME IR W E R E R St

AT A AE G AR ACEE 32 250 D YK 20— AN R AT 45 3, 2 AT 5542 S I R WO B 2 1 i A% D el R 0 4%
B PR A AT IR T I B R Sk R TPM N T JE 16 4 AR 7 0 o) — AN S AR 25 ) i
T E D RE A AT S5 s REAT FE ] AR IE P i & IF AR IR 55 i 14 S 15 6
4.1 AMELmHSEITIE R E IR ERIER S HEREN
A UEGE SO A B 55 i 14 P R 5 K PRI 1] 4 9T 7 . DT A s e 8 A Al 55 3 1 AR 445 K9 T DA i
55 i By A 3 AR AR A SR AR ACER R % 4 A R TR RS B D RS ER AN TPM S 41 (1 22 A= T i
o TR UES AR AR IR 55 4% AL AL SRR L PR BB ROA AR BT U AT AR L SR
WS T 7 S AT RS R DA S A7 it £ B SR S N AL N D e A2 3B I Socket 5% ) v it V7 3% 2, Socket
KRB ZERE (Y Select B RUACRE Pl Mt 5 s Bt R — DR R s 1 2 S0 IR 55 4%
RT3 i 55 i M WP 281 0 0 i ) 8 305 SRR S ST R O BB IO B TR R (IR B P R R
)R EE TR RS T DB TGN T SRR, RN AR Y T % A T R
PR S BRR) Dy e R 4 T i 36 oL SR M1 4 JE DA A E 4 Wi 4 D RE RS HRR AR (A5 6L B A5 U
R [K) Ty BE AT Kt 4 WA SR B A B 28] 10 R 5 UE Al 06 4 8 i W LA AT ASE R FF) 0 BE R T 2 /7 s e
TE LR AR IS J2 W0 U804 A A JE RSB F) L B A A T U 40 W R By REASE R Sr 8 10 vl A5 LI A0 SR T
SCAT AR AT ASE SR 1) Dy 6 A A I 4 A B A Al 55 S 2 R 1y 0 I 15 B 2 SC A AR SR A o ST AR IEAT — &
SR hA AL T AR
o ARSI D) BERE DA AR HERE A SRR R . A AR EARIUBEDR . CPU RS AH BRI L [ 2%
iy A AR OB L A 5 S AR EUASE R LU e S Sl 5 S R IBUBE R JE R A 5 SR HURE B 14 T 2 R4
BERE R RS UESE, R A . A PR SCPFSRAE . SCPRRLE . SCPERAN S 2SI Gl
I A SO ) D7 T I R) S R e 41 55 A A7 f SR SRS Bl (14 T 8 A2 SR AT (14 AT 5 LE 38, W B P A7
Kb BN BWE S RN RN R W Ar K BB MR A R 4 . T ER T
PIAF RN CPU RS 5 B SRIBURE B () Dy i 2 SR B2 CPU IR AT {5 TRk, B 2835 CPU (14 FHY 2 199 8¢ Sy 11 4%
SRR 1) Ty G A R B2 100 26% S 11 MR 60 10 T A5 R i dE R 4 o WORINTTRD L s LR L s
Yt 1 L RR Mk R O S 1055 A A S R IR R () Dy e 2 R B A 10 W 5 U, S SRR L it
ARG, WAL AR TR SRR, RIRESE BRSO AL SR ATOT O A AR
Kb S]] SRR ARG, 5 NBR) AR IR I 45 SR i 15 B BRI ¥ 2
FE SR AR W B ) P A5 UE B, o 5 VR SR Bt Y 7 44 . ERR A L BRAE TSN GEE S B MBR) . B AR I R A
o TPM S {22 4 Dy READHE N5 o 32 B8 0 8% 2 I ) Wl £ 90E 41 WAC 4 T REASE DR i 48 3] 0 7 35 E 4 WA SO
SO m o) IEAT I O A8 T 1o B Bk 55 s 55 TP 5 B0 18 e PR ok B )5 300 DAy 4 2
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42 30 B4 1) e SHA-L 5035 BV V15 SHA-L(m), 1M 28 4 48 1A #5453 4 AIK IR RLVEH (ALK S FE P 1
B35 B, 2 — AN AT RS AR B B, SRR B 10 5 4 BN 28 44), 26 44 1K) A2 A 4 88 m i £ el

\ AT %

ARSI B Th A A || AT R KSR ARE R 55 i ‘

Fofh
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HERRE S BRI

L g g Mg LR i
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Fig.4 Architecture of server of a trusted evidence collection agent
K4 e s e AR IR 55 i 1A 2R S
42 TEZmABEITHREAFEIERRERER PRIk REH
AR BCRACEE B 7 i B R S5 R 1 5 P s AT {5 UE S AR AR B ) i A4 R G A ] LU H i s
Ui 2 A0, S ST P AR LR R A U 0 AT A T e MR S S P R 4 P 5 I 55 i At T T AR R 4
PRI, % 7 s R R o LUE R A 7 R, — A 7 ERE A — A i 5% S 1 2. 80 7 i 1 2 R A0 5 RO A BB
MR BB 5 Bt 5 S R L A i U B DL K SRS TR 7 SO AT A B B a8 A R R 1) Ty
RE AL A 1L %% 7 i A JE 2 IR 55 i A1 RS A ) e e R WAC I 95 3 A 328 oK A B JE I 3 S T ) I o o
7 i g M 55 i U TR R P AR A R A R AR T R A A S A B OB Y D e A AR
0 B A 2L P I R B0 H A 32 AR JERE R 36 38 e 55 i S W TC B SC AP A T S B ) )y i AR WO SR AR B
F 3 R A Bl I B IUAC B SO AR A SRR AT — R A AR A A
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Fig.5 Architecture of the client of a trusted evidence collection agent
KI5 AUl gE R AR 7 i R R A
4.3 FEZIHHMSBITIMRERFIER SRR B EE eyt
FE I T2 %5 7 S MUK 55 31 38 R 2958 T — R AR 08, A6 49 & AT T AE A8 A 6L I AT 48— AR U i Wb 5L ) L
Mttt Xt 6 sz it S B — 2 Type, — & #dli BL.
o Type: KR % 7 BTk B4 th T a5 e oA AU B W 7 2 IR ZOm R BERE . A7, CPU. ¥
o o DR R WA RS SCA R, Type BRIV T 40 18] 6 Jir 7. B Type 3% 32 A7, 4 A5,/ 28 7
ORB T T UE SR SR AR R S R Dh e e IR 4 4 BUARE () —RE BRSO 4R 42, Ik 1.
o Data: T K I 78 5 WSO 5% (500 491 2, 224 308 AT S Mt 428 I, B 428w o b Z50RE A8 M 428 SO FR) B AR R DA 4
I 55 i, 24 ik 55 i S 32— A i 4 RO I e 5t 45 RN AR I 7R B data 7 B

| Type (32bit) Data

Type ({K4bit)

Fig.6 Communication protocol between client and server
6 e 3 5 25 3 s i

Table 1 Semantic type of communication protocol
1 OWEYVAIE LR

B bR FEAERR
0000 WS I 55 i 4 2 T 155 I A
0001 WS ik 55 S P9 AT T4 TE AR
0010 W B IR 45 it CPU W] {531 4
0011 WA 5 45 i 19X 4% ity 11 090 60 T S 40
0100 WS 4 . 55 i s 455 T 1 E 9
0101 WAL T 55 i S % S T A5 HIF Al
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4.4 RIBIRFZIHINE P in AL IR
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