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Abstract: At EUROCRYPT 2009, Dinur and Shamir proposed a new type of algebraic attacks named cube attack.
Grain is one of the 3 final hardware-oriented stream ciphers in the eSTREAM portfolio, which takes an 80-bit secret
key and a 64-bit initial vector as input and produces its keystream after 160 rounds of initialization. Applying cube
attack on Grain with 70 initialization rounds, the study finds that 15-bit secret key can be recovered and can find 4
linear equations on another 23 bits of the secret key. Moreover, 1-bit secret key can be recovered by applying cube
attack on Grain with 75 initialization rounds.

Key words: eSTREAM project; stream cipher; Grain; cube attack; key recovery

# Z: Dinur A= Shamir /£ 2009 R FA4 54 E3R T 5 5 5E 69 BT 77 ik .Grain F-ik £ B 5 7 4
IA42 eSTREAM AN 3 NmEAEF I AT L RZ — 2 LR FAKRES 80 wu4F 444 @ & (initial
vector, AR IV)KJE A 64 b Bk o b ke it #4240 34074 7% A it 42 e kit 22 2 50 160 44,00 A 5 K& 7 ik
2t Grain Bk AT T o0 L5 IV k&84T 2 ks b 42 536 70 36,0 TR 8 15 sead %40 %3] T £
F 7 b 23 eAF B G 4 AR E A K iR AT AZ E 90, 75 48, 0 TR A 1 aF F 4.

KR eSTREAM A2 A% Fik Grain; & 7 B & B4R A
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34 PR A S 0 3 AN BEMI VT, I 4 B A AR SE IR SV A 4 BE A B s I B eh 18T e A
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PR UE MR BUTT AT AE B 59 5, SCRR (413 1 T 2 B 0 A2 B, SCHR B8 T IX 4 Bt Bl i S A o
JRAEAE 159 20, SCHR 6142 H T ¥ 3 i R Budi A T i gz SR AR AR 1) 22 A P ) L B v % Grain BLVEEAT (2
BE MARAZ T Grain v VAV SIS UK T Ol 80 LR AN, Bt AR AT T 128 LR S YIRS Grain 54
Grain-128!%.Grain v1 575 /% eSTREAM TR i £ N LI 7 Fhft 85 65 5030 2 — 5 6% 3l 75 W], A SC vh “Grrain” 1)
18 Grain v1 #.1:.

H B3 Grain S92 5 b (03 15 4 BT 45 B 40 7R 12008 47, SCRR[9]2% T 3 15 17125 Uik i JBAR S Grain Bk
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Fig.1 Schematic view of Grain
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Fig.2 Initialization of Grain
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S—LRC) A ECH IR UG A S 1 I iAZ R A, @y iy T (4 %00 %,) = P().

PRI R

T (X0 Xa0 Xgs Xgs Xg) = XX Xg @ X XXy @ Xy Xy X5 D XX, D X, D XgXs D % D1,
EALLRIR A
F(X0 X0, X3, Xgs X5) = XX, (X3 @ Xy 1) @ (XX X5 D XgXs D X, D X5 D1).
IXH,
I ={x. %} p(I) =X%X,,
PO =% ® X, ®LR() = XX, % D XX D X, ® X, D1,
@mie,}f()(l,xz,xg,XA,xs) = 1(0,0,%5,%,, %) @ T(0,1,%5,%,,%) D f(1,0,%;,%,,%) D f(LLXg,X,,X%5)
=X ®x, D1
=P().
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il (maxterm), Fx P(-) 8 2 2 51 (superpoly).
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el 2 2 1K), AR B R AT 1 Ok AR S IR B B, Bt 2 R e 2 T2 B P, 3 0o A T4 B B 4% 1)
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(1) BEHUEREA TR S — AT 1R AL A FF AR R BE R 0
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32 HEBREZIR
7 p() F A5 KT B 52 P e ¢ TH s 4 L r ) e M Rk SR VR
(1) EEifiw A mIRERTALOLN | 2N A2 R CR A TR A JFTARRD) E o) 0, Ml 1,0 45
FoRA Ay 0, @1 N 1,IH L,
(2) ffE P AR X I RECE 0382 10K | ZAMW T AR CRAT A A TTRI) By 0, #0150 45 5=k fi
PR3 B x; B LK | AN B A AR AR 1 R AR R 2 T (1) 55 0% O, Bl 1% 25 SR A1 31 b; 4 a=b,
M RECH 0,8 M, RECHh 1.
WiE 2 AN EEREX P T A AT N 0 RIEE Bt 0,25 A IUE AR I, 18 5 85 A AR &, 3Rk
XX
33 XWERRS
B B LR 7 AT e B, BN N PC AL LB AT T B R, $R B R R I R B 2 22 DX L3 LR R4
AT T LA AL A, 4R 31— 28 35 1 AR R 30, (R 3 A 30 37 (vl 4 22 il =
Table 1 Cube attack results on Grain
F 1 X Grain HykMar T W g5 R

RRTUES | [ 2T Rl UR EE
{28,2,46,48,42,14,57} 1+kes 70
{31,17,42,32,2,48,47} 1+Keq 70

{2,44,20,5,48,49,37,55} 1+keg 70
{24,19,41,18,39,2,50,48,16} 1+keg7 70
{28,48,42,10,51,14,61,2,39} 1+keg 70
{25,17,12,54,13,14,52,48,2} 1+keo 70

{5,48,42,28,2,44,36,53} 1+k7o 70
{24,25,10,6,9,54,48,2,28,17} 1+k7 70

{55,48,37,35,7,31,2} k72 70
{2,12,9,15,56,48,31} 1+k73 70
{32,2,12,1,35,48,31} K74 70
{56,37,26,48,29,31,58,2} kzs 70
{17,48,59,63,2,6,7,38} k76 70
{48,35,61,32,37,2,26} 1+kzg 70
{48,13,60,11,1,2,7,28,32} kg 70
{63,13,59,48,10,2,0,36} Ko+ka+ks+kyi+kao+kas+ksy 70
{9,10,34,29,35,19,7} ka+ka+ke+kiotkaztkas+ksg 70
{48,37,31,2,18,44,20} Ka+Ks+k7+Ki3+kzs+Kae+Ksg 70
{12,40,9,41,31,57,60,37} Ks+Kgt+kg+ki4+kas+ksz+Keo 70
{62,15,25,40,12,46,10,34} Ke3 75

M 1 AT LA o 0 AA A B 30 k2 B 70 11K Grain 5095 FERE R IV Boak (K 400 FRATTAT LA B B
15 HRp s, R R B 7R T 5550 23 Bk s PN 4 A2 Pk 2k snr w1 it 2 s 4m 202> 21 75 7 1) Grain 51
AT UE R 1 LRy ]

L BRI~ JT AR B A Bt /0 O 7,8 KA 10; 5 B 0 40 A 2 A 250 8 n R R et T K
ARR AR R TR 23 T 2% B 1R 3t B8 I AR DR S 0 46 A 23 i 1A M 2D 21 80 411 19 Graiin S35, BAT Tt 4 A EAT 170
BRI A TP AR B AN OBE AR 32 UN BEATREHLINR, /£ A PC ML EiELEIZAT 7L A iR % 2
T FRATN R A6 25 B 4 2k 160 4111 Grain S92 AT DARSS7 7 Mo .

4 HRE
AL 7 75 B T 3 D WA A A BN Grain SHEAT T #0540 Br, TT LA T He K A A A T
R AT AW K B A1 17 5 53 245 6 o X R a7 B S 2 BT 1 — 2B WF 5 AR K

Buft  AERE IRAT RO A SR AR S T SCREANE WA [RIAT, JE I 15 6 IR 02 05 (K B B 0 [ 2 M2 il 2%
718 B0 (R R
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