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Abstract: A resilient stochastic fair blue (RSFB) algorithm is proposed to preserve the existing normal network
throughput under DDoS attacks. RSFB algorithm identifies benign flows according to their marking probability,
which is derived from the stochastic fair blue algorithm. All the identified benign flows are then recorded in a
benign flow queue (BFQ). Finally, the RSFB algorithm ensures the transportation of the packets from benign flows
to the BFQ. A series of simulations are carried out to evaluate the anti-attack performance of RSFB and a serial of
well known AQM algorithms. The results show that the RSFB algorithm i) is highly robust, ii) can well preserve the
TCP throughput in the presence of DDoS attacks, iii) and obviously over performs the existing AQM algorithms
when facing DDoS attacks.
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Fig.1 Schematic diagram of RSFB algorithm
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1 Variables:

2 pkt: denotes an arrival packet

3 f: denotes pkt’s corresponding flow

4 f.pm: denotes the marking/dropping probability p,, for flow f

5 PQ: denotes the packet queue

6 B[1][n]: used for the Bloom Filters constructed with L levels with each level containing N bins
7 B[j[h;].asize: The number of packets in PQ, which were hashed into B[j][h].
8 mean_size_each_bin: (max size of PQ)/N.

9 drop_size_each_bin: mean_size_each_bin+mean_size_each_bin/2.
10  For each arrival packet pkt:

11 Compute hashes hg,hy,...,h _; for pkt;

12 for j=0to L-1

13 if (B[j]1[h;].asize>mean_size_each_bin)

14 B[j1[h]. pmt+=delta;

15 if (B[j1[h;].asize>drop_size_each_hin)

16 Drop pkt;

17 else if (B[j][h;].asize==0)

18 BL1[h;].pn—=delta;

19 f.pn=min(B[0][ho].pm...B[LI[NL-1]-Pm);

20 if (f.pn==1)

21 Drop pkt;

22 else

23 Drop pkt with probability f.pn;

T B L2 (2 A48 N A S ) A1 B 43k 3 7% (Bloom filter, fi Bk BF) M5 SR B 5T 20406 L A b ic R
RSB ARSI BRI ., KA B 0 1 2R, XA b ac BE AR AR O 1 v 45 Hh ) S L skl S ek
AN SR L) A R AR MK AT po 89K Y 1;2) 06 S HOHE I P (L DR A O 20 A7
B U A AR SCEER G I UL R AR R AE B AN SO S b 1 25 SRR R BRI Y p (PR FRAE O 2
A PR R BRAE pooe B25E A 0. FR BT FLSIE I 1 45 R AR W], IX P 1 7€ RE W5 il RSFB S35 22 4 1 199 43¢ 25 11 4T
HATIEF5 1141 DDoS Buidi P g, REWS £ 5 1: DDoS Zr il I A7 U PR UEDLAT IEH TCP Eodla it 14 ik 4 4 4% W JT e
B Z A HENE po A A HIE R R ASCHRR T —.

AT R R A TR A U A i, AR SCEE T S ) 5 b — AN ) L I A 2 ) BA A A B
X F DD0S Bk A7 75 W 2 (¥ VE AE G T, 7 DDoS Bk & A I I S0 ot (6 7 0 1 DL T 0 8 Bt AR S gk
PR B bR L Z SRR T T AL 2~ S 6 5k D A Bl A SR O 4 AR X B 75 DDoS B ik A
IR LR Bt S KR 25 3ok I B A A B L, EE M S T M 48 L E.RSFB SVl i R Vi il &
FrAE R T A (10 R A B0 0 A0 A TR N A0 A BA S RO PR A g e 15 WA A% i A A I AT
B B0 3 1 i £ pket s LR KR bR A0 5 A B DR T 5 I RSFB S50 1 516 A W B £ A 910 7 i R

FEAE pkt A F] PQ .

22 HiERRE
RSFB Sy i H AR S A4 A5
RSFB algorithm.
1 Variables:
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2 pkt: denotes an arrival packet

3 f: denotes pkt’s corresponding flow

4 f.pm: denotes the marking/dropping probability py, for flow f in SFB algorithm

5 PQ: denotes the packet queue

6 pkt,: denotes a packet in PQ which is not from benign flows

7 For each arrival packet pkt:

8 Feed pkt to FMDM that updates and maintains a marking/dropping probability p,, for each flow f.

9 Step 1: Update the Benign Flow Queue

10 if f.pm<<pm then

11 if fis in BFQ then

12 delete f from BFQ

13 insert f into BFQ

14 else

15 if BFQ is full then

16 delete the head flow from BFQ

17 insert f into BFQ

18 else

19 insert f into BFQ

20  Step 2: Ensure the transportation of the packets from benign flows

21 if SFB algorithm dropped pkt then

22 if fis in BFQ then

23 if PQ is full then

24 if exists a packet pkt, in PQ which is not from benign flows then

25 drop pkt, from PQ

26 insert pkt into PQ

27 else

28 drop pkt

29 else

30 insert pkt into PQ

Pt b, pkt AR — A BRI EE 6, f 2 pkt X R (1 8 U, PQ AR HUEE B BA 51 .RSFB 5325 2 B4 A 3k 3l 1.
AN EE AL pkt 3% N e oG I B b ] SR AR 40 R D b PR B 4

A B LR 9 AT~ 19 47): BB KR EE U BA 51 A i LR (pm) (/D T BEE T Hr i B BB pe R EHE L £ K
N R, O HAHEA ] BFQ L BFQ #Btit b —/MEtUn i sL ik S i (FIFO)BA %172 BFQ i,
T 3% 458 RE 0 M) R AT T T8 38 T AN DO B 1 T8 38, T4 AN S/ L REAE AR REAT 1 2R f ©484E BFQ P B4 5E1E
BFQ "I ER 1,48 5 P72 BFQ " A fIXAESCHLI H 107 T4 BB A LY R Ak Eodi i 4f 28 40 T BFQ 1) 2 0. Bl
R HH A 1A R 0, BFQ v Sk I PO B0 I 2 B W I Ik A 2R — A8 5 T BFQ 1R R B0l A R e A by Mt
AR AE I po A KT P, LR AN S PRSI D R AE B L 0 E A5 BFQ A 1910 3% 2 BOBT U 1 R
PEEE B W ) BFQ 1Sk, L 2 A B X FF 37 BFQ ¥ 587 i AN RE 8 4 R0ic o) R PR it 3 T DA
ROERAR R AL

AR 2(58 20 A7~ 30 A7) RAIE KA bk it B0 £ A9 U A% i A0S 0 210 1R Ak 3080 A ) B8 £ pke R 2
SFB AP Z 371 RSFB I i [ 195 25 S 40 8 1 4 N 80 A0 4 A 70 vy SR 0 A 70 A il okt 7
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U R A AL BA B L T L A A AR R B 0 B G I B BT pt T FE AR SR XA O T, A A
A7 P S R A KA U R 0 0, T WD A AT Bl e 2 R B BEAT AR AR S8R BT AR SCSLIR AR Il 1 DL R AN PR
pkt /E B AL

3 RWRERSMESN

AR AE NS 26475 BUSE 1 & E T — R 510 9206, vE A RSFB $37E DDoS Hili B ik fig. It
FRLES 3.1 I E — AN ST R NG 44 (dumbbe )R S 56 M 4% 4 $h 1 FF S IT AL T RSFB S92 7E B AN i S I
4D T BRI 288 T )P B 2R 3.2 71 T ek 7R AT TE 22 I SIURE % 10 O 48 B o T R SIS VPN T RSFB V7R 52 2% M 4%
THIPERE LI PRSI T I 1 — 2535 2 1 AQM SR 5 A SCRLVEAVE N HE X 46 22 556 L 1) AQM B4 45
RED £ i:M, RED-PD #7:P, SFB 47y 2H1 2 F 77 (DropTail ) & 1.

31 EEAES/NRDEER T MRERE

AT R S 56 0 % 40 b a1 2 o e H iR S B A7 1T 5 R R Ry 2 0], 3 HIE AT S 550501 AQM ST
VEHBOE BRI D 50 A5t H ik B OE AT e R A0 .30 AN IE P (Userg~Userge) % 7= AL — 4%
HT TCP(newreno) Hril 1) FTP £is it H 2l €0 K/ 1000 745,20 /N B ili 5 (Attackery~Attacker ) ™= A2 25 T
UDP 113 ¥ DDoS J i Him it Fo £ 4 K/ 4 50 7715 . RSFB 0¥k v 11 R 1 H004 i BA 971 K /N SR 22 50 ¥ 58 S 50
ANEARI T AQM Hk 1 oAb Z B R T NS2 (1 BRNEUAH.

Attackery

Attacker;

Fig.2 Experimental topology of the single bottleneck network
Pl 2 SR TR U I I R 8% 4 4 ]

BT L2 50 FF 48 50s, 155 P B00R A 10s FF4R 51 40s &5 o, ook B8 i A 20s FF 46 1) 30s 45 .

AW T 20 9206, — 21 4 A FH 208 1P bk ) DDoS Biali ey, 5 — 41k K KE A 1P Mt () DDoS it
(B[t tik 3K B DDOS Hiti) sk 4 R ARFRAFAN B #5 1 Ui 3 R, 0 T WF ¢ AQM S 1) M 18 52 R[] % DDoS
Beti R 5% WA 3 5L R 0 9 4 S 36K 4 )3 Ry AL OMpbs 32 # 1 X %1 0.5Mbps.

AR Al DDoS Bk T E T TCP Al it IF 4 2k VP Al AQM B3 1T ek 14 g, 52 46 &5 S i B 3
7~ o 18] 3(a)  BL5E 1P il DDoS Bili i 52 5 45 R 1 3(b) Jy kil #k 3 DDoS it I S 46 45 A 75 Kl 3 v, Jh il
) TCP $¥fa i £E DDoS Zrili | v ik, Ok AX K FE 2 771 S0k, + 410 % RED 73k, V 4:40 % RED-PD #4F),
O LA SFB AP O LR AR A SR 1) RSFB §192.

S 45 I s RSFB S0 AT i B i Adet ke 8 R A B sz b ik DD oS B R ik ik B DDoS o 1) 45 4t
TN ERREAT BARAUE IRAT TCP Hdis it i) A k6 S 6 45 R B B0 UF T 247 (9 AQM S Xt T DDoS Bk #R 47 76 7™
(K eI, AT (P R B A T R (b T B R [ 7E & 4E DDoS M i, BT AQM 43 (RED Sk,
RED-PD $17£P), SFB 1kl )ik g 48 Hhoft 45 1) FE 25 9 01030 B2 R ) A AR 46 350y TR w4 P HE 1) AQM
519 (SFBAI RED-PDEY, & {1152 ik 1 B DDoOS Bl (1 5% Wi 5 1 8k Ot EL P&l 3(a) A1 P 3(b) AT LA 6 Tl
) Ra, RED-PD 4732411 SFB Sk 7E M bt #K 9 DDoS ki T (1M fig 22 B 2%).
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Fig.3 Experimental results on single bottleneck network
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2ms Rk e 12 1T AQM BV I8 i B A0 A FU K B g 50 AN A, AR 25 4602 17 B F 57 Re~Re I H1 1Y
B R FEEA 30 AN IEH 7 A (Usery~Usersg) X 28 1E #7145 77 A — 46 3 T TCP(newreno) B () FTP % i
i, A KA 1000 77 .Ry~Re I B 75 5B & BAT 20 A0k #5717 £ (Attacker; ~Attacker o) JX L5 1
HPF AT UDP WML DDoS Bk B e, 2o B0 40 K /Ny 50 715 RSFB A1 Hh 1) R B4k 9 A 5K /N R R
LA W 2 50 AR T AQM ST ¥ A 2 B R NS2 (¥ 2R AU

Attacker,g Attacker;

Attacker; Attacker,g

——Bottleneck link 5Mpbs 6ms——
——Normal link 10Mbps 2mg=——

Attackers  Attackers, User; Users
Fig.4 Experimental topology of multiple bottleneck network
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5 YR A5 BL S U6 ¥ 4 50s, 16 - B0 i\ 10s 145 31 40s 45 38, Booh 206 M 20s I 46 %) 30s 45 7K.

SRR Z 5 S8 1 AQM BV AR SO IEH I L R (R K 2E DDoS Beiti i) I Brda il (1) 6 4% s ik i bk
TCP A U (1 Fr ik 3R AT T 4801, 45 R L3 1.

M 1T LLE 7R R & 4 DDoS ik, 5 FitBA %1 e B 5 % (DropTail, REDM, RED-PD¥], SFB2 il RSFB)
P e AR AT 16, E ATTHE — S AT EE B Ry-Ro A1 Ry-Ro - #B S8 T AH ] 1 45 1 22 (4.8Mbps) £E XX B I &L 1, 56 1 1F
B B A P R [R] 2% 3 T R S ) 9 R 0 8% £ 3 5 A

Table 1 TCP throughput on each bottleneck link when there is no DDoS attack
F 1 KK/ DDoS B s & 55U B ) IE 5 Bt A R g vk &

Bottleneck links DropTail (Mbps) RED (Mbps) RED-PD (Mbps) SFB (Mbps) RSFB (Mbps)
Ri-Ro 4.83 4.83 4.82 4.83 4.83
R2-Ro 4.83 4.83 4.82 4.83 4.83
R3-Ry 1.20 2.55 2.84 1.78 0.94
R4-R; 4.15 3.15 3.02 3.61 4.32
Rs-R; 1.16 2.69 2.77 1.24 0.96
Rg-R, 4.20 3.03 3.06 4.19 4.35

XL SO STURE % 1E R AE DDOS B IR #E REOR 42 2 (Ryr) A2 K& 72 DDoS Bk i, 3L 1 1 5 B0 v (1 %
It 3 B 5 % 2E DDoS B i e TF & $ai 37 0 75 k26 2 b ORI 1 B0 R 40, 2 5 5250 fY) 5 R A 4] 4 B
FORAEIEH UL T (R & 4 DD0S Bt i) R 1 fit S AT By D8 sk, A 55 LU (1) S 36 v gl vl DUAR Y R, RIPA 2 5
S (1 BA B FRAL Y 9T DDoS Beadi b fig.

ARATEREAT 3 HUAF BT HZ ) DDoS Mk se ik, 5 1 48 b AF AN o 10 B 3 46 (Ry) i 42 4
0.05Mpbs; 25 2 21 5256 b A3 A M el & 9 0 38 [ 52 4 0.25Mpbs; 275 3 21 51256 v A5 AN B i 3 1) Bk 1 [ 5
0.5Mphs. A% SCKE T A5 41 52 56 rh 23 5 52 56 (1 BA 9105 BV A A A RS i (0 PE RE AR A R (R EAT ZE 1 A0 40 T
GETL G R ILER 2~3 430 (T S X BRI Ze 8k e 2E B s DDoS ik it A 4% S 16 1) Ry, 2K (015 5
DX 35K 14 8 A8 2% 24 i hE S B DDoS et i 45 45 M3 B 1% 1) Ry

% 2 Giub & — R R DDoS Moy, H Mo 38 % 51K (R,=0.05Mbps), 7E — i £k 1 (191 28 Bk R
1IMbps(REA Bt #F B E %  0.05Mbps, &4~ MRS BT 20 ANT38). 1T LUE H o 20 52 kit
DDoS X il7, RSFB i3 75 T A — M #8E i% (Ry-Ro,Ro-Ro) Al — 4> — ZR L #71 % % (Re-Ry,) b B A B i Mk g 7E P AS
TGO B 45 (Ra-Ry,Ry-Ry) H AT IR IF 1R P BE % T M Bl Bk B DDoS B il RSFB & ik 78 T A5 — 2% 0L S0k %
(R1-Ro,Ra-Ro) M P AN 4 #0181 (R4-Ry,Re-Ryo) 8 LA e i (R Pk g i HL, 5 59256 (9 RED 503:M . RED-PD 41
BB SFB SvEPIER T 7R A GO S BE S (Ry-Ry,Re-Ro) LI E B R BLB AL B8 R T e Sk g 2 4h, e 14 HoAt
A e LKk e #R LL DropTail Sy %22,

* 3 ot — R DDoS Buili, £ GO ATEE I [ I B M R SMbps(REAN BT BTl i R
A1 0.25Mbps, &A™ — ZfHURE % P s 20 A Mok ). 7T LUA H T ECSE il DDoS B At Bk 3 DDoS 1K
o7, ASSCHR B RSFB 513/ I A M Sk 4 B 0 LA S o (ki T L, 2215 S2 36 1) RED 434™. RED-PD 473
BURT SFB 4y 127E 0 2 90 145 £ Pk il 41 LA S 10 2 28 37 S0 34 B2 7 s 3l 2 RED-PD A3 BIE vh 3 g 3t
HE3K 5 DDOS B T, 45 PRk S 50 8 I 11 I ¥k 5 B AN S 56 o

A G0 —Fh L E DDoS BUidi, 7E GRS EE 1 I R I 2O 10Mbps(BEAN T # 1 Mk i R
A 0.5Mbps, AN GO BIRE % AT 20 AN Bhi #). 1T LA H AR SCHE Y 1Y) RSFB SVATE T AT ek it 14 LA
5B (¥ ¥k g RED-PD 431178 7 1 b bk 10 B DDOS H ki I th R Ay S5z 36 48 I 170 IG5 5 i B AN S 6 o A ) T [
2k o R, SFB 57 i P M kil 1 3 DDoS Bk 1 A PE A L #E BLSe bl DDoS el B 13 .
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Table 2 R, on each bottleneck link when there is an DDoS attack with R,=0.05Mbps
F 2 kA DDOS Bt i 5 SUHE % 1) 1 7 AR A2 % 88 1 3K (R,=0.05Mbps)

Bottleneck links DropTail (%) RED (%) RED-PD (%) SFB (%) RSFB (%)
Ri-Ro 78.8 66.5 55.7 69.6 99.5
78.8 67.1 48.3 66.6 99.5
Ro-Ro 79.9 67.2 54.8 67.8 99.5
79.9 66.5 46.8 65.5 99.5
RsRy 266.4 64.9 61.3 150.8 263.4
266.4 75.8 50.9 119.5 84.4
RiRy 324 72.0 453 39.0 68.1
32.4 65.6 42.3 49.0 101.4
ReR» 186.7 90.8 60.6 110.5 53.6
186.7 84.2 37.2 122.1 70.4
ReR» 58.3 50.5 44.9 60.8 106.5
58.3 54.9 52.2 53.6 104.2

Table 3 R, on each bottleneck link when there is an DDoS attack with R,=0.25Mbps
3 KL DDOS Bl 55 i S HE 4 A P E £ 42 % (Ror) 48 7 2 (R,=0.25Mbps)

Bottleneck links DropTail (%) RED (%) RED-PD (%) SFB (%) RSFB (%)
Ri-Ro 6.5 6.2 X 4.4 3.7 99.5
6.5 5.7 Time out 6.5 99.5
Ro-Ro 6.0 5.4 ) 4.8 2.1 99.5
6.0 5.5 Time out 5.5 99.5
ReR 25.2 10.2 ) 6.4 9.5 62.0
25.2 7.6 Time out 10.9 84.6
Ri-Rs 5.3 7.3 ) 5.1 24 105.4
5.3 8.4 Time out 7.1 102.1
Rs-R, 25.9 8.7 ) 7.6 5.5 79.6
25.9 8.4 Time out 15.9 89.7
Re-Rs 4.7 6.2 ) 4.8 2.2 102.7
4.7 6.8 Time out 4.2 102.4

Table 4 R, on each bottleneck link when there is an DDoS attack with R,=0.5Mbps
F 4 A DDOS Bili i % S0 % 1) M A AR 4 26 (Rpr) B2 713 (R;=0.5Mbps)

Bottleneck links DropTail (%) RED (%) RED-PD (%) SFB (%) RSFB (%)
Ri-Ro 5.8 2.2 ] 15 4.6 99.5
5.8 1.8 Time out 1.9 99.5
Ro-Ry 5.8 2.1 ) 1.3 9.5 99.5
5.8 1.6 Time out 2.0 99.4
RsR; 22.0 3.1 ) 2.2 11.2 129.6
22.0 3.4 Time out 3.3 81.2
ReRs 4.4 2.8 17 13 95.8
4.4 2.0 Time out 1.3 102.6
Rs-R, 15.3 3.4 ) 1.6 17.6 50.7
15.3 24 Time out 3.3 82.8
Re-R» 6.5 2.2 ) 1.9 6.5 106.9
6.5 2.0 Time out 1.4 101.0

YA 2~ A TTLLE R AR B AN R i DDoS Biki i B AT 1) DropTail 423%:. RED 423, RED-PD %
PR SFB STk M RE AR HH B T SR AR B B A 45 SR 0 RS 0 S B ) T O R A e R AR R R
DDoS K i #4147 90% LA . 1fif RSFB $.%:4E DD0S Bk & AE I, i Bh AR 4 T W 48 Hp oK 43 i 200 1% 140 1 5 4
PR A% AL ] RSFB 50305 T 45 — S0 S 2% (R1-Ro,Ro-Ro) 5 28 DD0S Tk 1 453 2k 1 1F 4 B4 v 75 1k %2 345
BRI 1% LA P AT, A BA B S 5 SR Al w] DU AR SCREVRAE I FH 1 52 2% ) 466 It A7 78— o IR AR 2 B
RSFB S ikdz il T 1 — S M5 2 (Rg-Re,Ra-R1,Rs-Ro, Re-Ro) H B T I et AN 35 7 (1) I 52 a4 ek — 0 290 %
(1 0 2 A R 1, T L D

RS 1 20 25 S R IS IE T © A 1 AQM 223 (RED 43| RED-PD #:BVA1 SFB $2v: )% - DDoS
Tk A7 A 7 5 (0 RESRAL E ATT/E DDoS Buids T A1 it L 48 L A% e 1) Jié 25 39 00 B 2 R 30t Je At L 24
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SEPE AQM 45355 (RED-PD 52311 SFB 42035:120) & AT 1tk 6 52 #b 31k 45 B DDoS T 1) 5 Wi 5 4 W 45 181 ok, dan
e m AQM B[Pt DD0S Bk g 1152 MR A fft 1L 1) 1) i A SC I 9T XA ) @l gt 17— Nl AT g vk 5 &

4 REE5RIE

A SCHR T AN B R 2 S (U5 3 0k B DD oS M il I HLAT 1% S A0 A7 78 A BB 1 1) 17 2 X 4%
N FAEAE 2 A S AIE % (0 82 2% 28 N I PE BEAISEEAT T 15 LS

RSFB Sy e fip E k& 4 DDoS BUili It A MR B 1E 7 TCP Bm it (45 ik 3R (H X T /e Bl 3k AT P i i
PR IE % TCP i it RSFB Sk A 4 o v JL R AT CRAE . IR b, A SCHY AR SR LA 2 — 7 T3k — 4t RSFB 5
5 Al AR e % RAIEAE DDoS By #EAT H B B IE 5 TCP B Ut (0 45 ik 3R — A ek JE B 2, T L& & Bl T LA
BT AR SR ) T 5 ok B A B AR, 5 1 A B AR I B A A R AT, 8 A BE A A (AT IE
B ) A 2R, SR T g B B AR AT DL et B TR I A T S RN B TR A CR AT I R 2 1
I 25

¥ RSFB S AE S B W 285 v 3 FH - 3E — 25 AR A eSOk 2 553 R AR S — S W T 32— 55 b, o] e ad A
SCRLEAE O UR% B 1) S R A RSP A A S N EE A ) R 33K 1) R [ — A S 2, T DL i
PR A 190 AN (] B P R84 8000 VA R 5t A 40 o ) BB, oS AR S B0 A RO B B %) A i B4 8 M R
ONSPPE AR LI MR LA b ) A 75 20— 2D I WE R 5 40 AT
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