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Abstract: Proxy Mobile IPv6 (PMIPV6) is the network-based localized mobility management protocol proposed
by IETF. The local mobility anchor (LMA) and the mobile access gateway (MAG) are the key entities realizing the
system function of PMIPv6. To solve the reliability problem of PMIPv6 MAG, this paper proposes an MAG fault-
tolerant method based on pool (MAGFT). MAGFT introduces MAG pool to realize MAG fault-tolerant. Several
MAG pools are constructed in an PMIPv6 domain, and each MAG belongs to at least one of the pools. When an
MAG fails, a given MAG in the same pool will take over. The results of theoretical analysis and simulation show
that the fault-tolerant latency of MAGFT can be restricted within 35ms~340ms. When the fault-tolerant latency is
lower than 120ms, MAGFT can avoid the influence of MAG failure on MNs’ up-layer TCP applications. In the
worst condition, MAGFT can resume an MN’s TCP throughput within 1.1s, 1.6s, and 2.8s respectively when the
MN resides in WLAN, 3G or satellite network. For the upper applications based on UPD, MAGFT can resume
MNs’ packet rate within 2s after the occurrence of an MAG failure. At the same time, MAGFT introduces low
signaling cost, which can be neglected when compared with the PMIPV6 signaling. MN’s access delay introduced
by MAGFT is no more than 10ms.
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Fig.1 PMIPv6 architecture
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Table 1 Pararameter description
x1 ¥

tmr | The one-way link delay between the MN and the BS/AP, 10ms (WLAN), 50ms (3G), 150ms (satellite)
trm | The one-way link delay between the BS/AP and the entities in the MAG pool, 2ms~5ms

tmm | The one-way link delay between the MN and the MAG, tym=tmr+trm

tmp | The one-way link delay between the MAG and the MPM, 2ms~5ms

tm | The one-way link delay between the MAG/MPM and the LAM, 10ms~30ms

tel The one-way link delay between the CN and the LAM, 40ms~50ms
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Fig.5 MAGFT network model for performance analysis
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Fig.6 Analysis of MAG failure detection time
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Table 2 Simulation parameter description
F2 IEZHUY

Number of MNs

100

MN’s mobility rate

0.01~10 (m/s)

CN-Router link

The bandwidth is 100Mb, the one-way link delay is 40ms

LMA-Router link

The bandwidth is 100Mb, the one-way link delay is 10ms

MAG-Router link

The bandwidth is 100Mb, the one-way link delay is 10ms

MN-MAG wireless link

802.11g, UMTS, and satellite, the one-way delay are 10ms,
50ms and 150ms, respectively

MAG-MPM link

802.3, the bandwidth is 100Mb, the one-way link delay is 5ms

Simulation duration 50s
The time that the MAG-failure takes place The 25th second
The steady state value of the TCP congestion window (CW) 20
The initial value of the TCP’s retransmission timeout 200ms
The UDP’s packet transmission rate 25kbps

4.2 TCPR A THIMAGEEERE

2397

13 45 H1 T 23 BB 4T PMIPV6E 3 A 10l (base-PMIPVB) F15| A MAGFT 77 %, MN-MAG [a] ¢ £k 1k % 7 51 by
802.11g. UMTS. HEMLH 6 Fids = ~,50s {j ELIS i) Py fa-MN [ TCP i S AR A 15 vl Lo o R IR Ty
IUAH A 50ms; 0Bk T B A0 1 25 2R B N UL A 3;MAG R AR A 48 55 258 A AL b 2 1 LI ), A AR B MIN I
1,2 (packets/s). W& 13 Ji7n:fE5E 5s Ai4i, #35 NI TCP N T ¢ I 2k 3142 e R A TR G 2 4 % 1 5%
T,Base- PMIPv6 Fl MAGFT J5 % 1) 75 it AH AH [F]. 7E 28 255, MAG KK 4 )5 24T Base-PMIPV6 1] 3 #iz 5t T
) fa-MN 75 i e B FRRGE B4 0, AN FHIR R .MAGFT J7 %11 3 M= F fa-MN [ &L B A R ROk A Ja A B

B A AT B (EAR R P B 2 2R 28R A i R A s A

200

100

Packets received/s

50

——+— MAGFT-802.11g
‘ MAGFT-UMTS
—3— MAGFT-Satellite
150 —+— Base-PMIPv6-802.11g E
—&— Base-PMIPV6-UMTS
—&—— Base-PMIPv6-Satellite

ZecRR PR

0 10 20
Simulation time (s)

3 W_

3 40 50

Fig.13 UDP throughput during MAG failure
Kl 13 MAG KA i) UDP i fu 2

4.3 UDPM A THMAGE MR

Kl 14 451 T 23 HI3B4T Base-PMIPV6 il MAGFT J5 % 3% 5t T ,50s 15 1L IN 7] )y fa-MN _EJ2 UDP J3 Fi] i)
Wt 2R A 1y BUE G 50ms, Ny BUE A 3. 01T MAG Rkt fa-MN [ JZ UDP M f34 M5 fa-MN BT e L2k
BT, IR E AN A HE T MN-MAG [ TE 265514 4 802.11g 3% 5 . 78 MAG K3k A 2 1, Base-PMIPV6 Al
MAGFT Witz 5T fa-MN 06 28 A8 A 302 — B0, R 58 55 ZeAa ik B8 R3S, A 25packets/s. 26
255,LMA 0k 42 Jim ,Base-PMIPV6 375t T 1) fa-MN B SL BB h 0, EAN TR . MAGFT 5t F,fa-MN %
R AES 265 NBEZ 20packets/s 245,765 27s O RO A AT AR E (1, A R L 2 E A7 10 4

LR,

© PEEEEBAITT

http:// www. jos. org. cn



2398 Journal of Software %3 4R& Vol.22, No.10, October 2011

—— MAGFT-802.11g
35 - —E— Base-PMIPV6-802.11g

Packets received/s

10 20 30 40 50
Simulation time (s)

Fig.14 UDP throughput during MAG failure
K 14 MAG KRR 1) UDP N H et 26

4.4 MAGEIEIES I

15 Jy 50s 7 I TAI P () LMA 248545 4 A5 A PMIPVE JEA(E A TT45. 22 B 0 1y, BUE ZE 20ms~500ms
ARG (1) R4 45 4R PMIPVE JEAR (S A R85, 30 RG0S5 1) MN £ H 2 10005 £ 51 A1 MAG 285 {5 4 I
BT N B LB BRI B 1y W3R, A5 M5 2 T RS SURIBR /N B P24 1y, BUE 50ms B, 2545 (5 4 TR 44
PMIPV6 JEAAE A FERY 1 —2F 4 B A A S 4 H1 PMIPV6 3L A1 4 FF A4S BE R 48 IR 25 (11 MN % B 2846 R 450,
e 1y BUE Y 50ms. W& 15 Ji R, B4 (R & A EE AR (S T 85456 MN £ H 1938 hn 5 26 1 3% X i B8
MAGFT H1 % MAG T il b-MAG [F25 #&4 B 3 & BiLE B MN B2 (5 B &5 282 2800, B HHE S &N T
FEAAF 4, BTN B 15 1 s R 2 2R GoAb 55028 IR AR (K15 D0, 284045 4 T 45 F0 PMIPV6 JE (5 4 14
FAT— 8 W] L 75 SEBR 9 25 3858 1,9 A MAG 11382 FUE T g S 47 1K) MIN Sz KT 300. B85 MIN 28 B I3 22,
M RGN T AT R E IR ARSI, S 5 4 T T N T RAE 4.

18000 T T T T T
_ 25000 —+— Base-PMIPV6
16000 | —+— Base-PMIPV6 1 MAGFT i
14000 | MAGFT l 20000 P
__
12000 | ] -~
o Nt ————— 1 15000} - 1
& 10000} | 1 g o ;
© o o
8000 |- ] i 10000 |- );‘""' #
6000 | : i Pt
5 5000 " N
4000 |
2000 L L L L L . 1 L L 0 L L I L L
0 0.1 0.2 0.3 0.4 0.5 0 50 100 150 200 250
Heartbeat interval (s) Number of MNs

Fig.15 signaling cost (MAGFT vs. PMIPv6)
K15 {54 IF45(MAGFT vs. PMIPv6)

45 S| AMAGFTA ZFBIMNIZENER

16 A{EAIF MN &=L, 5] MAGFT J7 £ FIZ4T PMIPV6 JEA UMY B FidA 50 T 19 MN #:\7-1
FEES BEAE MN B (1039 0, P4 25 (01 35 48 N S B R S8 19 0. 55 18 4T PMIPVE JE A BMSUAH EL, 7551 N MAGFT Jy
)5, MN FJHENAE g A 38 KX EZZ S MN IR 7 &0 MPM %k 22 MAG, T J& filt & PMIPv6 32 /I
LRI T MPM-MAG (7] (1) 4% % 2 i) AH 38 0 14 42 N SE IR F57E 10ms LA T, B BE#E MPM-MAG [ 4 2% ZE 1] 1)

© HEBEERAET hipd/ www, jos. org. cn



RE T F Tt PMIPVE B AR £ 5487 % 2399

iR, I T,

007 M gase-PMIPVG {
k MAGFT -

__ 006} 4
= i 4
£ -
= 005} 1
8 i e ]
£ o

0.04 | A

0.03 1 L L

50 100 150 200

Number of MNs

Fig.16 Access delay (MAGFT vs. PMIPv6)
K 16 EAZEN (MAGFT vs.PMIPV6)

ASCEEH — MR T I MAG 4577 Z(MAGFT). 7 51\ MAG it i 1 PMIPVE R 4iH 1) MAG JIk %5 A
AR )LL) PMIPVE RT3 1) J2 4% (R AN [), AT 43 3] SR ) 78 286 310 LI 48 DX 28 R AT 38 IX
PRI, 75 PMIPV6 35 4 14 2 2 > MAG 1t A % MAG 2 /b H )8 T — /Mt 245 MAG RN, & et
I EE 15 % MAG H Peidt B2 SLIR 4G, SEILAT MN B B 1) MAG 2548 B8 43 BT FI47 B S 50 45 IR W] MAGFT
i R, U MAG KGR RN PO K A O MN 1 99 48 3% 452, T A 208D MINC 28 37 3 ik
[ 5 A 7 G A5 TS /15, 2 R e Ak T8 M R ) B 5 R 45 DR A& BT, 25 5 O 5 A LU 3R G0 2 AR A5 2 I i ] LA 220
MAGFT 5N MN 2 N JE ) B A 5 00, (F 38 (%) S8 1) 72 10ms BAF.

7£ PMIPV6 R40H, B 5 B BLIR S5 2 B LMA FT MAG B [ 58011, 5 MAG-LMA ()4 4% R 3t S R &

References:
[1] Gundavelli S, Leung K, Devarapalli VV, Chowdhury K, Patil B. Proxy mobile IPv6. IETF RFC 5213, 2008.
[2] Johnson D, Perkins C, Arkko J. Mobility support in IPv6. IETF RFC 3775, 2004.
[3] Moskowitz R, Nikander P. Host identity protocol (HIP) architecture. IETF RFC 4423, 2006.
[4] Eronen P. IKEv2 mobility and multihoming protocol (MOBIKE). IETF RFC 4555, 2006.
[5] Soliman H, Castelluccia C, El Malki K, Bellier L. Hierarchical mobile IPv6 mobility management (HMIPv6). IETF RFC 4140,
2005.
[6] Ramjee R, Varadhan K, Thuel SR, Wang SY, La Porta T. HAWAII: A domian-based approach for supporting mobility in wide-area
wireless networks. IEEE/ACM Trans. on Networking, 2002,10(3):396—410. [doi: 10.1109/TNET.2002.1012370]
[71 Valko A. Cellular IP: A new approach to Internet host mobility. ACM SIGMOBILE Computer Communication Review, 1999,29(1):
50-65. [doi: 10.1145/505754.505758]
[8] Third Generation Partnership Project—Technical specification group services and system aspects—Architecture enhancements for
non-3GPP accesses (release 8). 2008.
[91 WiMAX forum network architecture—Stage 2: Architecture tenets, reference model and reference points [part 2]. 2007.
[10] Kong KS, Lee WJ, Han YH, Shin MK. Handover latency analysis of a network-based localized mobility management protocol. In:
Proc. of the IEEE Int’l Conf. on Communications (ICC 2008). Beijing: IEEE Press, 2008. 5838-5843. http://ieeexplore.ieee.org/

search/srchabstract.jsp?tp=&arnumber=4534128&queryText%3D.+Handover+latency+analysis+of+a+network-based+localized+m

© HEBEERAET hipd/ www, jos. org. cn



2400 Journal of Software %3 4R& Vol.22, No.10, October 2011

obility+management+protocol%26openedRefinements%3D*%26filter%3DAND%28NOT%284283010803%29%29%26searchField
%3DSearch+All [doi: 10.1109/1CC.2008.1092]

[11] LiY, Kum DW, Seo WK, Cho YZ. A multihoming support scheme with localized shim protocol in proxy mobile IPv6. In: Proc. of
the IEEE Int’l Conf. on Communications (ICC 2009). Dresden: IEEE Press, 2009. 1-5. http://ieeexplore.ieee.org/search/
srchabstract.jsp?tp=&arnumber=5198634&query Text%3DA+multihoming+support+scheme+with+localized+shim+protocol+in+pr
oxy+mobile+IPv6.+In%3A+Proc.+of+the+IEEE+Int%E2%80%991+Conf.+on+Communications%26openedRefinements%3D*%26
filter%3DAND%28NOT%284283010803%29%29%26searchField%3DSearch+All [doi: 10.1109/ICC.2009.5198634]

[12] Jeong SJ, Shin MK, Kim HJ. Implementation of route optimization mechanism supporting IPv4/IPv6 traversal in proxy mobile IPv6.
In: Proc. of the IEEE 11th Int’l Conf. on Advanced Communication Technology (ICACT 2009). Phoenix Park: IEEE Press, 2009.
1242-1244. http://ieeexplore.ieee.org/search/searchresult.jsp?newsearch=true&queryText=Implementation+of+route+optimization
+mechanism+supporting+1Pv4%2FIPv6+traversal+in+proxy+mobile+IPv6&x=73&y=16

[13] Kong KS, Lee WJ, Han YH, Shin MK, You KR. Mobility management for all-IP mobile networks: Mobile IPv6 vs. proxy mobile
IPv6. IEEE Wireless Communication, 2008,15(2):36—45. [doi: 10.1109/MWC.2008.4492976]

[14] Devarapalli V, Koodli R, Lim H, Kant N, Krishnan S, Laganier J. Heartbeat mechanism for proxy mobile IPv6. IETF RFC 5847,
2010.

[15] Akan OB, Akyildiz IF. ATL: An adaptive transport layer suite for next generation wireless Internet. IEEE Journal on Selected Area
in Communications (JSAC), 2004,22(5):802—817. [doi: 10.1109/JSAC.2004.826919]

[16] Mohanty S, Akyildiz IF. Performance analysis of handoff techniques based on mobile IP, TCP-migrate, and SIP. IEEE Trans. on
Mobile Computing, 2007,6(7):731-747. [doi: 10.1109/TMC.2007.1040]

3K 8 32 (1981 —), 4o, DY I AR N T B 5K £ Z (1976 —), 3, & £, &I 0F 5% 5% ,CCF
HLATFE 51, CCF £ b, REHT AU A B 3) 2 B A BT TR K B By I 4 A
¥ I P54 235 ] {55 99 25 CE3
—
VR 1974—), 55 U, 1 RS SHRA FRIF962—), 5, L BT R,
H A 1 2. FIH,CCF g2 i, 2 SR FL N T 5T
- & UINCES

B g4 (1979 —), B W+ i 4 TREW, &
LR FTUECN FE At TE LA BB B B 4.

© PEBEBSAITT  hip:/ www. jos. org. cn



