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Abstract: In order to analyze intrusion evidences automatically, a layered method for reconstructing intrusion
scenario is proposed. It includes 3 main phrases. First, the intruder’s abstract steps and the relationships between
them are reconstructed by the alert correlation. Secondly, detailed behaviors of each step are reconstructed based on
attack signatures and the OS-Level dependency tracking. Finally, the results are mapped and refined, and a behavior
graph is generated. This graph can describe the completed intrusion process. The experiments on DARPA 2000
prove that the results are not only easy to understand, but are also full and accurate. Hence, it is fit to be presented
in the court. Compared with current methods, this method shows more advantages. For example, it can process more
complex scenarios.

Key words: intrusion forensic; evidence analysis; scenario reconstruction; dependency tracking; alert correlation

B OB ATREAIONANZIEERE T EAMAEZY T EMFT E LRERZ A A TRELARERT
MBANZEO I EAETRBRTRA X L RE AT EFERMREFRAREME ST ROGTAH @ RE 8
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KEBIR: NAZBGEEE M 39 = T M IR 18 7 IR A TR

REEDES: TP393 XHEKARIRED: A

THEHUHGIE (computer forensic) /& & [T 7T WA 425 AT AR AU 107 sl AR PV SERLIL SR AR 48 ) 27
U by T SRS P ML, I U PR JL AR IR S | T AT R 22 () 5 N A2 BUE (intrusion forensic) /&
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REE 50T 8 DIEESAT ) ERNR G F EM 7 & 997

AT O I RE (B AAR 37 558 ). DR g i o B 1 A B 5 2R A D T R4 $2 5, i A 23 M7 D5 356 200 2 W T i, 20 #
SR RIS AR BN AR N L B SRR AR B AR RS 2 BT VAR AN AR B ) 323X
P 7 Sk AR 2 8 58, N 0T 0 S R 20 W i R LU 52, BT USRAS PR IE A v HER AR BEAN s JLO AR
IEARAG H AR A B2 20% TR i e K0 A 5 T A IR A 55, N T 20 i AR A il AL 7 SR 0 3 428 [ 3 47 R F T
N B S W 7 iR SE RN o3 Hr 38 IR B B A 70 BT AN RE$ AR L e B WL AR L 1
I R AER I, 0 HL VAR R v] 2 T e 3 VAR S2 VF I, DR Jr 453 UE 44 1) 0 IR FIR AR A 2t B .

HRiF 68 B S 408 23 1 BRI TEATS b T2 20 i B, 2L AT 56 A B AR 35 S SR BOR IR 2 30 J LAF (K 4
R 73 W08 B RO AN T 5 A AT 20 S 0 B A AL 10 32 S TR R BL o 368 I 45 ) 37 55 T A SR TE AR RS T
FEIX 7T BUAT 1 07 15N 2 100 HAFAEAS D BB, Bl A RE A 7> AR 757 . ANBEALBER Z%AT 00 HER 45 R AfE
CAPRAAE S J7 ik 2 VAR AR D e, A SR T —F A s A 7 i—— R IR AR 37 SR L I B 4 ) S 7y
JRP A S T JEAT DAy M 5 B R RIVALR ST DAy 401 (R TR 0 o )2 3 S5 14 B A AR SR BIAT 8 R IR AR 58 13, T AE AR
JE AN FA AR T P 3 B R ik ARSI B 5 T 3% R B OB BR AR ol 2 R AT 2.
R P I TG B A G T T, 2 3 S EE A A B R DGR I AT DU AR R MR B 5 U7 LR
AR 2Rt m] DL SR S I SR 3 5 N T R B A A 5 R AR Bk T — P2 A AT I i R B e
JEBLNAZ # 1 5 1 B ili 20 BR DA KO B 8] 56 3%, SRR R A 20 TR A SCBL AR 5 AT AR SO B AU 1 R Se Bl
JFAE DARPA 2000 EHEAT 1 S5 S50 45 SRR W, A SCT ik e AT RO F A Y SR IO AR L 7, o FLAE 45 R (158
Ve HERRTE S BARAE ULy ik e A VR SRy T LU A 5 A — 2 e

ARICH 1 WA HMKRTARS 2 1~58 5 WA ARSI E LIS B BB FE S 6 1A S ikAE
DARPA 2000 %45 46 _E (#5250 2 3L 5B TrvA I LU S R AAR G /00 28 7 1 B 4 F I BERKR TAE.

1 tHXIME

TEER BT FAS AL A BN AR 3 5 ) 5 T B 7 v R B8 3 e 2 THRAE R G20 G KB R
AR RIS in AL 25 FEGER . SIS R R E X BRI R IO F A RGO (R 4 5300 B),
ARG AR 3 N AR ISR 77 52 1 i ARSI A T 46 1) 1738 990, T A4 Hh 9T A A DG %o S 1) FR) M G R R, 1% B s ke
TANRHEWATHER.Q S5 TRy B 2) A, W1 5E 3R (1 Bayesian [ 25 4 A4 b 146 4 18
A RE AL R I 5/ 0E AT i R AR S L AUR A IR 5 O AR Y DL SR AR R ) B TR A B3 R
AL DR S A B T 8 SO AT UE S 1 58 1 5 AR 5 R BN BT R B RLIX 2 b 5 B PR AT UE ARG 15 54
45 O L PR AIE B U T 15k 3 S AR N A0 4R IR 5 Bk U7 vEAH B A SO A st R @O HARIUE ER AR AH B,
AL T5 AT B R AR B AR Z AT A, B T i FG s T A G RS Y0 (2 A DA s AN YR Ay T VR R B T A AR
HME 52 1) LA S BE A 20 AARAT i CRAE A0 sk v BT IR 1 A B 5 R I s TE AR G 2 (AT by o i b o
) Ryl B, T L7 325 A B (R AT S TR A R B I 52 L 20 1.@) 5 T U AN 5 IR VR AR LG A S0 T i e
U AR HAT AR TG 2 T o0 A LN 5. 15 T RLAUL (K T VR AT L, AR SCT7 1% 8 43 i il R AN A7 AE AT AT AR
T AL X RE B ] 0 A < HE DLORIE R B 37 5% 2 95 )R T RE” DA K B4 R85 5 B SR T vk 58 A B A%
BRI TENEM G RBERGRN.@ 5 ER5EAAL AR SO ETEE A GBS RN R IR R & KA
JE URABE S EIVIE (8 0T 5 30t A 15 95 SR 10 v 55 B v, /e A 2D

TEEFRHHEA W 25 (1) B BN AR 7 5t A 7 L, INA 75 EE A IR 1 ROGE AR RE A ENLR M 6
WU 55 2 24 I 53 A AR B 5 R 10 2 A (B VA DB AR TS, i, 58 1 KRR A AR 22,58 2 2807 76 U S i 9 4
FAH IR A ALEE TP GBI A G D00 45 85 AN SO T3k 55 T W 9% T N AR B 5 T S A () (AT ) A 0 5
SN W) AH P ] Tk 0 I8 7 P 2 55 2% P 28 NAZ I, o AR BRI PR R BRI 45 A8 A

Bz B NAR A1, T HHUIB SR IEH 1R 2 B i 4 48 B3 (cyberstalking) . E-mail #7247 M0 (o4 B A 25
XTI SEAUSREAT 2 ) FE A AR EE I S URAAH O U vE R AN 0, SCER[OTHR B T — i 150 Y 4% T
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(4 E B HOIE 2R 48, SCRR[ 1015 H 7] A 95 RSBk A Zh K E-mail #1234 0470 5 BB N ML X LU R
R ] FAS 2 DR LA U i N IS A B R NRAT 0 AR I 1 S N R SR T iR (S T
CLRI1I7 5 UL IR U5 32)f LSRR AR AT Dy AL B [ RR A AR SC05 92 LRI i AN i b BRI SR FRAT .

2 BRUANRGREWIR

AT AL B RN & 1 RO Bt AE A T2 BT AR R U R AR L i AR U S i s
15 IDS EMBEAE RGEF AL, IDS E K H 2 MER R WA R ARG, BAE R SR L= th
6 22 2 V0 DCUE LA 1 () = e s Lo 2 IR P i L AR AR 22, ) G KR DML B 450 % RO g 4
HUHIPL R BSM 45 22 4 W P BLIAT ST IR AT 55 95.@) 2 AT 1 5 A A Bt 122 AR R M A
1R B di 20 TR b oD BRI 5k 2R X 2600 RO il B (0, 3638 T AR & BB BEYEAE 55 5 H b AE A SO vk mh Bl 22
PR S IDS % 2 (1 4B R R, 20 BR8] 1R 0% 3 U R SC IR LR IR ). ARJZ AT 4R 1 T A A
B BLAIAT: 52 vy )2 3 55 PR o B AR A 20 SRS R 2 R A A 4 9, 49 2, D ik B S B B F R AT 7 IR e
QU WM T WL SCE AT D 40715 T B A1 2R S8R B 52 8 28 48 1 DRt A AT DAy 3k 58 FD o A O£ B B ) A4 6
IBERBORSEIL@ 2 R R AR B 32 2 TAR 200w s AR PN J2 BB 5 RN LAY IF U84, URE 2R pliti i
MRS FEISERAT N AR L3k 4 D BebJa 3 ANRASCORE M E G ITAE, T SCR SR /v 4.

Data
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Low-Level reconstruction
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High-Level reconstruction of
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p Alert correlation [ Results
|
|
|
|

: graph mapping & —»|
I

|

|

| .

I # refining

Event N Event Base of OS- | Event A
monitor | | parser level event |I : " reconstructor Dependency Behavior graph

|

|

|

|

I

graph for

|

|

S — '
Base of attack each step :
signature |

|

Fig.1 Process of layered intrusion scenario reconstruction
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3 BERITHIGREN

WS 2 PR, A BT 55 2 A5 Bh 2 SC I AR T Hh N 1 1 J2 Bt o RO SIS 7 A T R
R I AT (1 50 43 W7 e AR, A I K S R 2 v U 3 08 O A D (1 12 9 i 1P A s 3R B AT e R 2
R P X — B B EL AR R A0 ¢ 1 2l A T A T, B A ) AR A g i A 2 R U A/ SR R
B AR 2 BRA SRR . L3R D R H AR 1 S I R SRR M AR R IR (SRS R, B b
(4 A v 5[] — i BEE AT 25 AH DG IR 8 3R 0 — 28 R H A TRl & BB IR 5 X FE,— 4 A BT ] AR R — A
B 0 B L e BRI T A8 B R s v ) SRR B e L R D AU A S A R A R R . R
JE PR AR LA S M 2 B S5 A FH SR IR ARV A W B I, UL AT 22 T 119 G 2R 1 0 e 2 SC Ik IR AT 1) SR IR B
2, RATH FER A M Peng %5 A4 H 10 FE TR S 0SS B RR L 32 3 AR f A 40l 4R A5 R IR
A (S R4, 45 ) = AL L v AT BN 45 SR8 U R 18 AR S T R B IR A AP AR B R AR A
Z W H B ISR SAT S A R HEIE R AR R 355, U FR B prepare for AL, AT SEIRIX P 4% 472 (R £E S
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4 REITAMTHEY

AW BRI E b A2 2k e SCTRe B e IR A A 2 R (RIER 4 ) F R L AT O 4T A L, AT e il B AN ) 2R R I
o0 B R ARRAE (PR L EE 4.1 719), 88 5 P AR 8 S0 e A FH ARIUIE B AR 50 B4t 47 J 4 (PE 2R 4.2 719).

4.1 BUEHHHERIIREUR 1R

TEAR SC 5 v o B R A A P A o R A 5 4 2 0 2 i) A A . 3 S R

E X 1 FHHFE(attack signature)). BChREAE & M ERAE R 4582 lo0 Bodi i T R RO . TR 3I1E.
YER A B R M5 R J7 T A AR e H = J0 4 (positive signature,optional signature,negative signature)>k %
iR H 7 positive signature &7~ A ST AN ] BBk (19 4544 ;0ptional  signature %7~ 1] 2% 4% 1 ;negative signature
R R UE 48, 453X S UE 45t 0, I Be b AN AT B & A2 B signature 33 lIERE . SCRFSEEAE R0 2 X S LU AR
KM RS A AL

PR i SCRT 21,45 0138 — 2 BB AR 1 B R AE, B0 1T LAAS i B R B S 0 B R Le 4 A R Z R R/ R R
WA AT AR 38 S 20 BRI 2 AT N 40 AR T s 5 MG R AR T SR IR A TR, H A T 5B o AT AR B I
PrAE T 50 VLR b ek TR 2R 40 O ) Ak 1 ek, HG R AE AT o0 AT O ) iR B A5 0 48 n L 43 At CERT/CC
advisories 5523 T (199l 22, T LAAS 5000 A BEA U VI I D6 20 BRAT I JR G R A B 20052 55 ) ST Ak T 6 10 ¥
RIG, W)5 E R 25 B AT O R 3R ISR AR B AR R ARRAIE . 7R 6 4547 D R BILINE A6 I 3 75 Xy Bl e 2 e Bt
N, MG ENEF SR R DDoS Brili it LRI — 04O 3%, AT O DDoS T A AT 3
%0 DDoS JHIA;@ RS EN R 5 — H b K i F £, B 30K 8 A ol sk HLER X Rl — B FR i R SR
(40 send). 17 24 FE A2 B B0 B ki, LR LN & 2 55 A1 T (B0 21 ok 2 4 4.

i SEE A By st FEAL, FRAT 6 25 B T B AR 1) i O 0 A A5 G i Ay A B T R R e 3 e
MmN B S, SR ik, B A1 T8 HE % T — PR IE #8155 ASDL(attack signature
description language).fF ASDL /1, MU #51E 1) 3 Fh signature ¥ 7] DL signature ik 2ok # - Hog LU F:

TE X 2(signature FiA 3, (signature expression)). —> signature ik 20 i BT AN 4 418 58 1 84 TR sEvE
3 (fact paradigm), R B0 G BRI 7E XS 4 E 10 & 40 R B A1 e K I8 3R 45 05 58 2 #8092 Jm 1 51 3K (attribute List), R
T Fo et B FR G FH BT H A 1 8 M PR TR 40 R X P 23 2 18] £k B - “WHERE kK 43 #1), K

Signature %% 30:=4i 57 WHERE JE YK,
Horpr gisye xC% Jm 713 1 BNF 8 T

o FYVUA =L (RS HoL)

o WHHIERAT =AlV

o HI=RAWHENEREEN R IRIERTZHNR

o RG] =2 BOIFE/BE RO ) AT T BOEE R/ ST O ) 24 T B0k R/ SO A 44 A 41

o ARG RN Gl =R SO |

o BHAIEL =[EtEREA EHERIEA}]

o JRIEFRIE = 1ERR IR 1 R 8 X SR R kR A | e R A ) T R R A N R JE R

PLE Y

o iFEJEIERIAA::=PROCESS 24 WITH #f2)E k4 i (i m 4 i m ()

o HEFEJE I 4% ::=FUNCTION|OWNER [PRIVILEGE|PLATFORM

o UFEMERIENX =FILE A4 WITH SCfFEPE4 SCrF b { Scrrm e 4 ok s viqe

o )44 :=FUNCTION|OWNER|ACCESS MODE

o BT BIERIAN =SOCKET £#5 4 WITH E#7FEi4 ERF R EEEEte By

JEEAE}
o ER:TJE M4 :=SOURCE|DESTINATION
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o HiHJEVERIA=PIPE Hii4 WITH HHjErte SHEEiE(FEEite guEika)

o % JE 1k 4 :=SOURCE|DESTINATION

o RBAMAEMRIEX =SYSTEMCALL #4 M WITH RFE AL RAFAMELAR AL REH

A}

o RZ A M4 ::=ARUEMENT|EXECUTOR

T 898 ASDL HFRILRE ), A 18 & LT LA R IR B 7 AT R (any)~ T (all)« B> (each) TR 2
(many). L many W] HHR A 45 AR I, AR SCR G BB RS R T T 3R B RE T S 1R
B 7 process.file,socket,pipe,systemcall 3%/, B, 7T ] any process $a AL ZHERE. Sy b 30 R . SO 82K gtk
21 78 SCTE SEBR B H ol A S0 S 00 4 R T 78 AR G A FH 1R S A 28 S04 R A, 5 IR A T 55 4 M 4 11 R 46
V-6 A K Unix R 40, 3 B3R/ 8k FE A1 S 18 (45 fork,clone 45, T Bk B2/ ST AF 36 1) 4 40 45
write,read,chmod 5%, 5 S{C3E L/ SO 4 40 i 244 WAL $E open,creat,rename %511 7 Window & 484, MR EK
Mthn— BRG]

& By ASDL, 5 SCATIA 1) DDoS B iki (4 Ak (B BUIE 4L 42& DDoS Bl kA2 #) ] LLFH T signature 3R 1%
FORE IR, 1H R AL T E N 2R Bt 1) positive signature:

(many sendto(any socket)vmany sendmsg(any socket)vmany send(any socket)vmany sendto(any pipe)v

many sendmsg(any pipe)vmany send (any pipe))aany process

WHERE

PROCESS any WITH FUCTION DDoS

42 ETHEHERMTAEHEREX

& SCUF B B MR AR ), 30 15 AL A B ok 20 SR (BT 4R 20 55 X SR AE DG IS ke A o, AT 1 7 B R 1)
FEAR BN Z A G T B R 3X — J P, JUECAE Ay 2R S 0 of B (1) B o R A R AR A P v 1) 2

FINTE T SRRk Pl Hh A 45 R O I 1) BT R AR 2 i sl W] DA TR A S AT S 4 T A R T (]
2 Ji7R):

Step 1. G0 AH 5G4 it 5. BIAR 95 G 16 1] v 4 2% 6 41 52 19 Bk [ 30 07 U8 T e o) V7 12220 SR FROMEG J2 A TR0 2 Y
AR AFTE B S IDS R (135 )5 1tk AH O S (R I 8] 5 B 5 R 48 I ) B — IR 22 . 0 T R AT e e 28 i
SRAFAH G FEA, TRA K A I TR R T e Ve I, IR AR 4™ R S5 %) N T B ke A % I <A e U I A O Gk
H RS B S B A TR Svens-

Step 2. %:T positive signature A2 MR R TSGR A5 45 B 4R 4 45 HBGRRHAIE 1) positive signature
B2 UM PR 1% signature M Sgyen, F)FH 55T signature A HS B A= i 57% SignatureBasedTacer(W1 /& 3 )k H
R A Gp.

Step 3. % optional signature b 78K M K] 47 %R 2 ¥ optional signature 37, AR H% % signature & Siyens
FIH SignatureBasedTacer HiEE A RIKIIE Go. b Go Fl Gp ¥t Go TAEAE(R Gp TP E/DHIER S35 N E
Gp'h.

Step 4. % T negative signature # BY K i K&l . # X R Z 1) negative signature dFE 7, I 4 1 6 AR 4
negativesignature A Sgyen, FI i SignatureBasedTacer 575 BM1E BRI Gy ARG LR Gy 5 Gp, 5B H ES,
MH BN Gp IR, 75 B B2, W S B 4 SR A ANTE Gy P T 22, % 45 s N AR B

SR B LT signature AR B A i BV (SignatureBased Tacer) 2 A AR :© (B 3 28 2 17~%E 6 1T)
£ 2 signature 1% 2 255290 2R 43 21 ) BEA 2 52,4 H HIRAE Sgyene LR H I BA S O,0 4% B 5E1E Spyen
FPCH IR I T S 5 HE A ) — 5 2 0 e B, U)W — kR B I TR S HE SR AR S S A Sy T — K
IR Spvens TR — 20 A &GS F AR SR A IR M A TR E A F L2 IE NG
AR P AR R AR T ITE.@ (8 3 5 7 47~5 14 )i A O T IMF LR E A signature FiE L
a2 A ASRE, U 6 % signature AN AL 37 24 1T AL FE ) 2 positive signature, T R 2 i% B A
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AT fiE R A AR Sy i BN I8 26 K 1% 20 DA S Tk Pl b ) o, T 4 T Ak 3 SC TG L A 1 T — R 7 2 2 i A B
) /& optional/negative signature, Il B 4218 H B 0] 45 O e 93 523 2008 J0, M S: P AT HIE A TH 4.0 (K358
1547~ 184T) LA Q W I dpe J5 — AN 5 AT AR AL I 55, H TraceBack 32 B A4 A8 48 S5 A 25 A IS 1 R 2
I FSE N O FMER. 2 G5 Q FARTIHELEL LRV EHE O 7.

Choosin Events | Generating Expanding Refining Dependency
OS-Level events 5 - dependency —= dependency = dependency
related events
grz)h gr?)h grznh for each alert

Timestamp of each Positive signature ~ Optional signature ~ Negative signature
hyper alert

Attack signature of
each hyper alert

Alert correlation
graph

Fig.2 Process of low-level behavior details reconstruction
B2 ARZAT A a7 mA A

Algorithm. SignatureBasedTacer.

Input: Exp //Signature Expression
SkEvent //A set of events related to the hyper alert to be processed
Output: Dependency Graph.
01 begin
02 Queue Q //Q contains candidate initial points for TraceBack
03 for each fact fin the Fact Paradigm of Exp Do
04 if Sgyen: contains f then
05 Put finto Q; //Q is sorted ascendingly by the time that the facts appears in Sgyens;
06 end if
07 if O can’t satisfy the Fact Paradigm of Exp then
08 if Exp is positive signature then
09 Deleting False Positive from Alert Correlation Graph;
10 return to Step 1 and continue to process the next alert;
11 else if Exp is optional signature or negative signature then
12 return;
13 end if
14 end if
15 While Q is not empty Do
16 f=the last item of Q;
17 TraceBack(f,Seven); //Generate Dependency Graph based on the last item of O
18 Remove f'and other fact that has already appeared in the Dependency Graph from O;
19 end

Fig.3 Signature-Based algorithm for generating dependency graph
3 FETRR AR AR P AR RS

{F SignatureBasedTacer ", % 17 17 1#) TraceBack 5.7 FH T {0 I 52 o5 #4) i . TraceBack /& %} Samuel 146 4t
P A e SRR LA SO 2 S5 49 300 SR I SE A FE U R (B 4 R 5B 2 AT~5 74T LR I8 AT~E58 25 AT R BRATTHT
By (B 4 56 2 47~58 547)7E Samuel [ 52H BIAAKTI m 2 3 2 402 06 G, i FRAT T N RV R 1
S5 R 7 R 3 R I 2 BT TR R S A S A IR E R S E N %@ (Bl 4 3 64T B 7T AT
S5 P IR AT O A 00 90 L BRI BEN Syen TR T B AT TT 06 B fe J5 — NS P ISR N 1R (30 40 B X 8 41
TIANTES Spon @ (B 4 25 8 AT~ 17 4T)M S 15 R AR TT 46,88 25 1L X A I 400 325 0t 1) -5 T R 4
AR T S VAL R 75 S M I 00 B b R S R, A A A b ke s 4 B R (R %) 2 T DA TE T K
P v A U S i N AR ], T T R S I — 2 MR i ) 4 R AR S (H B 5 [ ] A5
PR REAS T A A I R B T T AR RS SO SR R S T B R AR I R e I ). @ (] 4 36 18 AT~38 25
AT) R HERE L OGS mhn b ek Ay .20 SRR S 2 ) 1 RO P AOHE 45 (L 28 5 715 TP i) Step 2). 1262 F A1 1) )
AL 1), PT 75 1 1R) 44 AN [R) 0 R g . SR in b g 30— WA o i 10, D T B 1A () i AS £ [) — SCA 4
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FEBATT AR P ) — SCPF AN [ RROAS 1 P AN [ 45 )RR,

Algorithm. TraceBack.
Input: fact P //Initial detection point

Seven: /A set of events related to the hyper alert to be processed
Output: Dependency Graph.

01 begin

02 if P is an OS-Level object then //Generate initial graph for P

03 add P to graph

04 else //Pis a system call performed on curtain OS-Level object

05 add the OS-Level object contained by P to graph;

06 Find the latest event that contains P in Sg,.., and record it as E,,.

07 Create a subset S” for Sgye,. S” contains all the events whose time belong to [the earliest event time in Sgyen, the time of E,].
08 for each event £ in 8’ Do //Read events from latest to earliest

09 for each object O in graph Do

10 if £ affects O by the time threshold for object O then

11 if £’s source object not already in graph then

12 add E’s source object to graph;

13 set time threshold for E’s source object to time of E;
14 end if

15 if the edge from E’s source object to E’s sink object not already in graph then
16 add such an edge;

17 end if

18 if E is create a file or fork a process then

19 set timestamp of E’s sink object to time of E;

20 else if £ is write a file then

21 if timestamp of £’s sink object has already exit then

22 add E’s sink object to graph again;

23 end if

24 Set timestamp of E’s sink object to time of E;

25 end if

26 end if

27 end

Fig.4 TraceBack algorithm
Kl 4 TraceBack ik

RS B LB SR 0 5 4.1 TR R BRI signature 14 18 MO, 5 O W1 I 5 BTz Az B2 A 1) oA IE T 1,
B ) 45 i ARR IR SO S5 R R GE 20 B 0 TAR R — X4 i nln2, I AR AE — 45 AN nl 21 n2 1934 24 HAX

L nl 0 n2(BRFR n2 BT nl).

inetd usr/sbin/in.telnetd

mstreamserver

11:27:07

—»  System call
1 Process
<> File
<> Socket/Pipe

———  Host & port connected

sendto(11:27:07)

by socket/pipe
———  Connection between
131.84.1.31 host & socket

Fig.5 Dependency graph for Stream_DoS
Bl 5 Stream_DoS 14 i €l
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5 WERA=ARG

T 58 & 2 0 5 B R S TR IAT AT 5 e T WS L R T A A R, LT A B R N AR IR 1) S8 HEAT
oy 1% L R A o Bt 0 ki 20 R 0 R R) 11 G 2R, S EL R 4k 5 A A5 R W 40 70 R ERAIEAT Ay T IR HE 1
P ALY N 5 S o 158 DR I 3 DR T AT b DA S R R AR 0 TR AT b W I p i ae R
Step 1. LAY BB CEE I WIIRAT A B GEA G), K 3534 25 BU 250 AT o 4735 (0 it 1 B 7
TNE G o] I (178 41 &5 R v 2 A TG X AT P, U 6 207 .
Step 2. HR4E G IR ) (19 ¢ FR G e M B DRI T A7 AR A $i7 3R B 131,48 %N IR 4K
B Ga,Gb, 4 @ UL R B EH: Ga,Gb:
Step 2.1. %9 Ga,Gb 11128 F G5 £ 35 45 s SO0 R, DU Ja W o /> 45 2 165 A IR ) 75 2% R L Ay
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Fig.6 Intrusion behavior graph for host mill in LLDoS 1.0 scenario
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Fig.7 = Alert correlation graph for host mill in LLDoS 1.0 scenario
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