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Abstract: Memory consistency verification is an important part of functional validation of CMP (chip multi-
processor). Since checking an execution of a parallel program against a memory consistency madel'is known to be
an NP-hard problem, in practice, incomplete verification methods with higher than O(n®) time complexity are used
to deal with memory consistency verification. In this paper, a linear time complexity memory consistency
verification tool LCHECK is introduced. In the multi-processor system which supports store atomicity, there must
be a time order between two operations with disjoint execution periods: The former operation in time order must be
observed by the latter operation. LCHECK localizes memory consistency verification based on time order. It infers
edges of orders and checks correctness in bounded operations. LCHECK is used in the verification of an industrial
CMP, Godson-3, and finds many bugs of memory subsystem of Godson-3.
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18] B 5 T w,r R w7 i) R A B T kA R, . LCHECK 3% AR 3 w,r 22 T (320 44 S 307 10320 3 51 w3 i) £
P AE B e Motk SR A v A IR, EL S R we s N B, DR A A S ) L S wr B w2z R K3, 5 R
FA B set_inferred 10 3% CUARE w,r 2 [ (0 HE T 6) T4 T 5454 w AT ) 9 (9 5T A S 3 E wr o) w
A4 SR N R) 7 B 5 ww R we s ) A [RD FF P A7 B s ikl H LCHECK B¢ MR B w,w’ 2 0] (¥ 320 HE- 5 9 1)
WER AR AE v R w,w i ) (9 N A7 B e b kA 1R, B v 2 H R w5 O TR, AR 5 44 5 R ) 2 o  H r 2w
2 0] (9320, 33 FH bR 2 set_inferred c 53 CUMRRE w,w 2 1) (0 04 0 Rk LCHECK LR AT 1) 1) AH FL 2R 2% 09 75
AR Z BN A e B 2 O(p) 4 120 HE S B ) S5 Rl ik i 1] 5 7. .

Directed Edge and Observed Edge Rule -
Create hash table 1 used the operand of store operation as key;
Create hash table 2 used the address of store operation as key;
For (each load operation u) begin

find the store operation w which operand is the same to

Processor Edge Rule
(take the processor consistency for example)
For (i=n-1; i>=0; i——) begin

If (the operation of i is load operation) begin

If (il=n)
add an edge from i to the last load operation; the operand of load operation in hash table 1, then add
marked the load operation as the last load operation; an edge from w to u;
end for (find all store operation w’ which address is equal to
else begin - operation u in hash table 2) begin

find the store operation w which operand is the same to
the operand of load operation in hash table 1, then add
an edge from w to u;
end if (W —>r)
end add an edge from w’ to w;
end
end

add an edge fromii—1 to i and add an edge from |

to the last store.operation;

marked'the storeoperation as the last store operation;
b

Fig.4 Algorithm for processor edge, execution edge and observed edge
4 GFRERIL . PATIL RO ELE R

int infer_edge(u,v) begin
for (all store operation w in the pending period of u) begin
for (all load operation r in the pending period of w) begin
if (w—C52r && linferred(w,r) && address(w)==address(r)) being \
w’ is the store operation which r get the value from;
if (W —— w) panic();
if (W —— w’) continue; \
if (there is no edge from w to w’) begin
add an edge from w to w’;
infer_edge(w,w');
end
set_inferred(w,r);
end 4
end .
for (all store operation w’ in the pending period of w) begin
3
§ if (w—S2 w' && linferred(w,w') && address(w)==address(w"))
" for (all load operation r which get value from w) begin
if (W —— r) panic();
if (r —— w’) continue;
if (there is no edge from r to w’) being
add an edge from r to w’;
infer_edge(r,w');
end
end
set_inferred(w,w’);
end
end
end

Fig.5 Algorithm for inferring edge
(SR =S ub s WK RPRiH B
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VA IR E AR T EL_E RS 3E () GTO [ MR 4 3 532 I 1 AN A L0 2 4 3 R T AN 42 R D, PRk
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WAE A Ryl I TR b 5 T w A I 2 A 3 A vy DR a3 5 DA u Sk R ) 4 SR R 5 1.
RARBEIS )P LT u BOBRAE, dE S 1 RN 2, 2 SR [ W] 38055 st u, IO e 77 B0 3.

W is the last entered store operation accessing the same address with u before u in time order,
w’ is the store operation which u gets value from \ o

int check_cycle() begin %
for (all operation u) begin -
if (W —2 wllw' —— w) panic(); \
travel all operation v which has edge start from u;
If (v ——> ullv==u) panic();

end
end -
¢ Fig.6 Algorithm for checking cycle in GTO
Y
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Fig.8 An example program which finds bug
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Fig.9 GTO graph of program in Fig.8
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