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Abstract: Network attack graphs are widely used as templates to extrapolate network security state by analyzing
observed intrusion evidence. Existing attack graph node belief computation methods are suffering from generality
problems, high computational complexity, or the overuse of empirical formulas to solve problems. This paper
improves one of the Bayesian network inference algorithms—the likelihood weighting algorithm into a novel graph
node belief computation algorithm, which supports the temporal partial ordering relationship among intrusion
evidences. Experiment results show that the method can achieve high computation accuracy in llnear‘ﬁo iutational
complexity, a feature making it feasible to be used to process large scale attack graphsyin real—tim'e.
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09: Cy,wy<—RandomSelectCausation(4G,X,D));

10: for (Z; P I —4(Y,Cy))

11: if (IsPartialSatisfied(AG,£2.X,Y,Cy,Cy)=false) then goto 28;

12: end for (10)

13: Wi—w wy;

14: Z<—ZV{(X,Cy)};

15: else (08)

16: wi—w;*P(X|Pre(X))|p;;

17: end if (08) 3 \\ \
18:  else (06) \ . o
19: xeh P(XIPreCY)HTREH 4 5 o L) -
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28: end while (03)

29: return wy , oW, o
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05: D<= DU{(Opo)};
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07: end for (3)
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08: for (@ 15— ILFR(Opo)

09: pe—pdp=

10: end for (8)
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13: return Cy, wy;
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05: end for (03) s

06: " return Nue?

07 else (02)

08: return True;

09: end if (02)
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Table 1+ Classical Bayesian inference result

] S
'S F 1 Al DU S s 56 4 PR A5 2R
iom(s)  m(s)  m(ss)  mlsa)  mdss)  mdse)  mla)) m(a) mlas)  7{as)  m(as)  m(ac)
1.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
1 1.0 0.0 0.333 0.0 0.0 0.0 0.0 1.0 0.0 0.0 0.0 0.0
2 1.0 0.477 0477 0.097 0.097 0.0 0.85 0.85 0.29 0.29 0.0 0.0
3 1.0 0.619 0.619 0.524 0.524 0.504 0.746 0.746 0.556 0.556 0.508 0.508

=1 0 NI BIUES 0y I BT A R FHE L, =2 060 N U U BIUEHE P> 51 0,0 IS P AR FIHERL, i=3 X W ¥ 51 0,—>0,—0;.
0 Je A AR SCE AT T 05 EAR FEVE 5. RO A %=20 000 1), 45 I3 2.

Table 2 Improved likelihood weighting inference result
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T2 Ok AR N AL B 4 SR

mi(s1)  mls2)  mds3)  mlsa)  m(ss)  mlse)  mla)  mlan)  mlas)  mlas)  m(as)  7(ae)
1.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
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Fig.3 A network attack graph
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Table 3 Hidden colored Petri net apostel;éor iife:x‘nce fésult
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i Assumed action  m(si) )f,(sz)T 71'(S3) 7mi(sq)  mlss)  m(se)  m(s7)

0 - 1.0\ 0.0 0.0 0.0 0.0 0.0 0.0
1 Ya, 1.0 © 0.615 0.0 0.0 0.0 0.0 0.0
ari L 1.0 0.0 0.385 0.0 0.0 0.0 0.0
4 az 1.0 0.615 0.0 0.275 0.0 0.0 0.0
2‘ a, 1.0 0.0 0.385 0.0 0.193 0.0 0.0
3 ¥ 3 as 1.0 0.615 0.0 0.275 0.0 0.109 0.0
as 1.0 0.0 0.385 0.0 0.193  0.057 0.0
4 a; 1.0 0.0 0.385 0.0 0.193  0.057  0.057
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Table 4 Improved likelihood weighting inference result
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mi(s1)  7ls2)  mdsy)  mlsa)  mlss)  mdse)  mdsy)  mla))  mlan)  m(as)  m(as)  mlas)  mlas)  mlar)
1.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
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0971 0467 0.951 0.206 1.0 0.0 0971 0467 0.951 0.206 0931 0.139 0.0
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