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Abstract: It was assumed that the pattern and text characters are independent and uniformly distributed over a
finite alphabet in classical string matching algorithms, and this assumption differs from real applications and causes
many problems. Considering the probability distributions, the contexts of the characters, and the convenience of
applications, this paper gives a concept hit rate and four extended concepts about it. Then it gives the theory
analysis and detailed experiments with hit rate on the four classical algorithms. The map of the relationships is
obtained between the hit rate and the algorithms’ performance, and at the same time some valuable conclusions are
made through above work. As a character variable, hit rate describes the relativity of patterns and text and can serve
as guidelines in the algorithms design, analysis and some other extended research fields of the string matching.

Key words:  string matching; probability distributions of character; relativity of strings
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JJT 18 B VT (string matching, pattern matching), 3t /& 45 8 — 445 8 M F 45 B2 G P AR — 7155 8
T P A B AE T op 10 A7 R AT B AR SR (1 2 R i 22 A s DG C (TR B DG IS ) 9 ) 8L, SRR 1]+ &5
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(LeZ1<i<n), 3K P PIIBE R AESCA T it B BB occur(P,T)={(p,/x|)|(3x3y) T=xpy,p e P}.

1 g &
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SRR/ SCHR[3] 4 TEAE S 31 22 B8 2 A DT (19 155 T A6 745 T A AL 3 HLAFHE e R IR 4% 1R T RE I 2 X R
B G AT (R B ) 52 2% B2 1 PR X(nlogygmr)/m), Se iR S AR o AN B0 Sk [4-6] P B ST 40 0 40 Bz 30 ok )
X—RAE.
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H03 0128 16 TR 2R R AR 24 03 A N SCAS IR 238 20 A1, 3 2K 45 4 2% i S B S F BR3E TR R ATD 2 ) 19 96 2R R [14]
AN a7 B LT = R IDERY 3 1 | A iR P e o = a L B KSR =N e ol 7 T RS R v N R e sd b 1 7 S DS RE AR 1B
AT 745 H3 (1 DG T S0 0] e XK B P 129 114 B A DL~ 0 A B N7 DAy i 42 (9. SCRR [ 1S TR PR A X HR 7R R AR 3
AR 1 IR SR 2 A S B 5 4R 1 — A, R0 0 Sl X X R R ST AR BEAT SR A M semi-index 45 45 44, A
T 0 s DG e A v SR 08 FH SO I — 3000 VB Dy BEAR 15 Wb 13 FH e A1 2 TR AR R R e vk 1l ek /N 7 R 4R T vk
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DY g TR (R RG-S

N T AR R 5 SO TR AR DG AR S T i v 2% B (hit rate) FRORE A8, ME 2 1) i SCAAT R TR BT, 76 ME R
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Fig.1 Data burst out trend of virus “FunLove” through 1 month (provided by Jiangmin SciTech Corp. Ltd.)
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Fig.2 Four extended concepts of hit rate
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Fig.3 Relationship between the matching speeds and hit rates, |2]=256, r=5000, m=8
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Table 1 Relationship between the matching speeds and hit rates when the lengthes of pattern is different
F 1 ORFBE KRG, ORI ORI 5 2 1

Hit rate m=4 m=8 m=20
AC WM SBOM SOG AC WM SBOM SOG AC WM SBOM SOG
0.00 61.133 167.31 87.226 15299 | 61.133 454.13 122.27 16731 | 55.446 608.73 304.37 167.32
0.01 50.727 76.294 67.636 122.26 | 39.736 122.26 61.133 122.27 | 22.599 151.38 33.898 122.27
0.02 43.547 60.873 55.446 101.46 | 30.469 76.294 40.755 101.46 | 14.192 87.226 19.073 87.493
0.03 36.68 43.613 43.547 82.928 | 24.432 61.133 30.534 86.961 | 11.098 73.36 13.27 76.294
0.04 33.898 39.736 38.147 67.958 | 20.583 46.979 25431 7336 | 9.341 61.133 10.174 63.157
0.05 30.501 34.553 34.553 65.32 17.96  40.755 21.052 61.133 | 8.633 61.133  8.361 58.99
0.06 29.046 31.031 31.579 55.446 | 15.66 35942 1796 55.446 — — —
0.07 24.411 27.75 27.326 50.908 | 14.192 33.898 16.5 50.817 — — — —
0.08 24411 26.54 26.54 46979 | 12.716  32.11 14.53  46.979 — — —
0.09 22907 24.411 24.771 43.547 | 11.966 30.534 13.363 41.645 ' — —
0.10 21.79 22.599 22.599 40.697 | 11.098 29.075 12.369 38.147 G — — —
Table 2 Relationship between the matching speeds and hit rates when the size of pattern set is different
Fe 2 AR SR D0, B U TC S ¥ DL T 5 5 i rp % 22 8] 1R O R
Hit rate r=500 r=10000 r=50000
AC WM SBOM  SOG AC WM SBOM  SOG AC WM SBOM SOG
0.00 114.45 454.13 608.73 167.31 | 38.147 153.82 101.46 167.32 | 9.25 11445 76.294 153.00
0.01 101.87 20291 304.36 130.64 | 27.723 96.331 46.979 122.27 | 8.847 67.636 33.939 101.46
0.02 91.699 151.38 20291 107.96 | 22.599 76.294 32.11 101.46 | 8.515 50.817 22.599 76.294
0.03 87.493 107.97 151.38 91.699 | 19.073 61.133 24.411 82.928 | 8.25 41.645 16.969 61.133
0.04 87.226 87.493 122.27 86.961 | 16.349 53.88 19.69  67.797 | 8.028 35.852 13.566 50.999
0.05 86.698 76.294 101.46 73.36 | 14.538 46979 16.49 61.133 | 7.823 31.064 11.304 44.634
0.06 76.294 70.643 96.331 67.636 | 12.993 43.547 14.192 53.88 | 7.629 27.75 9.842  40.64
0.07 76.294 67.636 87.226 60.873 | 11.818 40.697 12.461 46.979 | 7.503 26.128 8.638 35.852
0.08 76.294 67.797 76.294 55.446 | 10.962 38.147 11.233 43.547 | 7.353 24391 7.728 32.11
0.09 76.294 67.797 73.36 50.817 | 10.174 38.147 10.178 40.64 | 7.267 22.599 7.016 29.526
0.10 76.294 7336 67.797 46.979 | 9.537 35942 9.393 36.68 | 7.208 21.052 6.426 27.3

2 P AR AR AR A BB BRI R i b I 0GR T LA AR A 1) U T Bt
H iy B N BRI BTN AL E T A SR S AC F SBOM . H& 44 M S 45 20 3k 1 3 - 75 & I 5V AE
R AN B O T B A S 08 ORI BB AT T R, T AR I 3 A AR (<0.05) I LR, 2 TS Y 2B A 451
W1: SOG HyEAE r=500 B, iy 2 BE A 0.01 28431 0.10 B AH B 38 BE M 130MB A8 1L 31| 46MBPERE 5 T 65%,
AT KA Ny 23-26-4-13-6-7-5-5-4;7F r=5000 I, AH R HE A 101MB 2216 E] 27MBPERE N FE T 72%, %400
KAH 24-25-11-6-4-5-3-3-2. 3% AX Tl IR 5 1A S DR A2k 366 25 38 1 500 08 47 1) ) Bl 25 iy 86 B (9 AR 10 =2 43X

AN EOCE A UK 10 AE SOG S L A ECh clogr XAl % R AL R AR M D K TR R UG R W] 2.

Table 3 Relationship between the matching speeds and hit rates when the sizes of alphabet is different

R3 AFETRAERAMEL T, 8 UL HC 5% VL O 15 dr v A 2 [ R AR

Hit rate S5=4 §=32 S§=128
AC WM  SBOM  SOG AC WM  SBOM  SOG AC WM  SBOM  SOG
0.00 33.268 45776 24391 12.716 | 55.446 202.91 101.82 183.40 524 167.32 12227 20291
0.01 33.939 43.547  23.49 11.102 | 38.147 153.82  58.99 122.27 | 30.566 101.82 55.446 122.27
0.02 32.11 43.613 22.599 10.233 | 30.469 151.38 41.645 101.46 | 24.432 86.961 38.147 101.46
0.03 30.534 40.755  21.79  9.247 | 25.431 122.27 33.898 82928 | 21.052  73.36 29.075 87.226
0.04 30.501 40.697 21.052  8.477 | 21.807 101.46 27.326  68.12 | 18.494  65.32 23.49 76.294
0.05 29.016 38.147 18.506  7.927 | 19.463 101.46 23.49 61.133 16.5 58.99 19.704 63.157
0.06 26.565 38.147 19.279  7.325 | 17.435 87.493 20.349 55.446 | 15.018 55.446 17.435 55.446
0.07 26.565 35942 19.463  6.783 | 15921 82.928 18.131 50.727 | 13.983 50.908 15382 50.817
0.08 26.94 35.852 18.885 6.492 | 14.538 76.294 16.5 43.613 | 12.987 50.817 14.192 46.979
0.09 26.516 35.191 17.759  6.022 | 13.457 70.469 15.018 40.755 | 12.206 49.413 12.993 43.547
0.10 25431 33939 18305  5.758 | 12.455 67.797 13.882 38.147 11.44 48.165 11.966 38.925
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Fig.4 Test of hit rate on patterns with Snort data set Fig.5 Test of hit rate on patterns with ClamAV data set
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Fig.6 Relationship between hit rates and the skip distance of WM and SBOM
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