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Abstract: In this paper, a novel method is presented to solve these problems. This method processes the X86
executable programs statically, so it has a higher code coverage than dynamic methods. Besides, it employs a data
flow analysis method to identify the jump targets for indirect jumps. It also utilizes optimized tainting mark rules
based on the operation semantic of branch conditions. Experiments on 103 real malwares and 7 benign softwares
show that the proposed method has the following advantages: For Trojan-spy program detection, it can reduce the
false negatives caused by the explicit-flow-sensitive method, and it is effective in dealing with information steal
behaviors triggered by some particular conditions. For benign program analysis, it can reduce most of the tainted
branches that should be tracked in the original implicit-flow-sensitive method without optimization.
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5
1
1.1
Denning , : (explicit flow)
(implicit flow) . y X y ( 1/0); y
X y . , 1 Yin
81 X X “tainted’; Xy Y X
) Y X , ‘tainted’.
switch(x){
case ‘a’: y:=‘a’; break; case ‘b’: y:=*b’; break;...
}
Fig.1 A piece of code for keystroke recorder
il
( panorama) : (
) tainted tainted. 1
\ a(b...) untainted, , y untainted.
Yy tainted,
1.2
1) SetWindowsHook  API (hook) ;
2) Get(Async)KeyState  GetKeyboardState  API ;
(3) . ,95% 21
3
1) ;
&)
3 : ,
: (1) '(2)
2
2.1

expression e::=n|x|f(x)|e;~e;
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statement s::=e[x:=e|sy;S,|€:S1,...,Sy| While e do s;

,expression ,Statement N X "~ ( “+7).f(x)
3 :
1) T, ;
(2) S, ;
3) C, .Si=elx:=e ,S11=51;S0
,5::=€:S1,...,5, . ( ) ,while e do s;
,Foster (23] :
, ,Foster .Strom
, , r(
), Gr r vN f F:\/Gr
. VXeN, I'(X) =@, 17(X). ,Strom
1. s S1iS; 7 4.
1)
I{n)=untainted (D)
(2)
ITe1~e2)=11e1)®71e2) (2
3)
Iix=e= I'x— '(e)] (3)
4)
feT @)
I f(x)= I'[x > tainted]
®)
feSsS ®)
I'0f(x) = I'[x untainted]
(6)
I'ls, > "' I'"s, > TI" ©)
Iis;s, = 1"
(M)
f e C,SATISFY (I, f,X) %
Ifx)—»r
2. S=€e:Sy,...,Sy 3
©) si(1<i<n) ;
(b) e Si ;
(C) S1, +Sn .
@~ ™ , () (c) .
M; Sj , I;=N-M;. Al Sijri, E::I—}(Miuli):
M, ULl VxeM, LM =re@e&rMx. efs} e Si ,

e Si
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s, =1T; ®)
meA{s}= M, url,
S1y.4445p .
s =1,.,110s, =1, )
Ie:s,..s, = (LM ULl v v (TM, U Tl
3. s=while e do s; , (fixed point)
o= T s>I,0s—>,. [ =0T =I~vI,I[,=IvTI,,. (10)
rIwhile e do s = MM U Mgl
e =17 2L, =07 [{#7,,M ] (@)
2.2
21 )
) S
SATISFY(I7f,x) , 281, ,
2 4
, ( AST). :(D)
AST, ( CFG);(2) )
CFG )
PEJELF filei
Intermediate
Disassembler »  Parser » language
generator
Configuration
Functions Verifier files
summaries engine
l Reports
Fig.2 Architecture for implicit-flow-sensitive Trojan-spy programs detection method
2
IDA pro 4.9 , (6],
EBNF AST.
221
, (1) :(2)
2211
, , IDA 4
1) :
@) : :
: @4 : @)
3 : , ,
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@ @ ®3) :

, 2~3 );
(4)
[17,18].
2.2.1.2
) ) 2.1
1) - : ,
, ( esp+4) ( esp-100h) ,
. push  pop
esp Y 3 ,push eax esp:=esp—4
tmpl:=eax,
push eax esp : = esp—4
tmpl = eax
push esi esp = esp—4
tmp2 := esi
call strcmp eax := strcmp(tmp2, tmpl)
pop ecx ecx := tmp2
esp = esp+4
pop ecx ecx = tmpl
esp = esp+4
Fig.3 Asample for transforming ASM program to intermediate language
3
2) (idiom) . )
Jdiv esi al:=ax/esi,ah:=ax%esi.;
, eax. 3 ) call strcmp
eax:=strcmp(tmp2,tmpl).
2.2.2
2.2.1 CFG, 2.1 ,
CFG
@ , ;
(2) ( ) :
®3) :
, 3
1) : :
, ( main ) 1 , untainted.
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: ; : )
(2) 221 ,
, 1~ (6) ®)
, , (7
( )-
3 : b , b (
). , bl : b bl
, , (10) bl ' ]
( b1 , b )
, 2
1 , SII=X:S1,So,..., ,S1::Tyi=a’, 8=y i=h,

.S , S1, T(x)=tainted,7{y)=untainted,/{‘a’)=
untainted. \ S1 , (1) 3) Ii(y)=I1‘a’)=untainted,
T1(y)=untainted. X S M={y}1={x}, (8) I (y) =I(x)®7i(y)=tainted®tainted,

I (y)=tainted. s , (8) I"(y)=tainted®...®tainted.

S X Y tainted.
3
2 )
Q) T, GetKeyboardState,Get(Async)KeyState,GetKeyNameText ~ WinAPI
, SetWindowsHook ;
2 S, C memset
3) C, C send,sendto, fprintf ~ WinAPI WriteFile
2.1 3
Q) SetWindowsHook ,
1 ; ;
2) Get(Async)KeyState  API , ,

, SetWindowsHook

SetWindowsHook

1

Get(Async)KeyState  API

(1) Get(Async)KeyState
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Ctrl,Alt,F1 ), :(2) Get(Async)KeyState
, ; Get(Async)KeyState
1) Get(Async)KeyState ( a~z, 0~9 ) , ,
tainted;
2) Ctrl,Alt Win clean, clean
, untainted,
[17]. 2.2.2
) ISTA.
(€ : ;
)
, ( ESM), (
AESM), ( ISM) ISTA AMD Opteron
2.6Ghzx2CPU,8G RAM,Linux 2.6.20-1.2962.fc6
3.1 il
ESM,AESM,ISM  ISTA ,
HoneyBow %1 2007 8 ~10 3
, IRCBot??” KeyLogger?"! Rbot*? 7 , 103 . 1
(Sample,Variation Count 3 ), ,KeyLogger ,
:IRCBot Rbot ,

1

Table1 ESM/AESM in Trojan-spy programs detection

1 ESM/AESM
. ESM/AESM
Sample Variation '} Count Reports  File writing  Network sending  False negatives
az 8 0 0 0 5
IRCBot vn 1 0 0 0 1
KeyLogger It 25 22 22 0 0
r 3 3 3 0 0
aea 4 0 0 0 29
Rbot bng 17 0 0 0 15
gen 15 0 0 0 12
,ESM  AESM , 1
, , JASM ISTA
) ISTA
, ISM )
, (reports) , (file writing)
, (network sending)
JSM/ISTA 0%, ESM/AESM 71.3%. JSM/ISTA 3
7 87 . , EMS/AESM
KeyLogger.lt  KeyLogger.r 25 ,
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, IRCBot  Rbot
,IRCBot Rbot
ASTA IRCBot Rbot 62

1

Table 2 Results of ISM/ISTA in Trojan-spy programs detection

2 ISM/ISTA
. ISM/ISTA
Sample Variation | Count Reports  File writing  Network sending  False negatives
az 8 5 3 5 0
IRCBot vn 1 1 0 1 0
KeyLogger It 25 22 22 0 0
r 3 3 3 0 0
aea 34 29 29 29 0
Rbot bng 17 15 15 15 0
gen 15 12 9 12 0
) 103 , 4
( JISM  ISTA
) ). 5 ESM,AESM,ISM,ISTA
4 3 7 (
), JISTA  ESM 8.6%(Rbot.gen ).
100 400,
g soDISMISTA [ B T
=5 ) g AESM
g s 60 g 250 aism
£ v < mofffeisma
Zc e~
5 20 @ 100 W
ﬂirl: 50
R s=:3 P SEEEERE
=2 5885322 =2 58585 32 2
N0 > 8 8 8 8 m om s 2 8 8 8
R diFE® EgiifEF®
¢ X g X
Fig.4 Numbers of tainted branches in Fig.5 Performance in Trojan-spy
Trojan-spy program detection program detection
4 5
3.2 2:
ESM,AESM,ISM  ISTA . 7
, Skype3.0.4 msnmsgr 8.1,
SecureCRT5.0.3  Xmanager 2.0, MathType 5.0,Goole GoogleDesktop 5.1 xdict
10.0.0.1
(1) , Skype3.0.4,
msnmsge8.1,MathType 5.0 GetWindowText(A),GetDIgltemText(A) API
.7 :(2) :
7 Get(Async)KeyState ‘Ctrl’ , ,
,ESM,AESM,ISM  ISTA 4 .
.ESM  AESM . 6 ISM  ISTA
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JISTA 2 , ISM 12 . JISTA
Get(Async)KeyState , ,Skype3.0.4
Get(Async)KeyState . JISTA .
7 4 , ,Skype3.0.4 24.3MB,ISTA
ESM 10.3%.
g 45 7000
£ 4o/ OISM M E 6000 HESM ||
S 350OISTA E OAESM
S 30 S 5000 oIsm
B 25 S 4000 OISTA |
= c
‘s 20 S 3000
5 15 = 2000
g 1 £ 1000
2 51 |_|—| |—| |7 L |—| £ |
; e : o .
2 55 £ B &8 % B g 5 £ 3 & ¥ 8
S £ & 8 & &8 % s g &2 2 48 %
» g & § g 2 » g & § g 2
E 3 & 2 =4 E 3 £ 5 ¢
& & & 3
Fig.6 Numbers of tainted branches in Fig.7 Performance in benign
benign software analysis software analysis
6 7
4
1 [6]1
Kirda BHO ,
8] , .Yin
, BHO A,
1 ,Egele Kirda
, BHO ,
11 James Dytan
, (201 Dytan
) Dytan . ,
, ,Kruegel
rootkit 221 stinson (bot) (23
[24]
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