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Abstract: Some improvements on three aspects have been made for the self-healing key distribution scheme
proposed by Staddon et al. First, an efficient long-lived scheme which is unconditional secure instead of
computational secure is proposed to lower the cost of computation and communication. Second, the capability of
session key recovery of members is strengthened, which enables the members to recover some reasonable session
keys in a certain special situation. Third, the number of broadcast messages and that of personal keys stored in
users’ memory are reduced.

Key words: self-healing; t-collusion resistant; polynomial; group communication; key management

#§ Z: xf Staddon F AR %44 self-healing ZHAL KX T ENT 3N T @I F—RET —FHELHRNGE
tF g4 long-lived 7 £ IR Fit 2469 long-lived 7 % AR T i+ £ 5 42 % Anili 2 &fﬁf %= i T
AP REAEEANRADBMFEENFRG T T AP TUARL R EEERF = EIRT T4 L)k A A
k) P o e A A AR SR

KA self-healing; 3t t-&-ik & % A X B 40B 15 B4 32

REE S ES: TP309 CERERIRED: A

It A 2L A M 55 (151 S ORI 4 ) ) RO, 2 e TR JBLI A T — A R AR /LA T B LR AR BB ™ I AR VA U

i), 5040 P T 3o — A o T R AT N T b 1 B e AL A B R R I B R AR B G R I B AR
P T 6 0 B IR R A5 ST KT 0, T 22 2 M 93 o U 5 B L S I R A 85 B ST ke oA B AL LA e

BB — Rk T M IR BT M ANERUE B IR IR B S B K, BB R BE R B I SR KA

A, DA BE AT 0 il TR REAT M 85O0 1 9 T A% B 5 B IO A 0 0 Pty R 1D 199 2% BHL 9 Staddlon 45 A3

« Supported by the National Basic Research Program of China under Grant No.2007CB807902 ([ %X & s JE BRI 7T & & 11 %1(973));
the National High-Tech Research and Development Plan of China under Grant No.2006 AA01Z423 (1F 5 i B AW 5T & & v £1(863))
Received 2007-05-30; Accepted 2007-09-30



248 % —AF & 2%49 Long-Lived Self-Healing %47 %~ & AL 463

TS R BURY (4 self-healing #5874 & ML ML SR 7E m 30 2ol i R (— #8300%) P BE4L A B (GM)
AT DL B 25 b 28 0 B A 2 B DA AE — ELH B A 5 SRR S S BE TR N N A B AS R R i R R AR
— SR TRAF TR AR R 11 AL A T 2R YRS 1 1 5 B B TR BN 6 5 1 RE K 52 Hh bR 45 1 B A, T SR A B i 3
SRS AT 2 AN 25 TR PR 2 105 R L 5 B A R R 08 A, T AS T TR GM B 47 28 L, AL SR 25 2 1K 2 25
A RH B A (00 T A% ) B P 58 m) DAHRHT— e R L 0 & i k.

Self-healing %814 & WL & 26 B Staddon 25 NTHHE Ok 44 #8942 More 28 AJ2 T 8h & 1111
self-healing % %1% WL AP 7] I, Liu Donggang %5 A& FEAR ) 3 i VS AR 2 AN P BT s A A R B B B g iy
TR A R0 7 B Blundo 25 A LUE BB I L4t T self-healing #5415 & LI (0 A4k IR 3 i —
Tl 5 SV AR A S BANAE LR 3 AT TR T S50k, — &4l self-healing ML T LUE 173t B 5 2%, LA AT 2R ABLF)
BLHEIRFB > R 2 T self-healing J& o4, 175 B i 7] 2 438 AT I ) 45 5, RUAE 42 14 110 long-lived 85784 b 2 St T
DDH(decision Diffie-Hellman) i) &, v+ &AMt E A v — 2 AT 1383 T Staddon U7 v (1 H P 35 10k & R
TR DY B AR T A T P s T A 2 (K AL BRI R L

ARSCH LSl LAFT LR self-healing /5 28 45 H 04 M55 55058 2 4R 7 7 RIMHERL 58 3 19 E i
TR EA LA IR HIE A2 A 052 SC A 4 TTAIEE 5 AT X HTHL I — b ok G r) 384 s e b DL e 5
AT (AL 61 9 LL 2%

1 LLRTHYself-healingZE A 5 & #/1 &I

1.1 StaddonZE AKIAE

75 self-healing % 412 R ALHI P AT AR E LR RS T, —REGFELS m RKEWE. TS
long-lived 45 21,2 45 WL 25 51 43 R ML BE NS 5 12 65 22 50 (9038 5 i R o 22 A I8 AT, 10 JC 20 e 2% 77 it £ 1 = o P s 25
S AETRATIE L Staddon 4% A3t (K135 T~ DDH B ) long-lived 471 (Construction 5)M™2 i, A1 4G [ i £ —
RS (1 self-healing 547 4 & L.

o —IIEAEHEA T Y self-healing %5512 K AL

F748 5% I BT S, =i, N, Syy(0,1), Sy g (11), Sy o (1, 1), oy Sy (1) Y F AT BEAL A BLHAE R[] R BEHLESE m
At RE T (X), Py (K)o, P (X) BLEIEHE I AF PTAE 0 m A28 88 K., K € By, 58 X T
q;(x)=K; = p;(x),(Vie{L.2,...m}) .

2. (Broadcast) L,R c{1,2,...n},| RI<t, L RoRAIEMH A R RoANRUAS 7 4R 4 W IR BE 41 313 1B 9%
W ={w,,W,,... w3} F,, [ RSW,W —R) N (LU{N}) =@. TJ&, W5 j Ik 15 (J e{L2,....m}) 10T 4% 1

3. (Session key recovery) BHI & Uy &5 vEH 7 b i E By J5 MR BE AL E] t A2 E
s;. (W) =12,...,1), LA I A B ARV s, | (1,0) TTRAWE tE 230 s, | (x,0), BT LR 7 U, T LA

4. (Key self-healing property) {1/ U; S B ANELL KW 2 3 5L By A1 B, (<jo) I AT RE I j(a<j<
J2), T gy R By T B R T py(i) R By, T BUAKEZ 2R K = pj (i) + g (i)



464 Journal of Software #k#F574& Vol.20, No.2, February 2009

H AT L R SR AR — R AR R AT I B AR TS L T Uy B2 Rl s, (NL) (e
{L,2,...,mp)H R BT DL TR I & Rl 5 i R b B FH 7 Uy 2 T A3 Al B R A5 B AR S (R 2 41 . h
B b XAt B8 A A, — RO VA AR R AR A R B O 2 I s, (x, y) IR AR o e
FOEH AR Ty vk AR S SRR 2 B R P A8 TEL T B A LA 2 2% B K LA Staddon 25 A4 T —
Fh long-lived F 74,

e Long-lived #% T [f) self-healing %45 4 & AL

A R DL, (£ AT 5 o I OM e i — e g g g | g

Z, < Fy —ANERBIC Bk p(p o — 580, WO S, v c Z AL BENLVELAR S 0 IR 1R B R 1
A B, =BjUB}:

p{ () +v{s() (N, x) (@) @@ (N, x) (x)+v] ,SE 1(N.x)

B}:{g ¥ i8N }J L ]lu{g Ki+viish Yu{g off }j’:j+1 ..... .

vi@)gl@) (%)

R UCK I N Tt

T 25 K S FE A self-healing 372 3 5 i 1T A9 A B 200 B¢ 5, 56 j IR 1%%%9“.&T%K?Dm4@@
M8, BT DA 22 A P R A5 2 42 1.

Staddon %5 A1) long-lived Jj Z& 7&K T ML 22 438 47 I 8], 117 JC 76 1 7RI 2H 4 B 38 1 vl A R 4838 155 T 4R
B v B R R il T B T FR BOE B VAR B O RTINS A R R ALY B TR L TR 1

K(7F %‘eﬂ%{ } )T L, 7 TR P AR RS R I AS AN 2 O(mP log q) A5 AL 4 2 O((mt(t +1) + m(t +
k,left,...,m}

1) +m?)logq) (Z W& AEE L) 76 H /1D (A, 59 A6, 0 7 S8 4T B 1A) PO, 0 Ml S0 0 85 28 i 380 1 P P A
2t AN G R A AT RE P — E e R (R s R ) S i R il T 2+ 1 ANCEY AR B IR, £ TR
S; (X' J e {02, my) B2 B A2 ke, AT Mot 2 m] LU 78 A P 43 B 42 15 % /1. Blundo 4 ate \ g
T R4 long-lived J5 5, LRI FEIE T DDH ) 85, T 4 9% (AR M 28 BLT- A L7 & R A, b 362 35T DDH
A, BV 1 22 A Tk S T 22 A I Liu 25 N B T 58 b — s Sy i it e B
12 LiuEAMAEZE

Liu 2 A4 7 — R b w2000 O 48, 30 38 {5 A4 B 2] O(mtlogq), 34 A F P 147 ik A% 1 1% 21
O(mlogq). & FAEGE AR A T BT m il AH 2T F S PIM R B b SR T 2 55 ek %, B
B; {R}u{P(X) g () p.(X)+h(X)}. 4 ,U{Q ()= q(X)+f(X)}. o A 0,00 = (X=R)(X =) (x=1, )R =

Liu #AE@%%ELTE’E*fL%Dﬁﬁ%’EmFk%‘ﬁﬁiﬁaﬁ(ﬂ’]Eﬁuﬂ%ﬂﬁﬁ%ﬁu@%%ﬁiﬁfxéﬁﬁ.@
UM TEMRBETHE T —CEMNH/BERGE, BT PX=0x)pX)+hx), B dH 0] LA E
{0 (1), by ()3 BB 35 T LAAS BT (o] 4 D H’J**B/\ﬂ e B X S B REER F R g g —
S BAR Bk nlRe T LR R Ak .

TEASC T FRATIR I T — s 20 long-lived self-healing 25843 & MLk, I 6] & R AT ik, A HLA A3 A 04 Al
FH P A7 it 25 AR 815 280 — s M 52 (0 42 v AEU B Lo T 8k 22 s S AR, T 3R B0 5 AR 15 v S AR A K R
FE U0 R SHAL R £ 4 B R P 2 1) A8 B 46 % Lt Staddon 25 A long-lived 5 /0 1 k. 3F H L2 42

ToA A2 4 10 B LRIAS 23 it 6 T P 1A 26 1 5.

2 #h#glong-lived self-healingZF 48 4 & #1 5

XY, FATe 4 OB LI A R AAHE 2 SR 5 AR5 3 190 JLEAT 0 A 50t FATT R R0 A T A5 e R 20 PR
The AR m B AP BRI



2 % —H 529 Long-Lived Self-Healing 3548 4~ & AL 465

1. (Initial set-up)F4LE BEZ L FEPIANBEHLEL NP t 2 — N IEHEE NeR JF H Ne{d,...,nHn £ Tttt
JURED) AL FLEAE Fo[X]h BEHLE £ mz&%Iﬁﬁ/y.(x):ia,-‘k’”xi(k,l efL...mp). BN U A7 4t %

FIARAT S =N AL (1) Apa (1), AL (), Ay (D3
2. (Set-Up for the ath round of m sessions)FE41E B 4 hy W4 0 5 H3E H m2 ANAE Fo[xy]H 9 22 150 s

(x,y):ib{‘j)(k")xiyj(k,le{l ..... mp). H s (x,y) F1 A, () Bl F L FRvre{012,...2, > b=

0<i<t,0<j<t,
i+j=r
ah.
B BATT A B
(@) X (a)(k,1) X (a)(k,1) S Z by S (k1)
a) (i i a)k)in i _ a)(k)in+rn _ n,r s , S H
Skl (I’I): Z brl,rz "= Z brl,rz e _Z 0<n<t,0<n<t, v - —Zas ! —Ak,l(l)'
n,p=0 n,p=0 s=0 n+n=s s=0

FIT LA, BV FH P BITAE fik 1) R B A F N7 058 1 B B s (x, )t T AR i) e A AL A B A g [X] P B
HLIEPE m A R I p (%),..., p§7(X) LA — 43845 FTAE I I m ANBEALEK .. K e Z ), 58 L2 T
K i (x) = K2 = p{? (x)(V] ef1,2,...,m}).

3. (Broadcast)L,Rc{L2,..,.n},|RISt,L EREVEMH P ES R R H - E46 BN 48 B B8
W={w, .., w3} < F,, 7 REW,W —R) N (LU{N}) =@, T2 5 j IR 1 (j e{.2,...mp) AHREIK) FE
HJEB; =BjUB}:

Bj ={p{?(x) +s§ (N} oy 0 LK + 88 (N )FOLal” () + 557 (N} 2 ar o

BY ={w {s{" (Wi, )} it
4. (Session key recovery) il 1 Uy AN b BCE] By LUIS MR B2 AT LUAE) ¢ A2 B
S (W, )1 =12, 1), FEG5 4 36 E S ARG O RL BT A ()(A, () = 5 G, 1)) 7T LISt 22 500 0 (i),
L Uy T BAAE B0 2R3 HT K = (K 4+ (N, %)) |, =5 (N, i), 728, Uy 7 LB A — 26 2 T3
5. (Key self-healing property) 4 /il )" Ui MBI AN ESL P H8H S By, A1B, (Jy < Jp) I RHE RN (), <
J < Jp), BT Q@ (i) v S B YUY ke, Tl (i) RV UL B, T AR H ke K = ) (i) + g ().
6. (Join) M 75 28 a#6 BAE M3 J IR W BN A U B, RO g5 ik B P 4 G R B0 S, ={c N,
7. (Revocation) 1 ZHUAH AT U i, R 03 75 ¢ INA B4R R Mide & WP (HEHidE & R
W i 42 55 3 25 (Broadcast) ' ITidk 1 56 2 38 REW, (W — R) M (L U{NY) = @. Rl I A1 LA i 4 Fir 7 2 8L
A, — ELE T P AR, A 1P A0 A e R 3 S 6 P AN BE 1B I A BBk
Sy AN BT BB LRI R AT 1R F - self-healing AL —#F, 703N @ A5 1 F2 vh s i i P (B4
SR 2 RS I T ) AN BERR L 264, B D Bl SO 3 1) D AL AR T R A it B, T Al 26+ 1 A P B FA B
AL AP S AR AT — AN G0 H P IR ALER, I EAL DR A e b 22 22 223847

3 REMSH

9, BRIt FUAT B HCR RE J)  self-healing 97140 B LRI JG 26 P 4 s U405 SUO 0 45 A0 4 2 15
AR 2 7

RX L A i el 2} I H J €2,y 25 D ST 26 P 52 A BB 5 DL, I 0305 2 0
(HO) Rk L R):



466 Journal of Software &3 4% Vol.20, No.2, February 2009

1) FMER M AR U id dr S A1 By — i SIRAF B3 15 B A 25z, ; ={p{* (0),... ) (1), K (), q{ (D). ...
A ()} TH (2, ;1B;,S,) = 0, U2 i 3 6 K 1T LAt 2, &, B H (K@) | 2, ;) =O0.

2) IMERIIA P ESB U, Uy, U 3Bt I LU, @ B HLUTI Uy R B0, 04 45 B b 1 P 3R U 24T
A% Si IR L BIH (S; {81y, <00 By By By) = H(S), AL B, Bt 53 5 BBt AS RE R A5 SL A
BB R 5 £

3) W UpUsy,..., Uy BEARE AT #5 Bai N AR W 5 By R & E 7, BN
H(z1B,B,...B,)=H(z;)=H(zS,...S,)-
EX 2. D BAT t A e ) 4R M AT E S R Uy, U} B RIS U AT — ) #H A B;,
FU, ¢R, U; fe & &% 40 K, BIH (K | B;,S,) =0; fH # U, e R, il i AN it K 52 A1 B % 47, Bl H(K(® | B,
{Si 3y, cr) = H(K). Al i 8, BOASE ¢ A ARURY () B D3 AT 45 WO B S R R B2 2 1 5 B9, AT B VR A A eI
SHE .
EX 3. D HA self-healing J& M /&8 XATEML< j<j<j,<m:
1) AR U ES jo A jo IR T I AR e 2 ISR | IR i@ B K@ aT LAl {z, | .2, ), } 0OE,
BIHK? |z, ,2,,)=0.
2) W TALEWA B ATERNESB,C c{U,,..,U Y, HIBUC|<t, i BAE & A5 jo 21 w7 iy i 1
FUEA (RREF I MR R R 11 FE),C BB RAEH o IR TETFIR I R G B2 IR 2 45 L
K}”’) A fE 1 E B {Zi’,l}ulreB,lslsjl U{Zi’,l}ulrec,jzglsm HE B H(K]@ |{Zi’,I}U,reB,1sIsj1 u{zi’,l}u,rec,jzslsm) =
H(K().
A4 T e PR
TEIR L. FATHE I B AT ARt YRR RE 111 self-healing %580 4 R AL T4 1F 22 4 1.
I BRATM A L5 Staddon A5 A (RIS 3(— 4RI A5 B X HIE T X 2 T s (x,y) (k1 e{L,...,m}) Ik
L BRAT 5 T U0 W A e 22 T () (x, ) 5 T R B B V6 A F[XIBE ML # 58 2 1000 A (x) 2 )5, 2 T

S (%, y) FREURIE PRI 2 WA HE, FATH W F LR

(a)(k,1) (Y
[ [o = o)
(a)(k,1) (a)(k.I) ()]
bt—al,[ H bt,[:—l = a8
k.l k.l (a)(k,l) _ Akl
b + b D +.. +1b§ =)
(a)(k,1) K, K, K1) — Akl

< by DD + b 4+ b = gD (1)
(er)(k,1) k.1 k.l k1) — 4k
DD [ B + B 4 b = k)
béf)’z)(k") +b1(f)(k") +b%)(kyl) :aék-')
kI (a)(k,1) _ Ak
béi)( )+b1; _al( )
(a)(k.1) — Akl
\ [Bs: =gl

YO £ % 2R s T R T AT SR S e R R 1 T HE TR LA AR AR A 45 I, I 26 TS AT LAAE. g [x] B B AL HL A7
M5, R e 1 2 A (X) 1 28 2015 B AR N2 1R 15 75 HE 1R 300 G AR, A\ () 1R 45 002 Bt 2 Al 24 T 1) St 1



M % —H 529 Long-Lived Self-Healing 3548 4~ & AL 467

.
=0\ =

ﬁﬁ?%%ﬁmﬁmﬁﬁwyw@thWWw=j{‘wywqmm%um%ﬁm¢%ﬁMﬁmﬁ&
0
SN, X) #3500 R B P B R SEAE Folx] B BEHLE AT S FE A0 R EE, s{7 (wi, X), 89 (x, 1) 1 4% T R 30 fE P
et JEAE Folx] B BEAL HL AR S 6 $8 . K, B o7 b i) 3k B 5 Staddon 45 N — 4830 A5 B b ) AR BT
TA MG BEMEL TS IH G R38R0 7 B8 E ER e W 3 AN LAEH R t IR— e 2 A
T D FHEE 1 %2 T W 4 1, 75 U, 12 22 00 2P 26 AR B0 38 7 R 2T Fo[X] B35 40 AT ). U
4 EEESFAPREEARE
WAEFATE LN N B Uy B B0 58 o I i T 30 RS AR5 o (02 1R I A R, 24 At 4 e 39
S5 0o DU TR BUG, B AT 5 SRANREER A U RS o IEER o OO IT AT 231l B I (I U AE s B
B P2 SR PR o0 e, FeATT A& ol LI - Initial set-up R Broadcast [ FE U T
1. (Initial set-up) SLFY BRI B E R T Zo8 s 2 W iR (B LA B B AT IP RS W ={W\,,
Wy, W B MW A (U O{N}) =@ (U R JTAT Al R P 8645 N e — MRS 2 5 rh it 1 88 40,
HHATFFEEW.
2. (Broadcast) L,R ={1,2,...n},| RI<t, LEREERH &G R LR U P WA REEERRH W7
SHEA)AERATE R (e L2, m}) 1, 2| RIE R ={n, 6 WA BEH MG PR A W,
Wi =W Wi e Wy =0 G 0 W, Wy W B (TR L RSW,, (W) = R)N (LN =@). X AT & T e{l,
2, A T AEER X YR U YT TR) R AR (LR o D3 A AR, JH A I O 15 ) S e R sl R o R,
X <), T IR (j efn2,..., mY) AHRI T S S O2 B, = B] UB:
Bj =L () + {73 (N 0}y oo A + 5 (N3 OLAf? (09 + ST (N0 g,

B TR AT 40 B BT 0 IERE T Uy BRI By R, AL AR R A R AW, (< < ),
Wy ={6, e b W, W W J o n PEAF A BU R R R KIS A n R H T <, <<
V1 eL2, kR X, < JUBRE, 2 USRS o T SRR o A T B B, A0 o A I
SR i e TR 5 ST 4 (< J < ) Uk i a5 B0, IR 0 AR B, T BAR B th 2 SR () (x, ), WA T 15 89 i) =
(A 00+ 5§75 (N, X)) ey =S5 (N 1), SRUF AL B, 52 th 22 350 s (), AT 73 B pi™ (7). B it K = pi (i) +
Al () EHEI | KA )

B F 55 2 19 BT HA ARG BB 1) 0 et BLAR 2) k8 52 4 P 5047 S, TR Ay BLA) 2 o4 T 7 35 1 i
TR (3 LRV AL EL )40 00030 L 60 2 1 5 SR BB 197 60 2 i S P T4, 3C A TFRO 13 B AD THU 1 A TF
F 5 0 T B 5 P LA 73 4 12 5 22 4 g

Bt 2 S 7 AT — ARSI P Uy RGN LA D hrcga. g b 158 T JP (077 6555
i B, BATTR SRR 2 1 507 8 ARG R (3 AR B TP 1D A7 DU AR/ (ke 8 T 0 15
o R R Bt A, O AT TT DLW A7 R S TR T 1D B AR T R 7 A
{&mmﬁmwnwmuﬁﬁﬁﬁm%opmy”mm}mr%ﬁam@ﬁm¢wmzmﬁr%ﬁaBﬁm%

mt A~ t IR 2 TR 2t N0 P B94E 5,0 LU A AR 2 O((mt(t +1) + m(t +1))logq) .
5 5REARMLEE

FEARTCHS 1A FATIE T — L8547 1) self-healing LA, JFHis Y 7 & AT19% A 19k 1. Staddon 25 A\ £ SCHR[L]
LK Blundo 45 AAESCHR[4] #% H 5 Hi 9 long-lived 75 G342 ] T Fa80ia 55 v AR BOR e B IR 16 % 9




468 Journal of Software ##34% Vol.20, No.2, February 2009

SRR A P R R )RR L U R JF HOX PR T S i TR LT DDH PR AfE i) RELB U, BT DL 22 4 A
RS2 A 1. Liu M 07 5B BURAE R B LGP A 7 ST SR 48 1o, A et 5 ] LR B M 3R A5 — S T P 11
— RSy B AT B, I LR A A DR BB — e B self-healing #5814y R ML HIRE AN T 2 4 Bk % m LAk 1334
MBI 13 (A BE T7E S WACSCH 1.2 7).

LEB I3 S rf BATIRAN T IR K 48l b, 5 HLAEAE 3l i) A R v e st doe DA, 5L m PR P i £ L BT FR) AR A 2

o(@log qj, I 378 15 P64 O((mt(t +1) + mit +1)) log q). H AL 242 T

FATIE G 7 AL R Bo0a 5, 10 R i 2 A IS 5 B T SRR R

BEALAE PR 40 L Staddon %5 A FI Blundo %5 A 175 % /b 11K,

HI 7 s A7 At AL B R H EE Staddon 45 AR5 584K — .

55 Liu 857 AR P 0BT 5 SE80A il 2 P Bk £ 6L HL e ek o4 Jo 46 A4 43, AN FER Staddon 4%
AF1 Blundo %5 A FIHLEI AT £ 7.7 DDH WA A i @l ¥ F) Sl L.

pwn e

6 4 it

EA SR BT T — AN long-lived self-healing zz;@%ﬁm%u,mmm%o(@mg q),ﬁﬁ‘ﬁi

fri AR 2 O((mt(t +1) + m(t +2)) log q). 57 HL 61 & S T ] 45 #ois 5 A8 45 o 5 280 K iR B 4 v, JOF Ho i
TAFAET DDH BB, I A2 A VAN S v 522 4, 10 R 0 4 AR 22 4 g A BTG o 17 J1 P P R B S T 1
T3 AGAFAER L LU AR R IN 1 D0 B 5 RE VS 3 B, I I P e A6 (R AA 91 8 H 2 Staddon 25 A RIHLAI (K —2F,
M5 48 7 P S (4 A i 22 T, OF L) 8 R B> 1 1 K.

fEXT self-healing #9173 A AL HWFFT AR, — A5 IR AT R H BB (9 ) BAE -, el £6 1 7 (AL B A i i
AN 581 S A B W 2 2 TR EUAS S PR I G 2 ST AL A7 TR A7 A A i, B A AT 45 ML — o, £ A T
R R P K (B A RO R R R O ) AN RE AL 2¢, DR DA S () A S i g LA, i e
20+1 AN BAAGT AT DL R AR A — AN SR ALY,

References:

[1] Staddon J, Miner S, Franklin M, Balfanz D, Malkin M, Dean D. Self-Healing key distribution with revocation. In: Abadi M, Bellovin
S, eds. Proc. of the IEEE Symp. on Security and Privacy. Oakland: IEEE Computer Society, 2002. 224—-240.

[2] Miner S, Malkin M, Staddon J, Balfanz D. Sliding-Window self-healing key distribution. In: Liu P, Pal P, eds. Proc. of the 2003
ACM Workshop on Survivable and Self-Regenerative Systems. Fairfax: ACM Press, 2003. 82-90.

[3] Liu D, Ning P, Sun K. Efficient self-healing group key distribution with revocation capability. In: Atluri V, Jaeger T, eds. Proc. of
the 10th ACM Conf. on Computer and Communications Security. Washington: ACM Press, 2003. 231-240.

[4] Blundo C, D’Arco P, Santis A, Listo M. Design of self-healing key distribution schemes. Design Codes and Cryptography,
2004,32(1-3):15-44.

[5] Blundo C, D’Arco, de Santis A. On self-healing key distribution schemes. IEEE Trans. on Information Theory, 2006,52(12):
5455-5467.

EH1983—), LI A N 4, E
BEF I N o 5 R 4

EAE 10 (1964 —), 50, 1 1 BF 5T 53, 1 2k
I0,CCF g4 A, ZEHF AU b 5 4
FAER A




	1   以前的self-healing密钥分发机制
	1.1   Staddon等人的方案
	1.2   Liu等人的方案

	2   新的long-lived self-healing密钥分发机制
	3   安全性分析
	4   增强合法用户恢复密钥能力
	5   与原有方案的比较
	6   结  论

