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Abstract: A security-state-region-based (SSR-based) model called security-state-region-based evaluation model
(SSREM) is proposed, which integrates the assessment based on the attack graph and the evaluation according to
criteria together. In the model, the attack result is divided into the change in the attack ability and environment. The
cause and effect relationship among them lays a foundation for building mathematic equations. After that, the
definition of SSR is proposed, and also curve and surface fitting recurring to Matlab is used to analyze the attack
trend, the result of which provides a theoretical basis for the division of SSR and the network security assessment
based on SSR. Experiments in the posterior part of the paper show that, the evaluation according to SSREM can
reflect how difficult it is to enter into different states through SSR and the tendency coefficient of security state
region (TC_SSR), which can be used for reference by quantitative evaluation of network security.

Key words: security state region (SSR); security-state-region-based evaluation model (SSREM); tendency

coefficient of security state region (TC_SSR); attack graph; vulnerability
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1.1 IREEREIR{E (destroy value of environment, E#RDVE)
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Confidentiality Very high
High
; Accordance
ASSET Securl?y r Integrity Middle
properties
Low
Availability Negligible

Fig.1 Criterion to set the asset destroy value
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Fig.2 Criterion to set the privilege threat value
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Table 1 Division rule of SSR
F 1 SSR XIS EN

SSR (Level 1) SSR (Level 2) SSR (Level 3) SSR (Level 4) SSR (Level 5)
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3 REFHEZX
3.1 RERBHBEEEBEHENX

TEX 3. B4R 5 #4 35 % CP_Node(tendency coefficient of path to node) /& ¥5 B i # Wi S i B4R 33E N
BT AT TR I P LR AS T AT B 25 A4 .CP_Node B K, 35 W WY 2 146 478 1 N AR S DR 74 7 DR e, v s
N R AT R K

TENX 4. B4R 12 A 17 35 % CP_SSR(tendency coefficient of path to security state region) &35 2 i
BTSRRI AR HE N SR B AT R AT H LR A AR .CP_SSR MK, 13 M VY i % AR N B T AR AS I
PRI 3, 12 4% 66 70 Ak A0 3R P 1D T i P AR /I s oz WU ] R K

TE X 5. ARG R E C_SSR & HR B 2 HE NI 2 A3 i T A Hh (1 T 3 255 AR 0 N e 2 4R
A W FEEGEOR, U BT HENAZ AT ZEAT 0 ZR A AN K I 28 7R A 0 b 1) 22 A T e s 2 T i3 2
APk,

5 45 1) 2 A WRAS 0 1) B8 B T 3 AN D T (L) Bk i 428 b s =4 a5 2 TR 11 4400, 2 2 48 I 71 Ak i
T A ARG B T B0 v A R AR N B 1 A ST RN 24 HAR A — @ R Bl & 4 1)
ek HAR BT LAZT 502 B 00 A A0 I 3T A — 8 A1 IR 55 10 TR b, SR fit 5 A0 11 2 A el ) $5 3077
B RN O LR TR FTAT N A AOE. 1K FFRATT A ARO R R R R (2) B £ 56 I 3 0 B AR A R R
(3) Huti i 2 11 R e R JE o I — B AR AT Bk 1) M By PR P AE — e PR S b B e e a1 B i R 3 BT e, S
AT T 2 A AR IR P TR 35 A P 1 BB R BT B T RO SR AR TR R A B AR
i LA T BBl 2R B0 e SCRISR i 073, 7 S 3~5 4 1R 88N F B i it g i 256 3.5 T R4 Ui B,

32 KBMAKBMENX

G S I R R, T 58 O — R MG H AR, G E AEAE T AT 2 08 ) B R 2P B
BRI ey Bty bR IR 5 IR 25t T DAV, B0 5 1R I b S0 B B IR A T R A 1 5 . 8 X
6~ S 8 X H- P AR S ARG R R R AT T e X

FEX 6. HART i Ng H M T i 15 5 Ny, 2 6 N 1958 B E 04 oty B A5 No 1) 58 U SR it T T2 41,
FI AR AU N S B9 5 N IR B HR AR R B A T A M R 3 NCg L . B B I BT 1 0502 1) FF B2 4K

R RF RN —AHFE MNFEFETCER MN[IL KRR | 4B BT A Ny X9 A0 N 1 B O R 2 R
MNIij,K]=NC, .

BT, HART A Ng AT B0 15 15 N, i 98 Ny 1958 80032 4 Bk FBR N 1958 R it 1 g 45 1F,
B UL R Ny (0958 1A B0t H AT No IRTHR 4 PHR AL T R4 40 0F. H AR 55 N A 15 21 Ny 1 i 21K
AGURE 5 A 1) 4 AR M0 2R B 1C L, R 78 Uit I T AT 0 1 2 T PR ] 38 B 0 2R 7R A R B ML R I T 3%
MI[i,j KR 2R | A5 A2 L RR Y e N OS5 2 Ny (9 TR OB A 2, B MU KT=1C .

FEX 8. HART AL Ng X B 19 55 Ny (R AROBE H AR5 5 N X Bk 19 £ Ny T A7 AR SR H AR TS 120 Ng
X Breki 9 A N IRAROBURE S48 F AR 2R 3 DC L, 27 B0k I IR TG 39 5 2 IR AR I OC R R s B MDA
W03 MDIij KIZ 7R 55 1 4 Mot B A% BP0 N 55 0 Ny OB 25, B MDLj k]=DC .

AN T AT R T AR AT U] 3 A AR RE 2 7 MIN KD 7% et P ) T3 MR B MU T K]
7N Bl VT 1R TR ARURE K9 MD [, KT 2 s U 2 RO HORURE B T LT SRR il R AR 17 5 ) Ron Bl A2 B H
bR T K RO B AR L B TS OB R R SR 55 1 e AR

BEL

Input: All nodes in every attack path and the cause and effect of each attack step.

Output: MN, the matrix of direct dependence corresponding to the attack graph of network; MI, the matrix of
indirect dependence corresponding to the attack graph of network; MD, the matrix of dependence corresponding to
the attack graph of network.
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Steps:
1. For each attack path give path serial number i=(1,2,3,...,m)
2. For each node in the ith path, set node serial number j=(1,2,3,...,length)

3. For each node before j, set node serial number k>1 and k<j
4. if (j—1.precondition==k-1.consequence)

5. MNTi,j,k]=1

6. Seti=(1,2,3,...,m)

7. Set j=(1,2,3,...,length)

8. Setk=(1,2,3,...,j-1)

9. Set1=(1,2,3,...,k-1)

10. if (MN[i,j,I]==1 and MN[i,l k]==1)
11. MiI[i,j,k]=2

12. if (MN[i j,I]==1 and MDIi,l,k]!=0)
13. MITi,j,k]=MNTi,j,1I]+MI[i,1,k]

14. Standalize MI according to the second dimension
15. For each element which is not equal to 0, search for dependence tree reversely, solving Ml
16. MD=MI+MN; Output MN, MI and MD
S 1 MEE 1~5 A7 R B I R D A AR e R R I R S 6~12 A7 R MR B 1 SR A i
F;13~15 A7 /2 b vHEAL TR R R B s el A G o m SRR Mok B AR O 2 H L eh 149 31 i Bk 1 o i Bt g AR b H
Wi BR AR 1 AC SR, FE I MINC R MDY PPt Sl — 4% B A2 10 00 o ST A2 T = A0 A i o, DR b, o AR AR R 2R 80 )
VRS2 2R FE L S R BARAS 22 76 O(n?) 55 O(n®) 2 113X HLn 2 R Tk P o 42 1 P 8 K 2.
3.3 WEHERM
B AR 5 12 Bk 4 58 BT Bl A4 19 85 ) A — P BT i 58 G B 55 LR 3N 7 AR 9% (1) Heik
H s i, ok F A AL A BRI TE Vi SRR H AR EHL B B AR, AR5 A 6L B _EAE
991 VRS0 HAR B D LR AR W il 2 S, — BLEAT T8 1Kl 5 2 IR Bl /A IR R 3R A o
S H B ARA SER 5. (2) WD Bk w Bk 2 0 (R OBURE BE 9, AR5 I L AR Eh RN A L AR AR KRR
JEE R E T By 16 Bk 22 00 RN SRR SR — 8 Wb 288 IR 45 140 e 59 1 11 R FH o TA ok 32 40 50 T A6 i A 52 A
XFE/NG 2 () EHRE IR, Br A BEAT B B A A K55 00 DR, AT R A
Cost, = d,"™ ™ x cost, (6)
di (dli<1) 2 7 ki and R 0 el 7 20 56 (10 8 A8 2 4 time S Fig Gl i REAH AL el (18 3 A2 UK 8 costy 7 28 i D Ml
RSO0 T A H R 8% g S B ek A O, U I 2 B A
3.4 RUWAK
Bt BRI B S5 R 3 ANTT A5G (1) ISR R TR s EANRAN RGN ER;(2) Mg’
23| W2 F 7 R R (3) R AR v Rl R R B A A T A Moy 1 R I A X FRATT A
Sheyner %5 A A£ESCHR[2, 3] 7572 3 AR AL IR e EAT I N B84 Ko
IDS :{H,H,AE} > {s,d,b}, IDS :{H,H,AA} > {s,d,b}.
AR P18 53R 7 2 5 R NAR 4, ) JAr ks ok 2 ) KR AR AT TR
1, Aa5hEER
ids, =<a, l<a<2, A THiEZIE 7
2, BOKARESERER
T3 A Ak T B R P 05 ) SO AN R () 3o KPR P 85 5 T g 5 R D AR R, AT A A T SR
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FETFHNAR b 06 PR A 15 2 5 L P i L B e L T R A
a, 0<a<l A&gLEHFaEEmmR N
h(AE) = 8
(AE) {b, b1, 2B R -3 P ®)
IR R AT R 5| ke g ) P A R T A B e R IR 6 B e T A SR B R R R A #)
Yk H s+ 2 R e AT o X
depth -1
length ®
p_pos R 7NL R R8T 0O 1 DTk R AL depth SRR T AR 5 A 4R B 7 R R I BRI length SRR KR BEIN
K ZE A B PR B B U RO A
E_Change; = (ids; + h(AE;)) x p_ pos, (20)
Horpids; RS i A7 B AR A IO R EGh(AE;) 3R /R IR 58 028 5 2 P e 2 1 R 5 p_pos; R & i A1
T A7 1 0 TR 55 5038 1) DT ik 2R 4. E_Change; i8R, 32 78 B (1 R Rtk 1 22, R e 11 22 4 T gt B 4
35 RERBTIEIEEIBECKRE
AT 2 3~ S5 45 I ST B SR AR TT VAT VRN IR 8 58, mUB e SO sk AR A R R
j-11-1

TCP _Node, ; = (MD,COST, E _Change,(i, j) = ZZMD[I j,k]x Cost, / E _Change, (12)

1=0 k=0

MRPE 2 (10) AT LS5 BB # i Bah i 42 1 2GR B Y 4§ BT AN I 2SR IR Costy R R i %
i 15 kbW B E_Changey, F 7R 8 k b ok 1 B 2R 3
L RNV IR | HEN ARSI | BT RS I T DR B B AR I 22 AR A Ik 1 Fe Bk R A =X

=111

p_pos=1-

TCP_SSR,, =TCP_Node, ; = > > MD[i, j,k]xCost, / E_Change, (12)
1=0 k=0
HE X5 ﬂ%ﬂ,ﬁé#ﬂt#&iﬁﬁémTE%&TLJ#H”%(B)%?NW@'
TC_SSR== ZTCP SSR, ; (13)

i=1

Horpn RN AL BE N 2 ARSI IS 5 AN | Fon Bl F v AR | 3N 2 RS T A i e T S S T
AN 342 0, j IEAE].

4 FTBIMLE ST

W& 3 FIrm A SR 9 2% PR I5E A0 S I K 55 5 P 5 KRR B AN I 2% 3 DAy B AN o3 B0k 2 BT AE R AR S 1 4%
Web il 55 % BT 45 1) I 57 D3, A R A 25 Linux EHURT Windows S HLAE PR P 350 199 2SI 560 190 45 1) R R 1o Jfe 55 1

W 2.
Firewall
Linux
Internet %
% IDS @
Windows

Fig.3 Topology of sample network
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Table 2 Vulnerability list of example network
F 2 SEIM SR 99 15 &

Information of vulnerabilities Exploited cost/
1D - E_Change/
Vulnerability name Attack type CVE Detect or not
Vi Trust vulnerability Remote user login 1/1/0.5/n
V, Buffer overflow in 1S Remote user get root privilege ~ CVE-2002-0364 2/1/1/n
V3  Remote code execute vulnerability in Microsoft Excel ~ Remote user get user privilege ~ CVE-2006-0031 2/1.5/0.5/n
Vy Off-by-One error in Linux NFS Remote user get privileges CAN-2003-0252 2/1/1/n
Vs SMB driver elevation of privilege vulnerability Local privilege escalation CVE-2006-2373 3/2/1/d
R et P A ST ) et R B Aa) BT s, LT A AR R R R R R A
SSR I SSR SSR SSR
(Level 1) : (Level 2) (Level 3) ! (Level 4)
I

|

|

|

|

D @)
|

|

|

|

|

"
wasay O O—@O—E—0®

|

|

|
sostszstsesy (OH U= E—(0)

L
~
~
~

The 4th path

[

|
(50-51-52-56-58-59) (0 ) (2) © : (3) @®

|

|

(b)
Fig.4 Attack gragh and analysis of attack path SSR of example network
Bl 4 S o0 2 ) ks B R ek s A 1 22 A bR A I

£ P 4(a) T o 1 Bty B g e, s 2 S R FH G35 7 Vo m LAE A Web JIR 25 2% 4% 5 T8 A A A 98 1 Vs ]
PA3RAS Windows T 4L 38 FH 7 BB R RIS AR MG 59 7 7T LAY7 iRl Mysql s, 5505 4 B e 59 1 Vs BB £ 3k
5 Windows Z& 4 A HAS R, 5 R A5 AT I 59 107 i) Mysql %8s R SSREM K578 T 445 31 (1 45 3L 3% 3, Hirh
T 80455 By Matlabt8152 j, 45 5 4t 10 2 22 15X 1 2R 4

& 3 WAL BB AR 4 BN 3 G ARAS AT AR LEv 6 4% 3 HEN 3 Gz A RFS AT Hh AR M
Uy

MR 4 DAAT 0 2% TP A MG 59 PR 2 B IR 2560, 1 71 a1=0.1,a2=0.25,a3=0.45,a4=0.70.5 k5 [-,SSR %I 4354 ) 7]
DARLELAR I A FEAS ) 6 AN B 42 0SSR R4 45 5 an B 4(0) i ik, 3 sbR 7 B B 7 28 75 24 A1 R AR R A M 4%

R A G5 R T I 2% 3 NAN TR (1 2 AR AR 3l PR M 5 o P 2 o ) 5% 2 e W 10— b A S k.
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Table 3 Evluation result of each attack path
F 3 HABEBAR TP SR

. Serial number of node in each path
Path serial 0 1 ) 3 7] 5
Environ&Attack 62.65 | 0 | 45.99 [ 12 | 45.06 | 16.8 | 39.60 [ 18 [ |
1 TCP_SSR 0 5 8.83 11.2025
Result of curve and
surface fitting {{0, —430.3055,2.1693},{~95.0461,15.4118, —0.134},{0.7479,0.1274,0.0009}}
Environ&Attack 62.65 | 0 [ 45.99 [ 12 [ 45.06 [ 168 | 39.6 | 18 [ 39.3 [ 22.8 |
’ TCP_SSR 0 5 9 13 15.3125
Result of curve and
surface fitting {{0,13.9882,2.8170},{136.8889, —3.6354,0.1540},{~1.1044,0.0012,0.0028} }
Environ&Attack 62.65 [ 0 [ 4599 | 12 [ 45.06 [ 16.8 | 44.75 [ 216 [ 39.3 | 222 [ 37.3 [ 23.22
3 TCP_SSR 0 5 7.9 9.125 12.425 13.03125
Result of curve and
surface fitting {{0,~105.5693,3.1348},{~20.1926,6.0706,~0.1869},{0.1511,-0.0652,0.00215}}
Environ&Attack 6265 | 0 [ 12 ] 45.06 [ 16.8 | 44.75 [ 21.6 | 42.78 [ 22.02 |
4 TCP_SSR 0 5 7.9 10.7 13.425 15.15625
Result of curve and
surface fitting {{0,~74.1748,0.3181},{6.6136,4.5731,-0.1134},{-0.0623,0.0388,0.0018}}
Table 4 Result of TC_SSR for example network
F 4 UMLK TC_SSR 45 3
Levels of SSR
1 2 3 4
TC_SSR 5 8.407 5 12.95 14.093 75
5 v &

AR SCAERT N CAE R SRR 3R T — PR 48 I 55 1tk 20 A 15 B0 Beh L 38T 22 A RS 30 9 4% 22 4
fli B2 L (SSREM). 546 #6t BS7799,CC %5 b i 11 V¥ ik J5 12 AN [7], 1245 78 1) FH 1K) A 3 28 4 A 1) &5 SR 5 AT ks P 1
I3 MR J5 AN R), AR SCH 1K 510 B A8 AN J2 UK X 4% 22 A PEAE H DPAN AR SO 2 B2 DTk /e T 32 T B Mg
55k 23 M 45 TR 55K H b v O DT £k AH 45 B JEAT 0 8% 2 A VP A 1) 7 5, S N7 1 3 T I 08 DR 2R ) I 8% Dt A58 2R 2
H T ARSI 2 ARSI R B NE &, 45 T 22 ARSI K1) 43 5 72 R0 1 8 2501 S it Bk

SCHSEBISE I SSR MR 7 AR AR KRR PRI T LATE S AT T AR 40560, 5 B 1D 190 448 22 A VP AL 75 AR
P15 DUEAT P 2L A 5 AT 1K 1E— 2D 90 22 A R AR 3R 43 IR AR A, R A0 STl 385 S AN [ g 2% 1 o) LU VP Ay
HE—2P 80 UF SSREM #5570 () A7 Rk A i ok

Buft ARt RTINS ARG T ORI SR [RIAT LS TR AL 4 4 A ) 27 0 22 I 7 i
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