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Abstract: As Internet bandwidth is increasing at an exponential rate, it’s impossible to keep up with the speed of
networks by just increasing the speed of processors. In addition, those complex intrusion detection methods also
further add to the pressure on network intrusion detection system (NIDS) platforms, and then the continuous
increasing speed and throughput of network pose new challenges to NIDS. In order to make NIDS effective in
Gigabit Ethernet, the ideal policy is to use a load balancer to split the traffic and forward them to different detection
sensors, and these sensors can analyze the splitting data in parallel. If the load balancer is required to make each
slice containing all the necessary evidence to detect a specific attack, it has to be designed complicatedly and
becomes a new bottleneck of NIDS. To simplify the load balancer, this paper puts forward a distributed neural
network learning algorithm. By using the learning algorithm, a large data set can be split randomly and each slice
data is handled by an independent neural network in parallel. The first experiment tests the algorithm’s learning
ability on the benchmark of circle-in-the-square and compares it with ARTMAP (adaptive resonance theory
supervised predictive mapping) and BP (back propagation) neural network; the second experiment is performed on
the KDD’99 Data Set which is a standard intrusion detection benchmark. Comparisons with other approaches on the
same benchmark show that it can perform detection at a high detection speed and low false alarm rate.

Key words: intrusion detection system; network behavior; neural network; distributed learning
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Table 1 The testing result of circle-in-the-square
% 1 Circle-in-the-Square i 45 5

Distributed learning ARTMAP BP
Number of training 518~621 1x100~1x100000  5000x150~5000x14000
Accuracy rate (%) 96~98 88.6~98 90
Number of neuron 91~196 12~121 21~401

2.2 KDD CUP’99

1998 4F,MIT Lincoln 525 % 5 DARPA S AR T AR R G VA 1% R4 2 — 2 4 e FE ML
25 R0 199 &5 3 0 P 49 T AR R B $ic 8 22 .KDD CUP’99 i DARPA #241Lf 9 /& tepdump $icdi i3t 47 T 3& 24
At PR FHRF AR S 5L, 143 21 K 2 700 J5 453 He il 53¢, S A5 R B e il sk Se 28 I I 2R B 22 601 4 999 000 4 3% 4%
SR BNt 42 AN B R LR I P S — A PR IR 12 4% 10 TR I T I A AR AT Ny X e NARAT
A I 4 K2K:probe,denial of service (DOS),user-to-root (U2R)#1 remote-to-local (R2L). 4 3¢ LA 52 4 Il 25 % 45
10% 1 B4 1 42 A1 2 VI 2 Bt 12 5500 4 3k 494 019 4338, P IEH AT 241 5% 97 276 45, NRAT A i 5% 396 743
2 NARAT Ry S 22 0 D A A FH A b TR 0 Sk A A A 12 B AR L 311 029 4k i i, Mo, I AT 2 i 7k 60 593
4 NAZAT I sk 250 436 45, NAZAT A9 3L 37 Bl ix 2 NAZ AT Ay h A 2 I R Bicdts v 1) 20 Bl ONAZAT g A0 17 Bl 2k
K b R LR AT .
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221 HdEaben

KDD Cup’99 4 fE 5 45 10 36 11 42 AN @2k Bk s 5 — AN BASE JE6 7 B fF 528 = A0 34 Mk 48 & anflag
JE AP S AR I 11 FPFRIR:SH-1,RSTR-2,0TH-3,50-4,REJ-5,52-6,SF-7,51-8,53-9,RSTOS0-10,RSTO-11. 7¢
AR AR R A BEAR R, & 1 gFAR IR R 5 B A E LR

A={AA .. A} (21)
A 0 T i) B Do %, B AT NI A8 o A N AR X A
X={Aq,....Amb1,...,.b0-m} (22)

B AN AR AT n A @k L s m M AR

T 3% 845 B Minkowski 5 28 2 [y, AT AR I — 4k 5 B A (0 T4 5 AR B T B R L AL
K F 28 Bl Hamming i 5 1) J5 i oh 8 15 55 A8 By AN A — AN B, 117 A 5 Ml B AL (001 468 0 ) NORE 12 445 45 ) 2
AR —AFRE, IR x = Ak €1,..., ), T

_y 1=
IX -y =1 c (23)
Horp o I NFE S X I FREA R A B ()
¢, = num(A") (24)
C oA N 2 ) 8 R
C= izg:num(Aj) (25)
i=1 j=1

N2 2] 1O HO B ey EKs n 1.

i B3R 7 T SR AR B Minkowski B B, 75— AN UIZRRE A (K 785 A8 AR AR U A W24 31k A )
K2 K40 22 TON S AR A A, R I 3279558 T 31k,
2.2.2 VRN

AR ST W 28 &0 TR ARG Wl 485 SR 1 s s T L3 2, 0 v i R O 40 O A R DR (N R AR DR I AN 1R false
positive, i Bk FP)FI1 6 (15 4R (& N =2 1R T, false negative, faj Bk FN); vl 0 7 49k 16 (R ONAR AT R ST Ik ol N
1% true positive, & Fx TP)FI 1 [/ (IF 47T J9 FI W74 1F 5 true negative, 5 A% TN).

Table 2 The recording format of detection result

2 RIS R R A%

Detection result
Normal Intrusion 1 Intrusion 2 Intrusion n
Normal TNOO FPO1 FP02 FPOn
Intrusion 1 FN10 TP11 FP12 FP1n
Actual behaviors | Intrusion 2 FN20 FP21 TP22 FP2n
Intrusion n FNnO FPnl FPn2 TPnn

EX 2. }xﬁﬂﬁﬁ'ﬂiﬂﬁmﬁmﬁ%%m:T“/iRij,EEF',T“%J% 2 WP AT i FEAEAT RS URAS AR LR Ry

j=1

e 1 RAT N i FEAEAT AT o A SR I AL
RN 3. AT EREINA PR =T,/ TRy, Jooln T 2 o7 i £ 474081 AT SO0 2 00, Ry

j=1

hEE 2 AT R T FTAES AT Ay § BT AEAT RS I AR
TEX 4. NAZ R F 4 04 I 2 DR(detection rate) Ayt il th (9 ANAZAT A $0 5 FrG NMRAT W B2 W B ¥ 3K 2
i I ER A fE (n+ L)< (e DFERE R DR= Y SR, /Y R,
i1 i=0 j=0

EMX 5. AR RLE %4 % FPR(false positive rate)h IEH B 5 0 NB B 5T 15 W &%
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B W 4R 2 P10 SRR OR, FPR = znjFPOi/(znj FPOi +TNOOJ.

223 ZEER

h T BRI R ) R R, 1 S 0G 494 019 S UIZREE 5 B 50 £y, 4 IR 4R P S IR U 48 10
000 £ i kRl 40 24 L4y 3 5 — BBt 75 4 019 i s BRI 43 n) SR 47 27 =), o0 A 2 =) 509 MATLAB
95 T R =0, 1 ARURE [T BRAE 9=0.1.2% 3] 45 B4 2 R 3 Fiors, B R R AR bR 36 s 58 J LB 3l 1 2 AR AR
TR oL B 3 PARFR R RAT S R

140 12
”
120 1 10 H‘ 4
100 8l o | ’\ .
80 f\ | | '
6 | k\‘ | \ (FI
60 || | ’ | H‘\ 1
- 4kt || -l AT
40 s [ ol IR
‘U | [ | | \f ‘ I
e T 28 | 4 N
20 \ \[ﬂﬁ @ | S o O
0 L‘ o o ® ‘“'ui 0 . . . .

0 10 20 30 40 50 0 10 20 30 40 50
Fig.2 The number of neurons of Fig.3 The number of behaviors of
each corresponding slices each corresponding slice

B2 RSB BRI 2 a3 Rl 28 e B K3 RS EE B R n B 14T A kSR

H1 B 2 FHIEL 3 AT LUE W A 48 T IR RUBERIAT by Aol SIS IR 23 A He A — B0, 2 2] 5 B 0 e = 1 300 P AR A,
Frh,18~36 B di Ml 43~46 Dl o429 smurf Jrah (0 5%, IR AT A AR EON 10 P20 2~5 4.
TE S35 2 25 W Bl EdEAT 727 o0 B J5 RARIRAEAE 479 A PP oo,

224 Krdas R

1R H e 4R vh AT 37 B NARAT O, 1 2 K e AT R BIAS IR R RS

Probe: {portsweep,mscan,saint,satan,ipsweep,nmap}

DOS: {udpstorm,smurf,pod,land,processtable,warezmaster,apache2,mailbomb,Neptune,back,teardrop}

U2R: {httptunnel,ftp_write,sqlattack,xterm,multihop,buffer_overflow,perl,loadmodule,rootkit,ps}

R2L: {guess_passwd,phf,snmpguess,named,imap,snmpgetattack,xlock,sendmail,xsnoop,worm}

SR BRAT L IR 1) ZR GEihAT DU, A 0 &5 AR L 3% 3.

Table 3 The detection result based on the benchmark
Fz 3 AT WA AT 5 R

Detection result
Normal Probe DOS U2R R2L TR (%)

Normal 58 273 376 232 810 902 96.2
Probe 334 3317 304 3 207 80.9
. DOS 5974 576 223 588 755 560 96.6
Actual behaviors | op 175 26 20 24 4 9.6
R2L 14230 5 5 185 141 0.1

PR (%) 73.8 77.1 99.7 1.4 7.8

ekl 45 2R 5 KDD99  5E € AR IIE A1 BA 1) &5 JAE L A2, A SCRT I 43 A1 3% 21 536 Normal, Probe i1 DOS ) £
N RFREIN 3 15 R 5 30 A [, (EDG U2 RATR 2L PR ASL ) 2 A AR FEARAS 5 326 U2RARITR 21 FAYASE il 36t 38 3
i A, 5 2 5t R 2 SR PR AT D b5 JEA AT DA A LR A B i 2D, I VR AT RO R [0 R, AT 22 B )
IEFEAT R A3 AT 2% 2 0710, KDD'99 35 46 i 9 44 S Ho A R 7 v Pt DRAIFPR 45 5 41 -3 4.
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Table 4 Comparison with other approaches

R4 AFSFALNNERE R LLAL

Algorithm Performance Detection rate (%) False positive rate (%)
Winning entry 91.9 0.5
Second place 91.5 0.6
Best linear GP—FP rate 89.4 0.7
Best GEdIDS—FP rate 91 0.4
Distributed learning 91.7 3.2

PO 28 FHLASS N AT 5 PR DB 30 K, R T A v N AR S 3R G 1) 5 A0 0 v iR AR AR 20 A Ak B Ay B )
TR H R A L Sk BRUAR R U G AR SCER TR T A 2 2 8 AR AR I B R R R B AL 43 b e
B ARG 4 R L ST IR0 28 W 208 SR AT 2 2 B J AT o 4 o 2 S 45 B B 28 5 SR O T e IR U PR A s i S 3
T 2 (14 ) F, A SR HE T 20 A1 XU B /MR BT R Y (W, ), IFAIE W T 40 A 3K 2 S 7R S T 1 DU J D) S o
R circle-in-the-square F3EAT T J2 56, 27 4585 1 000 ANFEA Sy 1A% 3 315 43, 51246 2% W1, 56t 23 S 1) A iR A0 Al R adk
AT B0 3] ALK KDD 99 JEvE IR H i 45 (1 5246 v, 43 A 2 2% ST 8070005 494 019 4404 43 1k 50 1y FRAT 2%
SO FE IR AN W48 F T 29 4y BhE 3 S5 I S AR ST ) SR T 53 A et i 2 — AN
TSR B M4 2E S T 5 /N 43 434 KDD Cup’99 Hh#3k)1E J7 #:MP13 IIPERGAMENT softwareiz 1 T
6 AN /N 58 A VT AR AE 2 20 45 SRS ARSI S 56 P SR AN TR 10 2 B0 1 AR B 4 1 4R A B AT 17 B
Bl R LI AR AT S 23 A 32 21065 BB 4T 4 :Normal ,Probe, DOS [ Rl 24 W 5 Hef 5 v AN AT B R AE 6
U2RFTR2L A I 2R L A LA I 7 926 U2RAFTR 2L FR9 G 0 232t 25 i i 6 , = 28 D D 1 3R i B AT 00 5 3 A
AT FI AR LG R AR B0 i 2D, JIT LA G YEAT RO RS 00 S, 23 A 225 S S I ) 77 33— o) A o %of 450 0 4 LA S 2 )
RIS 00 Jo 2 PR BB 23 B AR 3K — ] R ) A 00 700k e o Jag P IS 3 A T 380 R TIG M B 2 =) I 4 R G i P s
EBAT B MU A
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