ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software, Vol.18, No.11, November 2007, pp.2893-2901 http://www.jos.org.cn
DOI: 10.1360/j0s182893 Tel/Fax: +86-10-62562563
© 2007 by Journal of Software. All rights reserved.

RS AES-256 BIHE LT 4A- R AT B E S BRI
kX", EXH, % #

P EEEERE SFCERE 5 A K E P E LR 100049)
AP BB BT R A E K E s R, bt 100080)

Related-Key Impossible Differential Attacks on Reduced-Round AES-256

ZHANG Wen-Tao*, WU Wen-Ling?, ZHANG Lei?

!(State Key Laboratory of Information Security, Graduate University, The Chinese Academy of Sciences, Beijing 100049, China)
?(State Key Laboratory of Information Security, Institute of Software, The Chinese Academy of Sciences, Beijing 100080, China)
+ Corresponding author: Phn: +86-10-88256218, Fax: +86-10-88258713, E-mail: zhangwt@gucas.ac.cn

Zhang WT, Wu WL, Zhang L. Related-Key impossible differential attacks on reduced-round AES-256.
Journal of Software, 2007,18(11):2893-2901. http://www.jos.org.cn/1000-9825/18/2893.htm

Abstract: In this paper, the strength of AES-256 against the related-key impossible differential attack is examined.
Firstly, a carefully chosen relation between the related keys is presented, which can be extended to 8-round (even
more rounds) subkey differences. Then, a 5.5-round related-key impossible differential is constructed. Finally, an
attack on 7-round AES-256 and four attacks on 8-round AES-256 are presented.
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1 Introduction

AES!™ supports 128-bit block size with three different key lengths(128, 192, and 256 bits). In this paper, we
examine the strength of 256-bit key version of AES (AES-256) against the related-key impossible differential
attack, following the work of Refs.[2,3].

Related-key attacks!™ allow an attacker to obtain plaintext-ciphertext pairs by using related (but unknown)
keys. The attacker first searches for possible weaknesses of the encryption and key schedule algorithms, then
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chooses an appropriate relation between keys and makes two encryptions using the related keys expecting to derive
the unknown key information. The complexity of the attack depends on the ability of the attacker to predict the
propagation of the key difference during the key schedule. Related-key differential attacks™ study the development
of differences in two encryptions under two related keys. Impossible differential attacks!®” use differentials that
hold with probability 0 (or non-existing differentials) to eliminate the wrong key material and leave the right key
candidate. And in this case, the attack is called related-key impossible differential attack.

Among the three variants of AES, the key schedule of AES-256 is a little different from those of AES-128 and
AES-192. Let NK denote the number of words of the seed key, thus NK=4 for AES-128, NK=6 for AES-192 and
NK=8 for AES-256. In the key schedule of AES-128 and AES-192, the non-linear transformation is applied only
once every NK word. While for the key schedule of AES-256, non-linear transformation is applied twice every NK
words. Thus, it seems that AES-256 is relatively more immune to related-key attacks compared with AES-128 and
AES-256. The best known related-key attack on AES-256 uses boomerang cryptanalysis and it is applicable to a
10-round variant of AES-2561%1. And the best known non-related-key attack on AES-256 uses integral
cryptanalysis', and is applicable to 8-round AES-256, which needs almost the whole data of plaintext space.

Because of the importance of AES, it’s very necessary to constantly reevaluate the security of AES under
various cryptanalytic techniques. Concerning related-key impossible differential cryptanalysis, there has already
several works against reduced-round AES-192[421011 \yhereas few work on AES-256. In this paper, we will study
the strength of AES-256 against related-key impossible differential attack.

The work in this paper follows those in Refs.[1,2], and starts the attack from the very beginning. Firstly, we
carefully choose an appropriate relation between the two related keys, which can be extended to 8-round (even more
rounds) subkeys difference using the key schedule of AES-256. Next, we construct a 5.5-round related-key
impossible differential characteristic. Using this characteristic, we then present an attack against 7-round AES-256
and four attacks against 8-round AES-256. The results in this paper and other main results on AES-256 are
summarized in Table 1. Compared with the results in Ref.[3], we can also see that AES-256 have a better resistance
than AES-192 using the same cryptanalytic approach.

Table 1 Summary of the attacks on AES-256

Source Number of rounds | Data complexity | Time complexity | Number of keys Attack type
Ref.[9] 8 22" cp 210 1 Integral attack
' 9 2% RK-CP 5x2%2* 256 RK attack
Ref.[8] 10 2™I RK-CP 2 o 256 RK rectangle
7 2°2 RK-CP 2%
8 2> RK-CP 7P
This paper 8 2°* RK-CP 2™ 2 RK Imp.Diff
8 2% RK-CP 257
8 2™ RK-CP 2™

RK: Related-Key, CP: Chosen plaintext,
Time complexity is measured in encryption units.

Here is the outline of the paper. In Section 2, we give a brief description of AES. In Section 3, we carefully
choose a key difference between the two related keys, and present the corresponding 8-round subkeys difference.
Then a 5.5-round related-key impossible differential is constructed. Section 4 gives an attack against 7-round
AES-256. Section 5 presents four variants of the attacks against 8-round AES-256. Finally, Section 6 summarizes
this paper.

2 Description of AES

The AES algorithm encrypts or decrypts data blocks of 128 bits by using keys of 128, 192 or 256 bits. The
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128-bit plaintexts and the intermediate state are treated as byte matrices of size 4x4. Each round is composed of
four operations:
e SubBytes (SB): applyinging the S-box on each byte.
o ShiftRows (SR): cyclically shifting each row (the i’th row is shifted by i bytes to the left, i=0,1,2,3).
e MixColumns (MC): multiplication of each column by a constant 4x4 matrix M over the field GF(2%), where
M is
02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

and the inverse of M is
Oe Ob 0d 09
09 0Oe Ob oOd
0d 09 0e Ob
Ob 0d 09 Oe

¢ AddRoundKey (ARK): XORing the state and a 128-bit subkey.

The MixColumns operation is omitted in the last round, and an additional AddRoundKey operation is
performed before the first round. We also assume that the Mixcolumns operation is omitted in the last round of the
reduced-round variants.

The number of rounds is dependent on the key size, 10 rounds for 128-bit keys, 12 for 192-bit keys and 14 for
256-bit keys.

The key schedule of AES-256 is slightly different from those of AES-128 and AES-192. It takes the 256-bit
secret key and expands it to 15 128-bit subkeys, and SubBytes operation is applied twice every 8 words. The
expanded key is a linear array of 4-byte words and is denoted by G[4x15]. Firstly, the 256-bit seed key is divided
into 8 words G[0],G[1],...,G[7]. Then, perform the following:

For i=8,...,59, do

If (i=0 mod 8), then G[i]=G[i-8]®SB(G[i-1]<<<8)®RCON]Ji/8]

Else if (i=4 mod 8), then G[i]=G[i-8]®SB(G[i—1])

Else G[i]=G[i-8]®G[i-1]

where RCONJ ] is an array of predetermined constants, <<< denotes rotation of a word to the left by 8 bits.
Figure 1 exhibit the key schedule algorithm of AES-256.

2.1 Notations

In the rest of this paper, we will use the following notations: x'

denotes the input of the i’th round, while

X and x° respectively denote the intermediate values after the application of SubBytes, ShiftRows,

MixColumns and AddRoundKey operations of the i'th round. Obviously, x°, =x' always holds.

Let k; denote the subkey in the i’th round, and the initial whitening subkey is ky. In some cases, the order of the
MixColumns and the AddRoundKey operation in the same round is changed, which is done by repalacing the
subkey k; with an equivalent subkey w;, where w;=MC*(k;).

Let (Xi)coiqy denote the I’th column of x;, where 1=0,1,2,3. And (x;); the j’th byte of x;(j=0,1,...,15), here
Column(0) includes bytes 0, 1, 2 and 3, Column(1) includes bytes 4, 5, 6 and 7, etc.
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Fig.1 Key schedule algorithm of AES-256

3 A 5.5-Round Related-Key Impossible Differential of AES-256

We will choose the difference between the two related keys as follows:
((0,0,0,0),(0,0,0,0),(0,0,0,0),(0,0,0,0),(2,0,0,0),(a,0,0,0),(0,0,0,0),(0,0,0,0)).
Hence, through the key schedule, the subkey differences in the first 8 rounds are presented in Table 2, which
will be used in our attacks. Note that the subkey differences can be extended to more rounds and only one more
unknown byte comes forth when one round is added.

Table 2 Subkey differences required for the attacks in this paper

Round (i) AKi col(0) AKicol() AKicol(2) 4K coi3)
0 (0,0,0,0) (a,0,0,0) (0,0,0,0) (0,0,0,0)
1 (a000)  (a000) (0000  (0.0.00)
2 (0000) (0000 (0000  (00.00)
3 (000)  (0000) (0000  (0.0.00)
4 (0000)  (0000) (0000  (00.00)
5 (a000)  (a000)  (a0.00)  (a0.00)
6 (000b)  (000b)  (000b)  (0.0.0)b)
7 (a,0,0,c) (0,0,0,c) (a,0,0,c) (0,0,0,c)
8 (0,0,d,b) (0,0,d,0) (0,0,d,b) (0,0,d,0)

a, b, c and d are non-zero byte differences.
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Throughout the attacks in this paper, we assume that the subkey differences are as presented in Table 2. And
the attacks presented in this paper start from the very beginning, only two related keys are needed.

In the following, we will present a 5.5-round related-key impossible differential as those in Refs.[2,3]. Firstly,
we present a 4.5-round related-key differential with probability 1 in the forward direction, then a 1-round
related-key differential with probability 1 in the reverse direction, where the intermediate differences contradict
each other. The 5.5-round related-key impossible differential is:

Ax"=((a,0,0,0),(a,0,0,0),(0,0,0,0),(0,0,0,0)) —22-"_, A x0 =((?,2,2,2),(2,2,2,2),(2,2,2,2),(0,0,0,5))

The above differential holds with probability 0, where a and b are non-zero values, ? denotes any value.

The first 4.5-round differential is constructed as follows: the input difference 4 x" is canceled by the subkey
difference of the first round. The zero difference Ax, is preserved through all the operations until the
AddRoundKey operation of the third round, as the key difference of the second round is zero. Thus, we can get
Ax; =4k3=((a,0,0,0),(0,0,0,0),(0,0,0,0),(0,0,0,0)), where only one byte is active. Then the next three operations in
the fourth round will convert the active byte to a complete column of active bytes, and after the AddRoundKey
operation with k,;, we will get Axf =((N,N,N,N),(0,0,0,0),(0,0,0,0),(0,0,0,0)), where N denotes a non-zero byte
(possibly distinct). Applying the SubBytes and ShiftRows of the 5th round, 4x? will evolve into A x§ =((N,0,0,0),
(0,0,0,N),(0,0,N,0),(0,N,0,0)), where only one byte is active in each of the four Columns. Hence, 4 xM =((N,N,N,N),
(N,N,N,N),(N,N,N,N),(N,N,N,N)). Finally, after the key addition with ks, we can get Ax? =((?,N,N,N),(?,N,N,N),
(?,N,N,N),(?,N,N,N)). Hence, the input difference 4 x =((a,0,0,0),(a,0,0,0),(0,0,0,0),(0,0,0,0)) evolves with
probability 1 into a non-zero difference in bytes 1, 2, 3, 5, 6, 7, 9, 10, 11, 13, 14 and 15 of 4 xé’ .

The second differential ends after the 6’th round with output difference in any of the four columns
(4 xg’ )coiy=(0,0,0,b), where i=0,1,2,3. Take Column 2 for example, when rolling back this difference through the
AddRoundKey and MixColumn operations, we get the difference in Column 2 of Ax} as zero. Hence,
Ax =((2,2,0,2),(2,2,2,0),(0,2,2,7),(2,0,2,2)). It’s obvious that A x} =4xJ with probability 1. However, we can see
that (4x2), is a non-zero byte in the first 4.5-round differential, while (4x} ), is a zero byte in the second
differential, this is a contradiction.

Note that we can choose any of the four columns of Ax? as (0,0,0,b). It’s possible to get better results by
choosing one column other than others in a certain attack when the values of b, ¢ and d are unknown, this is because
the differential properties of the key schedule algorithm may be used to reduce the key material guess. But in this
paper, we can choose any column in 4x{ as (0,0,0,b), and have no influence on the attack complexity.

4 A 7-Round Related-Key Impossible Differential attack

Using the above impossible differential, we present an attack on 7-round variant of AES-256 in this section. At
first, we assume that the values of a, b, ¢ and d are all known, ie., we have two related keys K; and K, with the
required subkey differences listed in Table 2. We will deal with conditions on the related keys to achieve these
subkey differences at the end of this section.

In this 7-round attack, we will choose the impossible differential in which Column 3 (the last column) of A xg
is (0,0,0,b).

4.1 The attack procedure

Precomputation: For all the 2%* possible pairs of values of the first two columns of x" (ie., (%" )colo) and
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(x1M )coiny) With difference (a,0,0,0), compute the 8 byte values in bytes 0,3,4,5,9,10,14 and 15 of plaintext P.
Store the pairs of 8-byte values in a hash table H, indexed by the XOR differences in these bytes.
The attack procedure is as follows:
1.  Generate two pools S; and S, of m plaintexts each, such that for each plaintext pair P;€S; and P,eS,,
P,®P,»,=((?,0,0,?),(?,2,0,0),(0,?,7,0),(0,0,2,?)), where ? denotes any byte value.
2. Ask for the encryption of the pool S; under K, and of the pool S, under K,. Denote the ciphertexts of the
pool S; by T; and the encrypted ciphertexts of the pool S, by T,.
3. Insert all the ciphertexts C, T, and the values C,€T, into a hash table indexed by bytes 6, 9 and 12.
Guess the value of the subkey byte (k;); and perform the followings:
(@) Initialize a list A of the 2% possible values of the bytes 0, 3, 4, 5, 9, 10, 14 and 15 of k.
(b) Decrypt the byte (x°)s in all the ciphertexts to get the intermediate values before the subkey
addition in the 6°th round.
(c) For every pair C; and C, in the same bin of the hash table derived in Step 3, check whether the
corresponding intermediate values are equal. If no, discard the pair.
(d) For every remaining pair C; and C,, consider the corresponding plaintext pair and compute P;®P,
in the eight bytes 0, 3, 4, 5, 9, 10, 14 and 15. Denote the resulting value by P’.
(e) Access the bin P" in Hy, and for each pair (x,y) in that bin, remove from the list A the values P,@x
and P,®y, where Py is restricted to eight bytes (plaintext bytes 0, 3, 4, 5, 9, 10, 14 and 15).
(f) If A'is not empty, output the values in A along with the guess of (k7)s.

4.2 Analysis of the attack complexity

There are m plaintexts each in S; and S,, which can form m? possible ciphertext pairs (C1,C,). In Step 3, the
filtering is done using a 24-bit condition, thus there are about 22*m? pairs in each bin of the hash table. In Step 4,
we have an additional 8-bit filtering (for every possible value of (k;); separately), so about 2732m? pairs will remain
for a given subkey guess of (k;)s. Each pair deletes one subkey candidate on average out of the 2% candidates.
Therefore, the expected number of remaining subkeys is 2%4(1-1/28)™ in Step 4(f). And for m'=2"°, the expected

number is about e 20=2"2885

, SO we can expect that only the right subkey will remain. Hence, we get the value of 72
subkey bits. In order to get m’=2"", we need m=2% chosen plaintexts in each of the two pools. So the data
complexity of the attack is 2°2 chosen plaintexts.

The time complexity of the attack is dominated by Step 4(e). In this step, m'=2"° pairs are analyzed, leading to
one memory access on average to H, and one memory access to A. This step is repeated 2% times (once for any
guess of (k;)s. Therefore, the time complexity is 2”° memory accesses, which is equivalent to about 27® encryptions.
The precomputation requires about 2°2 encryptions and the required memory is about 2°° bytes.

In the above attack, we assumed that the values of a, b and c are known. Here, the value a can be chosen by the
attacker. The value b is the result of application of SubByte operation, so there are 127 possible values of b given
the value of a. Similarly, c is also the result of application of SubByte operation, so there are 127 possible values of
c given the value of b.

Hence, we need to repeat the attack for all the values of b and c. Therefore, the total time complexity is
multiplied by 2%, the data and memory complexity remain unchanged.

To sum up, the total complexity of the above attack is as follows: The data complexity is 2°2 chosen plaintexts,
the time complexity is 227 encryptions, and the required memory is 2°° bytes.
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5 Four 8-Round Related-Key Impossible Differential attacks

In this section, we will give four variant attacks on 8-round AES-256. All the four attacks presented are based
on the 7-round attack in Section 4. As in Refs.[2,3], the main difference between them is a data-time trade-off. In all
the 8-round attacks, we guess part of the last round subkey kg, peel off the last round and apply the 7-round attack.
In order to reduce the amount of key bits guess, we also change the order of the MixColumns and the
AddRoundKey operations in the 7°th round, this is done by replacing the subkey k; with an equivalent subkey w;.
We use x¥ to denote the intermediate value after the application of AddRoundKey operation with w; in the
7°th round.

If (4 xg’ )caiy=(0,0,0,b), then after the SubBytes and ShiftRows operations in the 7°th round, bytes 1, 4, 14
must be zero. Next, applying the key addition with w;, we can get (4 X' );=(W7)1, (4 X )4=(w;), and
(4% )14=(W7) 14

In order to satisfy the above conditions and make less subkey material guess, we treat only ciphertext pairs that
have certain properties. Take for example, to make (4 XY ),=(w7)s, we only choose ciphertext pairs that satisfy
(4 x? )coi)=(0,0,0,27), where z; is uniquely determined by (4w;), to make the above condition hold, ie.
MC1(0,0,0,27)=((4w7)4,?,2,?). Similarly, we can decide the values of two bytes z, and z;,, which make
(A7 )1=(wy); and (A% )14=(W7)14 respectively.

The attack can be performed in one out of four possible ways.

The First Attack  Guess all the 16 bytes of kg, then peel off the 8’th round, and applying the above 7-round
attack.

Here we can use the differential properties of the key schedule algorithm. The value of ¢ can be determined by
b and (ke)15=(kg)11®(Kg)15. Hence, we only need to repeat the attack for all the possible values of b and d
respectively.

Here we require m'=2"2, then the probability that some wrong subkey guess remains is about 2%%e 2%6=2-%04,
Therefore the expected remained data is approximately 273%21%6=2"1%8 thys we can expect that only the right
subkey will remain. Hence, 2% chosen plaintexts is needed, and the time complexity is 22x273x21%8=221%
encryptions, and the required memory is 2%° bytes.

The Second Attack Guess bytes 0, 1, 2, 3, 4, 5, 6, 8, 9, 11, 12, 14 and 15 of kg, partially decrypt these bytes
in the last round. These subkey bytes allow us to partially decrypt the last round in Columns 1, 2 and 3. And treat
only ciphertext pairs that have zero difference in the remaining 3 bytes (before the key addition with kg, the same
below). This condition allows us to use 2724 of the possible ciphertext pairs. Then the difference A Xy is known, we
first check whether the difference in byte 0 is z,. This filtering is done using an 8-bit condition. Thus, the remaining
ciphertext pairs satisfy the condition that byte 5in Ax{ is zero. Next, calculate the difference in bytes 4 and 14 of
AxXY and check whether it equals to (w-), and (w;)14 respectively. This filtering thus makes bytes 4 and 6 in A x°
zero too, and uses a 16-bit condition. Then, guess byte 11 of w; and continue partial decryption to find out whether
(4 x2 );=b holds, which is done using an 8-bit condition. After this filtering, the remaining ciphertext pairs can be
used to discard the wrong subkey guesses as in the 7-round attack.

In this variant of the attack, we guess a total of 112 subkey bits. And a portion of 27 of the pairs can be used
in the attack to discard the wrong subkey guesses.

Here we can use the differential properties of the key schedule algorithm. The value of ¢ can be determined by
b and (kg)15=(ks)11®(ks)15. Hence, we only need to repeat the attack for all the possible values of b and d
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respectively.
Choose a structure of 2% plaintexts which differ only at the eight bytes 0, 3, 4, 5, 9, 10, 14 and 15, and having
all the possible values in these bytes. Encrypt it under 2 related keys each, which is equivalent to 2%° chosen

2?7 pairs of plaintexts. About 1 structure is needed to get 2"

plaintexts. One structure proposes about 2%4x2%x1/2=
data pairs for every guess of the 112 bits in the last two rounds, which can be used to delete the wrong subkey
guess. Each pair discards one possible value for the eight byte guess of subkey ko, on average. Therefore, the
probability that some wrong subkey guess remains is at most 2%%e™2822712°, Hence, the expected number of subkey
suggestions is approximately 2712°2112=2-8 Hence, with a high probability only the right value remains. The data
complexity of this attack is about 2%* chosen plaintexts. The time complexity is about 2¥4x27*x2112/25=21%1 and the
required memory is about 2% bytes.

The Third Attack Guess bytes 0, 2, 3, 5, 6, 8, 9, 11, 12 and 15 of kg. And treat only ciphertext pairs that
have zero difference in the remaining 6 bytes. This condition allows us to use only 27 of the possible ciphertext
pairs. Then the difference Axg is known, we first check whether the difference in bytes 0, 7 are z, and z;
respectively. This filtering is done using a 16-bit condition. Thus, the remaining ciphertext pairs satisfy the conditon
that bytes 4 and 5 in Ax$ are all zero. Next, calculate the difference in byte 14 of Ax;' and check whether it
equals to (w;)14. This filtering uses an 8-bit condition. Then, guess byte 11 of w; and continue partial decryption to
find out whether (4xC);=b holds. This is done using an 8-bit condition. After this filtering, the remaining
c i p h e r t e X t
pairs can be used to discard the wrong subkey guesses as in the 7-round attack.

In this variant of the attack, we guess a total of 88 subkey bits. But only a portion of 27% of the pairs can be
used in the attack to discard the wrong subkey guesses.

As in the first attack, the value of ¢ can be determined by b and subkeys guess of kg. Hence, we only need to
repeat the attack for all the possible values of b and d respectively.

About 2% structures are needed to get about 2’* data pairs which can be used to delete the wrong subkey
guesses. Hence, the data complexity of this attack is about 2% chosen plaintexts. The time complexity is about
214X271X288/26:2167.

The Fourth Attack Guess bytes 0, 2, 5, 8, 11, 12 and 15 of kg, partially decrypt these bytes in the last round.
And treat only ciphertext pairs that have zero difference in the remaining 9 bytes. This condition allows us to use
only 2772 of the possible ciphertext pairs. Then the difference 4 xg is known, we check whether the difference in
bytes 0, 7 and 12 are z,, z; and z;, respectively. This filtering is done using a 24-bit condition. Thus, the remaining
ciphertext pairs all satisfy that bytes 4,5,6 in AxZ are all zero. Then, guess byte 11 of w; and continue partial
decryption to find out whether (4x2),=b holds. This is done using an 8-bit condition. After this filtering, the
remaining ciphertext pairs can be used to discard wrong subkey guesses as in the 7-round attack.

In this attack variant, we guess only 64 subkey bits. But only a portion of 271%

of the pairs can be used in the
attack. This leads to a relatively high data complexity, but to a lower time complexity.

The value of ¢ can be determined by b and (ke)15=(ks)11®(Kg)15. Hence, we only need to repeat the attack for all
the possible values of b and d respectively.

About 2*® structures are needed to get about 2’* data pairs which can be used to delete the wrong subkey
guesses. Hence, the data complexity of this attack is about 22

214X271X264/26:2143.

chosen plaintexts. The time complexity is about
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6 Summary

Using related-key cryptanalysis, better results are achieved against the reduced-round AES compared with
other traditional cryptanalysis approaches up to now. This fact reflects some weaknesses of the key schedule
algorithm of AES.

In this paper, we studied the ability of AES-256 against the related-key impossible differential attack. Among
the results, we give an attack against 7-round AES-256, and four attacks against 8-round AES-256. The carefully
chosen related-key difference makes our attack start from the very beginning, not from the third round as in Ref.[2],
which reduces the attack complexity by a factor of 27 at least. Also the key schedule is used in key byte guessing to
reduce the time complexity. The results are summarized in Table 1.

We have conceived and tried to attack 9-round AES-256, but failed. As the subkeys difference presented in this
paper can be extended to more rounds, so more research is anticipated on AES-256 against the related-key
impossible differential attack, perhaps 9 or more rounds will be reached.
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