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Abstract: A new edge sampling approach called the ‘Router’s Vector-Edge-Sampling (RVES)’ is presented, which
is simple for PPM (probability packet marking) to be implemented and deployed. In the graph model, vertexes are
denoted by network interfaces instead of routers, while edges by vector edges instead of traditional ones. With
better simplicity of implementation and flexibility of policy deployment, RVES features effectiveness for
Distributed Denial-of-Service (DDoS) attack reconstruction. PPM technologies based on traditional edge sampling
are still applicable. Prototypes have been deployed in the Internet and experiments prove the effectiveness and
feasibility of RVES.

Key words: IP traceback; PPM (probability packet marking); DoS (denial-of-service); DDoS (distributed

denial-of-service); network security
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LT 45 G KRR (R ML R A FRAC B AR P38 158 £ DoS Tl it s OV, i 4 DL — 5 M 6 B0 0 BB 4T b e, b ic
B TS B A AT R WA A AR 6 ph o i) il B Bk A2 I by adn DA R 3 B e A I 8
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Fig.1 Traditional edge sampling for IP traceback technology
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Fig.2 Marking router and vector edges
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Fig.3 Router’s vector-edge sampling for IP traceback technology
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2.3 FRICIERYIETE

Bedi aAric B RS fE BAE T 1P Sk AR SO IPva ¥ 20108 Sk o mT i ) 10 5 BEEAT 437

S 190 46 AT ASE] 0.259% [ B8 £ 1T BE 2 P B0, DR BIF 9N 5% K 22 K0 3 TR 0 A o U B4 £ () 1 D3
FFlagsT Bt b 45 45, FAT TR FH SCHR[6, L1 M 5 A A IPSK I Hp 17 437 28 i) A7 b i A5 Bl At bl s ] 4 1, B
T FRIRECR AL 1 1Dk (16bit) F1 T T3 F IR Flags B W 5 A (Lhit) (B 4 1 ID“E B fOffset By 2 [ 3 i &
Flags¥ k).

SCHK[8,14,15130 A TOS(type of service)Isi n] . FRATAE FLIE R EEAT (1 T S0 HL 5060, S 06 &5 36 W TOS K
Flags 7Bt o 2 7+ Offset™7 Bt J& A it it {5 15 o 1), 45 WO 354 60 I v Jod G il B8 by 88 0047 % R B B it B R
17 B B4 2 T R T B 450, T AN i DR L 2 1 1 5 1 D9 800 15 AR PR Sk o — S8 2 BEB LR A FRATT I8 O s 56 K
I AE DS 43 52 WA I I TCP/UDPEURE % . 2 4K, 1 R BETE 1P Sk v 4R 31 B8 2 A7 it 2% ) SR A7 fifs 45 )5, U2 T
KRR IIPPMI K5 5 A 3 K A SCAE TIPSk i) 17 7 2% Il A7 bR e B (L IET 4 Rt 1 5% 58 49).

4 bit| 4 bit 8 bit 3 bit | 15 bit
Ver | HLen TOS TotalLen
1D ™ J Offset
TTL [  Protocol Checksum

Source IP
Destination IP
Destination IP

IP options

Fig.4 IP version 4 header format
4 1Pv4 k%
24 RiEER
B2 BRAC 2 1A () PR A1, T R IO PPMAE R — MK — 4% B4bitity 147Kl 43 g 25 T hric Fr BeSL A SR A
1 8 v By s B bR e A B Btk s 181 5 s,

3 bit 5 bit 8 bit 1 bit
c Distance edge;i[c] flag

Fig.5 17bits marking information format
5 17 fikridfs Bk

CHMH 0~7 IR R AZIU I S LA B

Distance: #{ 1~31, 37~ ic 2 b 4 2] B AR HLEE 2.

flag: M1 0 =% 1.24 flag HY 1 It} m L EER A CARiC AL,

edge;[c]: % M %R, % fe i edge; 1 B AN 1/8 1 BHAE B, K &0 8bit.

“OR A edge 2 BT LI £ 1 AR R B 28 R AN 9 45 452 11 S FH Sy M) B EEAR 1T 1 ) B2 EATT Y 64 47
IPHHERT 38 K (IPin, IPoue), B “ 25 B 121 7edgei=(Sin: Sout) =(1Pin, P out). A< SCHIF I 4k T+ 4 B i1 " R AL M PPMEL A, 1A 1L,
Frac Bt 4% AE AL T AN edge ZUE, 7T L HHT AFRIC A, T A 75 BAG AL G120 SRAE " RAE 25 5K HUAH 418 2% £h 4%
bk SR BEAT &R RAE AR

FE4TH R 64bitf KR (1P, 1Pou), BRI, A 1/8 7 Befs Bk

edge[c] €{g, IR.[0].g, IR [1.5 1R.[2]g, IP[3]5 1P [OLg, 1Pouc [t g, 1Poui[2]:r, 1P [313-

25 B %

IP 38 B 43 b il S R0 A SRR PR AN 4

ARG RVES J7 3 v a0 (00 B -5 4 G832 KA v 3 B AN TR) A% 8 T3 130 I TR AR AR K &
% H 2% RVES 773007 58 SCTE B H 28 P40, T st 1 2 B30 60 28 3o A ik B e 10 0 79 1 T 8 22 10 (i) A i i
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i 2% 2L B O T B 0 AR A R TR 28 RN LRI EE I, D 08 2 £ A A i A2 P Bob i 7E 80 b iR 4t i
KA DG AR A0 % R A R R ik K P 5 AH AT B b 2 B A D — 4500 R R PR AR D SR A R], A
SR TR TUT- 2 A R 1) B A SO A VA TR AR 2
Fradd FESLvE IR
Marking procedure in router R, on one of R’s network interfaces S;, set q;[0,1]
for each packet P into R, generate a random number pe[0,1]
if u<qg; then
set (P.distance,P.flag,P.edge)<«(0,1,j)
for each packet P outfrom R
if P.flag==1 then
{if P.distance==
P.distance«1
i«P.edge
get edge[c; j] from already known 8 segments of (IP;,IPj)
P.edge<—edgel[c; ;]
P.c<—c;j j++(mod8)
else P.distance++

}
RPN /(I
BN T8 O B A D 6 9 286 P9 2K 7 210 0 B 42 R B R [R] — 434 1) /8 43 S AE N JEHp (W8] 6 P ).
Distance Edge[0] Edge[1] Edge[2] Edge[3] Edge[4] Edge[5] Edge[6] Edge[7]
1 rolPnl0l g AP g IR.[2] IR, [3] r-IPoutl0] g IP[l] g WP [2] g 1P [3]
0 RO R P2 o P8 | [ dPu0] P o Pu2] g P[]

Fig.6 Marked packets storage format at the victim
K6 Bifi HbrAL B brid fL A7 ff ks X
PR 7 ik AR U P A 18 43 Fr B SCRRAE A i) IP Mkl #E DDoS B i, 5 A0 R BE 8 F1 4 7 5 I AN
R k2, 25 B8 % ER 0 0 T DA S B A7 T A AR B AR R o SR
for each packet P, according to the Topology Graph G'
now there are o marking routers taking part in the marking process at the same distance d
i«P.c, d«P.distance,
{if i==0 then
{if all savedEdge[d,/].ip[0]!=P.edge p<[0, 1], then
create newEdge[d, o]
newEdge[d, a].ip[0].addr«P.edge
newEdge[d, a].ip[0].count«1

at++
else if savedEdge[d,A].ip[0].addr==P.edge, then
savedEdgel[d,/].ip[0].count++
}
else {if savedEdge[d,].ip[i].addr==P.edge
then savedEdge[d,/].ip[i].count++
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if all savedEdge[d,/].ip[i]!'=P.edge
and (savedEdge[d, ].ip[0].addr,savedEdge[d,].ip[1].addr,...,savedEdge[d, 7].ip[i—-1].addr,P.edge) e G"
and (savedEdge[d, 7].ip[i].count==0),7<[0,a—1]
then
savedEdge[d,y].ip[i].addr«P.edge
savedEdge[d, ].ip[i].count++
if all savedEdge[d,/].ip[i]!'=P.edge
and (savedEdge[d, 7].ip[0].addr, savedEdge[d, ].ip[1].addr,...,savedEdge[d, 7].ip[i—-1].addr,P.edge) e G"
and (savedEdge[d,y].ip[i].count !=0),y<[0,a-1]
then create newEdge[d, «]
newEdge[d, a].ip[0~i—1]«savedEdge[d,#].ip[0~i—1]

newEdge[d,a].ip[i].addr«P.edge
newEdge[d, a].ip[i].count«-1
1
accept those saved edges according to their counts and G', then present attacking paths
HF RVES 7792, Jo A o 4 4 Bt v DL #5000 DoS Mok 4 4% T 44, T £ Bl % £h #6040 1€ AT LLSZ IR DDoS
B Br A2 .

3 AESH

3.1 fRICEEXTEHE

A G RAE A e 45 75 S AMAC R F S 6 SRR A i B e 8 Mkl P B R HEIRT H L S8 4 1P Mk,
PR ANUAE AT Hash s A5 2 5, A B i oh o8 3 il 1345 R FF 20 B 4T A bad A dibm il 5 Sl A 2%,
H AR e AR AR BRI i ph ol I R L 0 b ik PR

RVES Fric i B 4 8 55 A 1 100 2% 43 1tk BB A% 7™ A% 4256 1/8 40 )7 s i MU b I Mg 4 mT LI o 11 5
W 11D 2 , SRV T B N T A ph 2, 5 T B

32 WiEEHE

TE3E T AR G R A IPPM U 32 AR A LK T AT % HH 2% 2 5 b i W B2 — 454K B8 R 2 Dy d 119 B ok s 42 i o 22

F 5 S SR v s s R B
k-In(kd)
E(X) <—p(1— 0T

Horp KROREF ALY B L 8. p PRI HER, — ik $% 4%~59%0 1% 1) WL, E(X) 5 dik 1F b AE A% 45 7 i,
FH T B 42 1 1R % 1 2% DA ZBUAR S b i, R I P 8 o s 5 T AT 3 B 58 0 R T 4 30 % o B B

RVES 77 VEATI AR A& — il SR AT R R A Ik, 36T RVES 117 PPM FE A4 208 B I BB A8 1 47 A 505 1 =UAH R .RVER
FVPBE R L AEAR IO B th 28 AT AE B d FoR B 38 B8 BEARE D) T 2 /D b i i 35

B VMR R p B AR T L9 58 Bk 2 6 A R 1) RE 0 (L0 5 i B 1 7 ik Ak B DO AR AR ST AR AL T iE
AT DU R — AN B ph 3 1 B9 A () 19 288 22 10 SR IUAN [R) A B 12 20 0. 30X 0 — & 6 pH 3% 1 7l o % ol I8 A2 R 55 3
W& PoE Ho s e 2 SRl . & R E Gl AR il R AR TR e
3.3 I{RFriC RIS 4

3.3.1  hnic i s AR I A I BOL 2 By
A G RAE TR — 6 e F A% 2 SOk Bk B A2 P G ity — AN 0L 85 38 I T R R A 1 2% b 4 11 11
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IPIiLIE, 746 0 B rh s HHAZ s b % 0 T e BRI 1 AN s N b AR A T, DR R 1 22 1
FUIN T i s R AT A0t 2 H D0 ) L LU 4, 8 6 TIPSR B ph 8%, 2 il s I3 1 7 b i 2 I s
I Risa 1 A PN ANIF] HE I DU I IPAR R Ry o 7 35, DU 1 A T A T, T A4 0T HE 4 4 B TP 3 (R 0, R 2) A B
EFRIC A T (Rivy,1,Ri2) IAF B A2 0 AN L[R]3, 1 PR TNIPACR 1% 8% th 4%, 2 B h A8 ZOE I8 7 h A B TR
I 27 20 AN i)

| i } g

Rir11 @ Ris11 @ Ris1.2 @ %

",-"'i' ."‘-_‘. y ‘."‘-‘_. ,,.'"" l g

v nk ¥
N v :

Fig.7 Two kinds of vertex positions in traditional edge sampling to reconstruct false edges
K7 ARGEIRAE R W) 2 P T s A7 45 B H R

RVES JiiALE B G e SO, T A SCAE RS B s 4B 0 b o AN & 7= 2R i) — .
3.3.2  FRici fa A% e A AR bR ic i i A I 7 AR R oy A

A& T SRR T 1R300 R 5 AT e E 38 Y RO B B R AR b I AR AR A B R A 0 2% 1 b i 1 el 2%
FAHABAE RS TC B EH 45 10 B ik A4 3 4 — 4502 RVES HP 130" AE b i 145 R o A Y, ERTIEEAS 2 HE LA o 55 0.
333 FEAEMSHT

Yok 8 bR T8 o B0 6 rp R U5k SR Bek B O BAA 3 25 SR B A N O 38 0 8 1) 7 V2R 43 BT N B TR A
e ARt EE AR P.Alag St I T & 15 24 b ad 0. Oh 3 IR 10 B £ 8 I B 1, 7 AR 1R B E AR
A B AL AR A 3 i N .

RVESHR L B B #5 XTP.flag oy 1 (A EAT FE 250 1 8 4E:(L) MRAR G 2% H AR HLIN, & PRI 8 K T 155
() 10 B T A 25 5 (2) A R RS 0 22 i, AT L ok o b T T L o2 0 88 9 {2 5 0 K S W A b A
@[17].
3.4 E#DoSFIDDoSH EH 47

BT A G RAE” (I PPME A X DoS Tt T 1) 1 %4, 1% T DDOSBL ek U B A5 AR 4F 1 75 7511018 — AR g
T R DR e £ AT eI R RO v 30 ™ i P A ey 4%, B — A T bR ac %t s 12 AR 4Ok R AT ik is
SR Xk ECHCHR 72, AU 55 g I L A A 7] 2L 2 2 T PR 22 Bt s b ac i B, IR AR R HE 1R T 871 288 L e AT
PR () A G PPMSE 125 Savage P S i: i 5 NI 1 (EG 5 10 AR Buai AR 00 ) s At ik 10%Fhel &
Bl A 3% 1 DDoS Tt 3t . Song ™ 7 4 1k Hh SR Hash 5 725 36k S T8 140 I 14 565 50 0 4 4 1) S8, 56077 B0 T T 4 3
{1 190 £ Hashotf 28, 13X £E 70 20 Bl B A 0 1~ sl LA ).

M5z, Savage, Song A B AR 22 47F 78N 53 3903 5 B A8 B F Hash o 25088 BERBE 36 507257 A A s b A5 L A
I /> A R R 43K SR PR IC % o i A TR A T STEAL G S A R ) Hash 55034 e 6 5002, 15 ) I VA A HE R I 3R 47 A
CAE B 52 A S B PSR B BEAT 0 25 Sl A RCRE SR S0 2 I AR 5 RO S A 3% (1 5 .

%) DoS Hrifi, 25 T RVES (1] PPM RENS 122 1K S0ty B 10U R 23 )75 B4R SR AT A i i e o5 10 Mk, DA T AR
MR BT AR

Bt %) DDoS By, il i, =4 Mok 5 AEHT 8 m JRAT n A MG AR N, NS 2.5 1 IAA R LUK Y A SO %R
(K20 P RE AN T AR 4% 2 A B 00 Py Ja AR AT 0 B e A7, A T3 S 17 205 41 K i) AL

4 KEIRITRE
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Fig.8 Network topology of PPM/RVES testing experiments
Kl 8 JEF RVES 1y PPM 51 50 99 45 1 4h

5238 1. Victim={PC3},Attacker={PC1}.
H1 Attacker |1 Victim 43 7)1 & 3% TCP #1 UDP .

1 Victim ZEHURCIP A8 Sk AR ICE A, R b (5 B L I 5 s S S HE 51l

Distance Edge[0] Edge[1] Edge[2] Edge[3] Edge[4] Edge[5] Edge[6] Edge[7]
1 192 168 100 132 192 168 0 253
2 192 168 99 254 192 168 100 131

M F R LLE B R 1SR 8 (192.168.99.254,192.168.100.131)—(192.168.100.132,192.168.0.253) —

Victim.
SEI§ 2. Victim={PC2} Attacker={PC1}.
HH Attacker [ Victim 43l k1% TCP 1 UDP fi..

A Victim A 1P £ 3k v AR C B 0, 4 b 10 5 B I 5 s s SR o 1
Distance  Edge[0] Edge[1] Edge[2] Edge[3] Edge[4] Edge[5] Edge[6] Edge[7]
1 10 0 5 213 10 0 3 252
2 192 168 100 132 192 168 0 253
3 192 168 99 254 192 168 100 131

MR AT LA B i A

(192.168.99.254,192.168.100.131)—(192.168.100.132,192.168.0.253)—>—(10.0.5.213,10.0.3.252) - Victim.

5238 3. Victim={PC3},Attacker={PC1,PC2}.
HH Attacker |1 Victim 437 /3% TCP #1 UDP 3.

£ Victim ARG CARIc B 2, i BL RN B RS (0 23 v SR ER 2.5 49 i A 510, 2 i eh 4 40 1 8,85

HARAE RZ I 5 Ak S HES W F

Distance  Edge[0] Edge[1] Edge[2] Edge[3] Edge[4] Edge[5] Edge[6] Edge[7]
1 192 168 100 132 192 168 0 253
1 10 0 3 252 10 0 5 213
2 192 168 99 254 192 168 100 131

o L H Ak b P ] BUR BRI SR A P 45 B84, 70 ) A2
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(192.168. 99.254, 192.168.100.131)—>(192.168.100.132,192.168.0.253)—Victim,
(10.0.3.252,10.0.5.213)—Victim.

B2 bR b A IR ERE AL BRI AR SE G SUEUR TR 3, % 2 A WU R AR N SR EG T Rl BUE

(1) TERVESJy vt i ict 1 b 25 B 12 o 2 S B % 8 1) b i B8 b 28 0 o, AR Ll B A B R T Ry R IR &
AR Tc v 5 ph i DA B 0 TR 9 2 1 i P 65 P, (LA AR T A S i S B 0 48 7 1) I B G R, % % ]
S Ao R

(2) RVES Frid i B2 A5 i (o9 £ v Ho A 1 5 b 25 i

(3) R 17bit A710 2% A1 & AT 47 1. Rl B FR A B, TOS 35,4 Flags 18 w5 7 LA &2 Offset 3815 505 B34 £, 6 1=
P50 5 o TP 4% o D P B R

5 B %

PPM HARZ AL 4EK IP BRI — A LRI S5 1P Z WU SIAE PPM (4085 I . AR sl
FRAC MR 25 SR S5 AU T e T A% g S ALY ST R A T 07 0 T S0 T 50 AT SR AT S o 0 46 # (R bd R ER A S5 — LU AT T
N BT 3RICE 22 (K ARId 23 8], AN 45 B B TIPSk RE 28I DR Bbs 10 S0 X 2 hm i L I A BE I 3L 552 s W 2% 2
AT e Je A GEILRAHE T IEANREAT N X DDoS H il 45 FE 4.

AL REAE S I 296 AN AT G 3t 77 £ AR AR A0 7 T B o 4 IO BL S 40 1R A e Bt ph 2 RE 08 0 DL P
A et B A, S AT 28 N S 2 A Bl BE A SRR 20 W A G SR 5 VA A7 AR 1A ) 7, 88 H K PR B2 mh PR i B S
) e 25 DA, BT T S pR A ¢ O L TR R RO RVES (5% it 1R AE) 75 25 58 AR T RVES KA ¢

WEFT AR, bric A . SRR R« AR s B L g e S5 AE K AR S .
ARSI S BEAE AT DAREAT 4025 5058 JA A F- RVES HUOG0 e 4 AR B (Kt ik, g AN b S AR AR bac B 4.
RVES Lt A% 4t 5 32 5 H AT RTS8 P LA s T MR o4 SRS T 5 2R 3% P A i R AN M T B kA8 S i A5 KT
WP B A4 AR ST AR IS AV R 95 (L) oA 4k 0 B EL B SC B DoS Mok HEAA;(2) i Bl it phy s 9 0 B Sk
DL DDoS M E k. Se i R W] AR iC A E M ST B . BRIEAT R G5 SR ERA, 0 T H IR R Y Bt e 4% 15 S s Y
20 55 AN 7 A S i R AN S 45 A T T 8% e 2, 3 A S AR T LABIE IR 535 2+ RVES ) PPM. i 14
KA.

BOsH  AEUbVE R OV ASC T AR PSR NG B % A B S U SE I S AR MG K e SR AR R o R s AT
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