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Abstract: This paper aims at proposing an approach that can detect feature interactions through patterns analysis.
The basic idea is to extract the common conflict patterns from the known feature interactions and reuse them to
detect the unknown ones. With this approach, the conditions for conflicts are described using a set of predicate
formulae and the system model is specified in Java language. With the aid of an external tool, all the execution
scenarios can be systematically explored. During the execution of the system model, all the feature behaviors will
be collected and analyzed. Once a conflict condition is satisfied, a conflict report is produced. The approach has
been applied to an E-mail system. The experimental results show that the approach can effectively detect feature
interactions, both the known and the unknown, after handling more than 1 million execution scenarios.
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VerifyMessage , s m.signature ,m.receiver s
,m.signature m , [,
2.2
S ,E-mail R s
,RemailMessage :
(rem@S:rev(m);rd(m.rec);md(m.rec);snd(m)).
rem@S S RemailMessage. m, m.receiver mreceiver
m . VerifyMessage
(ver@B:rev(m);rd(m.sdr);rd(m.sig)).
,ver@B B VerifyMessage. m, m.sender m.signature
23
, RemailMessage m.receiver VerifyMessage
m.signature ; ,m.signature m.receiver
m, F1 m.pl, , F2 mp2, p2 pl
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24

name=modify read_1 conflict

condition=occur(“*(%f1*md(%m.%p1)*)*(%f2*rd($m.%p2)*)*”) && impact(Msg.$p1,Msg.$p2)

Fig.1 The description of a conflict rule
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, (DOWN);

, nextDown nextUp

s

.Feature

:passMessage ;processMessage

passMessage

.processMessage

public abstract class Feature {
ServiceBearer bearer;
Feature nextUp;
Feature nextDown;

protected void passMessage(Message m,boolean direc) {
logBehavior(m);
if (direc==DOWN) {
if (nextDown==null)
bearer.returnOutgoingMessage(m);
else nextDown.passMessage(m,DOWN);
}else {
if (nextUp==null)
bearer .returnIncomingMessage(m);
else nextUp.passMessage(m,UP);
}
¥

protected abstract void processMessage(Message m);

Fig.2 The code of the Feature class

2 Feature

3 EncryptMessage Feature .EncryptMessage
, k m.mark
m.mark 0, m ; m

s ,EncryptMessage

,reports logBehavior ( 2 ).

public class EncryptMessage extends Feature {
protected void processMessage(Message m) {

if (key==null) applyKey();
int k=key.intValue();
reports=new LinkedList();
reports.add(TRANSFORM+“(”+m.getldSring()+)”);
m.setMark(m.getMark()Ak);
reports.add(SEND-+“("+m.getl dSring()+“)”);
passMessage(mDOWN);

Fig.3 The code of the EncryptMessage feature
3 EncryptMessage
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, 1 , u R u 2
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R User
s JPE.JPF
Verify.randomBool()  Verify.random(n) , true  false, 0~n
JPF (],
x=Verify.random(n), JPF X k; JPF X
K. , 0~n Verify.ignorelf(cond),
cond (4,
, 4 User . s configureFeatures R
writeMail . _ S
public class User {
public void configureFeatures() {
if (Verify.randomBool()) {
filtMsg.enable();
Address item=pickAddress();
Verify.ignorelf(item.equals(Remailer Addr);
filtMsg.addFilterItem(item);
¥
else filtMsg.disable();
}
public void writeMail() {
Message msg=Message.create();
if (Verify.randomBool()) {
receiver=Address.createAliasLabel();
}else {
receiver=pickAddress();
}
msg.setReceiver(receiver);
Agent.messageGenerated(msg);
}
Fig.4 The code of the User class to configure features and messages

4 User
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4 FilterMessage ,  Verify.randomBool() true ; S
pickAddress s s Remailer
Remailer s ,JPF s . s
Address , Verify.random
pickAddress
4 ,writeMail >
receiver . Verify.randomBool true ,receiver ( 3.1 ), pickAddress
receiver. User R

Agent.messageGenerated . ,

2.6
5 . Rule N
Rule (listener) (monitor) . R
(behavior trace). , Rule . Rule
> v, YoV , YV > )
$v. s . s
, ,impact(Msg.$p1,Msg.$p2)
pl p2 . , .
5 ,Rule , Msg.sender  Msg.signature,Msg.receiver  Msg.signature,Msg.destination
Msg.signature HashMap . pl p2 g Rule
impact , HashMap
public class Rule implements MonitorListener {
static HashMap impacts;
public static void initializeKnowledge() {
impacts=new HashMap();
impacts.put(“Msg.”+Message. SENDER, “Msg.”+Message.SIGNATURE);
impacts.put(“Msg.”+Message. RECEIVER “Msg.”+Message.SIGNATURE);
impacts.put(“Msg.”+Message. DESTINATION,“Msg.”+Message. Sl GNATURE);
}
public static boolean impact(String iteml,String item2) {
String val=(String) impacts.get(iteml);
if (val.equals(item2)) return true;
else return false;
}
Fig.5 The initialization and evaluation of data dependencies
5
6 . 3 9
SignMessage,RemailMessage  VerifyMessage. A SignMessage s ch A
S RemailMessage , s ch A A , VerifyMessage
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, A 2.2 ,
s 2.3
{{sgn@A:add(ml .sig);snd(ml))
|ch Al
(rem@S:rev(ml);rd(ml.rec);md(ml.rec);snd(ml))
|ch Al

(ver@A:rcv(ml);rd(ml.sdr);rd(ml.sig))
ml(U@AX@R):verif failed}

modify_read_1 conflict: rem@S ver@A

Fig.6 The analysis result of a behavior trace

6
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E-mail . [1].
3.1 E-mail
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, ( ) ,
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W,
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Fig.7 The structure of the E-mail model
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Fig.8 The topology of the client-side (left) and the server-side (right) features
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Fig.9 The architecture of the verification system
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Windows 2000  Cygwin. 1 ,

9
2.8GHz,512M PC
s 1327104 s 30
Table1l The statistics of the result
1
Time cost  Total scenarios  Num. of reports  True confl.  False confl.
71h. 1327 104 30 18 12
11 2
( 3.1 ).
Table2 The conflict rules and the detection results
2

Rules Conflicting features Num. of confl.
copy_modify 1 0
copy_modify 2 0
modify read 1 rem-ver 1
modify read 2 rem-flt; fwd-flt; rem-ver; fwd-ver 4
reverse_transform enc-dec-fwd 1
transform_read enc-rem 1
add_modify sgn-rem 1
loop fwd-mho; fwd-rem; fwd-fwd; aut-fwd 4
alternative path rem-fwd; rem-aut 2
discard 1 rem-flt; fwd-flt 2
discard 2 mbho-flt; aut-flt 2

(1] 26 ,

[1] , DecryptMessage
[1] R [1] SignMessage

DecryptMessage,EncryptMessage
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. ForwardMessage vs. FilterMessage(modify read 2 rule): u@A C FilterMessage
s U@A v@B B ForwardMessage s
sender V@B,
. RemailMessage vs. ForwardMessage(alternative_path rule): v@B ,
Y@R. U@A y@R , RemailMessage vaB B
ForwardMessage U@A, Y@R
. RemailMessage vs. FilterMessage(discard 1 rule): U@A R
X@R. u@A RemailMessage, sender X@R. B ,
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