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Abstract: Adopt the advanced distributed system combined with intelligent intrusion detection technology is one
of the key technologies to be applied in the intrusion detection system. Through the study on grid and intelligent
intrusion detection technology, an intelligent Grid Intrusion Detection System (GIDS) is proposed which deploysin
the grid environment and uses neural network detection technology. In order to realize the load balance between the
detection engines, a scheduling strategy is used based on the resource performance value. In addition, Multiplicative
Increase Linear Decrease (MILD) is applied to alerts aggregation. The GIDS, which fully exploits resources in the
grid and realizes load balance, has high effectiveness in detecting the malicious attacks under heavy network traffic
environment. Experimental results show that the performance of GIDS is good.
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Table1l Configuration of four data analyze engines
1 4
Data analyze engine Processor CPU clock speed (MHz) Memory (MB) Swap (MB)
Pentium 800 1024 2048
Pentium 800 256 512
Pentium 2400 512 1024
Pentium mobile 1700 1024 2048
4 RedHat 9, Globus Toolkit 4.0.1, 4
WebMDS 5 6
8,12,15
LM(Levenberg-Marquardt) (one step secant, 0SS)
IrBP(learning rate BP) Polak-Ribiere BP(back propagation)
Fletcher-Powell BP Powell-Beale , .
S : S : <10’
KDD CUP99,
9 , 1500
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Table2 Confusion matrix
2
Normal Attack Total
Normal 928 72 1000
Attack 87 913 1000
92.05%, 8.7%, 7.2%.
(single intrusion detection system, SIDS) Round-Robin
(round robin GIDS, RR-GIDS)
(Perf-GIDS) . DoS , 3 200
!, 8MB. 3, : CUP
(max/min PL) CPU (average processor |oad, APL)
(max/min AL) (average memory load,
AML) (average response time, ART) (average detection time,
ADT).
Table 3 Results of the experiment
3
Max/MinPL (%) APL (%) Max/MinAL (%) AML (%) ART(s) ADT(s)
SIDS 78.2/69.5 74.3 28.1/10.8 19.3 48.9 137
RR-GIDS 89.7/54.2 71.6 35.2/7.6 185 25.2 18.9
Perf-GIDS 72.1/20.4 43.7 26.0/3.9 6.8 2.2 8.6

© e

http:/ www. jos. org. cn




2393

,Perf-GIDS CPU RR-GIDS SIDS. CPU

,Perf-GIDS SIDS RR-GIDS 58.% 61.0%; ,Perf-GIDS SIDS

RR-GIDS 35.2% 36.8%; ,Perf-GIDS SIDS RR-GIDS ,
22 SIDS RR-GIDS, 8.6

4
, RR-GIDS SIDS.
:1) P2P , P2P-Grid ;
2) , ,
;3) , 14)
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