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Abstract: For the information sharing Peer-to-Peer (or P2P) systems, the document security is an important
metric to evaluate the performance, so this paper concentrates on the optimization of document security in file
sharing P2P system. For the highly autonomous P2P systems, because the document security in P2P systems mainly
depends on two aspects: the security of the documents’ carrier and the mechanisms related to the document, such as
the replica management, the improvement of the document security can not depend on the improvement of the
peers’ security, but rely on the mechanisms related to the document. A query protocol sensitive to the document
security is designed first in this paper. Based on this protocol, the mechanisms related to the document can be
formally described as functions, and the improvement of the system document security can be transformed into the
mathematical analyses on the function space. Derived from the results of mathematical analyses, a set of algorithms
for replica managements are designed, aiming at improving the document security. In ideal situation, this set of
algorithms can achieve the optimization for document security seen from the theoretical analyses, and in realistic
systems, the algorithms can obtain good effects, approach to the optimal level. The algorithms are verified by lots of
experimental results.
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Fig.1 The security model for the P2P document authenticity based on the trust
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Tablel The qualitative comparison of two query algorithms
1
All query Limited query
. . . . . . Trust management plus comparison of
Difficulty of implementation Call existent query algorithm directly authenticity when transmit
Query load More query packages Less query packages
Influence of error in authenticity Small Big
The ratio of authenticity for document response Low High

The ratio of document response

(the ratio of all document response) High Low
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1.2 (DRMAS)

(document replica management algorithms set, DRMAS)

2 s 3

Algorithm: the document replica replicate algorithm (DRRA)
Input: (P,D) /* P is the set of all peers, D is the set of all documents*/
Output: None
peP, deD, teP
p—P:Q(d)/* p send a query for document Q(d) to the system */
/* 1,02, .,0k is the peer sequence of peers passed by Q(d), d is stored at t */

if adopt all query strategy
for qepy,....p2,P1
if the authenticity of d is not lower than the authenticity of q
replicate the replica of d at g /* the authenticity of d is yqt*/

if adopt limited query strategy
d is replicated along the path p,...,p2,p1

Fig.2 The document replica replicate algorithm
2 (DRRA)

Algorithm: the document replica delete algorithm (DRDA)
Input: (P,D) /* P is the set of all peers, D is the set of all documents*/
Output: None
peP, ecE
if e is the periodical event
for deD the life of d is decreased
if thelifeofdis0 deleted

if eis the event detecting d is a inauthentic document  delete d

Fig.3 The document replica delete algorithm
3 (DRDA)
13

' 5

Algorithm: the information filtrate algorithm(IFA)
Input: (P,D) /* P is the set of all peers, D is the set of all documents*/
Output: None
peP,deD,teP
p—P:Q(d) /* p send a query for document Q(d) to the system */
/* Q1,025 --,0k is the peer sequence of peers passed by Q(d), d is stored at t*/
if gk figures that the authenticity of t is higher than some threshold t,
gk sends Q(d) to t
else

gk returns the message of failure of Q(d)

Fig.4 The information filtrate algorithm
4 (IFA)
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Algorithm: the document filtrate algorithm(DFA)
Input: (P,D) /* P is the set of all peers, D is the set of all documents*/
Output: None

peP,deD,teP

p—P:Q(d) /* p send a query for document Q(d) to the system */

/* O1,0,.-.,0k is the peer sequence of peers passed by Q(d), d is stored at t*/

for gepy,...,P2,P1
if the authenticity of d is higher than some threshold t,

replicate a replica of d at g with probability of the authenticity of d
/*suppose the authenticity of d is less than 1*/

Fig.5 The document filtrate algorithm
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Table2 Definition and value of symbols in the simulation platform

2
Description Symbol Value
Total number of nodes N 1000
Total number of document type DN 200
Replica number for document RN 50 (initial)
Time to life for query TTL 10
Power-Law p(k)=k * T 2
The query flood radius r Min (K,5)
4.2
421
3 . S Gnutella
( ) , . 10%,
QSR . s
Table3 Influence of authenticate query control comparing with Gnutella
3 Gnutella
Gnutella without replica Gnutella with replica Authenticate query control
run=10 run=50 run=100 | run=10 run=50 run=100 | run=10 run=50 run=100
QAR | 0.469 0.470 0.470 0.469 0.463 0.475 0.528 0.512 0.527
QSR | 0.193 0.196 0.195 0.219 0.316 0.373 0.047 0.043 0.050
QPN | 9313 9.535 9.563 9.378 7.907 6.325 8.655 8.553 8.634
QAH | 4.545 4.423 4.491 4.347 3.519 2.728 3.556 3.552 3.518
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Fig.6 Comparison of two authenticate query controls
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