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Abstract: This paper investigates the inference problems due to functional dependencies (FD) and multi-valued
dependencies (MVD) in a multilevel relational database with element classification schemes. The algorithms
presented can greatly improve the data availability. To further deal with the indirect privacy violation, the
view-based inference control method is proposed which can eliminate the secure problem brought by multi-view
collusions. The theories of splitting views into the view dependency basis are the foundation of future work on the
view-based inference control.
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2.1. .S , ) © (©) (TS
(0,5 4) :O(object) {04,0,,...,0,};Y(subject)
{S1,S,...,.5};4:00S>SL .
MAC . A(subjects)>A(object).
XML (2 :
2.2. . R(A;,Cy,...,A,C,,TC) . A ;Ci A
;Ci [Li,H] HLiTC Ol (L, H), H Ay ,
2.3. . r(Ay,Cy,...,A,CnTC) , (ag,Cy,..-,80,Cn,tC)
:a,eD;(D; ),.cie[Li,Hi];  a=null,cie[L;,H;Junull,tc>lub{ ¢ilc=null:i=1...n} (lub ).
FD:X—>Y X Y ,
FD:X—>Y ,
. ’ [7,13],
24. : R[X,K] rX R , YeXt[Y] t
Y , r , 1) ter,AeK,t[A]=null;Ax, TC—Cy;Ax,Ck,Ci
—-A;2) ALAeK=Ci=C;;3) AcK=C>Cj,AcX-K.
2.5. : (RC),RA{R[X,Kil},1<i<n, Ari}i<i<n
o RIXK] : RIY]>R,YeX, » 1) tY]=null
t[Y]=null;2) t[Y]=null, ter, t[Y]=t'[K];3) AY)2AK).
2.6. (inference channel): InfCh(H)={XeU JA(X){A(H)AINFER(X—H))&ev3ZeU JA(Z){A(H)
AINFER((ZU{ X} )—>H))(INFER(Z—H)+2)]} . U, ;INFER(X—>H)>¢
o X H* ” z
H, X , H.
2.7. : XY, X Y . AX)=AY),
X Y, XY .
B1,Bs,....BheX,ALAs,...,AneY, lub(A(B1),A(B2),...,ABn)=Iub(A(A1),A(A2), ..., A(Am)-
FD, , 1974 W.W.Armstrong
. ; F FD(F") FD . R(ABC),F={ A—B,
B—C}, FD 43  FD.
?
2.1. F , FD:X—>Y ,
[ub(A(X0),A(X2), ..., A(X))=IUub(A(Y1),A(Y2),....AY})) . Xie X,Y €Y, F* FD
: F* FD F FD ,
, F* FD . , X:X1X5... X, lub(A(X) lub(A(X1),A(X2),...,
A(X)).
1) Yc XcU, Y X , lub(A(X))=lub(A(Y)), ;
X->Y
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2) % XY Yoz . 1Uub(A(X))=1ub(A(Y)),lub(A(Y))=Iub(A(2)),
%
lub(A(X))=Iub(A(2)), ;
3 X2>Y 5y, XY , lub(A(X))=lub(A(Y)),  lub(A(Z))=lub(A(2)),
XZ —>YZ
Iub(A(X2))Iub(A(Y2Z)),
, F F . 0
F+ s ’ i)
, Fc F* .Ullman JD F
Fc
3
3.1 FD
Tzong' FD , ,
311
\ , Tzong!"
) : , NP-complete . ,
,FD , , ,
FD : Tzong™
1) , : i2)
. . :3)
312 FD
3.1. FD-ADJUST.

Input: FD set; relational instances classified over element.
Output: The relation instance in which there is no FD-Compromise and the adjustment minimizes the
information loss.
1) Normalizethe FD set into F¢;
2) Right Decomposition: For each FD in F¢ with a composite right-hand side, i.e., the right-hand
side is not a single attribute, decompose it as follows: Let X—>AA,... A eF¢, then decompose it
into { X—>A;,X—>A,,...,.X—>A}; Let the result of the right decomposition of all FD'sbe F;
3) for i=LtolLy /L, andL;, represent the lowest and highest clearance of user.
4) for eachFD:B B,..B_—>A in F
5) for eachset:T,= To, .8, A (Ucount(*)>1,811:n1,~.-v&m=hm,ﬁza )
if 3JteTy, lub(t( LBu:hl ),--t( LB‘m=hm Jt(Lyog )<
AND 3t'eT,, lub(t'( LB«1=h1 ),..t'( LBim=hm NI Ly i
then Begin
for each t'eT,
WmaX:WBii b, =max{ t/(LEﬁ;:%) ""'t’(LBim:hm '

© PEBREBALTU bt/ www. jos. org. cn



754 Journal of Software Vol.17, No.4, April 2006

/(j=1,...,m), find the element which has the max weight.
t'(Lg b, ) =i+1; /adjust the element’s classification level.
Il d

End
6) Terminate.
1) . 3 )

:2) : 5 for , .
nUNJUIN| : : O(ILIIF|
n|UIN|)’||_| JF:|  Fe i ,
FD-ADJUST , , O(|LI|F[n),

3.2 MVD
321
FD , , Tzong® MVD-ADJUST
, MVD
, Tzong!¥ :1)
i2) , ,
322 MVD

3.2. MVD-ADJUST.
Input: The attributes in relation scheme: UIN={A,A;,....An};
The MVD set in relation scheme;
Therelation instance r in which the classification level is assigned over element.
Output: The relation instance r in which there is no MV D-compromise and the adjustment minimizes the
information loss.
1) for A=A;to Ay
2) for k=1lton
3) for I=L+1to Ly
WA ][ad[11=W[A][ad[1]+-L(A=ay); /initialize the weight
4) find the MV D set’s join dependency:><(S,,S,,...,S);
5) for I=L, to Ly,
RF={tlter,L(A=a)<l}; /R" represents the tuples users can access
R'=pa(7, (R"), 7, (R"),..., 7, (RN)-R'; /the tuples users can infer
6) repeat

Alla][1+1]= i l+1-WAlla ][I} teR';
wiAlladll+t]=  omin {2 +1-wWA 8]l ]} reR';
adjust all (ay,*) to (a,l+1); /“*” represents the level lower than [+1
R'=R'-0,_, (R');
until R' =
7) Terminate.
1) . )

) ’
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: ; i2) : 5
1 |[UIN| n
I O(JUIN[ILIn); 2 IL|
O(JUIN|IL|n). , O(JUIN|IL|n).
FD MVD , T n ) )
4.1
4.1. : P : , S V'
P[S(N=SK(N]=P[S(N=3V'(N=V'AK(],  K:SpV'
4.2. oon V1,Vs,... .V, n ,
4.3. 3 R r, V'=Vy,V,,...,V, V",
Vi,Va,....\Vn , V" =f(Vv). , VA
. V1,Vs,...,.V, ; ,
A V' VA V', A4 , V"
4.2
4.1. 1 Viexy ( K , FD:X-Y),
t X . : V1,Va,...,Vy
: FD:X->Y ,
, (ag u,by U),(a3 UX S) , X a;. FD:X->Y )
u X, S by, S
X. , ,
, X 3 Y (a1 u,by U),(a3 UXx )
, . 1 V1,Vs,...,.V, O
4.2 2 Vkxy ( K - FD:X-Y), t
X , X Y |,
V1,Vs,...,.Vy
FD:X—>Y ,
, (a1 ub; U),(ag UX S) : Y
. ; , (a1 u,b; u),(a; ux u) (a1 uby
9),(a1 uXx 9) , (a1 u,by u),(a; uXx )
, Y , , FD:X->Y . ,
Vi,Vs,... .V, . O
4.3. 3 Vi ( K ) FD:X—Y), t
X , X X Y |,
: Vi Va,....Va )
3, Vixy X Y (a1 ¢c,by €), c
X Y , ,
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, Vi, Va,....Vy ) ]
4.4, 1~3 ViVa,....Va .
: ViVa,...Va 1 , 2
3 , 4.1~ 43 , 1 2
3 , 1 2
3 , ;
: . FD:X—Y,Y>Z F X->Z,
X—Y 1 FD,Y—Z 2 FD. 1 2
) : (%1 uys u)( 1 ), (1 u,z1 u),(y1 U,z S)(
2 ), (X1 U,z1 U),(Xy U, 25 S). S 2.
(Y1 U,z U),(y1 U,Z2 9) : ,
L Vi, Va,....Va . ]
4.4. : 1 2 3
4.1, V1,Va,....Va :
Vi,Va,....Vy
43
R r,
41 FD , ,
4.1.

Input: Relational scheme R, relational instances and FD setinr.
Output: Materialized view dependency basis that are equivalent.
Begin

Security-basis:={};

Insecurity-basis:={};

Normalize the FD set into F;

Delete primary dependency;

For each FD:X—Y in F¢

For each Y, inY

Createview v, ., as/definethe secure dependency basis according to the first condition

Select K, X, Y; From R Where the value of t[X] is unique;
Createview Vv, ., as/definethe secure dependency basis according to the second condition

Select K, X, Y; From R Where t,[ X]=t,[X] and A(t:[Y])=A(to[Y]);

Create view Viyes 85
1

Select K, X, Y; From RWhere t;[X]=t;[X] and A(t[X])=A(t.[Y]);

Create view Visoe 8 /define the unsecure dependency basis

Select K, X, Y; From R Where tuples are not satisfy the preceding three conditions;
Materialize v

KXY;C1’ VKXYiCZ ’VKXYiCB ! VKXYiUC !
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Security-basis:=security-basisu{ Visrer * Vievcz 'Vva.cs} :

Insecurity-basis:=security-basis_{ Visoue };
Return Security-basis, Insecurity-basis;
End.
4.4
1 , FD FD . FD
, ( Fc
: U,
, 3|FcllUI; [Fellul.
: : , (1]
45
4.1: T(A,B,C,D) (A—B,C—D), A ,
r( Uu s )N 1 ).
oo Attribute A B c D
1 ar u| b ul| c u | dg s
2 a ul b ul| c u | dg s
3 ag u | bs c|c u | d u
4 ay u | by c| e s | do s
5 as u|l b s | c3 u | d; u
6 a U | bs s | c ul ds s
Fig.1 Relational scheme classified by elements
1
, A—B, r A ,
1 , A—B B
2 , C-D, r C C1 1 2,
S 2, # 3 : r
C2 3 4, 3, , 3
, 4 , C-D
; ) r C C3 5
) , 6 C
5 D ,
5
Tzong!
FD MVD

, , ( label ) ,
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