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Abstract: Rerouting is one of the main schemes used in anonymous communication systems. In some typical
anonymous communication systems, data packets pass through a numbers of proxies, and then to the end receiver.
So the real initiator could be concealed. However, most rerouting schemes used in some prototype systems are
random schemes, which choose the forward proxy randomly among all the proxies in a system. Random rerouting
scheme requires every proxy to know some information of all the proxies in the system. With systems expanding,
the number of proxies in the system increases, which makes the cost for management higher. Furthermore, its
expanding will increase the delay of rerouting as the distance between some of the proxies increases. The paper
proposes a new rerouting scheme—short distance-prior rerouting, which implements short distance-prior forwarding,
and every proxy chooses a forwarder in its nearby group. The new scheme is applied in the random probability
forward rerouting and definite path length rerouting algorithms. Mathematic analysis and simulation results indicate
that the new scheme can keep almost the same anonymity as the typical ones and obviously decrease the delay of
forwarding. In the new scheme, each proxy only needs to know the information of proxies in its nearby group,
which also gives some support to the research of scalability of anonymous systems.
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HEAfARIL A R Gy K, —F @ F 5 RIE S8 A 1213 2 G 3 RN Ao, B — 5 @ o F 300 P 4R IE X 1A)
PEBARIE, TG RGIERE I RE T Y ER DR ——FEB R AL TR, TN TEIEBML AL
K Rk F R B VTSR B 440 b HEAT REAUEE KBS FE B AR e o 4 R0 L ) E A AUME R 4 K Ae A PR K
PR 69 E ok Fok ¥ B F AT Fe A K4 R A ) TR G R — 0B HIE T e Rk#F 5 k5
AERGFEAALHE LA, R RS T RSLEREFHORETENFHRERAE sl R 5T
REXABL ZGNYT REAFRRET —2 a9l

KR ERRWE LT AR B IRS LR T R

hEE S ES: TP309 SCHRARIRED: A

bt 44 A 2 R L ) 7 Vo e 55 (K03 A G 2 T DA, 18 57 W 85 TS AN LA R SR B Sy ) 3
/R AR B K — 77 B 44 G A (1 — T2 1 0 g A I G X7 1K) B B A5 0% A%, AT S L e % 1 i A
NIEAF B AL S o 8 AR 10 S DR AP B AR A0 PR R G W 44 ST R e DL A4 45 AR 4P (KW T H T,
A 9% W 4 e 4 T A BRI T 5T OB 5 |2 9 45 22 A IE 5T N B3R AR Bk I 45 22 A F SR ) — A T

73

P T RIS 9 10 B 44 T8 45 B A O 9T T, 5 S04 R 7 ot Al IS ) B A4 1 R e B S SO B T —
Lo AT AR R M BE 4 T A B BORT R R R e, i B A AT Sk T R 8 AR B (simple-proxy) ) Anonymizer',
ProxyMate.com',J& T Mix [f] Freedom™,Onion Routing!*>,Web Mixes!®”, 5 T4 #£ 1 Crowds!® Hordes!™,ix &4
R — B LRIET 4 &R

MEEAR F &, H AT 44 & G 9T BRI 4 A AP I, IR R G AN B T 2 A R
(rerouting) B A . 1 78 {3 (padding) B A KN 35 H AR K Ik B[ 44 & 3% P20 ) H 1.1 W E Onion Routing! ! % 4t
R T B BN 2 G A TT A s I BRI B A AR S e A A I e N H e LR AR
A Il 15 19X 5% I 085 85 DR, ] W A Aol 12 P2 0 SR IV 118 B 3R A5 B 8 .

T8 B BRI 10, DR 43 SR (1 o B L o % e ) SR e, B AR T vh e LR B AL £ — AN AT 3 e B A
R e AR LB N, b1 350 53 oA 32 B2 1) ) PE R AR ST, A B % SR SR AT RE S AR K A SR
T PR B 5 43 21 T B o SR, B A3 AT R AT SR A UE BH 7R — A 2 B3 B DL 1% SR W B R LT H
PRAFFE 44 B TR I AR K Hb B AR T T 126 bl 3 A S 1

A1 WA EA R AR S 2 87 I I o SR L B R AT A 3 1 R LI R Sy
B 56 4 524,

1 fAXEYWT R TIER A

FEIX 1 oh FRATTA 21— SR B A4 25 450 o R TR SR 00 A 5 R B 44 R MR AT 0 T LR AL
11 FEREXRT

HI A S R B 3T 1 D7 i R SR h AR B T — 6455 38 1 4t T IR SR S (KU .

Table 1 Symbol description
F1 oy
Symbol Description
1 The event that the first collaborator on the path is immediately preceded on the path by the path initiator

The event that the first collaborator on the path occupies the kth position on the path (Assume the position
of the path initiator is 0)

Hk+ HkVHk+1VHk+2V...
Given that a collaborator is on the path, the probability that the path initiator is the first collaborator’s

PUHL) immediate predecessor
P=(n—c)/n_| The probability of non-collaborator in all members
L The number of forwarding proxies on the rerouting path
P(v) Given that the member on the ith position is non-collaborator, the probability that it is the path initiator
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1.2 FEHEERGE A EKH(RPRR

AT&T [f) Crowds Z 4c' & 341 B 1) JAEDR SC L RE 44 1), RE S 4R fIL 1 44 Web 30 55 AR 45 R 4 b A ik 0t A
P — MR FRAE jondo. X H P & H il SR jondo 78 2414 sRARHR, K 33t =Rk DL M %6 B AL & 26 21 HH AT — jondo. 2
J5, 4% _EEA jondo PAMER i S 5 R 4 N —A jondo I 2 K51 R H 45 Web server, Bl & 45204/ — jondo
MR 2 py R 47 Web server [NHESZ 1-p,.

Crowds R4 F TSI T RILH BE 44 A0 SCHR[8]HH A FH MR A 43 AT 1% 5 vk 0 it 2 2 Mok 15 0 1R B 42 P e A
T ot s B G LT B BE R A B Ak S P(H )RR R TG 44 T RE.
n—p,(n-c-1

randomized probability rerouting)

P(I|H,)= (1)

L n AR T 0 B A B B R G P 1) R AR B R e R T AN p, R B R MEER AT Crowds 113445 4k B 14
Zt bR IR IS K=1/(1—P).

A1 Ho A 4 R 8 R 20t 2 SR BE AL S ¥ 0% 49 17 Onion Routing REEH, {5 % T Crowds M777%,
K H T BB SR A2 1K 5 2.

13 BRKEERH

A7 R J3E B OV S LM R T % 1 1 ik Crowds SR T ME R (1 7 VA e i A% 45 R — jondo i S A%
45 server, BR AL KB & B AT I R X A4S BR AR IC B U AT L 7 B 1 00 T 233 3 G R 3 A A5 7 SR I 2 I T 55
FRAC R X — R AR /).

A7 BRAC P B 44 10 A5 P SR AR R 2 1 P R 045 I K07 SR A2 45 & 1 JH P it i AR B (route_proxy), AX
B J7 NN AR AN AR K (path_length), 2R 5 AEE — 20 SUARERAL 1% 328 R ARIR A path_length 7 1,
4+ path_length N2k 0, U1 AQ TR 2 [FIRFE (1 U7 2K SR % A8 45 T A AR, B B MR R IR path_length %24 0,30
H 0 K H BT 45 BT (Web server).

FHFRE PR A0 M 7 ik O A5 8 T 24 B A2 K5 ke IRF PR 1] 5 A BRI % 3 %6 i (static path-length rerouting, i
FR SKRR) I FE 4 PEfE.
1—p+(1—pk’l)%
— 0 2)

PR TSR FH ] 5 B ) B AR 5 o0 g — P Gl B0 Eh T & R BR AR I B A HLB A e i LR 0 kBT DA R B
1% E R REANME 25 4 A5 1) path_length S k—1,50 A AVERG S T & e R ik

U 1) A0 A2 SR T B AL 2 6 42 K T 1) 5 v ——BE AL % 1 T % FH (randomized path-length rerouting, & B
RKRR), {45 5% T 8 59 3 A AE [y o ] T0) BEATLIBCIEL A A 8 A A E &, WATSARA 1/ (=g + 1) IR R IR k= XA 20
R 2 5 B A B D0 I il R R b, BT 1502 SR B AL 2 A BE LA, B A B B ke (R ARG, DRk
Fa3E T — AN HUE U B& 2 (k).

P(IH,,) =

1

_ k < mid
W (k) = (mid —k +1) ’
1 .
- k > mid
(k +1-mid)*
A mide [k, k], REBE I KT k.
DAL o, T8 B AR K e PR o
plk) =20 3)
D W (k)
k=ky

10K AL A 7 V2 5 AT B AR B R &y MR BRI 0 1,2Y k E[3,20] MU (E, I mid=5,6,7,8 I,
KR & BRI S 20 (MR 4351 52 0.0020,0.0022,0.0025,0.0029.
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2 EEBMESAERHRERR

B 11195 R 065U 5 0622 0 0 28 T 25 A 2 L2 0 e AN T 2530 £ 07 0300455
A OLBHUIR R 7« BT 16 5 64 DL, T ol o e A0 2 51 50 0 0, A0 19 0 1 £ 40 0 R 5
A 19571 8 47 T 40 T 5 A1 B9 0 6 90 0 o T %A AR G L1 7 6 2, 7 P T 980 26 10 55 X 0 A
LSRRI 57 006 A G T 8000 T 5 0 R 5K 6 I RS A T %3 I 318 2 A
U (4 9F 54 St A8 I 1 44 P T 2200 T ) 89,00 B 2 A2 )0 801 A SCHR e 0 6706
02 T B S50 5% 8 544 R S0 T 0 T 6 g
21 JEIEE BN A ER N EA DR

FH R AT %t SR BIE ST g AR LA A — A KA, 2 e e i A B I SR Y BT LGE 6 2 DA ) SR s T 3K
ATAT LR 5 21, 2 IX S8R ML AR H A H AR 22 (9 D0 ACRE AL ] 38 12 5 38 72 il gt o 1R OK 3 22
H T AR 2 T 0 4 BELER 2 DL R AR 4 b O 5 A BT AN [) 36 3 0, IR T 36 o 77 B AN [ 2 AR BRI AT 1 4K
UEEEONGIE S

PRL b, FRAT T ) A H e T A S B AR /N B AR BE SE L AT e e AT T 2 23 T T 7 A 38 T 1 1) 2% 8
T RLER B S PR I SR A AU AE n AMRBEENLROIAEE T A TNV I PR3k AT 8 O R
PE BT m A EHURHR, 7 5 R I I BEAL SRS 78 m A48T LA B o () BE47 8 .

MBI iy B3 ML P 8 AT LU I S R 7S, by 3 SR ML ) R A 3R I 2 v) U L iR JZ ) ICMP 4R 3C
D050, T LA S A 00 s WA T B T A LR IBCE TN B PR T TR A AR L (router_proxy ) #8 5E IOk B &
1 m A~4BE 3 Hl(nearby route_proxy)HI1{5 &.

PATR 270 4 2 5 FR B B URE 5 e i o it ol S R o B BE L W 2 e

Receive client.request
If (client==local procedure)
Randomly choose the next route_proxy from its m nearby route_proxys
Forward_request (next route_proxy)
Else
Prior route_proxy=client.id PR T R B AR AR IR [E]*/
Randomly generate value p between 0 and 1
If (p>py)
Submit_request (receiver) /*¥4iE KAEL BN L */
Else

Randomly choose the next route_proxy from its m nearby route_proxys
Forward_request (next route_proxy)

Procedure Forward request (route_proxy id)
Send packet to route proxy[id]
Reply=Await reply()
If (reply="next route proxy failed’)
Randomly choose the next route_proxy from other nearby route proxy
Forward_request (next route_proxy)
Else
Send reply to prior route_proxy

Procedure Submit_request (receiver)
Send request to receiver
Reply=Await_reply (timeout)

Send reply to prior route proxy

22 HBEMRASBAEREREMER TS
AR 2> ALSRME SINBIZE 1.2 W5ANEE 1.3 5 P ad i) o i oh S50 rp AR B PR REA 20T 200 T8 T LA,
FAMTRH 5 Crowds 2 GEAH [l ) Hr et A5 20, B b e o (LA T e ke Ay it 8 4, 6 1 A IR 58 1 A it =2 e 00 iy
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B RIERE P H, )7 7 Mk 5% 58 55 WA 1 M 32, 1 sl 2 70 5 WU )45 0, 08 38 e 0 o AR 23 A gt

B A IRAL B R Y5 0 A I (R 35 2 Le ) 2 p v ENLR L m & FHLHD mxp 2 M 3

BU.LAUR 234 T MRS . [ e e KRB L HC A 100 T 1R BB B 0 508 4 2 7 2 o SRS 1) B 42 M e 20 T 5 R

(AR e S R e LB ).

2.2.1  BEVIAEZR Y K 5 41 5 B H(DGRPRR——randomized probability rerouting based on distributed group) 3 i
K 23 AL WS 5N B LRE 2 4 TR T i S50 v A O R A A A0 A T ML B L e 9, G A A 5 iR S A AR 22

e 13

py,tn—np.p

11|
M m=n B A, BB h (pn—npp)in, L p=(n—c)/n 48N, BRI 0 [n—pn—c—1)1/n, 5 2 (1) 2 — B,
i m<n T ULB ARG A5 POIH ) VO Z3 4L I A T 38 o, Y e 42 1k e T T B
222 T K 53 41 T 4 HH(DGSKRR——static path-length rerouting based on distributed group) 3%

(i) 2 2L SR 5 )N 80 R T 5 K B ) B i el SRS 1 e A IR T 52 0 & I HE 2 T 43

1 1 )

PUIH ety P ﬂ+kli—l' 4

( | 1+) 1 1 1 1) [L IZ:I: m n ()
P+;—; (P*‘;—*JZP

i=0
B m>=2, 00 m D 1 I R AEE A O RO A ORI A O M R IEF RIS A .
2 m=n I, 22 K (4)n] AR A6 A

P(IH,,) =

X5 2 (2) B, MK IR B 42 M e A5 [R) T AN 20 2H I [ o 2% I 0 15 L.
2.2.3  BEMLE K 7> 41 5 % H(DGRKRR——randomized path-length rerouting based on distributed group) 5%
FH TR ] 2 i e 2 R A5 A R I a2 B4 T 385 kb (SKRR) [) A 114 il R, AT e 2% £ SR FH 5 28 2 (B) A [ 1) A %
BRI o) K BEHLIAT %5 K &, PUNH k) R 7R TERR R b B D0 T, Tl 5 2% K o0 21 30 38 ph SR R 1) P H DAL X R
0T AT EAZ IR 30K A5 PUH, ).
ks ks
P(I|H,, )= plk)PI|H k)= ptk)P(|H,,).

k=k, k=k;
23 EZMESTELR

R LA R 26 43 A 45 T, BRI 5%k 25 Tt 7 i 1 SRS 1T 0 AR [ A0 A P52 3 AR [ i 3 2 25 DA B AR TR 434K/
NI A REHAT T
231 B RE XTI 4 1 (R

B 1T A R AR K BT S LRI n=1000,m=100,c¢=100, % Ff 7 % 1 508 R K165 44 1tk 6 - 5508 L 4.
KA PUIIH, ) FE 7R 05 0 BRI U 1=P(I1H, ) o] LI S 5 58 B 44 5 1R 6 .

AT DA HH 24 4 250 A P 0 o B, 5 P o 5 9 S 1) B 4 2 B AT TR v, S B 9 K A B I A RE A 8
MR G%. B8R, 5N T S B0 5 4 20 00 5l SR i, 4% b SR 55 A 4 A W A L, B 42 PE BE G T B, I AT AR RS O 1l T
SR FH B 0 4 4 B B o AN e AR E B [ ORI B S /N L b A A 2% LR 45 L R R AR v, T
B80T M R R T R R TR 44

To VAT o4, U i S5 I AT L, A B B T Il S s R 75 A B 44 P B T B MM 2R 2 e T e SIS 7
A R B R SR P T s B 5 ML B e T Y A I B 44 i VR (R S X nT DU A 2 N B ATLARE 3R
RIVE(RPRR)I, B 475K B BRI/ IME R T Re MERUK.
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Fig.2 Anonymity performance VS numbers of compromised members
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2.33  JEIR/INRTEE A PRI R

Kl 3 /&2 n=1000 F1 n=10000,llt3% # LG JE 10%,L=5(2 i KL S)HIE DL N, 20 ALK/ AL IR, 4 il
AT K NI PUH ). AT A 20 2T 1 POV )5 50 2R/ SR 2RI DN DAy 7 2k 7 /b R 3
PR BLAE B A% b AR T B A% b — ELAT ROR 3 5 1 1 mT REAE OB, B P(IH )38 0. 10 AT Tt mT A
B BB AR A LN, 2 70 AL BN T 150 I B 2> 41 53 B84 0, P H ) T BRI (1 44 PR AR ),
TP BT 150 I8 PUH ) ) A A 7, HAS T 1230 A 1) 8% 1Y) 521 AR R R I 23 2 T ey 5005 [R) I ) LU
Bl n 39K BT R GE EALEOG 22 00 2 (10 52 M AN KB 80 41K T 150, 7] BASRAG I 1R 70 2L % o 75 DU AR B 44 1
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FEIX 5 AT 38 AR () IR ik 2 b R b S K B A PR BE 3 A B O LA IR 45 7
YA
3.1 AERUMIKIRE

BERLR S p L o A e AQHE AR B [A)AH B2 m DU e A, 1 QB R) (0 BE B R (L1, L,) 2 ()38 51 43 A AR AN H
JA BB BT i m AMCER I A 5 R ACER A e AN B AE 0 AN R P BENLF AR B A2 TR0 SR, 1 SR B
RILHZAE n A5 P RELF2E
32 MXERRESR

FEIW T 10 000 ANE SRR EHLEEL 7=1000,7r AL EL 5250 m=100,3H 2555 40 c=100,75 B 7 A v [ H
L=2,1,=20,L,,L, W{E LU 507 138 2 8 T 2 b3 B d Sk i vE RE (e, o FLA T A0 S A 3R A
A kg ot FE (bt i 22 5K 4 7 SR AN RS i), 3k L LU T BE ML PR B K R 175 000 ). e R P (T H ) A2 48 S0 A 1) AE
RT3 % B BUR FR RN SR G0 i B B e T B i 2 DA NS 5 T 8RR IE R
FART AR T AFANE SR 24853 R R IR 27, BT 4% B SRR 2 03X S e T BRI o IR 45 ZE ISR 52 .

g TET LA FRATTAE AR 7] B AR B 28 R 34T K, 7E %) RKRR F DGRKRR 5323 (1908 v B 442
0 FEE X A k=3 k=20, 38 3 A8 10 mid {EAE 478K B 28 A8 44 75 RPRR Al DGRPRR B3I v Jd i e 4% p A1,
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il A R B AR AR
Table 2 Simulated results for performance of different anonymous rerouting algorithms

R 2 PP SR A R

P(|H1+) (% P(|Hy+) (% Expected path length Average

Expected path length (Theory result) (Tlfelor; 1e(sul)t) (Sim(u‘latlec)l geslet) ( gimulatr;d resul%) forwardingg delay
[=6.268 5 RKRR 22.5807 20.83 6.2553 68.634 9
(r;ic;'=545 DGRKRR 23.016 22.05 6.273 6 17.905 2
=0.840 4’7) RPRR 244417 24.030 6 6.658 0 73.152 6
DGRPRR 24.627 24.134 6 6.603 9 19.229 1
1=7.101 41 RKRR 20.436 19.95 7.112 4 78.311 6
(mi.d=645 DGRKRR 20.829 91 19.70 7.099 8 20.249 1
0859 1’8) RPRR 22.759 7 22.150 1 7.043 4 77.3950
DGRPRR 22.937 1 23.186 7 7.281 6 20.773 6
1=7.101 41 RKRR 18.766 1 17.94 7.968 1 87.580 0
(:ni.d=745 DGRKRR 19.127 8 18.32 7.958 2 22.7379
p~0.874 3’7) RPRR 21.394 1 20.35 8.445 4 92.8210
DGRPRR 21.563 8 20.584 5 8.411 8 24.027 2

M 2 AT LA PO H R IINR 25 S 5 26 0 At BB T B 4 SR A — B0y 70 AH [) B B B4 100
R T BRI o A SR W T T 44 VE R BR AR [ B DK R 45 JE IR B Ok B S AR 5T 4 41 TR I i S
AR SR e & A IR I (A1 A BH 2 1) BG4 o 7E s A2 R L 24 6.268 5 1 ,RKRR 5 DGRKRR Lb 4%, P(1|H ) MR AE A
20.83 N E] 22.05, 17 %% K SR #A7 /T 68.634 9 4y 17.905 2;RPRR 5 DGRPRR 4%, P(11H, . ) AME M 24.030
6 BINF 24.134 6,11 4% R AR FLAL B 73.152 6 F4h 19.229 1.

4 % g

ATCHE T oA T B A% A5 1 BB ol A —— B AL SE o A FE i A AN A 5 Crowds RETHT
F TR R ALk RS 20 7 30 £ BE AU R A B AN BRI R A R T T2 SR A 4 P RE 190 2% T i LA e 3 ik
(K335 K2 3 BT ABEADIN R 45 R AR W), L5 A 2 A B ol ST AT L AR 0 KM D0 B S Tt 5
TRAEDRRE T 1R B 44 P RE 14 () I P A1 T e 55 SB35

BE— 20 BRI FURE 06T M 2 4 v o A i D0 A B A4 R BEHEAT W 9, O HLAS X0 1) B el SRS T 31 [ 44
AE R G I FUAE S B R 48 R AT S LU T
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