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Abstract: Probabilistic packet marking (PPM) is a practica and effective method for IP traceback of
denial-of-service(DoS) attack.In this paper,an adaptive PPM algorithm is presented:a router marks a passing packet
with a probability which is adaptive to the distance that the packet has traversed,so that a minimum convergence
time for an attacking path can be achieved in the victim.With a new IP header overloading scheme,the labeled
fragment encoding scheme,a real-time reconstruction is provided,so that thousands of paths can be traced
simultaneously.Compared with previous PPM schemes,a 50% decrease in convergence time is achieved,while the
computation overhead and false positives in reconstruction are greatly reduced
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Denial-of-Service (DoS) attack has become one of the most serious problems in Internet security. With the
advance of distributed DoS (DDoS)['], the victim list even includes large sites such as yahoo, eBay and Amazon. In
a typical DoS, an attacker sends a great amount of packets to a victim (e.g. a server), so that the victim has to deny
service to legitimate users because of resource shortage. However, the harm made by DoS attack is limited by the
capability of the single attacker, and the attacker is somehow easy to be found as it must send an extremely larger
traffic than normal users. On the other hand, a DDoS attack, which origins from hundreds or thousands of attackers
simultaneously, can overload any victim with the aggregation of many relatively small traffic flows.

While many efforts on defending DoS attack focus on improving the victim ’s resistance!>™!, IP traceback!®),
which tries to locate the origin of the attack by probabilistic packet marking (PPM), gains more and more interests.
PPM is simple and effective when dealing with single attacker DoS, but when the number of attackers increases, the
number of false positives and the computation overhead of the reconstruction increase extremely fast. So it is
absolutely ineffective and impractical in case of DDoS. To settle these problems, an advanced scheme is proposed
by Song!®l, where a router is represented by a set of hashes of its IP Address. This scheme results almost no false
positives for less than 1500 attackers, and takes less than 100 seconds to reconstruct the attack paths. However, an
extremely big and dynamic map of Internet must be maintained for the reconstruction, and the computation
overhead of the reconstruction is still too big for an online performance.

Notice all previous works on PPM are based on the assumption that only the attacking packets are traced.
However, although most available DDoS tools have observable signatures in packet contents nowadays, it’s not
difficult to make the attacking packets no different from normal ones. So all legal and illegal packets have to be
checked, which means thousands of paths have to be traced simultaneously. This makes the false positive and
computation overhead problem of PPM be very serious even for only several attackers.

In this paper, we improve PPM for real-time traceback of DDoS attack: An adaptive PPM algorithm is
introduced to minimize the convergence time; a labeled fragment encoding scheme is provided to keep the rate of
flows from thousands of paths under surveillance and find DDoS attackers with less false positives and computation
overhead.

1 System Model

Assume during a certain short time period, there is a set of attackers, V={a,,a,,...,a,}, sending attacking flows
to a victim server v. The transmission path from a; to v, P,, is called the attacking
path of ;. Notice one attacker may have several attacking paths due to Internet’s
connectionless nature, however, we can assume that only one path is used in a
short time-scale (seconds). All attacking paths {P;} form a directed tree T = (V,E)
(see Fig.1), where E is the set of edges. The leaf nodes of T are a;. The root of T
is v. Other nodes of 7, r;, are routers. P; can be represented by an ordered list of
edges, e.g., P>=(e,es,e2,€1). The length of P;, [;, is the number of the edges in it.

Fig.l The attacking paths An edge e; is represented by an ordered list such as e;=(r,,v), e>=(r»,r1), and

form a tree e;=(ay,ry). A packet traverses an edge from its initial node (the first one in the
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list) to its terminal node (the second one). The distance from e; to v, d,, is denoted as the number of edges from e¢; to
v, and we say ¢; is d; hops away from v. Notice that e; may belong to more than one attacking paths.

The task of IP traceback is to get T or {P;}. As all nodes of T are connected, T can also be simply represented
by E). So the task of IP traceback becomes getting E.

2 Adaptive PPM: Minimization of the Convergence Time

The convergence time is defined as the minimum number of packets from a path that the victim needs to
observe before messages of all edges of the path arrive!™). It’s a very important metric of PPM for two reasons: First,
if the number of packets from a host is less than the convergence time of the transmission path, the path can’t be
whole reconstructed; Secondly, as the reconstruction process of PPM can’t start until all edges’ messages are
available, so the convergence time also represents delay of the reconstruction process. For a DDoS attack, the traffic
rate of one attacker is much smaller than that of single attacker DoS, and there can be dynamics of attacker
distribution, e.g. groups of attackers send attacking traffic on shift. So minimization of the convergence time is
significant for finding the attackers in real time.

2.1 Estimate of the convergence time of PPM

klog(k)
p-p)"’

is length of the path, k is either the number of fragments for one edge in the fragment scheme'™ or the threshold

The expectation of the convergence time N of PPM for a single path is bounded by E(N) < where /

value in the hash scheme!®. N has its minimum when p=1//. As length of a transmission path for Internet traffic is
rarely longer than 25, p=I= 25 is usually selected in PPM. For any path with length little than 25, N is only a little

bigger than the minimum.
2.2 APPM: Minimization of convergence time
Assume E={e}|i=1,2,...,m}. An edge e, is represented by k messages, and every message is taken by a packet to

v with equal probabilities. Computation of the convergence time of E falls in the COUPON COLLECTOR
PROBLEM WITH UNEQUAL PROBABILITY. The expectation of the convergence time of E is'®:

EW)= [ 0-T0-expq00K )
where g, is the probability of a packet taking a message c_>f e;to v. When g=1/km for all e;, E(N) has its minimum:
min(E(N)) = EI% = kmlog(km) + O(km) . )
Assume ¢ is d; hops away from v. Let p; denote the marking probability of e; on a packet passing it. We have

eJeP,,dl»<d,

N _ ‘
A I,-I(l 7). 3)

where ¥, is the number of packets passing e;, N is the total packets from all paths, P; is the path from e; to v. So E(N)
reaches its minimum when

ejeP;d;<d;

b Ta-p)=
J

1
Ve cE. 4
N e € 4)

m
In PPM, p=p for all e;. As N;, N and P; are different for different edges, Eq.(8) can not be satisfied, and E(N)

cannot reach it is minimum.
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Fig.2 TP header overloading scheme of APPM

To satisfy Eq.(8), p; must be adaptive to different N;, N, P; and other edges’ marking probabilities. However, as

N is related to the number of packets from every leaf, m is related to the topology of the tree, and N, to either, all of

them are unknown to marking routers, there is no way for an edge to pre-modulate its marking probability satisfying

Eq.(8). However, we can achieve the minimum convergence time for a single path of £ independently, which is still

significant as what we are really interested is not topology but the attacking paths.

Assume a path P has / edges, the expectation of convergence time of P has its minimum

min(E(N)) = lelkl—kl = Ik log(lk) + O(lk)
i=0 =

Algorithm 1. Marking procedure at router r;
for each packet w
let x be a random number from [0,1]
let 0 be a random integer from [0,7]
let fbe a fragment of r; at offset o
let 4 be a fragment of r; at offset w.offset
if wTTL > 64
write 64 to w.TTL; p=1;

else
p=1/(65-w.TTL)
fi
ifx<p
write finto w.start
write 0 into w.distance
write 0 into w.offset
write Hash(r; ) into w.hash
else
if w.distance=0
write / into w.end
fi
increment w.distance
fi
end for

Algorithm 2. Reconstruction procedure at v
let 7" be a tree with root v
let an edge of T be a tuple (start, end, count)
let £ be a two dimension array of the tuples
for each packet w
replace the fragment at offset w.offset of
E[w.distance][w.hash].start with w.start
replace the fragment at offset w.offset of
E[w.distance][w.hash].end with w.end
increment E[w.distance]{w.hash].count
end for

Fig.3 Marking and reconstruction procedure of

&)

e;eP.d;<dy 1

when g, = 2- H(l—pj):E,Ve,. epP.
j

. Q)

Theorem 1. Equ.(11) 1is satisfied when
p=l/(lI-d+1) for all ¢;eP.
Proof. Be omitted.
According to Theorem 1, to achieve the
minimum of a path’s convergence time, we introduce
an adaptive PPM (APPM) method: every router marks

a passing packet with a probability p=1/(/;-d;+1).

3 IP Header Overloading: The Labeled

Fragment Encoding Scheme

As in PPMP®. APPM overloads the 16bit
identification field and the 13bit offset field of IP
header by 5 subfields, which are shown in Fig.2. This
will not work if the field is already used for packet
fragmentation. Discussions on this topic and a
complementary scheme can be found in Ref.[5].

Distance a 5bit field to record distance of an
edge from v;

Start a 4bit field to record a fragment of the IP
address of the initial node of an edge;

End a 4bit field to record a fragment of the IP
address of the terminal node of an edge;

Offset a 3bit field to record the offset of the two
fragments above.

Hash a 13bit hash of the IP address of the initial
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node of an edge.

Figure 3 shows the marking procedure. The IP address of a router splits into 8 4bit fragments. A packet’s TTL
field is used for computing the marking probability, p. As most packets are sent with a default initial value of TTL
as 64, we make p=1/(65-w.TTL). Here we assume the decrement of w.77L is occurred after the marking procedure.
The case of a packet’s TTL with an initial value less than 64 will be discussed in next section.

Figure 3 also shows the reconstruction procedure too, which is actually a storing procedure. A two dimension
array E is used for storing edges. Every element of £ is an edge, which is represented by a tuple (start, end, count).
start stores IP address of the edge’s initial node, end stores IP address of the terminal node, and count records the
arrival rate of packets which bring messages of this edge. Both start and end are composed of 8 fragments, and the
fragmentations of start and end are just the same as in routers for marking process. One dimension of E is the
distance from an edge to v, another dimension of E is 13bit hash of IP address of the initial node. As w.start, w.end
and w.offser are used together as a label to locate which fragment of which edge in E the message from the packet
should be written, our scheme is called labeled fragment scheme. Whenever a packet is recorded, the count of
corresponding edge in E is incremented. After a fixed time interval, count can be checked as traffic rate from that

edge, then be reset to 0.
4 Evaluation and Discussions

Convergence time: For a path of / edges, there are &/ kinds of edge messages, where k is the number of
fragments for one IP address. If the packets are sent along the path with an initial TTL value #)=64, then by APPM, a
packet takes every message to v with same probability 1/k/, and the convergence time of the path reaches its
minimum, kllog(kl)+O(kl). However, if ty < 64, the expectation of the convergence time of the path becomes

Kl log(kl)
!

E(N)= +O(KI) = (64— 1, + )k log(kl) + O(k]) . %)

64—t +1

Figure 4 shows E(N) of APPM with different ¢, and of PPM with p = 1/25 over various path lengths. Notice for
=8 and 16, the curves are shorter than others, because £, can’t be smaller than the path length, otherwise the packet
will be dropped before arriving the destination. It shows that when the packets are sent by default =64, APPM
takes less than 50% of the convergence time of PPM. Notice that if £,<64, the convergence time of APPM increases.
So the attackers can use a small £, for their attacking packets to eliminate our effort on minimizing the convergence
time. However, we argue here that the attackers will not do this, as the philosophy of the attackers is to make the
attacking packets undistinguishable from normal ones, and using a small 7, is just against this philosophy.

Reconstruction time and false positives: All matching work and hash computation of previous schemes is
avoided in APPM, so the reconstruction time is proportion to the convergence time, and there's no false positives at
all if the labels are unique for one edge. l

Reconstruction error from hash collisions: If more than one routers have the same distance-hash, messages
of these edges will be recorded in the same position of £ in the reconstruction procedure, then collision occurs.
Assume there are m paths in 7, then for any particular distance d, the maximum number of distinct routers is m. For
a random hash of length 4, the expectation numbers of routers has the same hash is m=2". So if the hash are perfect
random functions, our scheme can trace 2'® paths with less error.

Forged marking: For every kinds of packet marking scheme, there is a potential weakness: An attacker can
write the marking field to confuse v if the marking routers are comprised. One possible way of against forged
marking is authentication. The hash of IP address is replaced by a Message Authentication Codes (MAC) of the IP
address. The MAC is encrypted with a secret key. Detail discussion on this can be found on Ref.[6].
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Fig.4 The convergence time comparison Fig.5 Simulation results for speed of convergence
between APPM and PPM and reconstruction

5 Simulation Result

The total convergence and reconstructed time for all paths is a function of the topology of the tree and the
amount of packets from each path as discussed before. Figure 5 shows simulation results of the percentage of edges
of a tree being reconstructed over number of packets received per path. Three trees are tested, each of them has
2000 leaves with same depth /=15. The packets are coming from all leaves with same rate. The topology of the first
and the second trees is abstracted from paths selected from real trace-route paths from a single source!®.. The third
tree is one that all 2000 paths are separated from each other. Here we suppose a perfect hash function is used.
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