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Abstract: Two approaches are presented to stream cipher utilizing a peculiar dynamical system called as
composite discrete chaotic dynamical system (for short, composite system), which consists of two chaotic
dynamical systems. The secret keys are the initial state of the chaotic dynamical systems, and the plaintext is used
as its composite sequence that decides the choice of iterating function in the iterating process. Because of sensitivity
of the composite system to initial conditions and randomness in the iterating process, the approach mingles secret
keys with plaintext when using the composite system to produce ciphertext. Therefore they hold very complex and
sensitive nonlinear relations. The algorithm is also provided with uniform distributing ciphertext. These
peculiarities prevent ciphertext to leak the information of plaintext and secret key and make the security of the
algorithms not depend on the complexity of the ciphertext.

Key words:  chaos; composite dynamical system; stream cipher

OB ARALENRLAGURERETANATASBRALRGRYF I ERE £ Bkt E i
FILARARE — A LA B AR A 400 2 R A2 BRI K S H TR AR XTI H Lo Z% A

AT, kAT RAREAR T ERBHORFERA XL B, R G HFERATHENGEHF L G FEAT
K B A BB Fr i AR T SR AL, B4 . XS FLZRAHRT AL maB R ERMH AR M L
Fa B A AR K E AR AT T AR M ik B X3 F AR L LN E A A BB AARY HH T Ly

* Supported by the Award Foundation for the K. C. Wong Post-Doctoral of the Chinese Academy of Sciences of China (' [F %} %% i
I S AR R4
E—EEEI N TLLE966—), 95, BRI 22 N, [k YEI, 32 SLOF ST SUEA 43 T8 5 IR IS, B Y 2

© e

http:/ www. jos. org. cn




992 Journal of Software #RAFFIR  2003,14(5)

H AR B LB ARSTF G MG 2 5 R R, R R EA RS 0.
KR R, EAH N R% T B
hEES %S TP309 XEEARIRED: A

Jip 51 5 it e — e T 0 RL ) A A X 5 TR IT 9T A — B B A A o — S R ER W R A H
T4 H 10 e 21 2 ) SR U2V A b 0 R 28 SRR B S £ S5 T 453 280 86 S5, DRI, 1) 2 A R 1) O e %5
IR B, FR G 1 22 A A 56 4 oy B R P e T s . L R ) 1 B0 PR R T % — A

AR ML R AR G HAT R Y16 A AT AU AT IR ACHIZE £ — 52 R L AN ol 00 AR5 5, Bl I 5 ) 2 1A
FEAE IR AR A G R T AR Ze PR VR Il AR 0K — [ (0 % 0 1, 35 T TRl 2R 0 1) B 4 2R J A 3 DR A 52

Z5IR T AMTTER SR T — ST B IBOR R G o a5 VR BE AL B B 1 A8 e vk — AN
U2 2 S M P by A S e e 2 AR 2R 0 A e 1 A2 45 VR T R 0, LI AR AN DR K 00 4% 1 1 SRR
HRA RIS A P 5 R 3% A B8 2O R 1, DR R A 3 LA — e OB, A A 3 3 A A4 R i BEAR T L
FE 53 Bt S TR il AR ST AR TP et L, R P A2 4 2 HEOUR Vo AR 00 PR o A SC B 1 PRI £ ) 22 P ) 4 ) 75
15,9068 A VEREAT 1 20 M A% D5 T 00 0 R T S B I ORI AR O [ RIS A QL R, o AR 4 11 Tt
IS R T 4558 D1 IE AR W T i B SO 8 SO 28 4 e 4 o 8 YR SRR A1) 3G ) ks XA A
YIS I SONE S 1) BAT R BRI AR G 1k 56 2R 8 D B S s B e A s A X R AR 2 1 Sk R OR ZERR A
(K322 4. o B SO B e 52 3 TR I A AR 0 R DT 7 2 (10 S W SCIRAR OG BEAR /N Tt L 5 TR R e 1A
P PRAE B SCIAREAS bit A SR g A 0 80 1,3 —J7 1l 2b 18 SO B SCRIV BIE R ktt e, o) — 7 ik
885 SO A A R (0 20 A5 R, A R T SR E T 23, AT PR TIE 3 55 28 8 LA AR e 1 22 4k

1 EEBMEERE

EX 1. B x~f(xi1),q=0,1, A B EGR A ZN ) REIEZ)FH R=(r1,r2,...)€ {0,117,
X =1, =12 (1)
NIEBAIERRGELE)FH] R T WEAEERES) )RR A EANRRLR), 180 (o.1,R), LT R BN EH)F
HIAF =0 B g=1,x~f,(x;1),i=1,2,... . FK N BT RE.
BEERRBRZOMBIIATHEZEIFF) R ARAE N i 72850 KW i E S 5 1E R R SR R —IR
MRG. —h, FE&EMR ARG T IrE Fik R MRARE AN F R MAT A ERZ 2.
IR 1. 1 NqE RS AIRA) Ry i N ATE0 g AECE fim D —a(g) W B ARSI A
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F 5 K24 21 bit A7 KA SR X AR S C IS0 MO G BEAR /N i HLBE A K 3 ik ¥ o, HHT
TR CARAIE 2 S04 0 R 1 1R 40 AT R A4S 53X AT A SR vT DUAT O A e 7 o0 BT B R IR (M, x,m) (R
ATTRR g 53 A v HO AR G b 20 80, 2% SO 1 o AR B0, Ui B T2 B 5 S0 0,1 A AR IR 2 TR IR O R L FRATT L E
qo =1 % i 52 K 5 11 OEZ%J%H AT I S50 B — U R IR (¥ 5 BH 2 A, s 43 B 1 8% SO 41 1 i AN J50R
K 2 LR HRAE 0.5 BT 56— B Bl AL A W3 SC 3 471, 45 SR 0 AR 1) 3 2 B Sk 0 )37 41 ,n=10 000 B B a(M ,x,,n)
VR385 x, (1 68 B 1 1% P 4 2 W] S0 0 810,10 NS K35 8 40 531l 0.4145862374623450+107'%,(i=1,...,9),
¥ RUM ,xy,n) BAE n 10 SR 0 (1 22 BB h e ] UR BB 0N R AR B AN 2% 7 3808 )u%fﬁj:ﬂﬁﬂﬂz}{ i H.
EAS T 05 1 5 nB AR Z 5.
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MM 2 x, el vy, 2 q,, =0 x, el Udy, Mg, =1 . FWE, e 2m, JUE x,  el,uly,™N
g, =00 x, el UJ,,, % q,, =1 XU ETMEI N, x,_ 4807 RESE [0,1] L TR — 5.
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