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RCLT(role-based constraints language with time-character). ,  RCLT

RCLT .RLCT
. TP309 A
(role-based access control, RBAC). RBAC , ,
&) ’
RBAC , (authorization constraint, Constraint, )

: , .G-JAhntd
, RCL 2000(role-based constraints language2000) ,

1 RBAC RCL2000. 2

3 , RCL 2000 ,
RCLT(role-based constraints language with time-character). 4 RCLT . 5
1 RCL2000
RCL 2000 ,RBAC RCL 2000
* : 2001-03-28; : 2001-08-09
: (60083007); 973 (G1999035810)
977 ), . ; (1939 ),
(971 ),
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RBAC ,RBACO96!
, RBAC96

, RCL 2000 RBAC96

1.1 RBAC

2

1.2

RBAC96 1,
1(RBAC ).
U= {ul‘UZ""'um}l (user) yR= {rlirZ""' rn}1 (role) yP= {plv P2y po}’
(permission) ;1 S= {sl,sz,...,sp}, (session)
, .PAc PxR,
, .SAc SxU, 3
.RH c RxR, R , . (r,,r,) e RH , r=r,.
2(RBAC ).
role_set:U uUPuUS— 2%:
u, €U :role_set(u) ={r | (u,r) e UA
p e P:role_set(p,) ={r |(p,.r) e PA
s € S:role_set(s) ={r | (user _set(s).r) € UA
user _set:R— 2" tuser _set(r;) ={u|(u,r,) eUA
user :S— U :user(s)=u,(s,u)e SA

UAcCcUxR,

permission_set: R— 2° : permission_set(r;) ={p|(p.1;) € PA

permission_set: S— 2° : permission_set(s) = | J permission_ set(r)
rerole-set(s)

RH , , ry =,
u ry
3( ).

role_sat™ :U — 2% :role_set" (u) ={r | @r'=r)[r’ e role_ set(u;)]}

role_set" : P — 2R :role_set" (p) ={r | @Ar'>=r)[r’' € role_set(p,)]}

role_sat™ :S— 2% :role_set" (s) ={r | @r'>r)[r’ e role_ set(s)]}

permission_set™ : R — 27 : permission_ set(r;)" ={p|(@r=r)[p e permisson_ set(r)]}

permission_set" : S — 2 : permission_set(s))"” = [ J permission_set(r)

rerole-setH (si)
(authorization constraint)
4(RBAC ).
, q=(U,RP,UAPASARH,S), RBAC 51,
5( ).
, RBAC o ).

true,

constraint_valid : RSP — {true, falsg : constraint_valid(q) = {fal
se,

,RSP RBAC

1.3 RCL2000

G.-J.Ahn S RCL 2000. RBAC
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RCL 2000 .
6( OE AO).
OneElement : OE(X) = %, % € X; AllOther : AO(X) = X —{OE(X)}.
RCL 2000 3
CR={cr, ofy,..,cr hor, € R, . CP = {cp,, cp,,....cp, hep, < P,
;CU = {ou,,cu,,...,cu, fou, cU
OE AO , [3] : (soundness
theorem) (completeness theorem), RCL 2000 (RFOPL)
RCL 2000 . SOD, )
1:|role_set(OE(U)) nOE(CR) 1.
2( 1 , ): user — set(OE(OE(CR))) N user — set(AO(OE(CR))) = &.
1 RFOPL :YueU,Ver e CR:|role—set(u) ner [<1.
RCL2000 , RCLT RCL 2000
2
21
2.2
23
3 RCL 2000 (RCLT)
31
7( ).
T={..t,t,..}, teTieZ Lt el =t oi=],
t -t -]
teT ) ) , )
t

real _time(t;) : real _time(t;) —real _time(t;) > 0, i>j.
real _time(t;,;) —real _time(t;) = 4t, A4t > 0 , .real _time(t,) to
, N , real _time(t;)

8§( ).
TRcTxT(t,t;)eTRat <t;.
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3.2 RCLT

RCLT RCL 2000
9(RCLT ).

currenttimee T, ,

OLDS={0s,,0s,,..}, OLDSNS=@ 0LDS

’ 1

) , OLDS

STRc (SUOLDS)xTR |{g xTR)NSTR[KL, (str) e STR< (s€ S) v (se OLDS).
(s, (t,t;) e SIR, s ( ) i S . seS, s ,
Jti:=currenttime+1.
10(RCLT ).
sart: TR — T : start((t;, t;)) = ¢,
end: TR— T rend((t;.t;)) =t
start_time: SUOLDS — T : dtart_time(s) =t;,if (s,(t;,t;)) € STR
end_time: SUOLDS — T :end_time(s) =t ,if (s,(t;.t;)) € STR
active_length: SUOLDS — T : active _length(s) = (end_time(s) — start_time(s))
in_range: T x TR — {true, falsg :in_range(t, (t;,t;)) = (t 2 t) A (t <))
not_in_range: T x TR — {true, falsg : not_in_range(t, (t;,t;)) = (t <t;) v (t > t;)
in_range: T x 2™ — {true,falsg :in_range(t,tr;) = —not_in_range(t, OE(tr;))
11(RCLT ).
RCLT
1
2
) ) Up )
1:
: ALLOWTR,, ={altr;, altr,,..} ¢ TR
s user (OE(S)) = u; = in_range(currenttime, ALLOWTR ;)
2:
USERALLOWTR c U xTR
:in_range(currenttime, ({user (OE(S))} x TR) "USERALLOWTR)
33 RCLT
RCLT currenttime, . RBAC
RBAC :q={U,R,P,UA PA SA RH,SUOLDS, STR,currenttime} .
currenttime , . ,
, RCLT RCL2000 , currenttime
, RCLT . RCLT , RCLT ,
RCLT

O(Y_ (JUSERALLOWTR | + | ALLOWTR(user (s)) ]))
seS

=0(| S| |USERALLOWTR|) + O(JUSERALLOWTRY)
=0((| S| +1- |USERALLOWTRY).
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| S|=10,|USERALLOWTR |=1000, At =1s, 6.6-10°,
RCLT , “ i
, At currenttime JRCLT ,
12( ).
next _turn_time(g, X)=nteT,q RBAC X RCLT
q , g =(q', STR,currenttime) ,q' X
RCLT , , X(q) e{true, falsg . :
next _turn_time(q, X) = nt, nt > currenttime,

X((g', nt)) = =X ((d', currenttime)),
currenttime<t, <nt , X((d',t,)) = X((q', currenttime)).
., ,next _turn_time(q, X) currenttime, X
RCLT : ,
RCLT
, in_range next_turn_time . ,

merge_range: 2™ — 2™ : merge_ range(TRSet,) = TRSet,,
tr e TRSet; < tr e TRSet,, tr,tr, € TRSet,, tr; = tr,
(end(tr;) < start(tr,)) v (end(tr,) < start(tr,)).

merge range ,
1.
: g=(q',STR,currenttime); RCLT X, X :
(...in_range(currenttime, TRset) ...),in_range: T x 2™ — {true, falsg}, currenttime
currenttime

:next_turn_time(q,X).

D TRset, = merge_range(TRset)
(2 in_range(currenttime, TRset) = true,
i nt = end(tr), tr e TRset,, in_range(currenttime,tr) = true
(4).
(3 . in_range(currenttime, TRset) = false,
3 min start(tr)
treTRSet,, start(tr)>currenttime
(49 nt X i
] i, RCLT next_turn_time , . X
RCLT , RBAC
RCLT
3.4
, RCLT , false, ) )
. ,RCL 2000 )
, . RCLT , currenttime RCLT , ,
.RCLT , .
(1) ( ) (2 ,
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(terminating-session set, TSS), ' TSS(optimum
TSS, OTSS).

: : (1) TSs ()

: TSS :(3)
TSS , , )
, TSS. TSS ,
, TSS. TSS,
TSS, E] 28
S , TSS,
4 RCLT
RCLT 2 , RCLT ,RCLT
) ,RCLT
4.1
up :
: ALLOWTR, < TR
: user (OE(S)) = u; = in_range(currenttime, ALLOWTR ;)
ry :
: ALLOWTR, c TR
.1, e role_set(OE(S)) = in_range(currenttime, ALLOWTR ;)
P1 :
:ALLOWTR,, c TR
: p, € permission set(OE(S)) = in_range(currenttime, ALLOWTR )
4.2
U .
: ACTIVELEN,, > 0
: user (OE(S)) = u, = active length(OE(S)) < ACTIVELEN,,
ry :
: ACTIVELEN,, > 0
.1, € role_set(OE(S)) = active length(OE(S)) < ACTIVELEN,,)
P1 :
: ACTIVELEN, >0
: p, € permission_set(OE(S)) = active length(OE(S)) < ACTIVELEN ;)
4.3
Up

: RANGELEN,, > 0, ACTIVELEN,, > 0
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> active length(s) + Y (active length(s)_start(s)) < ACTIVELEN,

seSSetl seSSet2

SSatl ={s|se SuUOLDS, start(s) + RANGELEN > currenttime},
SSet2 ={s|se SuUOLDS, (start(s) + RANGELEN < currenttime) A (end(s) + RANGELEN > currenttime)}.

5
RCLT RCL2000 .RCLT
, , currenttime .RCLT ,
RCLT , )
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Abstract: Authorization constraint is an important part in role-based access control models. There are some
methods to specify constraint formally, but they mainly focus on the static character. A formal model is proposed to
describe time character of constraint in this paper. A founded constraint model, namely a constraint specification
language, is studied in detail, and is extended. The language is called RCLT (role-based constraints language with
time-character) after extending. At the same time, the problems of optimizing the efficiency of RCLT system and
restoring to the safe state when rules are violated are discussed. RCLT is testified to be able to express the time
character of constraint well. However, there are further works to be done for finding practical, efficient and general
algorithms for optimizing efficiency and the restoration of safe state, which is the main goal of future research.
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