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Harn )
/ )
: TP393 CA
: a; i j 1 , 1 4 ; 3
3
Table1l 4x5 access control table
1 4x5
Filej Note
User i 1 2 3 4 5 0—No access right
1 4 3 2 0 1 1—Reading
2 3 2 4 3 2 2—Writing
3 0 2 3 4 4 3—Executing
4 1 1 0 0 3 4—Reading,writing,executing
[1-4]
: / ,
[1~5]
il [6]1
1 [7-9]
1994 Harn . )
p a GF(p) f . A X, xe[1,p-1]
ged(x,p-1)=1, y=a‘(mod p).
m , A ke[1,p-1], r=a¥(mod p)  s=x-f(m)—k-r(mod p-1), (r,s)
* : 2000-04-21, : 2000-09-26
: (60173041)

(194 ),
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m
{mvrvs} A m .
y M=r".a%(mod p). (1)
2
Harn , [
3
21
KAC(key authentication centre) f, p GF(p)
a, X , xe[1l,p-1] ged(x,p-1)=1. KAC y=a*(mod p).
P p=2p'+l, P G fpay 4
22
, U; S KAC Iduy; Ids, KAC KAC uy s
(r,s,)  (rss)
— ok
r, =a™ (modp), 2
5, =xf(1d,, )k, -1, (mod p-1), ©)
re=a* (mod p), 4
s=x-f(ldg)—ksrs(mod p-1), )
7kui 1kS ’ kui !kSe[l7p_1]'
KAC (rs)  (rssy) u s S U S S uos
(,.8,)  (es) KAC
y(1d, )=(r,)" -a™ (mod p), ()
y(1d9= (r,)"* - @* (mod p). )
23
Ui S . Uj S )
u s S S
1y Vi v, €[1p-1] ged(y, ,p-1)=1.
v, =a* (mod p), (€)
(1dy, o1y W, ) s.
2 s (1dy, o1y oW, ) , Vs, vse[1l,p-1] gcd(vs,p-1)=1.
we=a* (mod p), 9
5= (W)™ (mod p), (10)
(Idsrr51W5765) Ui.
3wy (Ids,r s, W5 ,65) ,
y' % = ()" (5)" (mod p), (11)
(11) , s . Ui :
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ks.ui = (5ui )Ss’(Vs)il(mod " (mOd p)l i=1,2,...,m.

rii=(( ks_u‘ +)mod q)®a;;, i=1,2,...,m; j=1,2,...,n.

Sy, S
4 s Sy, ,
(13) 1 Uj
Ui S
(100 (3,
(),
(14)1
(12).
) (13)
3
S m n
(rs.s)  (r,.8,).  i=12,..m.
q i
3.1
2.3 , S
S U;
3
4 Fij 2

&= (w;)™ (mod p),

y' =)t 6,

8, =(w,)™ (mod p)

(6" ~a® (mod p).

ajj

(11)

=(a™)* (mod p)
=(a")"™ (mod p),

Ui

yf(lds) .(rsfs)*l =as (mod p),

yf(lds) .(rsrs)fl _ a(vu. ) (mod p),

22

Table2 The public information table which s manage

2 s
f;
V] 1 2 n
1 ra i Iin
2 a1 T2 I2n
m fm I'mo F'mn
S

© PEEREBEAD
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(14)

(15

(16)
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3.2
, s u; Ui a’;
fj.
Ui ) Ui S s Ui
U; S
Koy, = (8,,)%" P (mod p).
3 :s u; f; . “ " , (16)
a;=((ky,, + ) mod q) &, . (19)
4 s Ui f; arij &j . ) ; ;
4
[5]
(0] Ui fj a’ij. S
r,ij:(( ksu, i J) mod q) ® a1,] '
2 Fij r,ij 3
(2 S U s 2 ri(i=12,...,n)
3) S fi. s 2 ri(i=1,2,...,m)
4 fi s . s
r=((ks, +j)modg)®@a;,i=12,...,m,
Tt 2 .
(5) Uy s . KAC U , 2.2 (1, +S,) »
U, Uy (r,.s,) KAC , 31 , ry(i=1,2,...,n), s
Iy 2
5
51
(1) p,Ws, Wu‘ ,5 S 5u‘ ’ S Ui ) (9) (10)
(11) (13 v, VoS S, GF(p) (8,
2 S S u s :
6, Os
' Wuil = aVSl (mOd p) Wu‘l = (Wuil)SUi (mOd p)l 1 S (ldiu
rui ) ,S W51: aV51 (mOd p)l Wuil ’ é‘u‘l lwsl
8= (Wy)™ (mod p) = (") (mod p) = (2" ¥ ") (mod p)
= (aVuilsuil)(Vu\l)il'Vsl (mOd p) = ((Wu‘l)%il)(vuil)il.vﬂ (mod p) ,
= (8,)""* (mod p)
W, We,  Vyp Vel 21,
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©) (Idi, 1, y.ldsr) (1) (13 S S

[11]
(4) s, Ss

y 7 = (ro)™™ -a%" (mod p), ' =(r9"*-a%*(mod p)

I ls (o1,
5) u(i=1,2,...,n) m KAC . u (r, s S (reS),
3) (5) m+1 . Ky, KsX , u,s Ky, Ks ) X
[12].
(6) (16) Ksy, - (18)
ks-u, =a~% (mod p),
s s, lo.01]
u [7~9,11]»
5.2 [5,9~12]
: s (sssii—1) T
C (s s, ~DH(Y, s o
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A Secure Authentication Access Control Scheme Based on Digital Signature*
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Abstract: Based on Harn's digital signature scheme and zero-knowledge proof, an authentication access control
scheme for information protection system is presented in this paper. The scheme is safer than previously proposed
one. In the scheme, two-way authentication may be done between a user and the system without exposing their
secret information, and their sharing secret is used for authenticating the requesting user not to illegitimatimately
access the protected file. The scheme can perform the access operation in dynamic environments, such as change
access privileges and insert /delete users or files without implicating any user’s secret key.

Key words: digita signature; zero-knowledge proof; secure authentication; access control; information protection
system
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