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LKM (34
12
shell Unix , Unix , .shell
, fork() exec() exec
(exec , execve() , execve()),
Unix , ) Sys_open (
sys/syscall.h). 0x80 ,
( eax ). sys call_table][] ,
, sys call_table[] .Linux
sys call_table][] ( sys/syscall.h);
sys call_table[X] (X , _
NR_name SYS name name );
, sys call_table[X]
13
) ; , shel ,
execve() , , ; LKM :
.Linux () ,  Qet_user()
memcpy_fromfs()(  asm/segment.h ). , ,
copy_to_user() ,
, [4].
2
LKM shell , LKM
.LKM proc
/proc , , )
LKM )
mknod /dev/icmdlog, MAJOR_NO, LKM
, LKM execve() execve() /dev/cmdlog
FIFO execve() shell , FIFO ;
/dev/cmdlog J/dev/cmdlog FIFO
; FIFO ,
3 ,LKM
21
init_module() cleanup_module() LKM init_module()
module_register_chrdev() ( )
execve() , execve() file_operations

cmdlog_handler,
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, .cleanup_module() , execve()

int init_module()

{
register_chrdev(MAJOR_NO,"“cmdlog”,& cmdlog_handler); /* */
orig_execve=sys call_table[SYS execve]; /* SYS execve  execve */
sys call_table[SYS execve]=new_execve; /* new_execve */
return(0);

}

int cleanup_module()

{
sys call_table[SYS_execve]=orig_execve; [* execve */
unregister_chrdev(MAJOR_NO, “cmdlog”); /* */
return(0);

2.2

root ( I'suser() ). (
cmdlog_release()) , memcpy_tofs()  copy_to_user()
/dev/cmdlog , cmdlog_read()
int cmdlog_read(struct file *f, char *buf, size_t buflen, loff_t * offset)
{
char tmp[MAXNAME+128];
if ('suser()) return(-1); /* root */
memset(tmp,0,MAXNAME+128);
[* has FIFO */
if ('has) {interruptible_sleep_on(&wp);signal_pending(current);}
if (laccess ok(VERIFY_WRITE,buf,buflen)) return(-1); /* buf */
sprintf(tmp,” %d: %d:%d:%d: %s.” ,has->start_time,has->uid,has->euid,has->gid,has->p_comm);
strncat(tmp,has->cmd,MAXNAME-2);strcat(tmp,“\n”);
copy_to_user(buf,tmp,buflen); /* buf */
e */

2.3

new_execve execve() . ,
, , shell
int new_execve(struct pt_regsr) /* execve() */
{
char* cp,*filename=NULL ;char ch; int ret=0,i=0;j=0;
lock_kernel();
[* ,  kmalloc() */
struct lognode* In=(struct lognode* )kmall oc((si zeof (struct lognode), GFP_HERNEL);
In->cmd=(char* )kmalloc(MAXNAME,GFP_KERNEL);
I* , shell */

© PEBREBALTU bt/ www. jos. org. cn



:Linux Shell 83

filename=(char*)getname((char* )r.ebx);In->next=NULL;

oI */

I* shell */

memcpy(In->cmd,filename, MAXNAME-1);i=strlen(In->cmd);

* , get_user() */

char** cmdargv=(char**)r.ecx;get_user(* cp,++cmdargv);
while ((cp!=NULL)& & (i<MAXNAME-2)) {
In->cmd[i++]=" *;
while (1) { /* */
get_user(ch, cptj);
if ((ch!=NULL)& & (i<MAXNAME-2)) {In->cmd[i++]=ch;j++;}

else break;
}
j=0;get_user(cp,++cmdargv); /* */
}
I* */

memset(In->p_comm,0,16);strcpy(In->p_comm,current->p_opptr->comm, 16);
In->uid=current->uid;|n->euid=current->euid;
In->current->gid=current->gid;...;

In->start_time=CURRENT_TIME; /* , linux/timex.h */
ret=do_execve(filename,(char**)regs.ecx,(char* * )regs.edx,&regs); / * shell */
putname(filename);unlock_kernel(); return(ret);
}
current task_struct , ,Linux2.0
linux/sched.h , 2.2 asm/segment.h
3
31
Shell LKM todaytime:uid:euid:gid:parent:cmd.
shell
vivie cron ( 1).
Tablel Comparison of capabilities between two logging systems
1
Executing process of Vivie.sh Extended log records Shell records
[test1]$ 40214:503:503:100: bash: ./vivie.sh
Normal user 40214:503:503:100:vivie.sh:/bin/cat
[test1]$./viviesh 40214:503:503:100:vivie.sh:/usr/bin/cc-o/tmp/sh/tmp/sh.c
make shell
compile shell 40214:503:503:100:vivie.sh:/bin/chmod755/tmp/makesh Jviviessh
make execute 40214:503:503:100:vivie.sh:/bin/cp-f/etc/sendmail .cf/tmp/send mail.cf.tmpl (failed to
hack sendmail.cf () detect the
make cron file 40214:503:503:100:vivie.sh:/usr/bin/crontab/tmp/cronfile attack if the
input cron file 40260:0:0:0:sendmail:/tmp/makesh—Y-a-d test1 programis
wait for 1 minute 40260:0:0:0: makesh:/bin/chown root/tmp/sh 4 renamed )
40260:0: 0:0:makesh:/bin/chgrp root/tmp/sh
execute shell 40260:0:0:0:makesh:/bin/chmod 4755/tmp/sh
40266:503:503:100:vivie.sh:/tmp/sh
bash#(becomes root) 40266:0:0:0:vivie.sh:/bin/sh € :euid=0& cmd=/bin/sh
Vivie.sh , , Shell , , ,
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cron  Unix .RedHat Linux 4.2,5.0,5.1,6.0 Vivie cron
root , sendmail root
viviesh  http://www.rootshell.com/ . shell , root.
3.2
10:00 6:00 ,
((6* 60* 60>todaytime)||(todaytime<22* 60* 60)).
root shell root shell,
(euid==0)& & ((cmd==/bin/bash)||(cmd==/bin/csh)||(cmd==/bin/sh)).
31 vivie cron
suid root , ,
(uid!=0)& & (euid==0).
4
LKM Shell . shell exec ,
; root ;
; ; LKM ,
“/dev/cmdlog”
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Abstract: Command history records generated by Unix shell is one of the important sources of system auditing
information. But command history does not include sufficient information for intrusion detection and the history
records can be easily modified by user themselves. With Linux loadable kernel module technique and system call
interception, an extension to security auditing mechanism of Linux shell is implemented in this paper, and then
some examples are given for security monitoring with the new mechanism.
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