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2 ABRINEXE TR

Adenrson ZE SC FREHER T AR " XL —HARB.EELSABTLEN. RARGCBARBBE LN
FEBNEEERTEEE . FEAFR . EXAERINEFREA . Heady BB HMABE N ABEHTY
*HEARFREOT e MEERTRHESEHE LAY, Snaha IR B AEELABOEE AL A
A EEEHALE R MR IGERy BEMGR 6 R

ARBBIHEARIES AT ALY BEARRIVAEHARRN. & | wAERSRER T AN HIT
FHEEEARANLENAR RPEARKHANZEMERFARATESHTIRT. U AEEHM BER
ABHET S, Anderson MY T IAE RSB R VRRN A BH R AT BESE T - FPRBER SRS
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Fig. 1 A generic intrusion detection model Do
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BRI AR A Bk
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ETRMUMBHRAARBIUNZRABHFAXMNMT T HGFH REEMRUBF 424 HERAER
IARBHR. By ENRBENNEERFL.RENINITEH#THERAAR. S ES RAEHFN,E
B 4E & P (Intrusion) , SR B K PES [Intrusion) , FH{F HI A B K PES) . B

P(Intrusion |[ES)=P(ES |Intrusiop)£gp%%—)

BFEEEETMEEEZEET AR LRER Pdotusion) W ABIBLHBE T IEEBEBE PES|In-
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P(ES)= (£ (£S5 |Intrusion)— P(ES| 1 Intrusion)) * P(Intrusion) + P (ES | = Iatrusion),
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=t ER AR BRI A R, R R R R LS T H % 0TS LR,
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FRARREFIMNET T HENREAHERATHEF RN R LIETESSN 0TI E B M T4l
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AEREHEETAAR. B ABTAREER R MEZREHEHEARHHAD). ABRIE
BERTENE. TIHEE. BRE.FEE TV BEASER TAM DS ZHAFELZFA RGN, T
B EEEER¥EE2FRIERBE TETIRARRE RE . R ERFEBERAME L TR
HHEEER SN ATRM ELNERIETE HWNERAFETI REELIE IRV ERF ST HIFIDE
R HERMEREZHB/WF 0B, S Staniford Z A # 4 T CIDF (common intrusion detection
framework?. B 86 ,CIDF IE7E 7 KMt 2, 7 7T BE A0 A 8 ) 4 2 00 o7,

MEFARBRRERIFN, TEOEEEIRG (D TRE, RE LA SHEA I TESS7:(2) KT,
RAFHES/D . TP EMERMSEREEMRE; (O TR GBS R TR R RLET: (0 BN RER
HoMASTHAEN THRMHEIAE. BB ENRAFBENRT; (D THE.REERREERASLE
B ok AR R AT 5 (6 HETRPE RN R AT N RS REME W (7 B AN RS AT T ROR T
R g B g i),

5 HEIF
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ABBAHTHZR  ARKITARALARENE BRSNS RS. ABRRME G ITFS 4 Fiedkn g
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Abstract; Intrusion detection is a highlighted topic of network security research in recent years. In this pa-
per. first the necessity of intrusion detection is presented, and its concepts ana models are described. Then,
many intrusion detection techniques and architectures are summarized. Finally, the existing problems and the
futire direction in this field are disenssed.

Key words: network security; intrusion detection
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