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Abstract The error of a Minimal Leak Proof Protocol is analyzed and a corrected proof protocol 1s propos-

ed. Also the security of the protocol is considered,
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Arto Salomaa gived a Minimal Leak Proof of ldentification i Ref. [1]. However, we find that the proof is
not secure, We find that although the protocol ean prove the identification of the prover. it is possible rhat the
verifier can get the important information of the prover’s secret key. Thus the system is compromised.

The followiug sectivns are arranged as follows. Section 1 inrroduces and anelyzes the protocol of Arte Salo

maa. Section ? gives an improved protoeol that is secure and feasible.

1 Analysis of the Protocol of Arto Salomaa

Now assume 7 is an RSA number. Set n= py, where p end ¢ are primes. And the prover wants to prove lo
the verifier that he is the owner of the number ». Arto Salomaa's protocol is as follows.

V. Verifier, P Prover

(1) V selects a random x, and sends e —x" to Py

(2) P replies with d=x"1t0 V;

(3) V checks that 4=z mod «.

The protocol is not always secure. Here is the analysis.

On receiving ¢ =x* mod #, to obtain &, by computing the square roct of ¢ without knowing =, the prover
g P 4 q 2

can derive d satisfying one of the following four equarions.

d =7 mod
I o P, 1
ld=zx mod g
d=—x*mod

rmetd 2
‘dzuc'zmcdq
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{d=—::" mod p, @
d=—x'mod ¢
{dzfz medp )
d=—z"mod ¢

Let's consider which solutions can be used as the candidate of & by the prover.

(13 it p=1 mod 4 or g=1 mod 4 (without loss of generality, assume p=1 mod 4), then {—1/p)=1. Let
t=rx mod p

r be the square root of —1 in F,. Tt’s easy to see that the soluzion of the eguation {t=.1_- mod g satisfies 1* =z
mod n. 3o it’s possible that P replies with *. Bui 2’7" mod =, because = 1% mod p. Thus V can factor
by computing (*+x? .») and (¢ —z%.%n). Su i’s not the minimal lcak protocal and in fact V gets all the infor-
mation vl 7. I[ it’s the prover's public keys V can know all the secret keys easily.

If y=1 mod 4, then two solutions out of four can be made use of to factor ». If =3 mod 4, then one solu-
tion out of two can be made use of to factor #. And these valid sclutions can be replied by P randemly. So in
fact, through the protacol, the probability that V can factor » is 50%.

(221 p=g=23 mod 4, then (—1/p)=(—1/g>= —1. In this case. of solutions of the four equations
above, only the first soluion sacisfies (d/p)=(d/g) =1 Thus P will only reply with this solution. i. e, z* mod
# if he is the owner of n. Seeing that V knows 2 mod » himseli. the protocol. in fact, is a zero protocol. That

is. in this case the protocol is safe.

2 Corrected Identification Proof Protocol

In this section we will give an corrected protocol based on that of Arto Salomaa. And also we will give the
analysis of its security, First we give a useful theorem.

Theorem. Let p=2%41, ¢g= 24+ 1. Without loss of generality, assume RI2s. For any r22R, ¥ that sar-
isfies =% "= mod » is sole if the solution exists.

Proof. We only need to prove if #%%!= 3"+ mod » then o%=3" mod n. Furthermare, we only nesd to
prove the following.

T r*"=1mod p. 2""'=1mod p; if 2**'=1 mod g. **'=1 mod ¢.

We only need to prove the first statement. Let g be a primitive element of F,, then all the solutions of the
equation ¥i-~ 1 mod parc 1, —1=g7 |, Let x=g' be one solution of the equation 2™ =1 mad #» then 127 =
0 or #2°7 " mod 2%, which gives ¢/ and [2"=r2" ! mod 25 is impossible. That 5. £* = mod p. Thus the proof
is completed.

The theorem is sayifig, in fact, the r-residue solution of the equation Y2=C mod = is sole if it sxists. But
the problem is how ta derive the solution. Now let*s introduce our method. In fact. if we have found the salu-
tions of Y'=C mod p and ¥'=C mod g, we can easily get the solution of ¥2=¢ mod n by using Chincsc Re-
mainder Thevrein. The efficient method to find square roots can be found in Ref. {27

K- - - l » .
', —1is not R-residue. Therefore it"s a0t r-zesidue. And the method to check whether

Because —1=g"
4 is v-residue is as Iollows. For w2z R, ais v-residue if and only if a'=1 mod p. For v<{R, a is v-residue if and
only if a7 =1 mod #. The proof is simple and we omit it.

Now let’s propose a new Identification Proof protocol. Parameters are the same as those in the theorem
above. Now P wants to prove to V that he is the owner of #. Assume r is agreed on before the protocol and also
satisfies the condition of the theorem.

{13 V selects a random & and computes c =" mod n and Ha=H {(z%), where H () is a one-way hash

function, then V sends ¢ and Ha to P.
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{2) P computes the r-residue square roct ¥ of ¢, checks whether Ha= H(Y) and sends back to V. If such
a square root is not tound or the check is not success{ul, he refuses to reply by claiming ¢ is a humber in a wrong
form or asks ¢ 10 be sent again.

(3) On receiving ¥V, V checks whether Y=x% mod #. I yes, he accepts £ is the owner of n. I net, he re-
fuses to accept such 2 fact.
2.1 Security analysis

From the analysis above, we know tha: if ¥ is honest then ¥ derived by P must be =%, So the protocol carn

be carried out safely. On the other hand, if he sends the number ¢ in an mvalid form, assume ¢ is expressed as

z¥ mod » and the form maybe is known to V. [f m<<R, ¢ will be found invalid when P computes ¥ and checks
whether it is r-residue. If mz2R+1, c is, in fact, valid. If m=R, it’s easy tec prove the r-residue square root ¥
of ¢ also exists. But to achieve Ha=H(Y) and also because of the security of hash function (), V must know
Y. Because n is secure s to get ¥, V must first choose ¥ and then compute ¥?=C mod ». That s, v=2""" mod
n. However, ¥ is not r-residue. So P can find out ¢ is in a wrong form. Thus the security of the protacol is
proved.

U R=s, then in fact hash function H () can be moved away. Becsuse in this case, ¢ in the form of 22 mod
»P must reply with = b mod n which is useless in factoring #. Thus in this case the protocol is really an im-
provement of Arto Salomaa’s. We would like to repeat the protocol as follows.

(1) V selects a random x and computes ¢=2% ' mod n, then sends ¢ and Ha to P.

(2) P computes the r-residue square reot Y of ¢ and sends back to V. If sech a square root is not found, he
refuses to reply by claiming ¢ is a number in a wrong form or asks ¢ to be sent again.

(3) On receiving ¥, V checks whether ¥ =2* mod n. If ves, he accepts P is the owner of n, If nat, he re-

fuses to accept such a fact.

3 Conclusion

This paper points out an error in Arto Salomaa’s Minimal Leak Proof of Identification protocol. Then a cor-

rected protocol is proposed, and the security is proved,
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