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Dynamic Routing System for WSNs Based on Policy Engine

ZHANG Zu-Sheng, ZHAO Tie-Zhu, YUAN Hua-Qiang

(School of Computer, Dongguan University of Technology, Dongguan 523808, China)

Abstract: Routing protocols in wireless sensor networks tend to be designed for a particular task type and network status. The dynamic
routing system can adaptively choose the optimal performance of routing protocols at run time. Based on policy engine, a dynamic routing
system is designed for wireless sensor networks. This work uses a modular design approach which makes each sensor node to carry
multiple routing protocols. Resources, such as neighbor table and output buffer, are shared between routing protocols. A routing protocol
switching mechanism is implemented based on the policy engine. Experimental results show that, in multitasking network environments,
dynamic routing can meet the quality of service while effectively reducing energy consumption.

Key words: wireless sensor networks; dynamic routing; routing protocol switching; policy engine; modular design

IS I 25 V5 A M T XA 5 S b 35 8 K 2 T R I 1 G il P B A e L S B A R
ALY R RV S B — A 2 B 0 40 S 4, O B30 B PR sl e 55 A7 e i 0 4 1) B o AN AR PR HY
ﬁ%ﬁﬁ RO RN A5 e (IS S e DI R AR 000 206 DR 25 10 3 4 T 8 28 b 1 4, LAk 1 B

HEPEEESR, R ST A e R A H .

%m%n%ww%mwwwgﬂwmm% RSB — AN REE T BT AT I £ 5 e Bl 33, 1) — % et B
FEAN TR AR 55 S 0 2 AR A B BEAN [R]. T A% T 45 D0 5% 0 A R 1) 0 DX 35 P 5 S AN [ 904 55, 7 e 280 e B %
Tl 45 140 i) T, 5 2 L ik /> AR, S K 194 486 A4 iy JA) 300300 3 0o 7 — AN 2 I 8% 17 55, 75 22 DA JLR A ) 2K 7Y
(A 55 R 4 10 R R B R T Bl & VR g i i O S A [ A 55 A5 S [ 1) 2 b
WA T RERS AE B G H T 2 B 55 A% S 2 190 20 i AR O B ARAE S5 AN 4R 78 B BB $E 1T RE . T %EL K
S IS (1 5y P

« FEEIH: FRAREEIE4(61402105, 61170216); |7 AR HRFIFIES(2014A030313631); ) 44 BHEHH &I H (2014B09
0901064)
Wk S fa): 2015-04-15; & Fi B [8): 2015-07-20



18 Journal of Software ¥4 F3R Vol.26, Supplement (1), October 2015

T A A TR I 4% R 5 FE R v O I N T 2 AR 55 AR AR SO Y T TR 1) 3 25 i e, R 2 ok A
1) KA T BEAL (B 75 45 22 B b P BOS A7 I 0] DLIEE B8 05,2) SEBL T — ot 0 5 1 4, R SEAR IR AL 552K
TR 4R A B T D045 2L RE s AL (4 % e Bl i3

1 #HxIE

By e ph AR Y R 2 b e A8, D 05 AR N P 7 3R UV AR A 11 S R R SR AR 1 i ey B DUIEAT AR
Heidemann %5 AN AESCER[13]170 70 Hr 17 JLREE 5 BB 3019 NP 22 18] FRY DG JE 5% 28 AT T 6 SCHR[14] 0 4t — ol J
TRL PR AR G P 2 R A R A g A B R 4 bR B RT LU GEAR, Gradient 55 808t 47 i et B30 AL g
KR 200 A0 B R 500, 9 5 B8 o BT i R AT W) I, DU S0 G A O g ARAT 1% R B He S8 AR T — AT
G L 010 4z S5 10 2 A 2R U SIS DI IS0 T 11 3 0 40, 2 5 S PR — A7 1 e e I S, IR AR 2 o
g At 1) 77 0T Bt e D BUA RS EAT S

SCHR[161EH 0 T 26 Al i I 4 2o A i di 17 408 g ol (0 65 phy D030 75 925 R 19 sl 85 7 22 A 1 el 230 0
e FH P DCHEAT R R A v, D AR 5, 18 A Bl ) P P o R0 e v ) SR 2R 3 i el P DU R A5 6
N RBIREAS Y R AR R Y R RS B 2 AT U

SCHR[1710 48 T —FlfE Ad-hoc I 286 FHRR I PRS0 AT FT 5 SR (10 % e Bl 30 1 Bl £ TR A S s b ] o, 7 22
MG PRI R BE 5 LA ) 55 P o8 SR (B D S P R 7 ) SR 32 96 i DR PR B8 et B30 2% TR 1) AR I e, 7 S AN FA 05
e B P o SRR el BRI 5 360 S0 U, 12 T L PR i DA 2 1) B o P 8032 T L ARl s i b s 93 s
SEAE VT PRI B e Bl AR A AR 2 (SR b R AR AN SR T E AR R R
(¥ F % i %

SCHRTI8IA4H Tl Ad Hoc I 4% % H DRSS ERAG BT HESE, 55 He %5 A AR SIBALL, B V3 ml BB %
r g 2 1) 7 20T i PP UCIEAT ST, AME SR T GV T ] 00 o R B BT A AT — iR D i DL SE T BT
i A 328 R A QRS B e /D>

£k LRI, B0 25 s b PRI 5 B R K 23 A AR F A P A D T < i SN 7 5t e P IR TR) PR DG
Je BETE P R] G R A S I UOHE 2, S I K e B U A TR g R H RITRIE ST AN AL AE T T e A S W0 45 11 i e P
BUANVE I BN IR 2 A 0 A8 T8 2 AT 20 BE T WO I R A W S i o P D3 e S5 0 4, TR VA AR B 1
N STRCGEAT % eh P IR B SR B PR e, A SCAE B BT S A R AL B0 A ) UG B A5 s e BEAT A,
SN A B R

2 M5 g

KU 5 EERESR ] 1 B o, e R0 Ud B AR e . SRS . YR S PAT BEELIX 4 B0 A A% A
P9 28 (1 e T 2 B A B GUAR I B O 10 8 50 0 75 SRSk il 5 RI0OU) 7 B e B b 4 v I % e T 3 ET AR 4T 55 3
P HH IS IRORE, B e AR 45 2 Bk vl Lhad sk B 57 ML R G4 s SO TR ) 5 3% 3 A I 4%

1) BB 3 AN AL e B e SO RN ATT o T A R0 s SCARL A e i P Jd ok 18 Sk
S S B T 0] ) g B AL AP 7 T B T T SO DU ) L A A T 3R 3 Ay A A R I 45 Y BT L A
) 50 2 R ) P A LA 57 B SR T L R KD e A 26 A s T 0 A% S 1 e B B g S AR R A 7R A
b ) R D) 3 A A FH DU ATE 42 52 3B 5 (policy framework definition language, fij #X PFDL)K i i A 0, 0 0 % 7
4 IF {condition) THEN {action) SCOPE (scope), "' ,(condition) & — A~ 4 {4 R 1E 2L T EX Y 3 (action) & — R 5]
BAE I 5 I <scope) & H 2l 28 715 12 10 T 76 A% S 0 28 v 1R 4 30 SR AN 4 28 | — AN B2 AN 8 B 4R AR 49 3 422,101
WS RAERT . BRI R S RIA P AN S AN TR &, A e ERAE R AT — AN 2 B A S,
TICHAERT B E TR {<,<==>=>}, S BAH DU A EAE B 2 AN R SO AN H N AR Ak
3 PP B LOCAL K7n A I 50475 s NETWORK 7R A 38U 4EAN W 46, BS 27 VE A3k BE 0l 15 m a1
S A 308 B B0 AL, B 4 AH B B B AR B S AT R 1 O — AN I D) 4 B 0 ) s A X AN B



KA HFHRTHANINEGREERENLHERBE% 19

ISFUSION & AFIIZ A 1 52— Ao SUIF K —AMEL N 1 B 80 R Rl o5 B, 0 Fom A2 il £k
I AZ I R W SR E s o _EAT Bl o HOoW il i 84 U1 e 21 HEED #% i bl il

RERINS
r—-—-————————= I
|
iniuisiisiietinty 1 |OoRaRE |
VlomES | ! |
: : ! i
| |
! ! AR
L s | s el W4T
l P i Ziiy S — !
i v : B e mE |
V| PR ' T L !
| |
L _____ | ! ! |
s | I |
HL L] : ko |1 L] g )
L T ) Lo .
LSk
Fig.1 Framework of the policy engine
SRR ET R 3 S
Table 1 Example of a policy
Fz 1 AR B
ID Condition Action Scope
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HighDispatcher {
//send a local packet
send (int RpID, int AppID, message* msg) {
Fill the AppID field in the msg header;
switch RpID:
case Rpi: call Rpi-FE.send(msg);
3

//receive a packet from network

receive (message* msg) {
Get the value of ApplID field in the msg header;
switch AppID:
case Appi: signal Appi.receive(msg);

3

//checks for packet interception requests from higher layers
intercept (int RpID, message* msg) {
Get the value of ApplID field in the msg header;
switch ApplID:
case Appi:
//application layer registers to intercept the packet
if (Appi.registerIntercept)
signal Appi.Intercept(msg);
//application layer does not register to intercept the packet
else
switch RpID:
case RplIDi: call RpIDi-FE.forward(msg);

Fig.6 Pseudo-Code of the HighDispatcher model
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LowDispatcher {
//send a local packet
send(int RpID, message* msg) {
Fill the RpID field in the msg header;
send the msg to Output Queue;
}

//receive a packet from network
receive(message* msg) {
Get the value of RpID field in the msg header;
switch RpID:
case Rp1: signal Rp1-FE.receive(msg);
case Rp2: signal Rp2-FE.receive(msg) ;

case Rpi: signal Rpi-FE.receive(msg);

1
s

/[forward a packet to output queue
forward(message* msg) {
send the msg to Output Queue;

)
3
Fig.7 Pseudo-Code of the LowDispatcher model
Pl 7 LowDispatcher #EEk [0k £CHE

4 FRERHILITIR

FE T ) B % ) 4 BT R SRR T RS BT ] DU A 45 28 BRI W 45 IR 2 B A A b AN H 2% E D)
e AT 55 S8 80 AT LA AT 55 IR AE SR A 3R, LG 2 5008 R i 1) 2 BAT I 2 R . B AR L B il A T Y 2R A
FH R I e 9 2% 11 4 JR) B TR S IRDIR AR B 00 Q7 s B L S 00 . i vl SR AR
1) % BP0 BB N 7E TinyOS-2.x #4E & 48 LS8 T Dissemination™!,CTPIY, HEEDPX 3 AN i i3 2 H] 5
TR )4 CTP J& TinyOS-2.x [ 7 (1 — oA 28 45 b4 ¥ B0 WSS Bt e SO R0 L2 2,8 o R D 1y 5% 3
53 :isUpstream K 7n 4 FATIEJE TAT,isFusion K78 1ZEH 2 75 0 flG Bl isEvent K7 i 82 5 s
HHE TN B0 1 2 7 D7) 450 B0 AH I 1K % Bl 80RO 1 o an SR Bt 1 4T, )46 1) Dissemination; B 2 7R
R BE_EAT, HAZ B N s (B0 B e 2 (data: acquisition)), I E) #e 3] CTP MM 3 26 7 S = 4l 117,
H gl #4i (data aggregation), JUI47) 3t 21 HEED. i £ 1 I #8757 A% 86ty 1 05 3 AT 22 FH P i XML 15 5 3R
71 FI N8R 5 5 0 R0 U3 9 A SR 25 15 R e BILAE 1) SR 45 4.
Table 2 Policy table
F2 ML

Policy ID Condition Action
isEvent isFusion isUpstream Switch to protocol
1 0 0 0 Dissemination
2 0 0 1 CTP
3 0 1 1 HEED
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