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Touch Screen Unlock Methods Based on User’s Rhythm Recognition

WEN Long', WU Xiao-Bo', WANG Jian-Min'?
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Abstract: The screen lock of touch screen devices is designed to prevent the users’ misuse without taking security into account. To solve
this problem, this study provides a design of a secure scheme to unlock the touch screen. Unlike the traditional modes that unlock the
touch screen by sliding the sliders or identifying the graphics and images, the presented design is a method to create a rhythm key based
on the tapping gestures. The rhythm recognition algorithm is able to identify the rhythm sequence tapped on the screen, extracting rhythm
features and creating the keys. Through testing, the new scheme can better match the rhythm gestures and improve the information
security greatly. Meanwhile, as a new unlock method and relating to the individual’s sense of music experience, the rhythm recognition
focus on users’ experience such as convenience, entertainment and reliability, all of which are human-computer interaction-friendly
features.

Key words: rhythm recognition; screen lock; unlock gesture; information security
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Fig.1 The show of rhythm recognition algorithm based on slope
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Fig.2 The show of rhythm recognition algorithm based on clustering
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Fig.4 The structure model of screen lock system
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wide = Max(time[i]) — Min(time[i]) (@))]

wide/ R, +1, wide%W, <R, - R,
centerNum = (2)
wide/ R, +2, wide%W, >R, — R,
hythmli] 1, centerNum =1 3)
rhythm[i] =
' j+1, centerNum #1

Hrp,
i €[0,length — 2], j € [0,centerNum], groupCenter[ j + 11— groupCenter[ j]1 = R,,
| time[i] — groupCenter[ j]|< R, OR |time[i] — groupCenter| j]|<| time[i] — groupCenter[ j +1]|.

15 _E3R 2 50 R=50,R,=250 S FE KL NS HL R, R on A VAR, Ry R oR T B SRR OV A
BN AN length, W0 P31 time[length—1].

Step 1. WIURILEERIELAL rhythm|length—1];

Step 2. X time AT M/ EIKHE )

Step 3. wide=time[length—2]—time[0], if wide<=R,—R; goto Step 4;
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else goto Step 5;
Step 4. for i=0 to length-2, ryhthm[il=1, &5¥ 5k,
Step 5. X time AT R
Step 5.1. centerNum=wide/R,+1, if wide%R,>R,—R,, centerNum++;
Step 5.2. groupSum=setSum=j=0, groupCenter[jl=timel[J];
Step 5.3. for i=0 to length—2, if |time[i]-groupCenter[j]|<R,
then groupSum+=timel[i], setSum++, rhythm[i]=j+1;
Step 5.4. groupCenter[jl=groupSum/setSum;
Step 5.5. for i=0 to length—2, if time[i]-groupCenter[j]>R,—R
then groupCenter[j++]=time[i], groupSum=setSum=0, goto Step 5.3;
Step 5.6. ¥ RASH RIS L, if T AL then S5,
else goto Step 6;
Step 6. X AR fiBEAT IR K (rhythm([i]1=0)
Step 6.1. for i=0 to length—2, if time[i]>groupCenter[j] then rhythm[il=j;
Step 6.2. for =0 to j, loop Step 6.3~Step 6.4;
Step 6.3. for i=0 to length-2, if groupCenter[k]|<time[i]|<groupCenter[k+1]
and time[i]—-groupCenter[k]<groupCenter[k+1]—time[i] then rhythm[i]=k+1;
else goto Step 6.4;
Step 6.4. mid=(groupCenter|[k]+groupCenter[k+1])/2,
if rhythm[i—1]=k+1 and time[i]—time[i—1]<=R, and time[i]-mid<=W/2;
then rhythm[i]=k+1;
else rhythm[i]=k+2;
it :rhythm[length—1].
32 REHEAZ
R PAR G o SBL T x5 f b AT A I 1) T e, RE 08 F 38 — A5 XU S ) B IR S RE R H 5y — 5 ThL 21 22
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1,1 A0, 73 R AR IERAE . URAFI T RAL.
I ) SRAR SR AR S A U R
A0 I 1] )

N

de[il=time[i+1]-time[i], i=0,1,2,...,length—3 3)
P IEG K
posidver= Zdt[l] , d#[i]>0 @)
N]
RRCRIE RS
negeAver= Zdt[z] , de[i]<0 %)

2
1, dei]> posiAver & &di[i] > W, || di[i] > W,
changelil=4 -1, di[i] < negeAver & &dt[i] < -W, || de[i] < -W, (6)
0, HAth
FEr, w1=100,W,=200 7 RAR LIRS KL, Wy Fax FRAL 220 L 5 W, Ros RAZ B R 5 AF.
I ) SR AR SRR A R AN
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N AL length, N RT3 time[length—1].
Step 1. ¥R IEIE A change[length—21F1 dt[length-2],
posiSum=negeSum=N,=N,=0;

Step 2. for i=0 to length—3, do dt[i]=time[i+1]—time[i];
Step 3. for i=0 to length—3, if d¢[i]>0 then posiSum+=dt[i], N,++;

else if df[i]<0 then negeSum+=dt[i], No++;

Step 4. posiAver=posiSum/N,, negeAver=negeSum/N,,
for i=0 to length-3, if dt[i]>posidAver and d¢[i]>W; or dt[i]>W,

it :change[length-2].
4 NMASMK

4.1 EEMR

then change[i]=1;

else if df[i]<negeAver and dt[i]<—W, or dt[i]<-W,
then change[i]=—1;

else change[i]=0;
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Fig.7 The MFC rhythm recognition algorithms testing program
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IR PR OCR B AR . TR A8 3 TR BT SR R OB K time BUAL IR 1.

Table 1 The first group testing data
R WEHE 1

i a 3 4 5 6 7 8 9 10
timeli]
1 120 123 145 150 136 370 350 324 400 354
512 720 699 800 750 723 754 726 220 234 241
——
7 11 12 13 14 15 16 17 18 19 20
timeli]
1 600 645 623 390 405 123 145 162 150 142
JF 512 258 246 300 305 250 460 450 464 705 745
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Fig.8 The clustering results
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Table 2 The second group testing data

F 2 A% 2
It 2 3 4 5 6 7 8 9 10
time[i]
A1 254 242 253 250 259 256 267 259 261 254
JF 512 124 132 124 162 150 123 147 158 162 148
J¥513 620 587 568 657 588 578 300 320 321 350
S [F5i 11 12 13 14 15 16 17 18 19 20
timeli]
JF5I1 261 256 284 265 281 261 274 267 256 247
J7 512 430 450 444 421 468 520 479 500 510 495
JF513 344 120 140 125 130 145 121 420 430 140

203 SRAR R, W AR BRI 1 % e FRARAN K, BEAT SR P81 2 AT — AN IESRAL, P F 3 4001 1 AN IE

FAH 3 AR 9 .

timefi]/ins

A

600 -
500
400
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1 2 3 4 5% & f ¥ 9 1011 12134 13 1% 1 1/ 18 19 20

Fig.9 The mutation results
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Table 3 The third group testing data
&3 W EE3

P 1 2 3 4 5 6 7 8 9 10
timeli]

A1 240 320 220 150 170 220 480 560 580 500
T 11 12 13 14 15 16 17 18 19 20
timeli]

R A1 580 240 210 310 350 450 800 950 808 818
T 21 22 23 24 25 26 27 28 29 30
timeli]

JF5I1 858 488 588 600 520 500 550 500 440 900
G ' 32 33 34 35
timeli]

FE51 980 560 550 520 560

4.1.3  ZZHUCHE IR

titnefij/ms
1200

1000

800

600

400

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35

Fig.10 The clustering and mutation results

(SIS S VP 4P

G PO R A1 SR RN R AR FE B B RSN rhythm=1{2,1,1,2,1,1,2,1,1,2,2}, RAZ ¥ 51 Ky
change={~1,0,1,-,1,0,0, —1,0,0,0}, 4R Ji5 1 i cf JAth 3> 1), 0K 55 B DL O 175 DL, 75 2 time B4, W3R 4.

Table 4 The forth group testing data
F4 N ER4

¥ i

timel(i] 1 2 3 4 5 6 7 8 9 10 11
Tl 15 469 185 277 452 198 334 448 220 331 500 443
Jra1 424 198 252 414 197 280 418 191 309 492 444
7512 473 226 263 486 231 296 511 237 305 528 462
I3 253 122 169 351 145 202 347 150 240 397 364
FF514 719 435 527 702 448 584 698 470 601 750 693
J 415 191 248 491 204 267 504 209 287 537 204 271
7516 380 350 352 384 394 320 464 250 340 320 325

2 WRPNEIELILFA) 1~F41 3 575 4 BREICHS, 1751 5 FUF 51 6 AREULRC. W&l 11 .

Fed 1 A5 2 w) LAV EE, & R -5 FIOBE - B 5600, T 7 1) 4 A3 5 RERE UL IE, /& BRUA EAT TR 1Y 28y
Ik S — BRI (7] —Fh 45 22 o] LU PRAR), 751 5 R 51 6 ANVGIC A2 B 0 5 Z8 R AE AN AT 5 R LS00 15 Z2 R AE AR B
(K7 F 1) F3 570 #68 BE DG TE (ELXT 15 2845 AL AN £ 1K) 7 90, U0 AT 254
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Fig.11 The showing of key match
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Fig.12 The interface of Android screen lock software
12 Android b 8 A S THI
4.2.1 AR
i #%8 Android 2.2 #:4E RGEIR Gefl bt 01,251k 10 A28 2 24T I, Ak 1 B AT ¥ & 7 8 9,18
JiE B E S AT R e B L B 5 R R, LR .
Table 5 The unlock users’ experience datas

x5 HYUH AR

HHKE f B 1 T LRIP NS IRIIH (%)
4 483 22 95.64
5 473 32 93.66
6 469 39 92.32
7 463 43 91.50
8 460 46 90.90
9 457 48 90.49
10 454 50 90.07

W 5 o B A S T 3 Y A 0 R Ty A R AR B A BT R 90%, R 0T 22 R R E R e, F P ARG
R4F.
422  AERENH

R A O v 2, R VR B P R L it A SR IEAT 28 D0 AR, G v AR B Th 5 R MU B LK 6.
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Table 6 The violent unlock users’ experience datas

=6 BB R AR

PR AL P Ty iR B IR (%)
4 14 492 2.77
5 11 494 2.19
6 9 496 1.78
7 5 502 0.99
8 3 510 0.58
9 2 548 0.36
10 1 574 0.17

R L0 AR B, B D A A A, 28 U £ e A A
5 RESRE

It S I A PR e e, N AT X A% 30 28 i 24 s ) A0 A A it A 3 i K PR el 5 RO A L 11
2 H a0 B H AT, AR 2 U SCAAS R % 22 4 v, J LR R &2 A VR i a5 a0t A7 AN 2 3E
T 2 A PRI L R 2 e BTl D MR T 3 7 SR A SCBEVE T b 14 22 R0 14 Ak e 0 5 R
AT b 0 1) S AR, B BOH P Rl B e ) 2R AR A, 2 e b it T ZR AR A 1085 B T K SRR B A R T
A8 AESRTH P A6 B0 [ I R o 1 B 4 22 4=

AR B 7 SRR O 2 5 22 PR SR, FRAT T e K B It B J R T 3 T RSN i M o 30 A1 ) S AL A
T H SRR EVE 5 I ) AR SEVE A SR T P N (19 T8 90 8] 2 871, RE 6 A7 280§ BOR S R [1) 58 22 Ry
P SHE RS AT R 5 R RBCRU 18 [ IS, X R A AR AL FRD IR 8] P 370 156 88 A7 R0 UG I, 0 AN A5 25 AR5 AR 10 3 470 J0) g A7 2
it .

HAT, i 807 X CAE Android THL- & i 1 Ik, i B 1 (R L e R, F P AR 3 1.4, P A6 i
Z2 P AR BN T AP L I8 A () [] IR, 38 508 1 D B ) 22 4 AN ) NAT AN T (%75 23 A A N B 38 25
PRI T T, AR A B

B BT AR R N DI RO I L A AR BLRON T Z, I R A 56 5 T A 1) S AR A B A
i 14 A JRE R 5 38 6 B 1) B, SV B LT A7 AE 5 10 22 8 70 8 SCA7 A el R v 6 W SCEAT SHA-T A,
LA 5t 22 4=

Bt AR, FRA 1 XA SCRIE SR (o B ) S A [ 2 R S
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