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LGBRoot: Partial Graph-based Automated Vulnerability Root Cause Analysis

YU Yuan-Ping'?, SU Pu-Rui'?, JIA Xiang-Kun"?, HUANG Hua-Feng'?
!(Trusted Computing and Information Assurance Laboratory, Institute of Software, Chinese Academy of Sciences, Beijing 100190, China)

*(School of Computer Science and Technology, University of Chinese Academy of Sciences, Beijing 100049, China)

Abstract: Fast vulnerability root cause analysis is crucial for patching vulnerabilities and has always been a hotspot in academia and
industry. The existing vulnerability root cause analysis methods based on the statistical feature analysis of a large number of test sample
execution records have problems such as random noise and missing important logical correlation instructions. According to the test set
measurement in this study, the proportion of random noise in the existing statistical methods reaches more than 61%. To solve the above
problems, this study proposes a vulnerability root cause analysis method based on the local path graph, which extracts vulnerability-related
information such as the inter-function call graph and intra-function control flow transfer graph from the execution paths. The local path
graph is utilized for eliminating irrelevant instruction (i.e., noise instructions) elimination, constructing the logic relations for vulnerability
root cause relevant points, and adding missing critical instructions. An automated root cause analysis system for binary software,
LGBRoot, has been implemented. The effectiveness of the system has been evaluated on a dataset of 20 public CVE memory corruption
vulnerabilities. The average time for single-sample root cause analysis is 12.4 seconds. The experimental data show that the system can
automatically eliminate 56.2% of noise instructions, and mend as well as visualize the 20 logical structures of vulnerability root cause
relevant points, speeding up the vulnerability analysis of analysts.

Key words: vulnerability analysis; root causes analysis; inter-function call graph; intra-function control flow graph; statistical analysis

« FEETH: EEK ARRHAIE S (62232016, 62102406, 61902384); H[E B2 B dif i 4 56 3 B H £ 10 (XDC02020300); /i #5AH: G114 15
(2019QY1403)
W st 1] 2022-05-30; & B T): 2022-11-03, 2023-03-15; SR FH I H]: 2023-04-19; jos 714k Hi i i ) 2023-10-18
CNKI 1% £% ¥ & I8 i) : 2023-10-19

© TEBREEEEIEDT  htp/ www. jos. org. cn



4556 HAEFIR 2024 5 35 A5 10 49

P IR A 2 BRI 7 98 R 1Y TR B DG B — A, T AT A I TR IR o A A RO A s R A S
LA, FEIRSE I e, b TR RS R K, 4 5 2%, IR K 22 FEAL, BRI T 0 e 8 43 i CAEA DL N 193
B 3, ST RCRAG . e )22, PRI T AR IS R SR e 8 . ERER B Sl AR R TR R 4 A T V2 iR
PRIE — i 30 1 B S, AR X U T R AR ) L

H B4 1T R 43 A 32 B2 i B 0 AT N S DR i R e T R R R AT A 2, DA R AR B 1t B R T 1 1
KR, LAFE B or A N ot D B AR AR 3 i SR O, i eS0T . AT B B AR IR R 2 b B R SR B A R R
2, WS THR PO ¢ R 0T (1 1 5 VR T AT ie S L b v, S, ARIEOC R A Fr & il o M f 1y 1)
PR S B MR 5% R B PP T R AR A DR A Hig A B4, AR R R 45 RDDG! | TaintCheck™, i%J7
BN ) ] SR OB BT AR AR P V) . F5 S5 AT AR A AT RS FEAN Ry 20 A B AR A 48 i, TG
VRIE Y K RIS A 1 R0 A 2 30 1) 3 W 75 = BRAT I ot Pl o B 38 bU 2 L AT RIS AT IR P8 2 = e X 40 1Y
55 R B DR DG 1A 4 B, %0 T i B P R 3 S PR R A 2% E (1 7 oK, (ELIL T I R P K R BRI L D 32 R
TP i) (e 7)), B IE R PATIARR, a5 I N —2e AT IC R 2= 5. 0 T iR we e 7= o) 1, F o4 b 7R
FHRRA A B AR G ST MRS, Tl ke Rt (AT T 3%, o6 R AT I S G 0 T Bk g — D i e ot
ZEFE BRI, HoZ.0 AR I AR FIER 5 2 W PTG T HRHIE S BT L, @ r R PR e H8 4 5 i
TR SR TR DRI, 17 THI AR M B R L% AURORAM, VulnLoc®™ .

FET REPAT IR GE T 23 B I7 V5N T DG T B 1= 18 2 (10 it H AT B35 1, AR TR AR TG LA 1) 1) B
MUPE PR 35 Sk 1A Wt 75 ) AT SR AT U . e vk a3 A il AT e S LS Uy AR B, ARAR AT (5 B I G VR
I SR ARG, SERRPAT LR A KiE TR P A S BATREHLE YR58 4, L Qo IR 22 5, AT 7~
AR R AL e 7 A S B DA, HICE 14 23 BT 2 AR SR AP FE ik 61% IR REALIE M 5 454, 7 3 i 43
Br; 2) V- FUF 282K, 16 s T I8 403 CAFRAR . BT Ze vt o007 7 VAR e v ik 1 22 e i 5 Js VI e RV AR O 1) 4
A, SERR AT 8 R TR 2 AT OC (1) E B A 7 IE W T S A R, 4% I G R B SE FL R A o
TBEYR, T R IR i R S R AN e S A A SR A

TR B R 5 P B B W Th BE@ 50 R ARG, LSRR P AT I B R SCOREE IR B, BRI T A B8 2 A
TR T Rei8 4. T2 )7 D) e @ MR AE AT 251 bl & S5 P ARAS S AR SR M 20 &, B ELIE s B0 19 43 S kA 0%
Fa RN eR ) FH DG R A RV, U s IR PR R RS — MR I BB B Ui ) i, RN AE I 0T . BRI
2 SR A O IAT . DR, 78 IR 23 B v 45 A B AR I D) REE RS 1T SUE BOR A B T e o B b i)
M P 46 () R, BT DAL 43 B () HEAA 12

ARG R A R D R TR SUAE SR A 25 4 S AR S ST IR VIR 1 DR S Bk 2 19 B sl R, B2k, 0k
T ABAT D P R IR IR AR DG e 2 1 B R SU(E B, 045 B ) 1 H 8] (inter-function call graph, InterCG) 1 i %
W HIR % 4 (intra-function control flow graph, IntraCFG) JeIt, @37 =342 i (partial graph, PartG); 24X )5, 12
T 3T S 0 A R R W 7 R 5k s, 125 R P e S s AR TR AR M O SR T S U T R SO eI 4, A
T MR T IR R DR 75 48 4 33T, SR H T 28 SR S s A28 1) P Dk T Bl R R B D0 R I 52 5 1, 4 78 5 T A %
R IARTD H54>, T 45 T TR e IR AH O 5 (R B R 5 4. B2, T T — A3 T R BB A2 B i B sh Ao T 1 IR o0 T
%, AMCHBOHEER T BEHLE S R 75 3 7T 5 A I i DR ] A0 e ], Xty B s R s IR 23 B LA L ).

A TTERLHG: 1) F8 T 2 TG00 20 b BRI J R o AT 5 A AR e 75 T30, I IR 5 kAT T A I A2,
PRSI SR S b, AR IR 61% BN S 2) $H T BT 5 B A2 Vel A 5 P DT e 75 i Bk T vk, VB T e ot 2o i &5
T 56.2% [ R H5 00 FH BRI P9 16 R ERT e 75 3) $2 HH 7 VR Rl RV AH DG 5508 58 00 R I IR &5 U7 v, b a4k | 20 N
T 18 T I e PR B A R TR I 4) T T — AT ) —1E ) A S A0 I SR 43 AT 2R 48 LGBRoot, 75 20 A4
CVE JsiM 4L B 48 HIGUE T RN, ZRAAEFHITRT 12.4 s 1BULT, B3IBIFR 56.2% MM i 4 R
&k 20 AT AR G DR 2 5 20 6 18 % 225 1 B, bR o AT N 2 1A s T 0 A

ASCE 1A H B IR B 8T A YRR TF IR, 5 2 1 I NERG 43 A 48 E AT VAT AE I ),
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X5, 1 E RBEER RIS TG R (IR IR 48) WEAT VG R ARk b Jeeda, I8 TG miAR & e i R, AT 45
Al TP 3 51T R ORI R A SR AR B OG 2R, A TT M el e 8T U0 30 33 T LA e 53 A U T
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B s P FE AL SR T, AESE BRI, | T AR GE I BEALE T PR A% 1m R, T ST B A P A7 AR R IR AT AR
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TR, 1M CVE Yl 76 A A A% — ANl A I ) POC, A% 48 T AL B I _E TR BURE ACAE) 2l R4 1 7
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FIFEASR 5 AR5, 0 BIBRBUR & PAEA AT (5 ., JFERR P AT 1R B A R 21T (predicate, 1 WIHE 24 4F |
ZA PR SR A R AE AR R B, RIS A0 1 R AR AR B B i e vHR AR R, Lo BB 04, e A
55 IR AR IR T HE ORI sl AR, 4% RO 2B O R -4 (K Ze vt 70 Al i (B AURORA B 228 7 4%
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jz SRR, T AU T I A AR AT S, KSR & A S RN S AR 2, RN 2 5 TR R AR K K 4R
A TR R 1R S VU (IR T R DAL 4 SR, JE AR R AN S M 1K), TR S MADRT R ] B DR P FELARR A 20 A

2 HHISHRRILTE

AT CAIRIFES 54T A 2855 TG00 50 W7 (K000 35 DR 23 AT 5 V24 [ I R, - A S 1 i e L e
2.1 B

AL UL R 4 fihd T FFIPEG 7485 R 51 FRIH CVE-2019-16351 S, Jsi A5 A Bean 1 1(a) Fios.
T RIPAT I REF ARG B g B3 %k G A7t 2% ) 43 B A IR ARLRN P81 At i abb a1 = P At o | PR IR I (IR
PAT R ARARALAT 5 24-223-232-25-600-601-602-603-604-625-371) 2 & A2k ek %5 jfif load() 26 hn#k &l A
B, WA A B X% G BS54RS jfif->pheac IEA 19 5 BC 2 [ RIBAI2E (8 (R IR 23 B S WIZa (B 232 471
if(fac) 43 LA L), J5 45 jfif_decode() BREONS B @47 W5 R 2 0 (RIS 625 474047 FF M A huffman_decode
step() BRE0) 5 E 10 PR SRR AR R BLES 1. IR 4N T 75 huffman.c [R5 371 47 BI04 B 1R 5 | H IR 454
TR I 0 87

TG 5387 R 58 (LD AURORA 445 5%l il 4347 Jo 159 31 e BRI 225, 491 2 2 22 FE B 0.90 NP4 At 44
580 276 4%, W BB WE 1(b) Frow, SR B EAR 5 B4 BT F T AT, F25 A IR 2 256 ) i 4 45 R
BRI AR GV, R IR: 1) vk A s sh AR A K& R W s, R R & ) e S g 4 (il jfif.c 1 630,
631 45); 2) il B BRI A 5% BB A AE s o, BB G 43 o T i B A5 R G E I 4R 4, B an s 2L
B BCE A 0.9 I, B J T BIMEh 0.82 (¥ jfif load() IR i 5 B8 45 L K2 BAE 2k 0.73 (¥ main() B840+ U A D81
PREN T 5. A T 7 7R, A SCHEE] 1(b) hbnid T &5 440 250 B R ARREAT £ (A S RGBT 0 TR
PACHD), FI“\Fon g5 215 RS, x84 5 U AN AR 2%

huffnan.c * 0X00006284 -- 0x006284 edge_only_taken to 0x006b3f - 1 - bnd jmp qword ptr [rip+0x9d3d]
int huffian_decode_step(HUFCODEC *phc) * 0X000061b4 - 0x0061b4 edge_only_taken to 0x007429 — 1 - bnd jmp qword ptr [rip+0x9das]

{ 1 0x0000c9e4 -- rax min_reg val_less Oxff - 0.992 — mov rax, qword ptr [bp-0x 18] /huffnan.c:371
371 if (phe->input) return EOF; //patch 1 0x00008262 -- memory_value min_reg_val_less Oxff — 0.977 - mov qword ptr [rbp-Ox L8], rax //jfif.c:604

while (1) { 1 0x00008658 -- max_sign_flag_set — 0.950 — cmp dword ptr [rbp-0x278], eax //jfif.c:602

3751 if(...) bit=bitstr_getb(phc->input); 1 0x00008218 -- is_visited -- 0.950 -- mov dword ptr [tbp-0x27c], 0x0 //jfif.c:603
376 if(bit = EOF) return EOF; 1 0x0000823a -- max_interrupt_flag_set - 0.950 -- add rax, rax //jfif.c:604
379:  if (code - phe->first[len] < phe->huftab[len]) break; * 0X000082f0 - rax min_reg_val_less OXFEFFEFEF -- 0.950 -- mov rax, qword ptr [rbp-0x1e0] //jfif.c:611

i

jfif.c 1 0x0000839f -- rax min_reg_val_less 0x0055575288 -- 0.925 -- mov rax, qword ptr [tbp-Ox1e8] //jfif.c:625
int jfif_decode(JFIF *jfif) 1 0x00008209 -- is_visited -- 0.922 - mov dword ptr [tbp-0x278], 0x0 /jfif.c:602

1/ 0x00008630 -- rex min_reg_val_less OXFFFFFFEf - 0.922 - mov rex, qword ptr [rbp-0x208] //jfif.c:602

600: for (meui=0; meui<meuc*meur; meui++) { x 0X0000838a -- memory_value max_reg_val_less OXTFFFEFEF - 0.919 - mov dword ptr [rbp-0x110], eax //jfif.c:620
601:  for (c= £->comp_num; c++) { 1 0x0000c9ef -- max_interrupt_flag_set -- 0.918 - test rax, rax /huffinan.c:371

>comp_info[c].samp_factor_v; v++) { * 0X0000c9fe - rax min_reg val_less OXFFFFEF -- 0.918 -- mov rax, qword ptr [rbp-0x18] /huffman.c:375
603:  for (b=0; h<jfif->comp._info[c].samp_factor b h++) { * 0X0000a6e7 - is_visited -- 0.918 -- nop edx, edi //bitstr.c:230
604: HUFCODEC *heac = jfif->pheac[jfif->comp_info[c].htab_idx_ac]; * 0X0000a6£7 -- is_visited -- 0.918 -- mov dword ptr [rbp-0x10], 0x0 //bitstr.c:231

x 0X00008302 -- memory_value min_reg_val_less 0Xff -- 0.918 -- mov dword ptr [rbp-0x238], eax //jfif.c:611
624: for (i=1; i<64; ) { % 0x0000ca0c -- 0x00ca0c edge_only_taken_to 0x00a6e7 -- 0.918 -- call 0x00a6e7 //huffman.c:375
625: code = huffman_decode_step(hcac); x 0X0000a7d2 -- 0x00a7d2 edge_only_taken_to 0x00a7d5 -- 0.918 -- mov eax, dword ptr [tbp-0xc] //bitstr.c:254
if (code <= 0) break; x 0X0000a756 -- num_successors_greater 0 -- 0.918 - jz 0X00a766 //bitstr.c:240
630: code = bitstr_get_bits(bs , size); \/ 0x0000830a -- 0x00839a edge_only._taken_to 0x00844d -- 0.917 -- jmp 0x00844d //jfif c:624
631: code = category_decode(code, size); \/ 0x000083a9 -- 0x0083a0 edge_only._taken_to 0x00¢9bf -- 0.917 -- call 0X00cObF //jfif.c:625
if (i < 64) duli++] = code; x 0X0000a797 -- num_successors_greater 0 - 0.917 - jnz 0x00a7a0 //bitstr.c:246

Wy \/ 0x0000cOf2 -- 0x00c9f2 edge_only_taken_to 0x00c9fe - 0.917 -- jnz 0x00c9fe //huffman.c:371
; x 0X0000a092 -- num_successors_greater 0 -- 0.918 -- jl 0x00a09b /bitstr.c:43
void* jfif_load(){ x 0x0000cal8 -- num_successors_greater 0 -- 0.918-- jnz 0x00ca24 //huffman.c:376

JFIF %jfif =NULL; \ 0x00008 1fa -- is_visited -- 0.904 -- mov dword ptr [rbp-0x280], 0x0 //jfif.c:601
223: case Oxcd: // DHT 1/ 0x00008204 -- 0x008204 edge_only_taken_to 0X00866b -- 0.904 -- jmp 0x00866b //jfif.c:601

while (size > 0 && dht + 17 < end) { x 0X000069b0 -- rdx min_reg_val_greater_or_equal 0x e -- 0.896 -- mov edx, dword ptr [rbp-0x4] //jfif.c:122
int idx = dit[0] & 0xOf; x 0X00009ff6 -- max_interrupt_flag_set -- 0.874 -- mov qword ptr [rbp-0x8], rax //bitstr.c:24
232 if (fac) { % 0X00006fbc -- max_parity_flag_set -- 0.874 -- mov qword ptr [rbp-0x18], rax /jfif.c:202
233 if (1jfif->pheac[idx]) jfif->phcacfidx] = calloc(1, sizeof HUFCODEC)); \/ 0x0000868b -- rax min_reg_val_greater_or_equal 0x1 -- 0.871 -- mov eax, dword ptr [rbp-0x254] //jfif.c:600
x 0x0000a79% -- 0x00a79% edge_only._taken_to 0x00a7d5 -- 0.870 -- jmp 0x00a7ds5 /bitstr.c:247
h x 0x000069ad -- memory_value max_reg_val_greater_or_equal Oxc -- 0.870 -- mov dword ptr [rbp-0x8], esi //jfif.c:120

return jfif; % 0x0000cala -- is_visited -- 0.857 -- mov eax, OXffffffff /huffman.c:376

) x 0x0000calf -- 0x00calf edge_only_taken_to 0x00cab9 -- 0.857 -- jmp 0x00cab® //huffinan.c:376
ffjpeg.c x 0x0000ca2d -- rax min_reg_val_less OXFFEFEF -- 0.854 - mov rax, qword ptr [rbp-0x18] /huffinan.c:379

int main(int arge, char *argv(]) * 0X0000ca34 - rdx min_reg_val_less OXff -- 0.854 -- movsxd rdx, edx /huffman.c:379

{ V 0x000071£9 - rdx max_reg_val_less 0x1 -- 0.824 -- mov edx, dword ptr [rbp-0x40] //jfif.c:233
24: jfif = jfif load(argv[2]);

25: jfif_decode(jfif); 1 0x0000642¢ -- min_reg_val_greater_or_equal 0x2aab0950 -- 0.727 -- mov qword ptr [rbp-0x28], rax //ffjpeg.c:24
} \/ 0x00006436 -- rax min_reg_val_greater_or_equal 0x22ab0950 -- 0.727 -- mov rax, qword ptr [rbp-0x28] //ffjpeg.c:25
(a) CVE-2019-16351 FE45] < A (b) CVE-2019-16351 J il 5[5 43 Hrdh i

K1 CVE-2019-16351 £E414047
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W OCHE T, R, B 1T (W R T R8I 4 43 1T S T B 75 S 2 5 INAR i (8 23 AT AR . eyt X i iR s R )BT F
SCRIFRER S A e e R R DGR A MR R, FR LI FEG, Y BRI T, 56 55 i R A A AR S 1) g ST

ASCAAEGE I M & R AR L, 1 e WNPAT Il S TP BRI I AR OG- 1 LR SOfE R, 32 S R SR R
RV BR B P 23 TR A A% B, R U I A DG T i B AR 1R SRS, T 8 S A T o s I AR S Y0 Pl LA G/ R I G e 5 i
L B, 2T R AT PR R ARt 1 S IR 4, IR A IR 1 DRI O s B] BRI B SGR G R A S, Rl s A
T BT R VR Ak A W] T SRR SR B B U ) S i AR R AR R, DLW AAE I T REEE SRRy e i R A
RIFRPAAEAT ARSI M5 B, 2B S A P A R A5 B P BT R AR 7 L ORI 4, 72
AL PAT RS BTSSR R B ] (40 main->bmp_save, main->jfif decode 25) Fl & F P ¥l (41
41 huffman_decode_step() BR&L PN FEA > STBRE ) X RALSIAR P AT AR I, WilE 2 B, IR IR R i 42
el 5 U e S DR G PR F R n s 18l R e 2 ) 4 T A R A J8) R AR A B AR AR DG AR A5 B AR &,
FEBIFREP 16 530 B 42 B 0 5 M main() PR 20 FH j6if load() PREINZR K A5 2RJ5, AT BR BN FEASER BRI 454 (151 4,
TEINECER 2L JEE load() P, 3857 223 4T 1) case BEACER ) 32, BRIERE NS 232 47 if PIWTEEAIL IR 32, YhsE 1€ ooxt
S 8] 3 BE SORAE 1R 58); S5, main() BB HI RS R AR EE_ decode(), AT A H &1 1y Af AT 2R 21 huffiman_decode_
step() HiES. 47 (T EL i BRI R, 7RI 2 AR AT I, DR e s A TR bR IR T ARG P 1 = 8 % A7 I B A
BRI .

main ‘

&

>
oo | jfif decode ‘ ‘ ifif load
huffman_decode_step ‘ init_dct_module H bitstr_get_bits ‘ category_decode ‘

— | | e

______________________________ ’ flat2fix ‘ bitstr_getc

CFG . | | / /\

77‘ ‘ mbitstr_getc ‘ ‘ fbitstr_getc ‘

i bitstr_getb

B2 BTk

T Fid R AR i E R, 7T LA B SN ST 2 AT 45 R 2 BRI R AR 4, AT ERER T 5 i
FRITE OGR4, BT 1 Ao sRoR e 75 48 45 A R 3B AR I 8 3 a5 0915 8., 7T LUK I T e BRI DG Fi8 4 (RP
1A R (R T P AT 4 ) 2L 1) 3 0 5 ) 6 7 52 3 (9 A8 M A 0.9 I 1 i load () AT o6 44 (1) 17
IR, G R SCE 3 Fios il R 42 8 (valnerability path graph, V). Flt, MBS s UG 1, 2T
TR 7 AT B A7 32 3 U VI DR AH G A AL B P = 3B B AR IR, T AR R e v 4 R vh 2 R W e g 4, T4 18 B2 U A R AH
KRNI IR, P25 G o3 A 45 SR (R 1k s V) s RT3 2 11w LA k.

3 ETRBBREENBNRERES G

ST RN GE vt o T H ARANIR T T B R P 3 AN HRE ST 2% B R RIS R RE ), AR S 45 e G TP
DA Jey B i A P AT GE TR AR B, Bt ANSEBL 1A B s AR s 9 70 #T 52 48 LGBRoot. RAEMFAELE: %G,
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AR B A N POC #4342 I, JE M IS 70 Mo RS IR GV R IR 22 48 2 2R s SR, R TR B e 42
BGBRGETH I BT 5 R T JE SR A S, R Jd 8 i A B b 78 8 v Js PR 9 SR i K R 542, IB 4 g s 5 2 Y ok
DI RRAR S, SRR GHERL N 4 s, RELAF IR APP FJs iR S0 iE S N POC %N, o 2% s i e 8] L
N SO R A i A P AR SCAE AR G A DAt T AR R PR AR B ST RS IRT R P O SR R AR O AR IR 3 A
oy, W 4 Pios.

main:
v
line24
line24
/\\\\A
jfif _decode: jfif load:
1ine600 line223
. v
lmefOl Line232 (4L )
line602
v
line603
line604
line625 (115t &)

huffman_decode_step:
v
Line371 (M1 £%)
B3 i e s A2 1

RGN R

: T R e e ,

V| URRSSIE | ] 1 %Eﬂ)ﬁn RIEE | L zgumm

| [ A ROC | i Bk | OG- T R - ;

i o LS I S A g [T REEREE

e § : b !

P A [ aR R | L OC%) !

: L e T B |

: V| KRR i  T—

~ e i AR 75 :

= T RIS L ik |

' Do | R [REA [ Trace Gt ;ﬁi/ﬂ% ;

esemeesoasas T 17 g IR O g B |
o e e AR DR O 4 b7 |

Kl 4 LGBRoot R HELLE]

G, MR EUE POC MR R SAT B R SCIRE I STk ] 1 DR AR O i AL B ) Jm s e A, B 55 A AR 5 4 G

TR A7 JEL 1) BR300 ) Y VR B A 422 S e B8 T, ST R B A T )N, AT ZE v 20 W R G ARG v T B IR 3 A 4

SRR A P P IR 1 DR R O R B RV A B AE B AR SCIBAR B, mT ARSI G vk 20 & R b A AR G

BT A B, — R, R AT 0BT SCERBE R S 1, A0 5 KR 10 R B0 P S 3R A R SR A S A TR ) SR
KA, IR 548 bR SO SR S AU s A2 10 7 SR AN AT AT ).

FCR, R e s i A P A AR IR A UL, 1 SO A R S vt Re A1 23 A 8 R b 553 1 SO BE 0 R e 75 0. i

b2 e it A2 AR IZ AR RIS SRR R e v 0 BOR S 22 48 2 B 5, MIBRGETT 20 H 45 R b Ao
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Jo S B A P RS L (R B AL PR I 75 iR 2, R T 4% RO TR IR 48 2 i B R N — B B

5 )i, F R F A7 1R 1 45 M DG BT L, AN TR IR 43 A &5 SR b S IR AR DG IR B O i 2, IR RS T e 28 1)
RIS DR 2 A . O T Gl R A IR 1) JR3 0 e A T R B ) e v U T B DR R 4, i R 5 e 4 R h % SR AR AT
TS RO R, FHEANE R S M B 4 1 AR TR I FR 4 (190 W F T IR 4 ok 0 F T b 2 45 ), Ko AT
48 S AR T AR P s I 22 5 ) D BB P e R s A2 1.
3.1 EEpEREERE

Ja R R A B B SRR e IR S R S AR P Dh R AR R, 7EACTD ) BEIE AR )2 T 58 B A7 v PRl et 5 R
FEHUT RN AT EE s RS B B DG R S0 FH R R BN BE AR HE RS . BT 5, TR A O A5 s B
J3 5 R M T ) R BT A SR PN AT 20 ORI RE U A AT O ) R 50 FH P28 45 R, DA AR 5 R A5 A R 4L
AP B S R A N5

E X 1. JRiBg A (partial graph, PartG). JR i 47 1] e F IR T DRI A5G A AL 1) J 0 v 5 () R FH 1) R v
B P A RS A R

EX 2. JaEB ek R 8 H B (inter-function call graph, InterCG). JmiliFE/F Prog Y Jai ¥ & £ 8 8 FH 14 InterCG
K& (N, E) A&, o, NACRIRIFAN S BT A BREOY AR &, E A WIS, 03 (ny, ny) WIS AT 53 n 2075
i ng F R R AR

EX 3. JRHB R BNyl # % I (intra-function control flow graph, IntraCFG). i T 7 Prog Y Jai ¥ B 5L Y
PRI AL & IntraCFG 2 (N, E) 414, Horhy, NACERIRI bR 80N DA AR &5 AR, E A A&, A (ny, ny)
WU 7R NS R my B 0y RFEACERIBE S R .

Jaii 5 42 1] PartialGraph [ EEANSVE 1 fas. X 145 2 IR TRTRR)T Prog, IMIRMURFEAR I, 58, WAl
K IR IR T ExecutionTrace() 1 3k H pR 21 F < & CallRetPair AT I 1 R £F1 3% FuncList; 485, @ id Xt
JEIAFRIT Prog R4 Dissgraph(), SRE B 512 25 AN BN 1) CFG K], BIBEA SRS C R, fen, i) e
HHNR AP AR ECR I, 452 b0 1 R K4 AT 0 CFG 41445 (FuncList, CFGraphs). 3 i3RI
A S, S SO ISP AT 10 B8 5051 2% FuncList W7 B8 4L, 83T I1sCall() A1 IsRet() UGG 2 %5 4 F Az 18l F
AddTo() 1 RemoveFrom() 4E47 i A% callstack ™ ek 500 I IS DRI, 44 i3 118245 callbranch. 5
SETF I, F LabelAlloc() B840 ic o 43 i B 5 (#9141 malloc()« calloc() Hl realloc() 25) 4 1 FH 8 7 11 66 4051 3%
funcMlist, LLJ ] LabelFree() of £0bs ic o HERE TR 4 (9140 free() %) 17 I fiE JJ ¥ R 251 % funcFlist. % ik
AR, 70U il R 38 BORE 7 i 45 RO, callstack H A i T JC O [a] F 0 4 ok 5000 DA Dk 2 1 S5 Ak Bk £ B 2R
backtrace; %17 funcMlist F1 funcFlist M) 437 42 73 BeFRE TR A A OC 1) B B0 FHZ1 3R A5 B 25 T LR IR AR OG5 &,
Wit fE4E 4 (FuncList, CFGraphs) H1HH i it 4% B 200 513K backtrace. 3L BRI 205138 funcMlist FIRE IR 201 3R
funcFlist 1R EUTT V5 K o BN JEAR S B B A1 M 5138 CFGList. 2, T G I B6 12 A0 JG I B i ek B 422, )
GOYIE B AR, B H R B0 AT, R N Ak Bk A, A1) R 47 18] Partial Graph.

73 Wafea e o el S

A IR A 1L, FERTARR T Prog;
i R 42 PartialGraph.

1. CallRetPair, FuncList«ExecutionTrace(Prog, I,)

2. (FuncList, CFGraphs)«—Dissgraph(Prog)

3. Function GetPartialGraph (CallRetPair, FuncList, (CFGraphs, Functions))
4. for each func in FuncList do

S. if IsCall(CallRetPair, func) then

6. AddTo(callstack, func)
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7. AddTo(callbranch) /* p& 51 1%/
if IsRet(CallRetPair, func) then
. RemoveFrom(callstack, func) /* jif A% */
10. if IsAlloc(func) then

11. LabelAlloc(funcMlist, callstack, func) /*43; ik */
12. if IsFree(func) then

13. LabelFree(funcFlist, callstack, func) /¢ sk */
14.  for each (function, CFG) in (FuncList , CFGraphs) do

15. if function in (backtrace or funcMlist or funcFlist) then
16. AddTo(CFGList, CFG) /* &8N CFG*/

17.  PartialGraph«—Graph(callbranch, backtrace, funcMlist, funcFlist, CFGList)
18. End Function

SRS R AR PR AT U] T B R) 2 A T U TR 2% R 1) d I B PR 4 1R D) RE IR R R B, T SRR 4
FEARK E 6 b3 A LA s 2) 42 Jm g A2 B . — D i, Il s I, R RS RCR BN B sl 5 05 ) 572
XENAFI T RE S TS S At B R e S S AR R IAT . S P AT 8 3 B AN A R R A I, R AR
(K e KU FH AT L3R [0, R A O A 2B P i 95 £ o 0 PR g T AT O Bk 7 AR P i 5 i 1)
PR HC P, T RS AT T BE AR S IR B 20 T R TS A2 PR R SR S IEK, 451 2 M Y S s 1] RS A1 T R B R 4 HE
Sk V5 1), -t VT RE A S 18] 53 B S . DRI A SCAE Jm) 8 i A0 P v A0 o S S A A 228 1) 0 OB TRUAT SR A 42, T 107
3 M S 2% W AF ], EE AR H, B80S B 5 L (UAF) R 45 5% 51T (null-pointer-deference) S583il. 53— 77
T, AERE ARSI AR, o B T 2 B 22 A e B 5 R T 5C 2R, #0220 e =2 R s o e £ B TG i A
1 £ o 50 P P, i R B AT 7 SR 1 0 25 S R S o S50 P B AR AP AR S 0 2 o I TR TR K (1 ) A,
AR SRR B 28 Jry Bl s AR P 1 2 05 3. AE ) ARt R e R v, e 3 5t bR 0 P A AR S A v RE AR 1500 B T
TCik L HAR I, ARSI A AT 1 08 50 T R ] (call-return X6F) 47 S5 H 34 IR 14 R 5001 Rk, I\ S i 72
el B T ek U P, R P9 () AR S B S AT A B 5%, R T3P T R v (1 e S 2 e e 3 U, ek 8
DReA SR T80k, DI A SO #5220 Hr S ORI AR S IR s A CFG 8], A0 35 A HR R R At e 7 30 SRR,
I Jm R A2 .

3.2 ETHEBEER R EREE G

G55 R AR B S, TR GETE PR 20 it b 5 I I O R W 7R 5. BT SR 20 AT R U B PR 23 B 4 2R
FAAAE R AR P AT B LR DR 21 R R W 7, W P 48 & R, ST, (CJCFE AL SR IR 73 A1 26 AN R] 1 bR Aol LA
Berp R EARIE T I T SR R AR SR SCREZ A SCIBAR R, BT LU GEh 0 W 6 R P AR AE TR i i 42
B b HANRSZAFAE (I e s 5, AT 9 R S iR SCPRMRETE SRR R BEAL PR A . AESIDL L, JR i A2 B A
BR K PR R 5 P P A JBE 25 e — 7 I, A ) S A P ) BR S E) U &) InterCG o 5 N T I A 5 KD 19 54 B
BB R S BA G BEIARE ) 1 R AR R, TR GE T2 45 SR ANAEAE T Ja) S i AR 1] R B e 7 i
A 3 T3 L, A R AR P L 1 R A S AT SRR B IntraCFG 5N T G5 RIALORIR IR A 23 STBREE X R,
7 % 15 T A A2 T8 23 SOk SRIBCME RO 75 54 il T3 InterCG &1 o 4 b B 5 i ) A A2 A SR 86 (B & AT 5
AFAERE P IE W ST A0 i A O 57 5 Pl R P IR S, DAL s A s ) 0 A AE A T 1% bR 50N R AR PRl e — RBCAAE AR
A SRIRAERFAE (190 2 24 3 AR TR S 10 i 2% AU A R I, AT 210 R R AITE A (M 4 PF I D 2 T BJR if
I3 SLAAF P A); ST T2 W7 45 RRPRT 2 ST I 3K, AAAEBENLPEIL M i (Rt e, F59 P e e ATy
AR HoAt A & DTS A PG IR (1195 2), A ORI s 1] j5 DR A G s A7 75 73 SCB e OQIBRAE, TR BRGEvT 0 M &5
R TERR A InterCG _EAEANSLT AN IntraCFG 43 ST L SR S5 ) (Rt 75 415 %

BT ) S R AR P B B InterCG ATBR AN IntraCFG YA 4E B 10 25, Vevt 1 U ] RS 81 e 75 75 o g v 41
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1952 iR, T4 MG R TR S5 Rr, JRi 42 E PartialGraph, S0 BIM{E 0, — T, MRIEZIESHE
FEJPFEIE WAL XY 58 2R, 183 PR 2L GetlnstrAttribute(Instr) i ARG S Rr T4E4IE4 Instr; fEFEFH 3E
AAE R, WHEFe 2 BT 8 44 Fname, $54 WEEE 435 IScore, $54 Hulik TAddr FIAT#E A Hebblik BBAddr %%; )
—J7 1M, M\ JRES A7l PartialGraph H sk HU 45 A4 JCBRAE 5L, BRI Bk £l B) A R B0 1) SSRTIL B2, CGnodelList,
CFGnodeList, CGedgeList, CFGedgeList, T 2<M. 7F o8 B0 19 2 Mg, G BRAESE v B AE 0 (2856 v & 1
AURORA HR{H 6=0.90) 2 F LA} 54 BT {E R 1 Fname N7E &8 & InterCG {88314 CGnodeList H {484, %F
T RO BN £, THERTE A e JA Y k7R 551338 CFGedgeList FH GHEA LR/ Sr il B 4. DAk, TR &6
A7 P %) o A0 TR R R B P 1B SOV B R, B OB T U IR R AN AT O () BEAT L M 7 R 4, S I R RS AT )G
EETT A 2 BT 4R 25 & Rn IIZREL.

TR 2. Il p A 7 R T 1k

iN: Gt R iR 2 4ES R, SRl 4% K PartialGraph, £t BI1H 6,
i MRS TR S et R AT R A 5E S R

1. Function TrimNoise (PartialGraph, Rr)
2. for each node in PartialGraph do

3 AddTo(CGnodeList, CFGnodeList, node)

4. for each edge in PartialGraph do

5 AddTo(CGedgeList, CFGedgeList, edge)

6. for each Instr;E Rr do

7 (FName, IScore, IAddr, BBAddr, Instr;,)«—GetlnstrAttribute(Instr;)
8 if IScore <@ or (FName not in CGnodeList) then /* p& £} [1] 25 I/
9

. continue
10. else if (FName in CGnodeList) then
11. dict[FName].append(BBAddr)
12. dictIns[FName].append( Instr;)
13. for each func in dict.keys() do
14. for each (bb0, bb1) in CFGedgeList do
15. if (bb0 in dict[func]) and (bb1 in dict[func]) then
16. Rn.add(dictIns[func]) /* Bk i Py 2= */

17. End Function

33 ETHBEREENKEZEXRELE

) FH 510 5 A P 1) 45 KA DR IR AR M, Pk B2 B 45 8 T IR 0 B R v 22 0T L P TR VIR R A DG 48 4 1) 1 4 O
R G R, §R T S5IRIRZTHRAE TGOS, (B 5 IRIR AT D) Ge 8 B 45 RGP E i R R fe 4
Jo S S A 1 2 4 R T 8 FH G 28 R bR 0 P R A H I e 10 (1322 308 M 5 1 O R 1], R BADX 4 J8] b R A AT 5 S I
J7 (19040 oR Z0UR FI Ry FE AR QIR G FR (19 i e PR 2 2R (R I TR B AR AR 22 A0 5 1 DR AR D648 2 IR T TR TR AT 12 38,
N PRI FRME S GE Tt 7307 45 SR b 2k (0 FH TR 5 - 4 40 2 B IR 46 R R (W1 a4 sR 250 A P T 0 &5 10), f
2, T AT R IR DR IZ 4.

FET R 5 42 AR BR 21 InterCG AR LN IntraCFG PN 4EFE IR S48 2 KR, Wl T IR R 18 48 0¢ BRI 45
JENEE 3 Fros. AT LR BT B W R S5 G Re, JRIT 42 & PartialGraph, 156, M48444 Rn )
T4 12T GetlnstrAttribute() P& ZR TR 23645 B ([F2H 3.2 71%), M Partial Graph 43771 35 HX e 45 (8] R 6 20
] 5 F1321 512, CGnodeList, CFGnodeList, CGedgeList, CFGedgeList ([7] 5 3.2 1), F TEEE IR &KL R, KA, 7EH
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/8] InterCG HIE 5 RELL T, X TH84%4 Rn T Ha2 I ER s B0 I TraverBranch() BAEUE A [T 78 442
RO I8 CGedgeList, B4t 2 F2 7 N 1 B 2L mainFunc, FFR5 363 7 A G2 1 B8 0 FH I 78 4 b 22 Y i X
BAE V. B JE, X T BREUAN IntraCFG 48 2 IEARBIE @ OC R BEES, MRS HA Rn TR TR A R, 18
i TraverBranch() BRI [y Ja ¥4 4% 45 B BE AR B 411 91 3 CFGedgeList, 45 BRI I uhE funcStartbb, K577
TETHRAES Rn IR KRR A DBk 1 I IR e DAL A ] 07, oeb T Bk 46 Hh Bl R IR B A ek iy, bl T2k
ASHURLREE A (0 525670 7 FEAHORL BEAEAMRITEAL), AR TR A B R AR Hokr B 19 2C F b s TR i DR B A2 1) w7, i
AN 55 5 PRTIG 225 AN b — 2 AN DR R (10 e . e ¢, 38t 8 1] 1L GraphPlot(), 5 & 1 0 1 o 500 ek 250 A 1)

5]

FIRRAL, TR 15 i 4 TR SC I G 2R K0 1] Rl DA i 12 .

L

& 3. I R IR AR R IR T i

i

i

Ao B HIGEE B TR 245 R, JR #4215 PartialGraph;
t: Y S A R 7

1. Function UnionGraph (PartialGraph, Rn)

2
3
4
5.
6
7
8
9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

29

for each node in PartialGraph do
AddTo(CGnodeList, CFGnodeList, node)
for each edge in Partial Graph do
AddTo(CGedgeList, CFGedgeList, edge)
for each Instr; € Rn do
(FName, IAddr, BBAddr, Instr;)«—GetlnstrAttribute(Instr;)
AddTo(FNameList, FName)
AddTo(BBAddrList, BBAddr)
for each (fb0, fbl) € CGedgeList do /* B £ 1] &5 */
if IsFind(FNameList, fb1) and ((fb0, fbl) not in G) then
AddTo(G, (b0, fbl))
While fb0 != mainFunc
(fbm, tb0)«—TraverBranch(CGedgeList, tb0)
if (fbm, fb0) not in G then
AddTo(G, (fbm, fb0))
fb0«—fbm
for each (bb0, bbl) € CFGedgeList do /* B8 % P Bk 45 %/
if IsFind(BBAddrList, bb1) then
While(bb0 != funcStartbb)
(bbm, bb0)«TraverBranch(CFGedgeList, bb0)
if IsFind(BBAddrList, bbm) then
AddTo(G, (bbm, bb0))
else
AddTo(G, (funcStartbb, bbm))
break
b0«—bbm
GraphPlot(G)

. End Function
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4 THERSEW T

41 ZWWE

TR E L, KA SQL AN XSS Kook U, 249 il i & s5 B il B 5] SR, B BR1 40
S FSE ARSI, AR O 0 S IR 2 — (R P A B 20 U7, DR L Y i i 5 IR a5 P2 5 5 R AT R B2 2%, 4%
BT Al B DR A SCHR A CWE PR 5 532, 4 TR P A2 IR 108 1 DRI A, WG A AR M 140 22 [R) SIS BT T 288 Y VIR 201 pe i
. TRERBIE, BT INETIRIET POC fIt AR TT, 7 Ui i il e S 4 25 R AR S A T 28 31 L, 9] dan 4
Hovhi th, AR e S5 IR g 26 o T 0 HE Ui th O S FRET AR S | FH IR 2R 2, DR SO R B 5 i 28 2. LU0
HIRR A 9], G R AR I AN 438 IR AR T RS, (RLTE DAVAR H AR S (RO G B3 A ¥ ) A D bk O B A v 33 P £ 1)
Y ] bk I, 3 e i HH IR A 3528 28, WS D0 UA 4 MR HH e V.

SR E AR O T RS I T VA I A, IR BT DI RE 2 R4 (LA R A A SR AR A, T, I
%i 4%, IS« RUBY if S HEAL, FEA I T8 M ELF SCPF e AL BRERCPE4E), TR E Y 2 R4 (48 SR I 26 A
1£J5i UAF (use-after-free). DF (double-free). NPD (null-pointer-deference) 1% 0] 2 Py ££ 3l : 3%k i 10
(integer-overflow). 21X it BO (buffer-overflow). HEdi i HBO (heap-buffer-overflow). ¥ i SO (stack-
overflow). AR¥ILHM UV (uninitialised-value) 2528 74). Yl & INFN R D2 A FE, IR AT 456, B8 TF 9
e I I RGBT B AR B AT E IR POC FHAR T, (H4 T J {88 35 U VIRl 1 DRT 5 A7 RO vERf 1, B T4
GBI AFFRIFERFG LR R 1) i POC rI I 120475 2) IR AN T USRI T4 e e DR R A R B4,
ASCIRE 20 NIRRT N S HAE 2, 055 wireshark. binutils 25 77 JJ AT A IR 2 2 i T RL e, B 1 AW T
B A BRI PR AR B, CURR SRR BT TR AR A, SRR A R, AT ARABAT S LOC, IR TEAS LA g 5, I
2 JF CVE 5, Il 2B DL A R A D Re k.

#1OERHREE

R Wik LOC No. CVE%S MR WA
#1 CVE-2020-35980 UAF
GPAC mp4box 85.4k #2 CVE-2020-35979 BO/HBO A AAL AR
#3 CVE-2020-35981 NPD
NASM nasm 45.5k #4 CVE-2018-19216 UAF e E
MJS mjs 36.9k #5 CVE-2021-31875 UAF IS 5%

YARA yara 42 .8k #6 CVE-2017-5924 UAF R BEAR TR A
MRUBY mruby 43.6k Z; g’,g;g} zjigig; B%H;E g S RUBY I 5 HEL
LIBJPEG djpeg 61.5k #9 CVE-2018-19664 BO/HBO JPEG B4 g f# 2%

objdump #10 CVE-2017-14745 I0/SEGV B4 A
BINUTILS nm 3377k #11 CVE-2017-15020 BO/HBO PERF S50t LR
readelf #12 CVE-2017-6965 BO/HBO ELF A F# ot LR
tiffcrop #13 CVE-2016-10093 BO/HBO
LIBTIFF tiffcrop 85.5k #14 CVE-2016-10270 BO/HBO TIFF BG4 B T A
tiffsplit #15 CVE-2016-9273 BO/HBO
JPEGOPTIM jpegoptim 2.2k #16 CVE-2018-11416 DF 4 TR
NGIFLIB git2tga 1.4k #17 CVE-2019-20219 HBO GIF ] 1A% A iy TR
FFIPEG ffipeg 2.8k #18 CVE-2019-16351 NPD JPEGZw RS FHfifhd L A
LIBMING listmp3 95k #19 CVE-2017-16898 10/SO UL A A 3 P
WIRESHARK tshark 3621k #20 Bug-15152 UV/BO I 2, 53 A1 T

SEISE- A SEB IR E LR 64 17 F 4% Ubuntu LTS 16.04, IiE & /& Intel(R) Xeon(R) CPU E5-2630, v3 Ab# %
(2.40 GHz, 32 # 32 GB).
SEI R VT Al AR AL TR T I B ER 78 6 A2 A ), R Reb I 2 A AN A AT B ARRB B IR E AL H AR
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SEPALR T REZ M IE A (5 878 B AR e D3 B AR RS S IR . A ST AN T BT 26 A 5k T VIR TR U 30 J 9 B ground
truth FrifE, LA top-50 HMSBHPHEFE4 20 (R A 8 A H0E) EAS R e R RCR.
42 RS

AR SCAEFH Dynamorio 2% - 3EHIACAS 43 HE 4236 15 68 2070 P 45 8, {3071 TIDAPython™ i 25 43 b $ 4 LA
PLBeE 5 RS AT RS T35 A IR A R, Dot 1AL 58 IR T 15 R 1% 42 TR1 A T 404 . A SC T 2% 1R 3R 3 BT
Z 4t LGBRoot JL57 1450 47 Python 415, Hrf 970 47 F - $2 B 8 5000 J53 3% InterCG B\ LWL EE T fE, 480
AT HTARECE B R IntraCFG & LM RIS ThAE. LGBRoot RS T- 45 0 RE F (MIRACHY, T 5 {8 5
TRIAAN T 06 b, AR SO T RIS AR A A 13638 40 W 7 VR A 3k A IE TR AT 0T 248 AURORA
A S e T BSR4 (1 8 TR 25 1R SR A
43 LWHERR S

h T VS EE T R AR B A B IR TR R 4 B 2248 LGBRoot [KIAT R, ASSCRFZE T BAR 2 A i) .

(O RQ1: LGBRoot A&7 L HABIFRIZE 8 2k 23 M7 2R 403545 L IR A2

@ RQ2: LGBRoot X - 745 i i S je P51 12 45 166 465 255 IR G e 2

® RQ1: LGBRoot &4 L HARIZEIR 1 3 7 #T & Ge3fcAe 58 4 (135 R

T BAEIXAN I 8 45 5L, AR SOE LGBRoot 53 T80T 5 72 FI I IR 82K 43 M R 48 AURORA HEAT T %F
Lbseisy, 2 B RS B 4002 0.90 A1 0.85 B, AT TAFIAFE B b T AU 75 U DL KRR 2R 25 A top-
50 R BHPEAR 4 H i 3 AN AT VAL, SE86 i 45 3R 3k 2.

%2 LGBRoot 5 HEh b GE i i X 7 Wy ik e L AL

Total AURORA LGBRoot
No. 6=0.0 6=0.90 6=0.85 6=0.90 6=0.85
Ins Ins P FP Ins P FP Ins P FP Ins P FP
#1 19728 744 N - 2062 Y 30 337 N - 633 Y 3
#2 27409 1526 Y 20 7690 Y 20 479 Y 4 2750 Y 4
#3 14165 1966 Y 46 2062 Y 46 870 Y 2 872 Y 2
#4 13748 98 Y 27 169 Y 27 55 Y 0 69 Y 0
#5 10715 23 N - 133 Y 21 8 N - 32 Y 0
#6 10064 64 Y 15 281 Y 15 6 Y 0 6 Y 0
#7 40219 852 Y 18 3259 Y 18 372 Y 0 1383 Y 0
#8 46486 530 Y 24 1518 Y 24 250 Yi 6 458 Y 6
#9 755 13 N - 231 Y 11 7 N B 107 Y 5
#10 9894 64 Y 7 263 Y 7 51 - 0 225 Y 0
#11 16113 95 Y 6 388 Y 6 84 g 0 281 Y 0
#12 9789 236 Y 11 525 Y 11 152 Y 0 222 Y 0
#13 2966 20 Y 0 84 Y 0 19 Y 0 55 Y 0
#14 2253 13 Y 0 163 Y 6 2 Y 0 105 Y 0
#15 831 0 N - 295 Y 2 0 N - 182 Y 0
#16 1028 14 N - 38 Y 11 1 N - 24 Y 0
#17 1035 4 N - 9 Y 0 4 N - 9 Y 0
#18 2288 276 Y 3 406 Y 3 143 Y 0 255 Y 0
#19 166 0 N = 3 Y 3 0 N — 2 Y 0
#20 422 3 N 1 25 Y 2 3 N 0 23 Y 0
Sum 230074 6541 = 178 19604 - 263 2843 - 12 7693 - 20

T PRORAN TR AR YUN; FPARORTITS04 52 T i B 5 4 (1 ot

5 BTSRRI B sk Gt R0 BT 2 45 AURORA MILE, W 2 i EdE vl LLE A LR 5 R
WO R4 T LA AR AE 9 F58 4% (Ins) 77 1H, LGBRoot XM AE L AT AEAS (20/20) #BHE I 6k
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RS S KT BESA B 8 IR R B AT R 4567

YIS TN LR A BT HR A8, FoAd M IE R AT 5 R AT TR 2 GV IE 2 R BE T E Y 0.90 B (60=0.90)
154 BEOHIXT T AURORA J/D 230% (6541/2843); 4 BIME 1 E 4 0.85 I (6=0.85) 154 B HUH /D 260% (19604/7693),
BRI RGEHE N AR AT 2257 (60=0.00) 1454 (230 074) B 4508 T 15418, 15 LGBRoot B 5 H1.

TEIR AN T #8407 B iR 5 (patch) 771, LGBRoot F1 AURORA 75 AH [F] () 45 w1 B4R 3 Bl 1A B2 AR [ fr kb T
AR TROR. AR10, MG TR IEBME A 0.85 IS T (100%) AEA AN T H R LLE A, M4 0.90 AT 40%
(8/20) LA RE B AR R BN T 54, te A v LUE HY B B B0 v BRI T R ZEA TR A 8 A 5 (RIB{i
0.90 BT 34 F T Hrfa 4 % 2843/20=142.1 4511 0.85 B 7693/20=384.6 4%), 152> 3¢ eI Il /i IR 454 e 2k L 25950
ANH IR, 101 BRSS9 1N A I P 4R 4, BRI 75 ST T TR A 48 2 (R 5 R AR T 00 A M 2 >R 3 R 2 [ %
B BE. AR SR AR B AR A LR D), O TIREUE 2 IR R, AR SCHESER Y AR I ) 0.85, &
SRR BB N T — LR AT 48 40, (L REIE 2SR 22 Il /e D8] s A B0, PRI S SC LA 0.85 1 A s 46
O AT AR R,

TR R G B B 1 5 T, AR S 2 3T LIAE T LGBRoot Al AURORA Z S8R M -5 iR G ET 50 4%
F54 R RBHMERG A (R (top-50 FP, 6=0.85), LGBRoot Lt AURORA B FHTEHE 4/ 13.1 (263/20) 1%, BRI
HETRILE T 92.2%, AR 15 MEEAS (RI#4, #5, #6, #7, #10, #11, #12, #13, #14, #15, #16, #17, #18, #19, #20) -1
TTATE 2R BB I P TT AURORA AT 2 A (#13, #17) TR BAYE, Mtk LGBRoot g 5 AERAH R S IR I AR <35
A BT UL, MR T 56.2% (B (1 —7693/19604 x 100%) % 92.2% = 61% % 92.2% = 56.2%) [FI¥E 5354 ZEx R B PETE
BREAT T, BRI 3 7R, KL AURORA [RE B P44 A= SR PR B IE 4 BORE TS N AP HR A E R B AL B, o
Bl Gk b B (I B ROE ) . PR B AT, AR AL B R ACRY 7 75 72 4%, 1 LGBRoot [RME FHYE L h7E S
FARI T BRI 4 sl R AU, IXARAF A AN SO i P A A2 B LR RS PO AR IR B 43 BC (191401 malloc)
PRI (101 free) HE TR0 32, SRIBRES B AR (077 A= Rl M A (R B SSIBE DG R, AT BE T /D R BE P 4

%3 AURORA 5 LGBRoot H Z/EH{H 0.85 ] top-50 FP M/ 34

No. Top-50 FP  WArhilRACEE  SoOMBR st ib il AR AT AR HIRIATE] ORI AR R

A L L A L A L L L
#1 30
#2 20
#3 46
# 27
#5 21
#6 15
#7 18
#3 24
#9 11
#10 7
#11
#1211
#13
#14
#15
#16
#17 0
#18 3
#19 3
#20 2 0 — 4 v — — - - - —
T AFRELAERT L T FLAURORA, L 78 43U I 431 T FLLGBRoot; VR T 5045454t R BA MEFE 408 S i 75 250, — %R
5055482 P BT PR HE 2 AN R bS] 75
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4568 HAEFIR 2024 5 35 A5 10 49

Ak, LGBRoot [ AURORA MF4- vk #h T AUy A0 Fa & YU MERG 26 L3R4 58 47 1 I e R 40 A 3R,
AT LU S i BRI 43 B N 5% 4 A R B A ]

® RQ2: LGBRoot T M 75 fifi B Sz Jl PR 18 55 B &5 R S G i 2

T TRVEZ ), A SO T B I R i A B 1A B T VR R SR B, 43 S BRIV R InterCG BRI LA
PRI IntraCFG & A0 P i B R0 R RS AR R 25 2 AN 43 RS20 45 AT PRAN, LS80 45 0 Tl Lk 4 e s,
FEMAR T RS 43 10 A [) FR45 L2 6.

* 4 BB RTRERAE InterCG FE AR

Ins Function
No. Total Statistics InterVCG Total Statistics Remove Left Add InterVCG
#1 19728 2062 648 424 89 64 25 35 60
#2 27409 7690 2575 579 241 209 32 7 39
#3 14165 2062 828 275 83 64 19 3 22
#4 13748 169 71 120 15 9 6 10 16
#5 10715 133 82 194 26 10 16 21 37
#6 10064 281 14 123 43 41 2 3 5
#7 40219 3259 1662 474 131 97 34 17 51
#8 46486 1518 786 624 85 53 32 34 66
#9 755 231 188 106 7 2 5 3 8
#10 9894 263 237 129 16 5 11 6 17
#11 16113 388 291 215 21 9 12 9 21
#12 9789 525 293 70 31 22 9 6 15
#13 2966 84 84 137 5 0 5 2 7
#14 2253 163 145 155 12 6 6 1 7
#15 831 295 196 88 5 2 3 1 4
#16 1028 38 27 18 5 3 2 4 6
#17 1035 9 9 13 0 2 2 4
#18 2288 406 260 21 11 7 4 2 6
#19 166 3 3 74 1 0 1 1 p/
#20 422 25 21 12 6 1 5 3 8
Sum 230074 19604 8420 3851 835 604 231 170 401

7 Statistics R NG T IR 22 InterVCG R 7~ bR 2 7] 18 1 €]; Remove LeftRIAdd 2 B s MIBR Fo R A in i s 5k e
InsFlIFunction3 7l % 7~ 48 4 I R 4L

M 4 LG H, JRI R E0 FH B InterCG &R DARH Sy D454 M () I Js il B D] o 280 00) 3 1] InterVCG
HROAN RN — S R G IR 8 e B A, T B B ORI G 2R NI BRI 75 £ B2, InterCG K Ge vl R 43 Wy J5
AR E 2 fE M 19604 £k /b 2] 8420 4%, WA IR B M 835 ANFRIKE] 231 A, b 30% (6/20, Bli#1, #2,
#3, #6, #7, #12) A PR BT B Bk 2 70% LA b BREE B4R OGO R A, 20 MREFJLAN AN 170 ANBEGE B ¢
AR EUIE InterVCG, N BB _EJRF 1 231 4, Hi16 InterVCG 255 401 4~ %L

EH AT DL, i 7 i A 7E BR B 1K) 0 AR T LA AR F T R, 5 A B U ) DR 174 V) 445 ) S TG P SFe 48 ok
FRERS R BTG . 7ERH InterCG 7 1R B8 H00 FH O R D6 &5 B DRI 4 OC 3R 7 10, T DARE a5 2 110 00 428 B 00 s 28 e e U 1)
DR A0 I, S B VIR R A S PR R B, A0S T A A2 i, LA UAF Jil T LA SE 15 A0 Mt ) 0T b 0 5 11 79
W, A BRI B A IR U, AT e e s A T .

MK 5 K, JRRIEARR LT K IntraCFG B AEIR> TR 2175 . IntraCFG ¥4 InterCG Ab B 1 BRI 43 BT 11158 2>
BONK 8420 £ E] 7706 4, HATIRGIR T 33% (1 - 1160/1721), BIR IntraCFG HIFR A JHibR R 54
InterCG K, {H&H—J7 T 5 Fl & InterCG 42 AT T /0 A2 IntraCFG Tk 4 AF 1484, 59— 5 TR R A A
PURIFE 482 H L 6.64% (7706/1160) R LUE Hi, Fi5 2 20 HE AP JZ [ LA AR vy, B A AR D, 3 A 5 G YV ik
IR R SR 4R M08 S G AR AIE . T B B0 S, 7EIARIE [T IntraCFG #H)IL BE 45 8 5 o R 1 A Hb, R LG 2 (A T
WEFEAR Y HE PreNode J& 6397 A, @IE 2 T JBUATF /- BT S A EAUE 1160, 3t 5T A4 I B rh [ 5L 5 s B A A
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4569

7 8, %5 1 PR T8, A B M 41 ST EE AN, TR A SOV #b R K S A Bt AR i
K HEA RS P IntraVCFG, (LYRAT S H IS T CAT mp, iz S5 B shIAC i B & T A HE A2 0 1) 6
P IR B AR (3 B, R W5 B BN R, 4 O T LA SRS (left edge) 75 IntraVCFG
P B OB T R, R AR 53T

RS RBNIEAIY R IntraCFG EIE I RCR
Ins BasicBlock
No. InterVCG IntraVCFG Total Statistics Remove Left edge PrevNode IntraVCFG
#1 648 633 257506 168 46 88 722 122
#2 2575 2750 257624 493 75 316 742 418
#3 828 872 257644 208 52 111 783 156
#4 71 69 14012 24 6 13 62 18
#5 82 32 4813 29 23 3 181 6
#6 14 6 11329 8 5 2 14 3
#7 1662 1383 16741 250 101 101 1688 149
#8 786 458 16732 87 48 24 215 39
#9 188 107 1019 22 8 10 57 14
#10 237 225 59028 42 19 16 228 23
#11 291 281 42502 69 31 23 237 38
#12 293 222 17526 81 35 28 238 46
#13 84 55 3319 35 16 11 217 19
#14 145 105 3319 39 31 5 210 8
#15 196 182 305 30 14 10 44 16
#16 27 24 917 6 6 0 155 0
#17 9 9 440 0 82 0
#18 260 255 875 28 14 10 89 14
#19 3 %) 234 24 4 24 111 20
#20 21 35 1473 74 23 40 322 51
Sum 8420 7706 967358 1721 561 835 6397 1160

4 Statistics R /RGL T 73MT (145 2 210 Inter VCGR 7R B B 1 FH &l IntraVCFG o BN SEA L RS K], RemovefllLeft-edge s>
T 7 MR (R R0 T ) FE A BRI ; PreNode & 7 iy b e S A B . InsFIBasicBlock 73 1| 6 7 84 Fl Bk A e

FERGIN TP 75 T, MK 6 AT LLE H, LGBRoot FFII TR FFES /N, ZEAEAREE L85l v, MR i A1 3
InterCG 173 7. 2 T Ak B IR 1] RS AT A2 P 7 (0 AP BRI TRD D 12.4 5 (248.61/20), e 75% (15/20) HOFEA
FEIF TR /N T 9 s, TSI IR] T4 2 )= 3 % 72 InterCG A IntraCFG [f17E07.
% 6 LGBRoot %45 K [0 T4 (s)

No. InterCG build InterCG trim  InterVCG union  IntraCFG build  IntraCFG trim  IntraVCFG union  V plot Total

#1 1.1734 0.0006 0.0013 6.891 ~0 0.422 0.0003  8.4886
#2 4.6749 0.002 0.0091 7.194 ~0 0.31 0.0002  12.1902
#3 0.8512 0.0007 0.0029 6.7739 0.0049 0.3959 0.0002  8.0297
#4 0.5195 0.0001 0.0003 0.531 ~0 0.012 0.000 1 1.063

#5 0.6582 0.0002 0.0003 0.3409 ~0 0.031 0.0001  1.0307
#6 0.2813 0.0001 0.0003 0.411 ~0 0.002 0.0074  0.7021
#7 29.2697 0.0021 0.0044 0.7599 0.008 1.2319 0.0013 31.2773
#8 97.3483 0.0025 0.0065 0.8159 0.005 0.2569 0.0004 98.4355
#9 4.7125 0.0001 0.0003 0.0439 ~0 0.0119 0.0046  4.7733
#10 0.6272 0.0002 0.0003 2.5219 ~0 0.0309 0.0001 3.1806
#11 0.6214 0.0003 0.0005 1.7769 0.0009 0.0319 0.0001  2.432

#12 0.1429 0.0002 0.0002 0.6019 0.0009 0.065 0.0001 0.8112
#13 17.8659 ~0 ~0 0.1819 0.001 0.0649 0.0035 18.1172
#14 53.1158 0.0001 ~0 0.17 0.002 0.038 0.0105 53.3364
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# 6 LGBRoot £ 43 I 1) TP (s)(4E)

No. InterCGbuild InterCG trim InterVCG union IntraCFG build IntraCFG trim  IntraVCFG union V plot  Total

#15 0.4509 0.0001 ~0 0.022 ~0 0.01 0.0146 0.4976
#16 2.0352 ~0 ~0 0.1339 ~0 0.1589 0.0031 23311
#17 0.1009 ~0 ~0 0.0189 ~0 0.0119 ~0 0.1317
#18 0.8176 0.0001 0.0031 0.0559 ~0 0.015 0.0001 0.8918
#19 0.0123 ~0 ~0 0.018 ~0 0.011 ~0 0.0413
#20 0.1916 ~0 0.0001 0.4322 ~0 0.2201 0.0001 0.8441
Sum 215.4707 0.0094 0.0296 29.695 0.0227 3.3312 0.0468 248.61

VE: Build, TrimF1Union 3 5146 FUEE 37 GBI 75 FIIEEE 8 3 45K 1 Plotze il T RLAL, ~022 1-452% 0

LR EJrR, AEA> BN TR T, InterCG P M\ bR K50 FH = 114 B 8 14418 40T o R 8002 5 7555 TR ok DX o A0k
VU2, P 63k M 75 TEER &5 4140 £ R KR (K2 OG0 IntraCRG 7R REA TR 11 5 SR AT (K e 75 4 %, I
W FC R AR D45 . B P AN 20 BRI s T J DR B AR I 1 RS ST, £ T A i b HE 2 1 m DU AR e 150 5
I R RIATE, TR Bt BT E 1R SUAF R BRIk, 61 R P 4 B O D5 e N T I R 56 1 1] 5 ) SR BER A
KL, I THAT LA S5 R e R 98D 2 BT N S T ARG 0 A K AR, 5 — U5l LUORIER 8 R R Ty
A BRI I A, i — S B i S R OSOM SR B B S B 2 5.

5 ZHISHEARRRE

TE SEI A SRR T PN R IR 2 5 T 4R

FM 12 IR 22 AR R 2 TR R B SR B, X T CVE-2019-16351 Tl B s $8fift 5 | F, JRsiie) 0 J A SRt
T jfif load() BAZLH 1 jfif->pheac B 3 A 73 B IE M 43 FL A, 54 jfif decode() i H 1) huffman_decode step()
FRA 5 P i 5 R A6 2 (R HE B A% 24 (L 0 BE'EE R 0.90 [RIRHiE, jfif load() PR T TIFR 48 2 i A4 4t
THOI MU H R, B AR ST SR8 e 42 I T s BE R HY GRS Toad () A% HE [ 3 e B84 IR ML A8 JR il B A B PR B 4D 1%
A3 IC B BRI 55 H 2 A B, 24 )5 S B R 0.87 INF jfif load() ¥R jl PR BR Bl TR0 Hi ke, tHIGAIE T A 3T B 45 44 4k,
156 2546 A M VIR B DRI AF D1 4 DG B DG 3R U SR I mT AT k.

e 2: YR 1] U A B R f DRI AR IR AR AR 4 LIBTIFF H1(¥) CVE-2016-10093 Fl CVE-2016-10270 3
v H R, P 1R R A AR SRR T SO tifferop.c (19 3701 4T bufp += bytes read H1ALEE K % =021 2L bytes read
76 B R AL B RIS R k1, 1S B2 bufp ARIRES UK bytes_read RS & U5 )& o HE Fiist i, BiAW MR
T A AN 7] () 0% H5 1 FH 8% A2 U 1) i T M R AR S TR TR Il R B A R A I S R A 1) S S
InterCG Kl —#F, 1 H &8 IntraCFG P& )25 5 AN K. Rt v] L, I ] DS1 A I 80 AS [ V) fid ot ) s ) ol 81 B 425 141
AN, T 0 RISy A S 11 o 3 e I i 478 B 7 v T LA T U ¥R DR TR 3 R 432K
6 I it

T80 3 T AR VA, AR SCHE TR R AR IR B Sl R R o0 AT 2R e T LA R R R e TR S AL, I DR 4
T IR 23 AT N S T LS UE IR S DR R AR B SR, BT AR SC R 5 T O AT BT R G AE U 45 R4
5 R IE 70 I R S IR AT 1, R 2 BT et 0 B RS I RE D, RE i il AT ZE T 70 B R 48, 9140 Aurora 4%,
FEHE TR IR 22 DN 3 M IR R AE DN 5 TN 22T DiGiuseppe! 77 4= (1) 22 5454 T 500 S5 45 SR 14 il L. B
WERAAR, AR PR et v, HO R R . BSOS ARAR 40 L, Ho b a] (R IR 45 R BT i o A ) 22 e 4R 2 91 3R
PPN, R A% I TGVEAR 4t X 4355 Y I B R TG DR 1) 23 ARSI RR BT B R T L8 T03k 2 BR IR 48 2k 7S

7B &

ARSORR A s 1] B PR AH 2R R 2L B R ) PR B AR AT B Ry D REIZ R AT T RO ARBS G5 A, 3 T 6 T i A
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BT S KT AR B 8 IR R B AT R 4571

F1 ol DR M P 5 5 0 Y2 R s P OB B AR MR T ik, P T T Gk o A AT IR IR RS R 2 AT T AL 2 R A
I ] S R A O R A DG IDR G ZR B AR (1 1), I AR 4R L3RR T VR A 8. BT R i Az, — T LA 3 3)
S BRI 545 4, kD0 AT N BT TR I AT 10 AR 5 i m) MBI S 8 8 OC AR, 5 (8 PR AR R 1 J
PRI, AT B R ds i 20 B R
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