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Abstract: Deep neural networks (DNNs) have made remarkable achievements in many fields, but related studies show that they are
vulnerable to adversarial examples. The gradient-based attack is a popular adversarial attack and has attracted wide attention. This study
investigates the relationship between gradient-based adversarial attacks and numerical methods for solving ordinary differential equations
(ODEs). In addition, it proposes a new adversarial attack based on Runge-Kutta (RK) method, a numerical method for solving ODEs.
According to the prediction idea in the RK method, perturbations are added to the original examples first to construct predicted examples,
and then the gradients of the loss functions with respect to the original and predicted examples are linearly combined to determine the
perturbations to be added for the generation of adversarial examples. Different from the existing adversarial attacks, the proposed
adversarial attack employs the prediction idea of the RK method to obtain the future gradient information (i.e., the gradient of the loss

function with respect to the predicted examples) and uses it to determine the adversarial perturbations to be added. The proposed attack
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features good extensibility and can be easily applied to all available gradient-based attacks. Extensive experiments demonstrate that in
contrast to the state-of-the-art gradient-based attacks, the proposed RK-based attack boasts higher success rates and better transferability.

Key words: adversarial example; black-box attack; Runge-Kutta method; transferability
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ki :f[tn+b,~h,u,,+h2a,-jkj], i=23,...,y )
Jj=1

ST, BT, by ORI IEEL Sk, = b, TSI F, T LA RIS AR SR
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X3 = x4 - sign(ks) G
5 (xprefs’ y) (36)

XY = x+g-sign((ky + 2k, + 2k; + ky)/ 6) 57

o, ky SRIRPUR R BN T IR ANBEAS x BB BE, TN JRUIRRRBE, Ky, ks A &y 43 02275403 2R s 5O 1 TR A
et e 2 ] e B RE, FRODTIABREE. 2458 B1) bk, FIASK (33) T ke I RBIYN 172, K E AR (21) 5 3
AT ky FUEE 44T ky VR BT 172 ML 30 (35) 1 ks IREH 1, X5 A (21) 5 54T ks MRS 1 AHRF. £ A 37)
Wk, ks, ks Bk, IREN AR 176, 2/6, 2/6 F11/6, X5 AKX QD) 2B 1179k, ky, ks Ak, REL1/6, 2/6,
2/6 #1176 A X3 (1), 23 (33) M3 (37) HEATALH, nT 4
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X = x+g-sign(k)) (38)
X2 = x+¢g-sign(k,) (39)
X = x+e-sign(k, + 2k, + 2ks + k) (40)

TRIUFEAS (R et xpre2 T xore 3 ) FIRFHUREAS x00v ZRZ I L JRUBFEAR x PR IS KA e L3 2010, Bk
KA, FIAFEAS xoret TP I AIPE BN R IR AR ey 1502, TR A o2 vg® 0B sl b FROUAH F5E &, A, FOIAE AR
X3 HR IR BN B TR ks #5213 (40) BT, AL BRIV BUREA x4 sp BT NP sl 22 th 4 MRS
(AN JRURBAEE ky B3 ANTIUBEEE ky , ks, ky ) BEATERIEAL G 13 B0, AE3ET DU Jed RSV 1 Bt RK4-FGSM H,
A SRS OREAS 0 T B 4 IRBREE, Bl &y, ke, Ky Rl Ky

B, AR Lk 3 Apa (B FGSM. RK3-FGSM Fll RK4-FGSM) (35 AT I A O A7 A% 45 134T 23 BT

o SZATHY L. T FE TR FE RO Bt 1 55, R 1 0 B0 B T B RO R A RIS AT I R ) R 2, (R
WS — KB B BT 5 B T4 ¢ . 4 FGSM A1, AR (1) Fiow, STVE R R B — KL, BT e e . fF
RK3-FGSM H, i1 A (22)-A 30 (27) Fiow, LTV 3 IRBREE, P i)k 3¢ . fE RK4-FGSM H1, Wi a3 (30)-2
X 37) Fiow, JLFRTHE 4 BRI, BTG It 1]y 4 . AT LUK I, RK3-FGSM Fl RK4-FGSM v 15 i 55 (138 47 I8 (]
3973 FGSM [ 3 £5F1 4 5.

o TEAif=F ). 75 FGSM AEBUHHTREA x¢ B fi e, B TR S 400, T BT BRI AN =, B EHRRERE x F1
BEEEHRE VL (x,y) , 3 RSP RN, R 3 B ZERAAE 25 34 p, WLE BAEGG 25 )24 2p . 7F RK3-FGSM
W AR O PR A v I BT B 4 MR B x, ky, ko Mk, TR IAEE S8R 4p . £ RK4-FGSM HF, 7L
REHUREA o I TR LA 5 AR, W, kL ky, ks B kg, # RK4-FGSM JITis (A7 22 100 4 5p . 7T LUK
W, BB AT I P, RK3-FGSM Ml RK4-FGSM {7-fifi tH G 8T 75 1125 18] 43 31l FGSM 1) 2 £5511 5/2 135,

2.3 AR

T SCHTIA, AR SCEEH T PR IR T e FE B L R Bt i 77 7, RK3-FGSM Fil RK4-FGSM. Je it FESS 5
WA AR AT DL E AR ML S TN B AL+ FGSM P b, T — R BB K 5L A% PR 3E VL (1 6 o Bt 461
s = B R DU B e PR TR S 1-FGSMUTHI &5 4, 1 LA43 31 RK3-1-FGSM il RK4-I-FGSM, 1 RK4-1-FGSM [
PRI 1 s,

E3% 1. RK4-I-FGSM.

BN FUSEAREE N y I RURREAR x, TR RO LI 2R3 F L, BB KA e, RRIKEL T ;

B RHUREAS 3

LW SE a=T/e, ¥ =x

2.for t=0to T—-1 do

3.0 UK RO T IR ANFEAS 0 FIBEIE k! = V0 L (6, y)

4. FEETIFEAR ' = x4 + @ - sign (k)

5. VHEARUR R BO T IR A X IRBRIE k2 = foxe,lL(xfm*l, y)

6.  FJEEFIFEA 2 = ¥ + @ - sign (k2)
7
8
9

PSR RO T FRIREAS ' (KIBRIE & = V e L (7, )

FIRETREAR X = x4 + @ - sign (k?)

PSR RO T FRIREA 6 (KB k! = V e L (7, )
10. BEFRPFEAR 2% = Clip? [ +a - sign (k) +2k% + 2k} + k1))
11. end for

12. return x** = xj
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BEAT, AR SCHE H I = B RIDU B Je b 122 85 S 1] L4333 5 MI-FGSMUPRT NI-FGSMP4s &) T 4 il (14 37t
Brdi v, RPN IS T Z W 0k B B R Bt (RK3-MI-FGSM. RK3-NI-FGSM) ARt - DU Je b 22 5592 11
il (RK4-MI-FGSM. RK4-NI-FGSM). [, FATTrT LAAE X LE Tl h 5 | A Kt 184 sk (il DIMPT . TIM™)
A SIMP, AR TEHFUREAS (TR . 15 1 R e A VA A ORHURE AR IV, - = B0 e P B0 (e e et A 3
AFEA (BIPRASTRIEE AR FI— AN U RTREAS), T DB A& EESS R O B e 4 ANFEA (RE 3 ANTRIUFE AT 14
MHTREA). X T REANREAR, 80T LASRATAE WY, 145 2% eR B, FEARIE SRAT 1400 25 s B0 SRR B2 . 756 TR0 82 (R 0 B Bl
BRIV BB N 2 i R T SR A R B RIS AT I ) 1) TR RN R e R IEAR T AR O U AR v I,
FT =W e R BV ST TR B BT SR BN N = 3T, 51 DU B S 22 5502 R e et oo BE A1 50K
B N = AT . FE3E T IR FEBE B Jy ik, fR B ORAE— SE TR A I F SR L TR FE A R B0 1, 3X ] R o 1
DT BE IS AT ). AR, 152t T3t R B T — S TR A KA e S ik 2)), SHPTREA T R v v] LA
BB PR,

g SR T DL E R Y T ER AR B TR AR S BOREAS. B, R 3 ARG SRS A BN T
=R ek BEREVE il RK3-NI-FGSM AR, 1] LU % RK3-DI-NI-FGSM. RK3-TI-NI-FGSM #l RK3-SI-NI-FGSM.
3 FHECEI ) SR 2 5 NFE T DURR Je s R BV B BT RK4A-NI-FGSM 71, 7] DL %] RK4-DI-NI-FGSM. RK4-TI-
NI-FGSM Fl RK4-SI-NI-FGSM. fl& FIR$E 211 3 Fhgcds 1) g, — il 5] A RK3-NI-FGSM Fl RK4-NI-
FGSM 1, JUIPT LASRASH A K Rt 773, v 4 4 RK3-STD-MI-FGSM Fil RK4-STD-MI-FGSM.

3 SCIGSrHR

3.1 FIRE

AL IR T AT S 564 A2 4 TensorFlow DNN THEHESE P 34T (1), JF4E NVIDIA GeForce GTX 1080Ti GPU I+
BAT. TESE T, Fr A Bk AR A0 R BRI A8 SRR R R . B e . BEBY . B4 B S8 wiE W
THIR.

HAi AL MK 4t A TmageNet 56 F 42 U B ALIE PR K] 10 000 7k FEIZ ALK, 3% £ P 5 4k TG R 3N
299x299x3, 3 LT 11 BRHS mT LAg B TR A2 TE i b 43 2.

R AESZIG A, FRATTERE T 17 POBLEL AT K, B 46 3 FPJE T Transformer 190 454510, 4 For 1F 5 11 25 (1) 5
TR ) 45 R AR R RN 10 B A 2.

o 3 Fit Transformer (IR, ViT-B/8, ViT-B/16™ A1 ViT-L/165,

® 4 T E 5 Y25 B FE T B AU 28 I 2% SRR, Inception-v3 (Ine-v3)PY, Inception-v4 (Inc-v4)"", Inception-ResNet-v2
(IncRes-v2)P"Fll ResNet-v2-152 (Res-152)P%,

© 10 AR T4 4 55

w3 P HLIIZRIRETY Ine-v3 4, Inc-v3 s A IncRes-v2,,> 7.

m NIPS 2017 SR FE P HEA | 3 AP, 203 5| SR (HGD HE4 55 DM, BEHLIE 3 /MR 7S
(R&P HEAZ 55 )W UFIHEA 55 3 (IRERY (NIPS-3) (https:/github.com/anlthms/nips-2017/tree/master/mmd).

w4 Pl R R By R Y, 45 TR 45 R EE K4 (ComDefend)™, BEHLFEIE (RS, 4FAE 248 (FD ) URIER
fiE 251 (D)1,

HELR T 4 FIE TR I B, FGSM™, 1-FGSM!?, MI-FGSM™ Ml NI-FGSM™, ik J 225 2ot
WA, A SCHEH IR SOk R 2R B 4 5 3 R BRI A A R AT H R, A4S DIMPTL TIMPYAT SIMP,

BSHEC BB RN B RIS kAR PR TR E N e=16, T=10, a=¢/T =16 Al
w=1.0.%F 3 B VA, DIMP P AT AR B RESE p BEE N 0.5, TIMP AR RE W B8 15x 15 1)
A%, SIMPIh LU AR (K Bt m =5
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32 BMRAMKE

FEARTT R, FRAT T BT I AT By LASGIE AR ST 38 1 (0 77 YR K0 Ak, LA A 00 2o B 11 B g v 1 ok
PUAHIE T8 B 5 5 84 S ms 2045 1A ek vk IRt L.
3.2.1 TR IR T

4 FhBLLRJ77 (FGSM. I-FGSM. MI-FGSM 1 NI-FGSM) 5 A SCH tH 1) 8 Pl T~ Ik e 18 vk (1 Mo s g vk
ATXFEE, B4 4 PhEE T =B b PEES VL 0 Bahs J % (RK3-FGSM. RK3-I-FGSM. RK3-MI-FGSM £l RK3-NI-
FGSM) Fll 4 FhIET PUBN JuA% FEHE 2 i 5 7% (RK4-FGSM. RK4-1-FGSM. RK4-MI-FGSM il RK4-NI-FGSM).
FeATR IR B 12 R3320 Bl Inc-v3. Inc-v4. IncRes-v2 Fll Res-152 £ 0] LIS 3 48 HNHHIREA. 155
(3% L6 FURE AT T 7 PRI I B il D) R a3k 1 iR, B 4G 4 FhE & I k14828 (Inc-v3+ Inc-v4. IncRes-v2
FI Res-152) £ 3 Bt HLl ZRIRERL (Inc-v3ene3s Inc-v3enes 1 IncRes-v2,,0). AT LAEE R, 78 1 & B0l b, 36T e
JEYE S A B I SR AR 2R T I Tt . AF 2 G ks 1 IR R p Sl S LR, ARSI I T = i
% P21 T 10 A AL o Rl B 28 L R 28 7 v I G ST R R 24 2.59%-27.20%, ST PUR Jk e 15 5 92 1 ookl oh 2 L
BELR I IR Bk B h Z 2 4.59%-39.80%. %t T+ 2 A ok X il Zr K AR AR (B B AR L), AR SCRTHE H S T =B
T PEYE 73k 0 Bk IR R TR LSRR 7 v ) Bt ) B R 24 0.13%—15.73%, S5 DUBY e e 1 77 v (¥ B ik
T 238 L FE LR 7 VR A B R 2 0.01%-20.19%. SEI6 45 RIGIE T A SCHTHE H M 5 VR0 2k, IR W%
T LAAE A — AT 255 1) S SR B e A F K 5 DA A (R R

R TR B R A PUREAS T 7 S BER Bl  h (%)

fEi Wik Inc-v3 Inc-v4  IncRes-v2  Res-152  Inc-v3.s  Inc-v3ge  IncRes-v2,
FGSM 65.17" 27.17 25.87 25.52 9.12 8.53 4.03
RK3-FGSM (Ours) 94.36" 47.02 45.23 35.96 18.52 18.56 3.53
RK4-FGSM (Ours) 97.84" 63.65 60.85 49.59 24.94 24.08 4.04
I-FGSM 99.91" 24.66 19.60 14.76 4.93 3.85 2.35
RK3-I-FGSM (Ours) 100.00 29.72 23.85 17.83 10.33 9.11 248
oy RK4-IFGSM (Ours) 99.91i 34.65 27.94 20.81 11.18 9.92 2.56
MI-FGSM 99.89 47.87 43.55 36.04 13.07 12.11 6.27
RK3-MI-FGSM (Ours) ~ 100.00° 5524 51.32 40.55 2291 20,91 6.04
RK4-MI-FGSM (Ours) 99.92" 60.29 55.45 43.66 24.74 22.59 6.63
NI-FGSM 99.90" 55.02 51.15 39.71 13.02 11.58 5.94
RK3-NI-FGSM (Ours) 100.00" 59.12 54.59 42.76 22.49 20.66 5.88
RK4-NI-FGSM (Ours) 99.92" 62.62 57.69 45.74 24.29 22.31 6.63
FGSM 30.65 51.49" 23.74 24.80 9.96 8.93 4.56
RK3-FGSM (Ours) 57.64 87.45" 47.77 41.78 22.78 20.75 3.99
RK4-FGSM (Ours) 70.45 94.31" 61.00 54.10 29.51 27.45 5.08
I-FGSM 3494 99.83" 22.84 18.62 5.25 4.62 2.89
RK3-I-FGSM (Ours) 4006  99.98° 26.85 21.71 11.71 10.66 2.80
Inc-v4 RK4-I-FGSM (Ours) 44.19 99.96" 30.08 23.21 12.36 10.63 3.14
MI-FGSM 60.49 99.82" 49.22 42.58 16.88 14.23 7.79
RK3-MI-FGSM (Ours) 70.24 99.96" 58.57 49.18 27.78 24.40 8.14
RK4-MI-FGSM (Ours) 73.11 99.94" 61.63 51.96 29.24 25.86 8.69
NI-FGSM 67.16 99.92" 55.09 45.46 15.11 13.40 7.04
RK3-NI-FGSM (Ours) 72.94 99.99" 62.06 52.11 28.59 24.87 8.02
RK4-NI-FGSM (Ours) 74.67 99.95" 63.30 52.67 30.02 26.01 8.53
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i

R BLTRABEM Bt JivE A AR BUREASS - 7 AR K B0 B (%) (25)

F Yo g Inc-v3  Inc-v4  IncRes-v2  Res-152  Inc-v3g  Inc-v3gy  IncRes-v2gq
FGSM 28.06  22.67 41.06" 22.78 10.14 9.10 5.44
RK3-FGSM (Ours) 5526  49.27 79.27" 4279 23.67 21.97 5.57
RK4-FGSM (Ours) 65.53  60.34 87.43° 52.33 30.33 26.47 6.63
I-FGSM 3482 28.50 97.44 20.03 6.14 5.16 411
RK3-I-FGSM (Ours) 4072 33.92 98.86° 22.62 13.45 10.86 426
IneReswvd RK4-1-FGSM (Ours) 4216  35.06 99.28: 24.93 13.57 11.03 4.45
MI-FGSM 60.95  54.09 97.20 45.15 20.78 17.06 12.29
RK3-MI-FGSM (Ours) ~ 70.71  63.89 98.56" 52.92 32.63 26.36 13.71
RK4-MI-FGSM (Ours) 7273 66.23 98.84° 54.86 33.54 26.83 14.23
NI-FGSM 64.46  56.56 98.75" 4471 18.14 14.71 10.73
RK3-NI-FGSM (Ours) ~ 74.60  68.38 98.75" 57.00 33.87 27.45 13.98
RK4-NI-FGSM (Ours) 7530  69.65 99.03’ 57.56 34.08 27.51 14.53
FGSM 3742 31.59 30.69 75.00" 14.62 12.18 6.81
RK3-FGSM (Ours) 59.96  54.10 53.06 97.65" 26.09 24.29 5.55
RK4-FGSM (Ours) 7216  67.63 66.65 98.43" 33.50 30.98 7.00
I-FGSM 32.73 27.70 2421 98.60° 771 6.70 427
RK3-I-FGSM (Ours) 37.16 3255 27.97 99.96" 14.84 13.00 4.63
Res.152 RK4-1-FGSM (Ours) 42.10 3834 32.82 98.69: 16.37 14.08 5.21
MI-FGSM 5824  53.97 50.61 98.56 23.86 20.34 13.06
RK3-MI-FGSM (Ours)  63.95  59.75 56.43 99.96" 33.70 29.34 12.58
RK4-MI-FGSM (Ours)  67.89  64.37 60.60 98.68" 35.92 31.12 13.85
NI-FGSM 65.10  61.01 58.30 98.80° 23.33 19.29 12.70
RK3-NI-FGSM (Ours)  68.56  64.52 60.98 99.96° 3451 29.67 12.93
RK4-NI-FGSM (Ours) 7024  66.83 63.34 98.89 36.52 31.51 14.15

PEtir AN S84 i

3.2.2  FETBAE SR T HE 24 A M B iR et L

RSB 12 P TR R B 2l 5 3 MR I EGE ) Sk e (DIM. TIM Al SIM) @47 405, W LAUB R
36 Rl ik, AR, Wil 1 TR, 3 B 5K DIM. TIM F SIM 73 51\ 4 R4 it (FGSM.
[-FGSM. MI-FGSM #I NI-FGSM) 1, AT LLfH 2] 12 Ptk Mo 7%, B DI-FGSM. DI-I-FGSM. DI-MI-FGSM.
DI-NI-FGSM. TI-FGSM. TI-I-FGSM. TI-MI-FGSM. TI-NI-FGSM. SI-FGSM. SI-I-FGSM. SI-MI-FGSM /I SI-
NI-FGSM. & 2 FioRx, 3 it 450% DIM. TIM HI SIM 4> 551N 4 Tk T = By o s e 35 10k 10 B s 7 9%
(RK3-FGSM. RK3-I-FGSM. RK3-MI-FGSM Fl RK3-NI-FGSM) ', A] B4 ji; RK3-DI-FGSM. RK3-DI-I-FGSM.
RK3-DI-MI-FGSM. RK3-DI-NI-FGSM. RK3-TI-FGSM. RK3-TI-I-FGSM. RK3-TI-MI-FGSM. RK3-TI-NI-
FGSM. RK3-SI-FGSM. RK3-SI-I-FGSM. RK3-SI-MI-FGSM #1 RK3-SI-NI-FGSM X 12 FBrli Jiik. Wil 3 fir
IR, 3 FPECHE NG DIML TIM F1 SIM 40 551N 4 PR DU Jeas FE 85 v 1 Mo /578 (RK4-FGSM RK4-1-
FGSM. RK4-MI-FGSM F1 RK4-NI-FGSM) 1, i LLJE A% 12 Bl 77 v, B46 RK4-DI-FGSM. RK4-DI-I-FGSM.,
RK4-DI-MI-FGSM. RK4-DI-NI-FGSM. RK4-TI-FGSM. RK4-TI-I-FGSM. RK4-TI-MI-FGSM. RK4-TI-NI-
FGSM. RK4-SI-FGSM. RKA4-SI-I-FGSM. RK4-SI-MI-FGSM F1 RK4-SI-NI-FGSM.

BV R R B TR S B3 SR AL AR B 36 Rl iR BT Inc-v3 BRI AR oG BURE A, 75 3 1t
PUFEAN) Inc-v3. Inc-v4. IncRes-v2. Res-152. Inc-v3,,is Inc-v3.,u Al IncRes-v2,,  3X 7 FlAR T ) Beah sl o= 4
%2 Fion. AT DLEER, 78 (A &R0, A EE T 3R ik, A SO BT I O R R B0 R Th B R 100%. 5 BAI
i, ST IEH 2R A (Inc-v4. IncRes-v2 1 Res-152), A SCHTHEH BFE T = I Je s FEEE 7 vk B Bk il Ih K L
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B B B ZE 2 1.60%-20.29%, 55T VU Wy oA e M 7 vk (9 Broh R D) 28 LU BE R 7 v I Bk D) B e 4
1.49%-30.98%; XF TR HIREEY (Inc-v3gpgs INC-V3peq Al IncRes-v2,,), A5 SCHTHR HY A HE T = i Ju b JZE B4 J5 ML i Moy
R 2 LR T R R B B R A 0.32%—19.52%, He T DU e kg R B 7325 IR ol B 1 R0 i Bl e Uik
(R B0k T 20 0.50%-22.64%, X BAIE T AR SCHTHE H 14 5 v 1A A Rtk

! TI-MI-FGSM
DI MI-FGSM SI-MI- FGSM

MI-FGSM

E> STD-MI-FGSM

SIM

" DLNI-FGSM |~ SI-NI-FGSM!
I

STD-FGSM STD-I-FGSM . TI-NI-FGSM 1

Bl 1 4 BTk 'ﬁéﬂc?Eimf” s 4Ly

|$ STD-NI-FGSM

RK3-TI-MI-FGSM

! |:>RK3 STD-MI-FGSM
{RK3-DI-MI-FGSM| RK3-SI-MI-FGSM;

Tteration

DIM
! RK3 DI-FGSM SIM
I
@ @ "RK3-DINIFGSM| RK3-SI-NI-FGSM]
RK3-STD-FGSM RK3-STD-LFGSM RK3-TL-NLFGSM E> RK3-STD-NI-FGSM

B2 4 Fpd T =Bt PSSV I B0 s S 4 3G Sk A&

ROk, K 3 BRI U7k DIML TIM FI SIM 45 &l ok, —isI N 12 Mt yiled (FGSM. [-FGSM. MI-
FGSM. NI-FGSM. RK3-FGSM. RK3-I-FGSM. RK3-MI-FGSM. RK3-NI-FGSM. RK4-FGSM. RK4-I-FGSM.
RK4-MI-FGSM F RK4-NI-FGSM), A LL41 j% STD-FGSM. STD-I-FGSM. STD-MI-FGSM. STD-NI-FGSM.,
RK3-STD-FGSM. RK3-STD-I-FGSM. RK3-STD-MI-FGSM. RK3-STD-NI-FGSM. RK4-STD-FGSM. RK4-STD-
[-FGSM. RK4-STD-MI-FGSM Hl RK4-STD-NI-FGSM X 12 Faif KBk ik, il 1= 3 fios. SRAX 12 Ff
J798:53 A Bk Inc-v3, AT LA 3 12 X HUREAS. 23 B X PUFEASN) Inc-v3. Inc-v4. IncRes-v2. Res-152. Inc-
V3ensas Inc-v3.. Fl IncRes-v2,,s B D) 26158 3 Bros. SR 3 th il UM SRR, 78 A @B, AL T4 5
i (STD-FGSM. STD-I-FGSM. STD-MI-FGSM #1 STD-NI-FGSM), A 3 #1877 35 1R b i T 26 3 530
100%. 76 B & drdi b, 4 FIEH I Z R (Inc-v4. IncRes-v2 Al Res-152), A3 B4t 938 = i Ju b R £4 5 1k
(RK3-STD-FGSM. RK3-STD-I-FGSM. RK3-STD-MI-FGSM Al RK3-STD-NI-FGSM) [ Bili i Ih 2 b 3 28 v
B B D)2 2 3.21%-13.17%, 51 DUBY et e 35 777 (RK4-STD-FGSM. RK4-STD-I-FGSM. RK4-STD-MI-
FGSM F RK4-STD-NI-FGSM) Bk jle Th & L FE 2k 5 i 1 Bt i Th 2 3 2 6.30%-23.20%; % T B A AL (Inc-
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Vengss InC-V3pqq Al IncRes-V20), ANSCHITHR 3 T = B Jeis 122 1 U A IR el e 2 2 B2 U 12k R BBl B 4 g

21 3.02%—13.81%, T VURN ek B2 75 iR M B0 Il 2 LU SR 26 5 vk ek i I 140 6.10%-17.30%.

RK4-STD-FGSM

RK4-STD-I-FGSM

B3 4 Bk DU S o B ik IR B 32 5 Bt ) sk (AL £

IRK4-DI-MI-FGSM| RK4-SI-MI-FGSM

-

!I:> RK4-STD-MI-FGSM

F2 ETHRESHIEE) T RN E AL BRI B AT T 7 AN ) B ) (%)
HiREwaE:N Wi ik Inc-v3 Inc-v4 IncRes-v2 Res-152 Inc-v3.e Inc-v3. IncRes-v2.,
DI-FGSM 56.89° 2533 23.86 24.73 17.51 17.64 3.91
RK3-DI-FGSM (Ours) ~ 88.63° 4562  42.60 36.48 19.10 18.95 3.71
RK4-DI-FGSM (Ours) ~ 95.04° 6331  60.15 50.57 27.75 26.20 4.41
DI-I-FGSM 99.80" 43.13  33.66 25.50 13.25 12.02 3.54
RK3-DI-I-FGSM (Ours)  99.98° 5227  42.15 30.89 14.79 13.55 3.86
LR DIMIGAL & RK4-DI-I-FGSM (Ours) 99'96i 5773 46.81 35.22 15.96 14.27 4.31
DI-MI-FGSM 99.73°  67.99  62.97 51.80 17.39 16.32 8.17
RK3-DI-MI-FGSM (Ours) 100.00° 7673 71.66 58.90 33.61 30.26 8.66
RK4-DI-MI-FGSM (Ours)  99.91°  80.07  74.87 6227  35.63 32.54 9.80
DI-NI-FGSM 99.92"  64.90  59.80 46.88 13.72 13.01 6.53
RK3-DI-NI-FGSM (Ours)  99.98"  79.05  73.58 61.15 33.24 30.72 8.39
RK4-DI-NI-FGSM (Ours)  99.92° 8217  77.12 64.19  36.36 33.25 9.69
TI-FGSM 54200 2988  23.98 28.33 22.58 22.63 15.75
RK3-TI-FGSM (Ours)  80.58° 3924  31.14 34.47 28.85 29.63 21.93
RK4-TI-FGSM (Ours) ~ 89.98° 47.56  39.28 4091 37.21 37.73 28.56
TI-I-FGSM 99.73"  19.89  13.84 12.25 13.56 13.21 5.43
RK3-TI-I-FGSM (Ours)  99.95° 2406  16.73 14.68 15.07 14.95 7.07
SHAR TIMIALE RKA-TI-FGSM (Ours) 99917 30.85  21.90 18.65 18.01 17.48 8.75
TI-MI-FGSM 99.72° 4024  33.58 31.49 29.42 28.61 20.78
RK3-TI-MI-FGSM (Ours)  99.85° 4534  37.73 34.05 32.32 32.92 22.39
RK4-TI-MI-FGSM (Ours) 99.89° 5482  46.15 4059 3935 39.42 27.86
TI-NI-FGSM 99.84" 4713 3849 35.31 32.32 30.99 23.09
RK3-TI-NI-FGSM (Ours) 99.98" 5455  45.08 39.84 37.50 37.25 26.80
RK4-TI-NI-FGSM (Ours)  99.91° 5675 47.25 42.05 39.71 39.71 28.39
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K2 LT RAE SRR SR AL (K 5 R RO U A T 7 AL R B e e 3 (%)(45)

ME 07 Yk J792: Inc-v3 Inc-v4 IncRes-v2 Res-152 Inc-v3.; Inc-v3.e IncRes-v2
SI-FGSM 80.73"  49.84 46.67 48.19 35.69 35.99 11.24
RK3-SI-FGSM (Ours) 97.92°  68.74 65.54 59.79 30.44 30.85 6.53
RK4-SI-FGSM (Ours) 99.48°  87.50 84.45 77.62 42.28 42.73 9.33
SI-I-FGSM 99.95" 3828 33.41 29.29 17.63 16.13 5.54
RK3-SLLFGSM (Ours) 100.00° 4573 4046 3442 1970 1830 6.76
R SIMIRI ] 4 RK4-SI-I-FGSM (Ours) 9999:: 52.61 46.53 39.03 21.33 20.00 7.69
SI-MI-FGSM 99.95 70.34 66.17 59.95 40.27 38.07 17.45
RK3-SI-MI-FGSM (Ours) 99.99" 7436 69.83 62.55 41.15 38.80 17.43
RK4-SI-MI-FGSM (Ours) 99.99"  76.85 72.29 64.50 41.78 39.60 17.86
SI-NI-FGSM 99.99°  77.64 73.03 67.09 39.76 37.99 17.92
RK3-SI-NI-FGSM (Ours) 100.00"  80.65 76.16 68.69 44.08 42.30 18.81
RK4-SI-NI-FGSM (Ours)  99.99°  81.04  77.09 6858  44.96  42.47 19.04

i R f Bk
R3O AR PUREAS T 7 MBI et 2 (%)

Boti 75 Inc-v3 Inc-v4 IncRes-v2 Res-152 Inc-v3.y5 Inc-v3gnes IncRes-v2,q
STD-FGSM 63.46" 40.80 34.29 39.05 36.09 36.45 28.92
RK3-STD-FGSM (Ours) 83.34" 50.10 41.83 45.09 39.41 40.70 31.46
RK4-STD-FGSM (Ours) 94.36" 63.95 54.36 55.66 52.32 53.74 44.26
STD-I-FGSM 99.17 45.65 33.09 30.90 31.92 32.19 19.60
RK3-STD-I-FGSM (Ours) 99.75" 50.63 37.57 34.68 35.55 35.42 23.20
RK4-STD-I-FGSM (Ours) 99.92" 59.28 44.90 40.58 40.86 41.12 27.75
STD-MI-FGSM 98.79" 69.08 59.63 56.58 58.50 59.24 47.56
RK3-STD-MI-FGSM (Ours) ~ 99.70°  73.63 63.83 59.79 62.19 63.12 50.58
RK4-STD-MI-FGSM (Ours) 99.82" 76.62 67.12 62.83 65.00 65.33 53.71
STD-NI-FGSM 99.77" 65.80 55.06 53.22 52.27 52.45 43.04
RK3-STD-NI-FGSM (Ours) 99.79" 77.84 68.23 63.63 65.57 66.26 54.99
RK4-STD-NI-FGSM (Ours) 99.88" 78.86 69.37 64.40 66.13 67.00 55.54

TE: A PUREA RIS Bk Ine-v3 R RS B, *FRom AR Bl

33 EEREMKE

TEAE Dong %5 N P H 1 Mo il A B8 735, 3190 9048 ] STD-FGSM. STD-I-FGSM. STD-MI-FGSM.
STD-NI-FGSM. RK3-STD-FGSM. RK3-STD-I-FGSM. RK3-STD-MI-FGSM. RK3-STD-NI-FGSM. RK4-STD-
FGSM. RK4-STD-I-FGSM. RK4-STD-MI-FGSM #il RK4-STD-NI-FGSM J7 i il & #E A iz fl &R A 2 i B
HAH A E R Inc-v3 Fl Inc-v4 L. ARG, FATAT LAER) 12 X PIREA. A i Hike A%} Inc-v3. Inc-v4.
IncRes-v2. Res-152. Inc-v3.+ Inc-v3.,e Al IncRes-v2.,, B BTN WZ 4 Fros. v LR, 78 A Bk,
RIS (Inc-v3 F Inc-v4) [k, A EE T34 By (STD-FGSM. STD-I-FGSM. STD-MI-FGSM fl STD-NI-
FGSM), FeAI T 792 AT LUk 24230 100% M lTh 3R . 28 A& Tt v, 51 1E# 2R A8 (IncRes-v2 FIT Res-
152), A3 B4R 03T = B k% )85 73 (RK3-STD-FGSM. RK3-STD-I-FGSM. RK3-STD-MI-FGSM Al RK3-
STD-NI-FGSM) [ 30 ok Ty 6 Ll 28 5 L (R B 1 Bh 2 R 24 3.69%—16.04%, & DU B ek 234 U7 v (RK4-STD-
FGSM. RK4-STD-I-FGSM. RK4-STD-MI-FGSM A1 RK4-STD-NI-FGSM) ft) B 1 Th 2 Ly 2 7 v i Bl J o
FKEZ 7.40%-30.60%; JF TR fARA (Inc-v3engs Inc-v3ens AT IncRes-v2,,), A SCHTHE I HE T = I oAk S 25 7
R Bl i oh 28 R 2 T VR B B BT R i 2 3.30%—14.04%, FET- DY B S 125 38 07 vk () B i il T 28 Ll k2 7 3
M BT 2 6.50%24.90%.
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R4 ERBRTTUEART T 7 MR A BT ) (%)

Boi 75 Inc-v3 Inc-v4 IncRes-v2 Res-152 Inc-v3,,3 Inc-v3e6 IncRes-v2,,¢
STD-FGSM 63.75° 5577 40.54 4432 4270 4379 36.66
RK3-STD-FGSM (Ours) 85.67" 83.91" 56.58 56.20 54.28 55.62 4722
RK4-STD-FGSM (Ours) 94.14"  93.74" 71.17 68.15 67.64 68.47 61.50
STD-I-FGSM 98.68°  96.86" 61.12 52.62 53.27 53.45 40.43
RK3-STD-I-FGSM (Ours) 99.64"  99.32 64.83 56.31 57.21 56.75 44.42
RK4-STD-I-FGSM (Ours) 99.88°  99.69" 72.05 62.71 61.73 62.04 50.99
STD-MI-FGSM 97.88° 9554 78.13 71.87 74.80 75.01 68.37
RK3-STD-MI-FGSM (Ours) ~ 99.42°  98.76" 83.37 76.23 80.08 79.09 72.18
RK4-STD-MI-FGSM (Ours) ~ 99.59°  99.33° 86.19 79.28 82.34 82.26 74.84
STD-NI-FGSM 99.49°  99.18" 75.50 69.77 69.70 69.55 62.73
RK3-STD-NI-FGSM (Ours) 99.68°  99.37" 87.18 80.46 83.01 82.30 76.77
RK4-STD-NI-FGSM (Ours) 99.78"  99.63 88.11 81.28 83.79 83.30 77.31

TE: A HURE A Bt i Ine-v3 MlIne-vA RSB 4L A% Rl A BERAS B 1Y, * 4R B it

SRIG, BATR A FRER BN 12 iy i A BRI BOREARTE 7 Pt (85 AR 2 o gt AT N, A446 HGD. R&P.
NIPS-r3. ComDefend. RS. FD; fl FD,. SEE 45 R AN5K 5 FioR, o LUW SR, ASCHTHR I IG5 T =B A& 285y
% (RK3-STD-FGSM. RK3-STD-I-FGSM. RK3-STD-MI-FGSM #i RK3-STD-NI-FGSM) {1 Brils i o % b 3L 2k 75
% (STD-FGSM. STD-I-FGSM. STD-MI-FGSM # STD-NI-FGSM) )3l /. Th 2 5 40 0.01%—14.09%, F&T- VY B
o BERE 7 (RK4-STD-FGSM. RK4-STD-I-FGSM. RK4-STD-MI-FGSM Hll RK4-STD-NI-FGSM) (1 45k j%.Th
B L M BT B 2= 2T 0.20%-26.50%. 5L 45 BRI, A ST H 1 7 VAL WA by LIk S8 5 1

K5 ERURRHHUREART T 7 A S A5 A R (B R (%)

Yk ik HGD R&P NIPS-r3 ComDefend RS FDI FD2
STD-FGSM 33.49 35.14 37.78 48.43 52.85 49.78 19.64
RK3-STD-FGSM (Ours) 4491 46.30 50.25 60.70 63.19 63.87 19.69
RK4-STD-FGSM (Ours) 60.00 60.60 64.90 71.62 70.44 75.58 21.05
STD-I-FGSM 44.80 37.98 4322 53.81 33.47 63.09 17.03
RK3-STD-I-FGSM (Ours) 49.44 41.94 47.47 57.19 35.48 66.33 17.04
RK4-STD-I-FGSM (Ours) 57.10 48.55 53.99 61.59 37.83 70.55 17.20
STD-MI-FGSM 71.00 66.04 69.72 75.37 60.87 79.86 19.99
RK3-STD-MI-FGSM (Ours) 75.75 70.29 74.09 80.09 64.11 84.44 20.04
RK4-STD-MI-FGSM (Ours) 79.03 73.26 77.09 82.13 64.45 86.20 19.83
STD-NI-FGSM 66.48 60.80 64.68 71.12 57.21 76.40 19.20
RK3-STD-NI-FGSM (Ours) 80.04 74.48 7821 82.98 66.41 86.91 20.19
RK4-STD-NI-FGSM (Ours) 81.58 75.56 79.31 83.64 66.55 87.74 19.94

T W HUREAS 30 3 Ty B Ine-v3 M Ine-vA RS 5 21 1l A Rl R0 79 58] £

Bm, TAVE iR 12 Bl A R A HREASTE 3 Fh Transformer B i 3EA TR, (945 ViT-B/S, ViT-B/16 1
VIT-L/16. S50 25 B4 6 Jiw, v LAWSE R, A ST H 103 T =/ e 52 18 Ji % (RK3-STD-FGSM. RK3-STD-
I-FGSM. RK3-STD-MI-FGSM #11 RK3-STD-NI-FGSM) f B ili i B Z b 3 28 5 ¥ (STD-FGSM.  STD-I-FGSM.,
STD-MI-FGSM Fl STD-NI-FGSM) [ H B2 % i 24 0.26%-9.54%, F1- VYR Jea 555 7 (RK4-STD-FGSM.,
RK4-STD-I-FGSM. RK4-STD-MI-FGSM #i1 RK4-STD-NI-FGSM) [ 3 thi i 1) %8 bb 48 072 K Mo D R = 4
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2.33%11.56%. SEUG 45 R B, M LL T 5846 vk, AR ST i 1 7 V2 AR B IR N BURE AR 7E Transformer B8 A1 1] LLIA
B B .

F 6 ERITPREASNT T 3 P Transformer #5254 {5 2 (%)

Yo ik ViT-B/8 ViT-B/16 ViT-L/16
STD-FGSM 12.49 17.23 13.55
RK3-STD-FGSM (Ours) 13.11 20.89 14.56
RK4-STD-FGSM (Ours) 18.13 28.79 21.34
STD-I-FGSM 14.56 20.38 14.02
RK3-STD-I-FGSM (Ours) 15.92 22.64 15.70
RK4-STD-I-FGSM (Ours) 18.45 25.91 18.15
STD-MI-FGSM 26.71 36.39 27.93
RK3-STD-MI-FGSM (Ours) 28.03 39.35 29.44
RK4-STD-MI-FGSM (Ours) 29.04 40.47 30.71
STD-NI-FGSM 23.48 32.35 2431
RK3-STD-NI-FGSM (Ours) 29.53 41.89 31.67
RK4-STD-NI-FGSM (Ours) 30.26 41.97 31.80

Y W HUREAS S0 Bty fH Ine-v3 A Ine-vAARS 5 241 B F) b5 A5 704 79380 £y

34 1

FEATT o, FRATT B 56 VE AL AR IR 0 HUAT AR TR0 3 0T 5, SR 5 IH IR B AR IR O S5 By B Dy S 1R 5 . 02 )
TEAH R B0 B v BB, 454 HU B 48 7 (1-FGSM. MI-FGSM 1 NI-FGSM) 14 32 fIT 2 H 7775 (RK3-1-
FGSM. RK3-MI-FGSM. RK3-NI-FGSM. RK4-I-FGSM. RK4-MI-FGSM #l RK4-NI-FGSM) {32 T I} &) A1 g ot
341 UL EL VTR

AT, TATELRE 4 FhIELL T (FGSM. I-FGSM. MI-FGSM il NI-FGSM) FIA SC BTt H i 8 Fh e o 7
TR IR HURE A L B2 iR, SR AN ST E 4 8 Rl VA HE 4 FPE T =B e as RISV I B vk (RK3-
FGSM. RK3-I-FGSM. RK3-MI-FGSM Fl RK3-NI-FGSM) Fl 4 FILF DU B Jo i 12 85 0 i Mo s 777 (RK4-FGSM.
RK4-I-FGSM. RK4-MI-FGSM ! RK4-NI-FGSM). F 7 &4 s PPl Fia 4%, WE{E{5 1 b (peak signal to noise ratio,
PSNR) FIZ5 AT (structural similarity, SSIM) R PEAL S HUREAS AL B0 BT it . BEAME R I KPR 40K
. SRKATRHA TN EENe=16, T=10, a=¢/T =1.6 1 p=1.0. K L& 12 F5355 9Bt Inc-v3 A
BRI LA B 12 AN HREAR. 13 2 RO HURE A S S AT Y [ JRAAFE A2 7] (1) PSNR R SSIM ¥V ¥ {f an 5 S 36 7
Fior. & 7 Hpa] LUR IR, 28 SCHTHRE HH R 38 D0 FE 38 VL 0 B e (¥ PSNR AT SSIM {5 3 2% o+ 1) PSNR Al
SSIM (AR5 HIT. MeAk, AT IBENLLERE T —LLif it FGSM. RK3-FGSM Fll RK4-FGSM ZE B (56 HUkRE A 347 7] 4
k.. 6 Xt HILIE B 1) SR AR FE ARG R R X BURE A W 5 SCE 4 Fios. £ 4, 56 1 ATRORIREAFEAR, 35 2-4 4750 51
Frilid FGSM. RK3-FGSM 1 RK4-FGSM 3 B[ Hiat A%, JErh S HudtA Ny 1950 R HUrt AR B (1)

3.4.2 GARIKREL

EAH RN BU R, FATH 3 Mk J77: (I-FGSM. MI-FGSM Hil NI-FGSM) FlA SO i H 1 6 Frak ATy
¥ (RK3-I-FGSM. RK3-MI-FGSM. RK3-NI-FGSM. RK4-I-FGSM. RK4-MI-FGSM HI RK4-NI-FGSM) FJ 27 1
DEFAT AL BRI KRB e=16, a=¢/T.

58, AR R IEARIRECT, K4k 7772 I-FGSM 5 i th (197772 (Rl RK3-1-FGSM #i! RK4-1-FGSM) (1) X iti
R BAT R L. AR B E A T = 1,2, ..., 10, 435K H [-FGSM. RK3-1-FGSM Fll RK4-1-FGSM i Inc-v3
FER LR ST BUREAR. 2B X BUREASS F 4 AN IEH IR RS (Inc-v3. Inc-v4. IncRes-v2 Fl Res-152) 180 1k
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ThEE 5 BioR. AR S o, BRI 5 0 3R B AR B B B Dh 2R, AR B vs, ik R AR (Hh
ST ) b TR B I Mok il Th 2. mT LU EE R, 78 H @AY Inc-v3 Y, -FFGSM. RK3-1-FGSM #1 RK4-1-
FGSM MR &A% Bl B ah 23R A8 B A A (BT Inc-v4. IncRes-v2 Hl Res-152) /1, 24504k 2 I,
I-FGSM 1] LAk Sl f5 i (14 B & G U2 B IREZ) 2 1 B, RK3-I-FGSM Hl RK4-1-FGSM 1] LA IA $1] 55z 1 1) 7
BT Y . BEAE IR AR B RN, I-FGSM (1) 88 & B e D %58 B A5 T %, RK3-1-FGSM il RK4-1-FGSM 1]
BRI T BT B SER g R, B MIE R B A — & v AR A HE 2k 7 vk I-FGSM 55 & Hh 1 5 i
(B RK3-1-FGSM #l RK4-1-FGSM) [1) 8 & Wi i Bh . thah, MBS Har LRI, 260 R IR, A SCpTie
Hi %) RK3-1-FGSM Il RK4-1-FGSM (1 B0t e 200 3 = T 1-FGSM [ B0 o 2.

KT AR UREAS (R0 BE S DA

Yoiti Jii: PSNR (dB) SSIM
FGSM 24.17 0.54
RK3-FGSM (Ours) 24.17 0.54
RK4-FGSM (Ours) 24.17 0.54
I-FGSM 33.68 0.88
RK3-I-FGSM (Ours) 33.36 0.87
RK4-I-FGSM (Ours) 33.11 0.87
MI-FGSM 26.92 0.66
RK3-MI-FGSM (Ours) 26.95 0.66
RK4-MI-FGSM (Ours) 27.00 0.66
NI-FGSM 26.91 0.66
RK3-NI-FGSM (Ours) 26.93 0.66
RK4-NI-FGSM (Ours) 26.95 0.66

24.1217 dB/0.6197 23.9278 dB/0.6647 24.2307 dB/0.5187 23.9863 dB/0.5948 24.1326 dB/0.5463 23.9112 dB/0.6941
Bl 4 AR UREAS 5 ) N R TR AR FEAS () rT A4k (PSNR/SSIM)
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2560
100 100
LEGSM | 3 —*— [-FGSM vs. Inc-v3
—— I- vs. Inc-v. RK4-1-FGSM vs. Inc-v3
s0 | —o— RK3-I-FGSM vs. Inc-v3 80 L i I-FGSM vs. InZ—SV4nC A
_ —%— I-FGSM vs. Inc-v4 . ~0— RK4-I-FGSM vs. Inc-v4
3 —0— RK3-I-FGSM vs. Inc-v4 & —%— [-FGSM vs. IncRes-v2
< —*— [-FGSM vs. IncRes-v2 = —0— RK4-1-FGSM vs. IncRes-v2
w00 —o— RK3-1-FGSM vs. IncRes-v2 W 00 —+ LFGSM vs. Res.152
§ —#— I-FGSM vs. Res-152 § 50— RK4-I-FGSM vs. Res-152
= O
1 40 # 40 + —o
= =
20 - 20 +
O 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1
1 2 3 4 5 6 7 8§ 9 10 1 2 3 ¢ 9 6 7 8 9 10
EARIH T AR E T
(a) I-FGSM HI RK3-I-FGSM K%} Lt (b) I-FGSM #1 RK4-1-FGSM [#5%f Eb

B 5 fEAIFE GRS T, I-FGSM. RK3-1-FGSM Fil RK4-1-FGSM (13 ik T %

G, TEAHRIE AR EUT, 548 7 MI-FGSM 5 & 1) 75 1% (R RK3-MI-FGSM 1 RK4-MI-FGSM)
(Bt T 2 AT 0] Bl AR IX 3 A7 it Ine-v3 BERYAE BORHTRE AR, JLrhakARIKE T W& M\ 2 51 20, 395
2. AR HOREASH T 4 AN IEHE AR (Inc-v3+ Inc-v4. IncRes-v2 Fl Res-152) HIMi ot 6 fir
71, FE RN 25 43 500 2 TR B AR UCEOR Bk Tl e, BR A B vs. J7 R R ORRTHUREAS (P T A ) 6T
PR B S 2. n] LA R, 76 (G Inc-v3 ', MI-FGSM.  RK3-MI-FGSM il RK4-MI-FGSM 4 4 {4
B BT . 7R A (B Inc-v4. IncRes-v2 Ml Res-152) 1, kAR 41K 4 I, MI-FGSM. RK3-I-
FGSM Fil RK4-1-FGSM i i 7] Uik £l 5 K i 58 G Bodi sl o 2. B AR 3 n, MI-FGSM. RK3-1-FGSM Fl
RK4-1-FGSM [ 8 G ok B e #0 2 J BTH 5 T e, 38k AR O A — 5 v LA T B G o s Th . R ik
FRIRHLTT e 25 S BB Inc-v3 BER AR B IRA HURE A KZAE R F00 4, TER Pk AR, JE I 70 PR A B2 o ¥ Bt 1 1)

KRB SbAh, W 6 FaT LUK, ZEAR A EARIRECT, AL (1) RK3-MI-FGSM Fll RK4-MI-FGSM [1 ¥+
R Z R = T MI-FGSM (B B ) 2.

100 = 100 -
V.)—_&)—&)—U—&)—L)—U—L)—U ;}7_}—‘)—{)—(}*‘)—()—()—()—(1
—%— MI-FGSM vs. Inc-v3
MG Thevd ~o- RKEMLFGSV vs. Tne-v
80 | . —x— MI- vs. Inc-v:
—— MI-FGSM vs. IncRes-v2 80 | —5- RK4-MI-FGSM vs. Inc-v4

—# MI-FGSM vs. Res-152 —%— MI-FGSM vs. IncRes-v2

g 60 L ;\? —0— RK4-MI-FGSM vs. IncRes-v2
% %60 |
R R
=40 | % =
= —o— RK3-MI-FGSM vs. Inc-v3 ] 40 L
2 | o~ REIMEEGSM vs. Incyd %
—0— - - VS. INCKREsS-V. - -
o~ RK3-MI-FGSM vs. Res-152 R FGSM o Res-152
() 1 1 1 1 1 1 1 1 1 1 20 1 1 1 1 1 1 1 1 1 1
2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
BT LR T
(a) MI-FGSM 1 RK3-MI-FGSM [#7%f Lk (b) MI-FGSM il RK4-MI-FGSM [ Lt

B 6 FEAE BT, MI-FGSM. RK3-MI-FGSM Fll RK4-MI-FGSM #1302 2%

e, FEAH R FIEARIRELT, K 2k 4 75 vk NI-FGSM 5 BT i 1 77 v (B RK3-NI-FGSM Fl RK3-NI-FGSM)
(R 2 3 ) R 3 AT 0 B . 23 3SR ) NI-FGSM. RK3-NI-FGSM Al RK4-NI-FGSM i Inc-v3 42 b i ke A, 3
FRIEARIRE T N 2 B 40, 30 2. A2 BT PURE AT T 4 AN IE R IR (Inc-v3. Inc-v4. IncRes-v2 Fll
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Res-152) 1B ST 2 an 18 7 fro, 3 A i 2l A0 G0 2k 4 Sl 3 7 adk AR R BIORN 0o B 26, 28 i 2 vs. 7 V073K
IRXFHUREAS (FT7 35 2R ) XA B0 18 s e Bh R . T DU 31, 76 1 B A Inc-v3 H, NI-FGSM.  RK3-
NI-FGSM Fll RK4-NI-FGSM 4f; £ {f R 45 e 1) MU sl Th %6 46 B A7 (R Inc-v4. IncRes-v2 I Res-152) 1, 4
IEARIRELZ) M 16 5, NI-FGSM 1] LI 21 f5 K 1 B8 £ Bl il Th 28 ik AR IR B2 0 4 1, RK3-NI-FGSM i RK4-
NI-FGSM W] DLk 21| 45 2K (1) 38 G B0l e o 2. Bl aE i AR i 384 0, NI-FGSM. RK3-NI-FGSM #ll RK4-NI-
FGSM [ 2 Uik il Dy % 2 5 BTG T B B9 IE AR EOIT A — 5 nl DL T 28 Moy s o %, 8K ik AR
WAL B BUE I PUREASS A AR Ine-v3 I UG, 3T M B, 2010 78 B BB v (1 B0 i Th %6 F B it
A8, B 7 T DU, 7EAH ] Bk ARIRECR, ik AR £ T 14 1, RK3-NI-FGSM #il RK4-NI-FGSM 1) 8 &
Yoo O UG 23 T NI-FGSM 1) 82 & Mo e h 3, MK BOK T 14 1), RK3-NI-FGSM Fl RK4-NI-FGSM (1)
BB T 2K T NI-FGSM 1 28 & B e D 26 B A iR AR S A8 4k, AT 7 by DOV 8¢ 31, 75 8 G i Y
Hh, JE 4R 71 NI-FGSM BUits il Th 2 il e 16 e {8 o (RIIEAR IR ECA 14 1, NI-FGSM IA 21 (1 B0k B ) 26 4 2841
T RK3-NI-FGSM Fl RK4-NI-FGSM Ht i i Uy 2 ith 26 i1 08 A it (BP AR IR ECh 4 1), RK3-NI-FGSM Hl RK4-NI-
FGSM i& 2 ff) B ili )l 3h %), X E % #F RK3-NI-FGSM 1 RK4-NI-FGSM iA 2 f) &% K B ol /% o 2 5 F NI-
FGSM JT ik 2 [ Jse KB i s 2.

_ . —#— NI-FGSM vs. Inc-v3
- Ei Eggﬁ Vs i“c VZ —o— RK4-NI-FGSM vs. Inc-v3
80 | - Nl Vvs. Inc-v —%— NI-FGSM vs. Inc-v4
—*— NI-FGSM vs. IncRes-v2 80 | —0— RK4-NI-FGSM vs. Inc-v4
& —%— NI-FGSM vs. Res-152 & —#— NI-FGSM vs. IncRes-v2
< O—o_ < —o— RK4-NI-FGSM vs. IncRes-v2
5 60 M —%— NI-FGSM vs. Res-152
2 =
#H 40 'H;:(
= —o- RK3-NI-FGSM vs. Inc-v3 =
20 | —© RK3-NI-FGSM vs. Inc-v4
—0— RK3-NI-FGSM vs. IncRes-v2
—0— RK3-NI-FGSM vs. Res-152
0 1 1 1 1 1 1 1 1 1 1 20 1 1 1 1 1 1 1 1 1 1
4 8 12 16 20 24 28 32 36 40 4 8 12 16 20 24 28 32 36 40
ERUEL T BERE T
(a) NI-FGSM Al RK3-NI-FGSM ({4 Lt (b) NI-FGSM Hl RK4-NI-FGSM [f)% L

KB 7 EAHREC B R, NI-FGSM. RK3-NI-FGSM i1 RK4-NI-FGSM |13 1% 2 %

3.43 BRI EIRE

QT BT IR, E T T B R B, B B IR R S IR HIOR A e M BV R R B S AT N R ) R R AR
IEARAE X R AN, #2875 () -FGSM. MI-FGSM HI NI-FGSM) A — AN Y RTREAS, 2T =By Ju s e 240
155 Hr Bty (BN RK3-I-FGSM. RK3-MI-FGSM Fll RK3-MI-FGSM) £ 3 MEEAS (B AS T30 A A F— A 24 i B
A, BT VY B S b 2R 3 B il (B RK4-1-FGSM. RK4-MI-FGSM 1 RK4-MI-FGSM) A 4 M EEA (B[ 3 A4
TRMAE AR LA M ATREA). XTI SO RE A, #RT LUIRAFAH B 1) 458 25 R 40, AR H 3R A5 10 403 2% R B0k BB 1. 4
IEAR T AR BB BURE A v N, B2 T ik ol B IR T IR N = T, 55T =B Je s FE S vk i s i 8l g vk v
BEBER T SL IR B N = 3T, 56T VYR A 2 850k iR B Beeh 77 ik p Bl BE IR oE SR N = 4T . 8 T WA SC
TR 7 VI RAT Bk e, FRATTAE AR [ (R0 B vk BT, o 3 Rk AR5 2 (I-FGSML MI-FGSM 1 NI-FGSM)
FIASC AT U 6 Fik A7 (RK3-I-FGSM. RK3-MI-FGSM. RK3-NI-FGSM. RK4-I-FGSM. RK4-MI-
FGSM Fl RK4-NI-FGSM) 13z AT I [8] R B o5 jfe B 28 EAT X L. 78 5258 vy, /MB35 1 S R P8 Al 20 K Sl 0
He=16, a=¢/T.

TG, LEA R ARG B S N, LA IR L 72 (I-FGSM. MI-FGSM Al NI-FGSM) Fl3E T = [ ek JE 15 5
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% (RK3-I-FGSM. RK3-MI-FGSM Fll RK3-NI-FGSM) I3z 4T i W FI B s Yy 2. S T ZEAR IR BR BT S0 8 3t
FExFH, BATIHG R LT BEARIK IR T BEE R 3, 6, 9, XN FIBHIE RITHEIR BN 4 3, 6, 9. 36T =M Jedk PERS 500k
FERREL T WM 1,2, 3, ST BIRRRE ISR BN 4 3, 6, 9. R A L3k 6 R ik eh Inc-v3 A ikt ke A, 44
Bl AR 10 000 WEXTHUREAS B AT I TR AE B iR A% T 7 FPA AL (Inc-v3+ Inc-v4. IncRes-v2. Res-152.
Inc-v3.n+ Inc-v3., Fl IncRes-v2,,) FIBGT D2 156 8 Frus. W LAGE B, 2T =i Je s B3 S0 )3 A7 I 1]
W v T HEHE SO IS 4T I 0] LR BE ISR N = 3 I, P RRIE T =B e RS 559 RK3-MI-FGSM #11 RK3-NI-
FGSM (Wi il 3h 3G T34 77 MI-FGSM A NI-FGSM [F 0 i Bh 3R, 31X ] fg & i1 T 3 A1 5 v ik AR
AR FH. AR HRELN = 3 1, 5T =B e B i B i AR T IR, ik kAR T 3 K.
TR A, AR NV B N 55T 6 50 9 B, AR ST HR tH 1K 56T = I 0k e 1 U v M Bk B ) 608 g 17
TR U i Bt .

R 8 AERREETHRIRE N=3, 6,9 HITHLL T, FLEATTIEMEET = Jeh BB 75152 1 10 000 B FUREAS (s AT I
()R HUREANS T+ 7 Rk 2 () ek e o %2

. U Yri % (%

N i Jria SBATHITE (5) Inc-v3 Inc-v4 IncRes-v2 Res-152 In(c—\23en53 Inc-v3.,4  IncRes-v2.q
I-FGSM 571.30 98.48° 4129 36.81 28.29 16.83 16.39 5.06
RK3-I-FGSM (Ours) 635.75 94.36"  47.02 45.23 35.96 18.52 18.56 3.53
MI-FGSM 596.32 98.66°  52.43 49.41 40.13 24.63 22.99 6.47
3 RK3-MI-FGSM (Ours) 665.61 94.15°  47.03 45.20 36.23 18.49 18.16 3.61
NI-FGSM 596.60 99.12°  47.93 45.08 36.05 20.66 19.45 5.34
RK3-NI-FGSM (Ours) 664.53 9429 4734 44.94 36.04 18.66 18.27 3.57
I-FGSM 882.29 99.82"  31.09 25.93 19.74 11.80 11.04 3.36
RK3-I-FGSM (Ours) 950.79 98.73" 40.61 37.09 28.31 18.11 16.64 5.58
MI-FGSM 901.86 99.87" 5145 47.74 39.13 22.90 21.23 6.47
¢ RK3-MI-FGSM (Ours) 972.65 9837"  54.80 51.51 41.75 23.74 22.06 531
NI-FGSM 902.03 99.89" 5351 50.45 39.29 20.93 19.10 6.01
RK3-NI-FGSM (Ours) 975.64 99.38"  57.57 53.57 43.29 23.68 22.32 5.19
I-FGSM 1205.09 99.91" 2484 20.16 15.51 9.81 9.03 2.44
RK3-I-FGSM (Ours) 1238.50 99.66"  39.66 34.62 26.01 15.79 14.49 4.80
9 MI-FGSM 1220.70 99-89: 48.71 44.97 36.64 22.14 20.88 6.45
RK3-MI-FGSM (Ours) 1251.62 99.59 56.87 54.43 43.18 24.53 22.70 5.92
NI-FGSM 1221.25 99.91"  54.58 51.75 39.97 21.15 18.90 6.38
RK3-NI-FGSM (Ours) 1259.82 99.93" 62.88 59.45 46.43 24.49 22.61 5.81

PERs N S =2l i

e, LEAH R RBE BE TR BN, Tl 1B RE 2k )77 (I-FGSM. MI-FGSM # NI-FGSM) [ Bt i o & ke 1
VUBA Je kit EERE T3 (RK4-1-FGSM. RK4-MI-FGSM i1 RK4-NI-FGSM) H)3 i ith 2. 2 1 78 A0 [ ok B T S
NRHMTR L, SEER R I IEAIREL T B 4, 8, 12, ST VYR ek B 3 kAR B T R BN 1, 2, 3. ki, g
2R I RNIE T DU o b B B (OB B O SR B N O 4, 8, 12, SR Lk 6 Bl i:Bids Inc-v3 £ BN HLREA, 47
Bl 5 AR 10 000 WEXTHUREAS BB AT I TR R AR B B A6 T 7 R4 AL (Inc-v3+ Inc-v4. IncRes-v2. Res-152.
Inc-v3.n3+ Inc-v3, Fl IncRes-v2,,) BGT DIZ 15 9 Fros. W] LIS 3, JET DU R Je s B B 502 1R 3 AT I 1]
WS Bl v T S 2k 7 VR (RIS AT I I0), AR 171 2 DU B b e B AR 1) s Fl ) 360 e g 1 1 AR 2R I B i 2,
LR BRI By,
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RO TERREETHELE N =4, 8, 12 (G BL T, JE2 7RI T DUB ks PE RS 7242 A 10 000 X HUREA IR I8 1T

I R RS SRR AR T 7 PR 20 f e pl B 2

- MU K& (%

N Bt gk SEATIE (5) Inc-v3 Inc-v4 IncRes-v2  Res-152 In(c—33m53 Inc-v3.pes4  IncRes-v2..o
I-FGSM 696.40 99.50"  37.75 32.46 24.78 14.68 13.88 4.40
RK4-1-FGSM (Ours) 764.22 97.84"  63.65 60.85 49.59 24.94 24.08 4.04
4 MI-FGSM 709.63 99.51"  53.07 49.64 40.36 23.72 22.21 6.38
RK4-MI-FGSM (Ours) 778.16 97.70°  63.94 60.69 48.99 25.25 24.35 3.79
NI-FGSM 711.45 99.65"  51.05 48.10 38.39 20.75 19.95 5.92
RK4-NI-FGSM (Ours) 778.79 97.77°  63.85 60.85 49.19 24.85 23.64 3.87
I-FGSM 1107.55 99.91"  26.98 21.84 16.85 10.72 9.91 2.77
RK4-1-FGSM (Ours) 1181.39 99.81"  57.09 51.35 38.28 22.29 20.90 6.60
MI-FGSM 1125.35 99.90" 49.68 45.56 37.57 22.63 20.57 6.32
5 RK4-MI-FGSM (Ours) 1191.98 99.75"  71.19 67.37 55.03 30.71 28.66 6.74
NI-FGSM 1127.57 99.92° 5476 51.40 39.64 21.10 19.49 6.23
RK4-NI-FGSM (Ours) 1202.32 99.82"  70.85 67.56 54.53 30.29 27.93 6.50
I-FGSM 1536.22 99.92" 2137 17.39 13.31 8.80 8.38 2.49
RK4-1-FGSM (Ours) 1573.95 99.89"  51.67 46.02 33.04 18.86 17.92 5.43
MI-FGSM 1539.66 99.90"  46.77 42.17 35.40 20.96 20.06 6.33
12 RK4-MI-FGSM (Ours) 1584.26 99.90°  72.84 69.41 55.44 30.98 28.57 7.12
NI-FGSM 1548.42 99.92" 5590 52.71 40.38 21.03 19.28 5.96
RK4-NI-FGSM (Ours) 1587.61 99.95°  73.40 69.70 55.15 30.19 27.90 7.14

fEiE N Sl i

4 B %

FEASCH, BATE Seii7n 1 380 I Boedi b5 SRR 20 Ty RE R BAE 5 A 2 T K G 2R, AR AE SRR 1, S22t

T PIRIHT L T B RDY B e A% PEESA IO BUBCE T, BT th 759 0 2 AR AR 1) 6T ek A0
PR Az DA HURE A AT LLSE A R0 Bt 1 G A, [ I PR G A 2R 7 A ASE 2 v 8 e A S v 10 Lt B
2) Jrd Hh 3 T oA R A U BAT R R mT 9 L, T AR R 2 5 b5 | N WP A3 (0 25 B B FR iy
15 3) H T e P B IO B0 FAT B (KR AT R, BIAE A [ PR35 A QO BRI [ AR o6 JBE S5 I 50 (A 1)

I TR 1, BT IR 31 i P Bk 1A Bl vl ASRASH R o [ B ok el 2.
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