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Survey on Trustworthiness Measurement for Artificial Intelligence Systems

LIU Han'?, LI Kai-Xuan'?, CHEN Yi-Xiang"?

'(Software Engineering Institute, East China Normal University, Shanghai 200062, China)
*(Shanghai Key Laboratory of Trustworthy Computing (East China Normal University), Shanghai 200062, China)

Abstract: In recent years, artificial intelligence (AI) has rapidly developed. AI systems have penetrated people’s lives and become an
indispensable part. However, these systems require a large amount of data to train models, and data disturbances will affect their results.
Furthermore, as the business becomes diversified, and the scale gets complex, the trustworthiness of AI systems has attracted wide
attention. Firstly, based on the trustworthiness attributes proposed by different organizations and scholars, this study introduces nine
trustworthiness attributes of Al systems. Next, in terms of the data, model, and result trustworthiness, the study discusses methods for
measuring the data, model, and result trustworthiness of existing AI systems and designs an evidence collection method of Al
trustworthiness. Then, it summarizes the trustworthiness measurement theory and methods of AI systems. In addition, combined with
attribute-based software trustworthiness measurement methods and blockchain technologies, the study establishes a trustworthiness
measurement framework for Al systems, which includes methods of trustworthiness attribute decomposition and evidence acquisition, the
federation trustworthiness measurement model, and the blockchain-based trustworthiness measurement structure of Al systems. Finally, it
describes the opportunities and challenges of trustworthiness measurement technologies for Al systems.

Key words: artificial intelligence system; trustworthiness; measurement
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N TRREE 1956 ALK, 281 1 %o 53218 7 21 %o (1 g e sCk i A, B T 3 ok v 1. o
3 WAL T2 (Hinton) 76 2006 AE48 H I 27 SIMES ), 2016 42 FEBLHL AR A AlphaGo®™ LAZAS 7R by 1.0 1)
SO T AT T 51 K32 500, AR b HES) T N TR BRI 93¢ 5 N . 4K, BR3E H 2B Fraink
SoF N R RESEARNE S AN (W BN, AR REHAE N TR BRI 1R AT e A7 . BB BURAE 2017 SER AT T €
—ARN TR B R JEIRDY | BN TR eI RO 5 SR ), 2 AR SR P BT T N T ek & B, 2
A Bt RIS B 25 2 N TR R RAE 2 AN SV A TR R R RER D, . HRE. B,
R R &N T2 e sl Al th /e AN Wi N T RE 7 T IE R i, N TR BEE BRI Bdidsdie. A%k
S AEE, HERESTIL. (S ERR. BT VIR E 32 B AR AT 13 1) T A FIRLRE A A

AR, B N TR R AN N TR H A28, N LA RE R G R IUE AR WA, i, 4K, F 24 #H Kk
IR, 76 BRI AU, N T BE A AR I 25 B0 IR 5 R, I Bt 52 BUH B0 IR T B AN IA 1 1R 25 2R, X lont
UM BN O 28 g N T2 AR, It 2 o 2 0 4 ST [ A8 s ek e ks (00, i L, 1 30725 B AT AR A I 9 R
B, B T N A IR BB, B 0 IR S 2 S MR R G R, TS (1 325 Bk . 55—, o SR 1 i B e
i LA bR, A LA 2 ) B it 45 SR A AR th e B — e i Lk U 5 B A B 2 B A TR R AN
HAZWEFTIABN 2021 4F K F1I<2020 FT 450 AT IR TAWIR S 3 W, 4T 45 00kl 2 A i g 2 4 R4 T
T E B . X SR — FAE T LR A ) S, AT A S U ILPE 1 45 B, 3 T B S S0 RA I E 1)
RO H B XA L, R 22 1) SR 3 TR IR SR N T B R T 5 1 12 RGE e n] 5 f 3k
TALGE 2 Ao n] S SRR AR IR, TSR R R — AN RGCAE SIS 8 H AR, JLAT by J L4 A4 AT
SRS s NN R B R e ml A e N A0 St B W 5 45 B e g A e s e U4

FEBUFH R LB 151 F R, S ARAR P R R e N TR R RG] 5 v U, M (s N TR e
28 1N IRAR N T2 i R R FH 1) B B R AR A AR PR R, A T A5 N T e e AT N TR g R T
5 VA A5 R PRI, DR T 2] 545 DF A A N T2 i R I T i P L ok T A N T2 B E 5 v 1) — AN 2 )
RO N TR R GE ] 5 2 i Jm 1 s, S BN TR AR R G800 T {5 v i T B LN R B T kL 2
SRR R MR FIO £ JE A5 1 3 AN ISR EE, BT LA N T4 B8 R 40 nl 5 1 I 25 A VP Al 8l IR HE. AR SCA T
BRI E BT, BRI TR RN W5 B B e THIR . SRS WS B ik, AR
BN TR RERLE 05 M AL TR LA, EbIERE b, AR SCURHE T HIAT 10N TR e nl {5 B RAR . AR, ARSC3R T
—ANEFEE RN TR RSG5 AR, IR HES N TR R v] (5 BE R IR 7T 5 K . RSO M BL TR LA
D3 T N A B8 R G0 0T {5 PR (KIIF 7 IR T (1 Bk .

() N TERe RGN v {5 JE v

A A P NS0 rpotet 2 Mt 52 45 e P25 Ay A 1 S e, A% B 0 0 T ol ST S e ks T
Py IERITESE Z B, N TR BE RS B AE R G R, HnT {5 B RS AL G I vl A R . (A2,
N L5 BE R GRS I RE M ST SO A 8 H A BT AN LA 1 oA ek, 1) G R ol B s TP e o o i,
A D DL IR 28 SP-PE 2 DRk, o] o A i T e S N T2 i R I R VA A 5 A .

Q) NTHERRGEHI . B RATEES N TSRS R

N T RER BRI 5 VAR T mT S A5 3245 1A M RO B R0 735 & U HE 4 5, BRIV AT 13 MR it
FIUNGREHE T E 0 2% SRR ] {5 PRS00 45 SR T {5 0. 2500 v 1k 2 U R T A2 [ B i, 78 ] £ 1
JEAFBNRF A AT OO EE T 45 S A FERl, = 2 AT B, A LM, JEIR S N TR e RGN T k. o 7 Sz Bixt
ANTEGERGMEYER R, T BN . BERURISE B 3 51 ) B 45 BB v (5 TR 3. bk, A N TR RE R
SRS R TAE R N TR e RS 0] {5 M FE AR R S r T R 7 RS S

() =T AE BN L RE R 40 i A [ SV EAl A R

G ARG VA ER i B TR R, CEWIE MTER G R G TT R P IR R G AT E LA AT D
FOR. B F 36 R GRS AT R IR B FRbrif 8 SOl 1% 5 50 5 T A RENIF R A RISk 5w
AT A AR O JU IR T R R Mk B O A5 B VRS, DL O T RO BRI ST R, IR T
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Tob ez e A S [ T A ek v V70 R, EH T H TN T R R A S R AT (R TR, A AN A B SR AR T A5 O
BV f] PR A 2N TR BE RS, 112 2R N TR BE R GEA G Al 5 PRt — P 5T ] £ B PP A PR 15 1
AR ATCE G N TR BER GG EBURA A IS PEAG BB SR 1 7 — D AN TR RERSU A5 LRI HESE, BR
FE LA SR A 20 i e TS IR BRI ¥« IR AT B A R 3 - X U (1 N T3 BE AR G mI A P A M. 1%
HE SR D B A v P 1) DX R B AR RN P A5 P8 it R, AT T DA s A 32 B R 1 A T S e

1 FRIRFIEH

1.1 ATE&EMK

1950 4F, T HURM: 2 QB RAER S GHENLE SRR ik T8 RS, R4 LA e ik )y vk,
Rl R, B S AE 1956 4F AR I & L, SEE 10 A7 25 IR TN TR Bt 14550 i & itk
N TR TR BT 23, 1956 SE RO« N T8 RE G N TR e R S8 AL LA LR G D1 T 3 Wi .
2006 FEFE L H K99 FE 2 5] TR IR ), AU 7 3 BE 2 >R 9845 I8 P i, i ELGRE T N TR0 RESE 3 1K
PR G N T R R R R VA 5 4 N A e N DA R bt R R, AR A A N A A fe e b IR 25 2. IR
76, N TR BEBARLE S AR L2 R T M0 A, BRI P BRE S AR, JHEHR ™. B3
2o B R R A PR R A Ak T L B
1.2 AMEATE A REREE MK

L] R B N A 6 1A A B R R 48 Bk 24 T A 2 R IR R O 19 R B ) 2 —, VF 22 BURF RN 22 3 4 3 R
RIBNTRAE. 2016 £ 9 H, Je R i Ged R HLEE A& RN R B EE . SR H R 48 ) 8. 2018 42 3 H,
RS BT i S P g e N T8 R P ek R e S O v DL ) AL, F 5N TS i I A ) 0. 2018 4
4 J1, BRI N TR BERIE BUNMIE AL BT 2018 48 12 H, W B2 N T e 2% K 41 (high-level expert
group on artificial intelligence, AIHLEG) &A1 T (R[5 N LR BRACIRIRm LAY | xdEmiet T —NE N L8 e
HESE, A 10 Tl A T2 RSB R 12 TR ST T2 BE M H AR A4 A 3 29,

2016 4 10 A, FEEEREFERAZ R4 (NSTC) Hidt T A TA Bad eI 28 L 151 20, 2017 4E4EY], 6 H
FRVERA S EERE AT H J7 (DARPA) J8 2 e N T8 et Rl, R AT iR . Al i N TR R A B,
2018 4E 4 H, REEP kR (EPEHA TR |, B AREEE A TR R4 2018 429 [ DARPA J3
BT 20 {3 T0H) ATNext (i, WARHR LS 3 AN TA Be LR BB MR, ARG, Xt Bakanin
HERE, LUK 5 f N T8 eI R A O,

2018 4 6 H, B mor N T4 BeAC TS 51 4%, LA BBURF & A6 B b e OV ]I 1R), BDEBUR R AT (AT
BB E SIS |, TR E R KT s R T ) A, R [ BURF A 2015 SEFF AR R I HERE N TR BERR K
J B 2016 4E R N TR e R AR N = 1R R CT. 2017 4E 1 45 Bef T A5 388 BT — AN TR g &
TR 5 i T et FE R S, 2018 4R 18] SbRUE A0 5 B 2% 53 25 R A O N T2 B bt Ak (12 B P 56 A T
BIRE 24, AR FRAIRAFA ) 1 7).
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131 BAWAF RS

B R AT A, T SELAE N AL 23 (K35 R S8 ki e, ToiB 0 il & ab e R TG P ¥ 7 7
T, NAVTE SR B AN T4, SRR IR 2 e 75 SR AR R 0. B P R 40 H 38 5 2k, T RSN K, Bk
22 a0 AT A (0 3 e B A 7 AT TR A A8 M L2 S P T . 5 ol 85 (0 0 S OAS I 2 P s Ok 772 (R 4 2,
BAFE T AT AR5 2 TR U0 A 13 AT K 2506 B (A AT, mT A Pk At v ds i 2 1),

TR AR AT AR G R TS 2 A S A At L % JEE 1 R 149, 1972 4K, Anderson $&H! T {5 R G0 i ",
K NV EHLR G0 {5 MR AR R B2 I AT 22 Dl (0 vl {5 v, 380 5 ) [l 9 3 ol o ml A F
HUbSHE IS A 32 BIH A 0] 15 PR (A8 ). Laprie 48 H T 5 P 55 nl ek 2 AR R OMES:, i Lo e B2 e 2 ),
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A R T, i ] LR B BRAIE A A B OB S R B AT A P N i S IE A . et IRSS R (R PRI AATE 1,
FEFR I 5% [ AR BRI S 2 T A SRS RIIE 5 B8 R 9 Rl oy, AT R 25 N PR R A A A28t ot 2 S
S8 SRR R AT S, $2 T RS (trustworthy software) &8 RGBT N B H L5 R RS GA
AT, FH7E 52 BT PRI AN S R, FREPAEIE SR S5 (K AR A, X LR T AR B R 1 . FRBE R R A o
2 MR KHE B MO R ] (5 MRS il St Bhifatk. 2edeth. wlAEAErE . AR R s vk 7,

132 A {E R R v-R
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B2 0 B W1 1997 4F 12 3k =55 FHEAETHRI PR 2002 4F 11 7 38 1 <58 /N HE AR 1Rl PRt g ml £
BRPEAE R SRR e R (R T 1 A P 1 A AR R A R e 0 S ) EE S A R A AR e . TR K
AR TREE R AR & AR AN B (2006-2020 4F) Hekt il {5 P EHLIBEFT 7 b & 5 0 Y, 2007 48, <8637 RIJT
JRT AT A TR S R B S0 Y R A SRR ST 2007 AEHE T BRI A O SR R 5T
TR, I A R A B R S PR S 4 AN B A
133 BRAE T 5 B i VPG
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AT DT, A AT E T I A S R ST R A A R R A IS AR, 4 R L I ) AT A U
PR 100 g A N\ 5 75 B B AT T SCRF RO I R W) A VA B Al A5, MO & R R DAk et vl A
7 RS A P BN TR TR 1) 22 48 g vk, 351 2 B PR 7 g S T 10 A 2 e i P 0 e ) £ 8 A Y, 94
A T A 0 O AR g s i R U705 O A T T AR DA £ B, 77 FE T Exctensive 45K IR T 15 1k e
FE 7R 700,

14 AIE@AZAEEEINNMAR

N TR AR R AN, FN ] F R G KRG @ PR ) FUSR AR 450 7Y, X Lo AR AT 55 HH 5
AT SR, BIHAN T2 e AR LA A I 2 ) . Bl N T BB AR R, AT N T8 fig R GE R R 1) 7 SR AN
A48 PR AR IR L R o ) 0, BRI TE U . ENZS . R R G S ORI 2 AT AR N T e B
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VRIEAEAT B AR rh A SO B AT, B T AT A0 2 BOLE 02 T N LA e R G AN LTI R A5 e 5 3 P T A7 A
YR 10, T LA N T RS A R ) . SO [75] B I7 12 W T H 6 N B8 43 B D 1 B2 7 e U, O HL
XVFZ AN, LT T RABA A SRR A I 167 e, (AR, 2018 4 5 1, I 5h3dh 2 Al B RE &
R HE IR, A AT 3 X — 42 L RS R e 48 R 3 T A AR O X A AT N TR RE R &
IR AS kB R R, &N B SR AE N R RE A J o i e 1) Jee mI A5 N A .

N THERERG AR BT DL B N TR RER U TT A8 R 1 A N T RE R AT (5 RS, A AT X A T3
AE ARSI AR R EAT AW A 0. T T DL R A LA 0 45 Rl D Bl TR I R 48, A% R4
A LAGRAE T P 22 AR IR, Lk 7 A AT R BE AR 7 th vl DURR s o i BE R 45 050 B AT IR BE R 4811
RIS REEAT T 1M, AE A R b vy DU 52 52 R At R (R R AR AN . AT, 6 AN T BE AR SEEAT I (5 L R A N
T BER G HEA R 1 SR EFE.

2 AITEEEERMY

HHT, SOk ISV 225 G E N TR BRI RIE P, MhATR0R S, N T B R Gl 5 PEAN ] TA& S cf
(KPR, BRI ATE IR PERR 15 AL G T it ZE 10 RIS R PR b, 3 N 5 VF 2 N TR REAS B Rp I i ™ A= (K A1 G
PEJTT. A0, N 2 A R SR G M i O N R RE RO P e i S o W

R 23 B3 e N8 e v 4 SR AL Bl N 280 A AR g 2 %), O s N R e T B T . 3L
PR B, AN AT GEA B AR SEENGRI KA. RA RS BErE. 2ath. &Y
PEIL 10 DMIEAZDR, X EORAG N TR R TraTrE. M. AEME. AP, BRRE. SBik. 24
P EWIPEIL 8 AN FFJE . SRE A OBCD VA, Al N T RERG ZEHAT LA MERT I . TR SR AR AL |
PLA A A5 A B W] RERT AT MR o o bt DL S e A e R By Atk U7, S USRS I8 T AT P R
WA AFPEs SBEWIPE. ATRRETE . EARIE. wath. Pifatk 8 ANRIEE M. 3¢ FE [ K AR S SORBETUT
NIST XA TR e L BT LR AR e . bl WEErE. BFbE. A PRI ARREPEIL 6 Al B A 2
KULIBM A RIMAK, N TR BERGENAMA AP Bl BRI ST M EW. R, R,
REWHEMITN N, ATEERGHI W EMEN BA A S, BUIE. mETehE. rEm. rRt. K
AATE 7 A AIAF R .

VP22 OO N RN AT 5 SR e 1 1 8 O LA, Singh 55 A A FIAR A TR BEAN N A i UL, N £
UEAPE, BB EAT A ARREE B WL . O X PO IR I, R GUAS B SRR AL DR, PRAIE 22 4 (1 1)
It 32 HAT A A B Singh 25 AXT N TAREAR L T A FIE. ATARREME . EMRbE. BRAAME. e AtE. A 6 A
A AF Y. Fujii S8 NN TR RER S EORERE (52 BerE . B EME . R e, SR 8EErE
DL R i 2 7 3T U A AT S I e e L et R G0 DA BB YL, 1% T Chatila 55 IR, AbATIC
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B SRR L. XL SR T AN N TR R A R RIARREIE . BN S AR I T
Fhr LB N TR AT B bt AR FIENMER AT R 1 A T S AR RGN
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FRERR T N TR RER G S TR N R I ZEK: R &ty Bfart. WEEME. R ABUENE; AT
BRI A SR GRS AT M S R A RSt T AP SRR TRRRETE . EWITE. WETSIIE. ATERE
PEMVE R B2 55 I s MO TR BE R NRAR G5 I A AR i 1 RIS A R I A PR A REAN ELBAE MO TR
RENY B NI AESE Y 1 A e e Rk FOERNAERT A B AT
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FEMRSS, FB . 45 A5 N TS 15 BOAATE 2R N T BE R SURECR I L P RV ] O B8l B A AW s 22 42
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ORARU] B RAE 22 U5 D v B LD EAL, SR R A RS B AE S AL T 3 ) AL i AT LU BRI 5
FEASTIH [ —EEAS 3. Tabibian 558 NBRE L RN ZE B0 mT S AT S 5 nT 5 P52 [, AP 006 b i 5
IR YA AT SEE (MR 7S DP Al Sl AT, DA S DPAl K50 BT B B0 <IN TRDJRGZE D e g Hh 17—/ 1) e o R st
RHESE, Fiofgd i [m) JR32E 15 Bl w] SEPEAN B Yol £ BL ARAEDHE R o 2P PR R AoRe PERBE A I AR, T
Al B AN T3] 25 Rt Hp 2 > B 280 ™). Fogliaroni 28 A IR T 2 B ER (% L (VGI) $ds 10 B P40 1)
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