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Memory Leakage-resilient Multi-stage Secret Sharing Scheme with General Access Structures

SONG Yun?, LI Zhi-Hui?, WANG Wen-Hua®

Y(School of Computer Science, Shaanxi Normal University, Xi’an 710119, China)
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Abstract: In the multi-stage secret sharing scheme, the participants of authorized sets in each level of access structures can jointly
reconstruct the corresponding secret. But in reality, adversaries who corrupted an unauthorized set can obtain some or even all of the share
information of the uncorrupted participants through memory attacks, thereby illegally obtaining some or even all of the shared secrets.
Facing with such memory leaks, the existing multi-stage secret sharing schemes are no longer secure. Based on this, this study firstly
proposes a formal computational security model of indistinguishable ability against chosen secret attack for multi-stage secret sharing.
Then, using the combination of the physical unclonable function and the fuzzy extractor, a verifiable memory leakage-resistant multi-
stage secret sharing scheme for general access structures is constructed based on the minimal linear codes. Furthermore, in the presence of
a memory attacker, it is proved that the scheme is computational secure in the random oracle model. Finally, the proposed scheme is
compared with the existing schemes in terms of their properties and computational complexity.
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{3,5,6,7,8,9,10,11,12,13,14,17,19,20}, {3,4,5,6,7,8,9,10,11,12,15,17,18,19},
{2,3,4,5,6,7,8,9,10,13,15,16,17,19}.

4.2 EHEM

EE 2. N T 1<j<n, 7R NGEAFIEE L T IAE—BRAUE BTG S5 % 60 W] IR0 A HHO
SLHIFLE 55, Bl s =5,

W AR, P, B Y RAFWES I I 10— DA, IR AT 52 B 4K (log g, log g, d',m')-PUF, I &
LR, dis,, (n ) <d, Hh, 1sv<c. XM (logg,d,m') B H IES 1 LA 1R KR, WT4G sh, = sh]
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MM £, =u,g,, HUH s = Z xu9, = Z ux,g, =ug,=s;
v=1 =1
B, A7 B 0 A TR I 2 5 38 0T AR 2% A O 6 80 H (s ) IEFCR M 5, Bl s =5, O
43 2
EI 3. ERENLIIS AT, FERQ A —NEBMER G FTATX 51 H 2N E N AitRm £
W A A TR RN AT EE T 2 R IE T Ry E R T AT X 4 SRS 1 W T A
4 CHy R Z %AW ki . RAAREH T,

o WAL
A BRI AT S 5HEEG P={P1,P,,..., P} n MEWREEM{1,15,.... [, PRI KG.
o AT

PR E CHy BT B8 L RS pms<Stp(V P, 1, ), WeJats pms RIEBWEH AL 25, Ay Ai—
ki 5% EE B P, M, |Bled, AR, ARGk B={B,.P,..P}

LT ={e{l.. R =57}, ABEW: WRBer,, WHjes. 4£C=PIB={P,P,..P }
KW, BASHEEIIG REMAZ R 2AE—DHIEE hd, HBGEH A RS sh ... sh, . 5
T Bl Ay AT RLEAT 52 A A7 B, A RT BB R RS HLOIRAT (hd .. hd ). AR ARGEYI AT 5
W B8 20 PUF ()N ] 000 1 DL R B B2 IS FE K2 A, Xeale 5 Ay AN LAAN W] 220088 1 X 7 BCIE (040 400 sh, A
BEBEHLAAT UK ER 1), Hd, 1<x<n-d. )5, WiiH A BHHENRFABZHE ® = (s, 50) 2
(57,0y88) = 8, H‘iﬁﬁ;@h? |=|s} |, j=1,...,n.

o THHMB

WRAT je{l,.n}, je, Hxelsh}, ; Bilid Ay BN BEAL Hy i o) 08 BRI A5 R B0 f, )
bRk, B, BENLESE F, AN TR hy B, TR IEOC R Hy(ox)=h fEE TR R L, SRR By
RIEH A WRBAER L OEFEA FIGAE T A(,x), WEAFERE by BEROERIS AL R, Bk
Ay I FENLTR S BERL H, ) i) B XL G A BB, BEALIESE Z, P —AIeER b, EEWR, R R
Hy(h) = h, A TR R 2 o, SREH hy ROEG AL WERWEAR R 2 Th CEAELE AL WA 1) I WA A5 8, T
TR IE hy B3ERIEEIZ A,

o Bk

Ay R GRS CHy AT TR 0 = (s0,..,50) K st = (shonst), Hob, SAFFAN jes, B
s =50 MPTEN jes, CHFENUEREITE u; = (uy,...u,) € Ff, 8,0, =50 ZJ5, CHy KIET#%M B
WISHE 1. R 2R, WHHE h=Hi(,sh) L=Ho(Hi(,sh)) A K r=u,9—~h; mod ¢, e, jes’, PieP, iz.

T HAMN je{l,...n}, jes, CHBEHES u® u® e Ff, 678 u®g, =50, uq, =s®, HXFTHM LB
Wiz, 5 u®g, =ulg. XL P eB MK, CHy KIE T M BE& WA R 1R 2102, 5 hy=Hi(sh)
l=Ho(Hy(ush)) DA K 1, = u®g, —h, mod ¢; X P ¢ B HISAKE i, CHy BENLIESE ryeF,, BRI i A7 fabnio
i%. CHy ATFHIH Outy, ={G0 1) nenseomion G g0 O p o YR # AL X jefLn}, e
Jeifi e P e B (ks i, CHyE SLhO =r, —u®g, mod ¢ 5 hl =r, —uPg, mod q, o, iwj. CHyiEFE—MHEHL
e Be{0,1}, FH¥5 H (j,sh) =h{" VLR I, = Hy(h") sy MAAEIEEAFR 1. £ 2, K, je{l,...n}, je, iz
H PeB. iXFf, CHy 5 MBI 7 FRE s = (s7,...,sP) 1 i oy R i .

o JHW
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XtF je{l,...,n}, jeJ H B e B Xt Rl i A1/, WA ANHATERW Hi(,sh), 33000465 8555 250
% SUAPFHR BN — BRI, Hor, i,

FrEA, AT iFEA 5 TR E MR, RAOTFREA, £ EEATERA BB Hy(,sh) K0 5 R 5
Wik, Hrh, je{l,...n}, jeJ, iz H P e B WRILHHAT TR AW, BB R ERNBR NS, Ak
Ay BB IR O, RO SRR S R B OER R . B —J7 T, WA, AT A A, Wk
OURAEMRER N 1-5, WA, B89 IR 0055 W H B 2 IR R SR 15 4 02 1/2. B DA By BTl 0, Ay BERE A HA TE T Rk %5 11
W% % R or12(1-0). B, A, B3R

Adv, (2)=|Pr[y' =b] —%‘ < ‘5(@) +1/2(1- 5(2)) —%‘ = %5(,1).

% Ey A AT AW HyGosh) B0, v, je{d,...n}, jes, i#f H B e B. NG Q, A BT A Hy
1] R s, A

_ _ _ - Oy -d
Pr[El]:l—(l—n d][l— n-d j R - <1—[1—” d] Lulo=d) 7Oy,
q—d g-d-1 q—d—=0Qy +1 q q q

T ¢>2%, # Pr{E] < "2%”1 .
4 Ep REMATFIY 1y oHoRS I Hy(osh ) B FAE, Hob, je{L,...n}, je H B¢ B. #1T Hy{0,1}"—>{0,1}*P H
O,
4 0, REAGIAFWA 1y WIARIUCEL, WA Pr[E2]=1-(1_271w] <2,
- H H, ' 1 Hy H,
23 5&)2PﬂEﬁJQ]§PﬂE}+WH§F§nil+§i%,ﬂﬁAMunM):Pﬂb:H—Eki%%ﬁ ngﬂ.
kA En, R g RWOR, AT I 5T A7 M R 1) 2 B85 3L 07 RAEBANL IS AL R & vk Sk vl e
W22 41, O

e AEEHL 3 R, NS5 ANHOE S LG A 1 CBUD, BT BAS() I BS99 T FE BT Q,, - Oy,
HAAEch, WA A A BB R G T 0,2%, Bk, 2 24=27 J 2¢O =020 i, AR SR i) T R 2 Bl
FEET7 SN 2 80 LA e &g, B Adv,, (2) <27
4.4 tERESTHR

AR A TR 10 2 b 38 505 R 45 SCHR[15,17,23,27,30] H 97 SEAE PERE T THIEAT 1 bLAL, SR LK 1,
o, SM FRIRHERLI, ROM o AL T = B,

R ZHEILSTTRMMER L

Mg SCHR[I7TIH % SCER[231F R SCHR[ASIHE 2 CHR[271 7% CHR[30IHE 2 AU HZE
— FR AN I A7 LS5 44 2 2 2 %5 7 2
A AETE P T 2 w5 2 2
s & T i H el H
R HUE 5 el ¥ T ¥ f x
AR SM < = SM - ROM
il 2 45 22 72 S 5 i 2 2
I8 R 2 T R AT IX 43 2 L - I - 2
B PN A7 M 1) 2 R % 5 %5 % = =

N BRATRE B AR AT S — L B

(1) PuiltgE. AT RECEPINAAMER, HAERMLTE AN, J5 SNk # Rk B 2 A ] X 2319

(2 ZtE. WEAS5EWENOE Hi(,sh), 10RO 8w, Br ERATH T =, B
RAERIEMEMG B G, KENERERNS5HFALNMHL B, AT EAA
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%
(3) BMRVE. T RMEAERE DC ERIEM B SBINS 58 naEsctE, Rk, 849255 0IRET
HEBART] BE R Eh;

(4) BB R ZWEILZIZIEE MR TTRERE, KBS TS558 /MR NER, BF
—EMIRBRME. AT RREE T IR RIS H RN, LT 2T MR E— R AF I

Fak, TR EE A U5, RATE TR 25 SCHR[15,17,23] F — B A7 B 25 4 1 1) 2 R 2 7 Rtk AT
TR, &RNE 2 ERTRHR, VGBS I B R 0 K, S RIBFR, 9 RE T nk ik
Pk, 2n(n-1)RME A REIEH LA K n(n-1)R LB, BWAER By, ML DC #1T 1 1 XM A REUEH
MM B, WA K E MR THED S 585 AN, DC B F AR BB AR B S DK A4)1K
VIR EREREUR 1 OUIEH. BESE W, ACT7 RS T BRI S 2 ik 2 58 4 (W40 P9 A7 1k 5 R RE v
2, Ty RVEH REUSH 1 IRIIET ], T, 2 50 B H0S 5 1 IR BIRT R), T2 YR ] o8 B2 iR BUE B 1 IR R
], T, /& 1k 2 W ia ST R], 7, /2 1 R A ), 7, & 1 RO SRRt Ie, T, /2 1 BSR4
BERE, T2 LIREBEART, n 2558 N3, m R EEWBEREE, |42 %2 5% KR F &+
S 5HPINEL, 1 MSP HERE 4 W55, k & 26 PERD Az O B AT 4

R2 —RAFME ) B2 R T R R R R L

TERE SCHR[AS]5 % 2 SCERIATIN R SCHR[2317T % ESES

wIEE nT, nT - nTy

I3 R B nl T, +n(1-1)T,+IT,, nlT,+n(1+n)T, nlT, ("> =n)(T,+2Ty)+nkT,,

T B @H+1)T,, (TAT,) - T

BB |Al(nl+1) T, +(4In(1-1)+2]4|-1) T, +2T,, |A|T+2T; n|4|T,, |A|(Ty+T+T)+T;
5 ¢ g

AR SCE YGE LT PN ARG 0 2 Zhb s 3 = 8 AR T S e SRS, R I BE A T O R A B
LR USRS P AR I IR, WiE T R eI EN 2 RAMEIN ST R, BT RAA 4 AEE
Rt (1) J7 SR 2 T AR/ RS oS 5 1 2 R R L S Ak 3R ST, SO AF RS 5 W HLATTBR 1)
TTRERBE; (2) mAMME RS 5 M IS A o0 8 B Oy 4 800 7 B R A, s R 2
(3) fEdbE EMM B, B INIES 5 R G A MET N, (4) 77 EATHF AN 4. B, A3CH77 %4
B8 1 2Rl LT A NIV, FL AT L A N 5
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