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Abstract: Adversarial robustness describes the ability of the model to resist adversarial examples and adversarial training is a common
method to improve the model’s adversarial robustness. However, adversarial training will reduce the accuracy of the model on clean
samples. This phenomenon is called accuracy-robustness problem. Due to the need to generate adversarial examples during the adversarial
training, this process significantly increases the training time of the network. This work studies the relationship between prediction
uncertainty and adversarial robustness, and draws the following conclusions: the greater the prediction uncertainty, the greater the
adversarial robustness. The conclusion is explained as: the boundary of the model obtained by cross-entropy is not perfect. In order to
minimize the cross-entropy, the classification surface of some classes may become narrow, which makes the samples of these classes
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vulnerable to adversarial attacks. And if the output’s information entropy is maximized while training the model, the classification surface
of the model could be more balanced, that is, the distance between boundary and data is as far as possible, which makes it more difficult
for the attacker to attack the samples. Based on this finding, a new methodis proposed to improve the adversarial robustness of the model,
by increasing the uncertainty of the model’s prediction to improve the adversarial robustness of the model. While ensuring the accuracy of
the model, the prediction’s information entropy is larger. Extensive experiments and simplified model derivations on the MNIST,
CIFAR-10, and CIFAR-100 datasets have confirmed the statistical relationship that the adversarial robustness increases with the increase
of the model’s prediction uncertainty. The method proposed in this study also can be combined with adversarial training to further
improve the model’s adversarial robustness.

Key words: adversarial example; uncertainty; adversarial defense; deep learning; adversarial robustness
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AT FE A i 22 0 R A R e S BB B AR 1 R A S S SR, R A
FEUR %K O L AR, LR A B 40 R %K B AT R K, th A T LB /N 04 B i A B i
K DR, B RE A SON BT B K O TU 4 B3 PR R RE AR B 1 4 00 AT SR K
BB, B ERE A AR A B R AR, 4 T 0 S AR R TR, (R JRATTRT LA 4 ST 3 /9 1
A, Oy TARMEREA 55 BT 4 00 2 IS SR A I BE 130, — MR AT PR 0 0 B s A, (B i
BRI KM AREE. 9T MRS BRIR M, T RS S AL 1 AR 2 KT AR, BEA 55 344026
D2 I BB A, DL 5 W el ) 3 R R K RE AR, AT S B FOR IR B, R AR B R
ER 0 BRI, MR 15 BRI, (A5 2 BIRUBGE. 52, S5 REA 5 HoAh 20 il 57
BEES R, A B R, A R 5 R B Bl B, AT I SRR IE K A
SURBRARE 4 2T T SR 207 A RS, BV R A b5 — 43 K00 52 2 A O B 130, R A B 18 A9 0 4 A2
WSS, WA i B4 5 BRI R BCR. 2
U()=-22,., i()log fi(x) (6)



M3 5 TN # st G sttt o) £ A AR 531

Horp, UOQBRFEA x 6 AN IE B SR (K AN E VERERE, y RO FEAS x IRREE, i R B2 40t x 200 i B, f
FEIE B R KB AR, UO)BR, WIREA x BAN 2 5 2 B0 ey,

i ESCT i, BATAME S EREA G 5T 1 I, [R5 Z B B Bl R, MR, P2 AR STk A
e G X r=r(xOy O B £ e A (xO YD) BT R, 5 R BT R T A, BRATTA

r= ( x?) I (argmax, f,(x®)==y"),i=1..,M “

AR, K, mﬂ*ﬁiﬂﬂﬁﬂ?%%ﬁtﬁ% AT, L H(F) ==, fi(x)log f,(xV). HAKT)EIF, 2
i
-2 fi(x¥)log f,(x)

r=—2 . I (argmax,f, (x® ==y®))
—z f.(xP)log f,(x1) + fy(x(i))log f, (x®)

_ i " I (arg max, fk(X(i) == y‘”)) (8)

_HC) 1 (g () ==y + 1, () 10g 1, () 1 (s () == y)

&
CH) 1 (Freg (xP) = y®) = 1, (x®) Entropy ( (x), y)
&

VR R ok P REAS B B R E Z A r =)
T, FERABA TR R B AT R B D LA )R

max r o
st. (xV,yMeD @)

KN eft— e, P L2 3K(9) T BLEUS B
max Y H(T9)- 1, (x)Entropy(f (x*),y®)
sit. ()I<“’, y")eD (10)
argmax x, f (x")==y

x5 (10) S b ]
min fym(x“))Entropy(f(x“’),y(”)—iH(f“))

st x0,yMyeD (11)

argmax x, f, (x) ==y

Forp, B 1 IR TR ORI — AN R E, A 2 R A A S RS WA R AL IR AT (3 B HED) R,
H b b B0k /)y, RIS 1 il i,

FoN f 82— e, HRMARQD R — 4B EAEN T, FmERIMELE— e, R
e, AR AKXA)M—A TS

EIE 1 % N NS E, M ABEAREE, p=f(x), t=argmax xf(x). R4 p= §+ﬁ 550, MY

N>2, 650 I, ARADFE FH. Ty L)' St log—

W M IEREER p #ER, A
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>0 o (xX)Entropy (£ (x @), y®) — H(F?)
=2 o f (x“’)log(f x"))

<

<

BT =01-p)- Iog( pj JIUR

ar
dp

1-p

Z (N 1) Iog(N J
p
>V a-p)- log[N 1]

og[N lj 1>Iog[(N—1)—) 1=log(N)-1

1-p

(12)

(13)

(14)

XA K>2, Fﬁu‘s—;m TR, TREBEEE. 150 i, T BUS &/ME. i, A (1)1 f/ME:

1=

i H.

R e

3.4 ETAHEMBANEEMRSHE

My 1 w3, ARADFE FHF, SOH AR 10 5k 8 B 2 REAE M 2 U s, E AR S

(15)

O

&

RI: B A RQD)VE N2 MR R, 225 800 25 IR 18 HE B ARSI, v 7 Ry SoE B, i)

P — A SO A5 K R L

> Entropy(f (x©),y®) —ax H(f )

(16)

H, o280 B8, AX(16)=2(11), BIAXQA6)FEFAFAE A FHIF. 5 1 B0y () H =211
AENE, H TN GRBE BUAE LR IE A 0 T 1 RE A, 58 2 BUAFRATATR th i IE 5T, Bp A @) IS B THE 2

A, R ARIRZI, ENIZR, BATTAT LA i B I R A A R T £ £
M RoR A batch o IFEAS SR, N RoR 73 8455

Bk 1 I

Input: 57 f, batchsize m, %2> %A, 1E NI AR % abd K I 25 04 B2 n;

Output: A f AL 6.
1 FEMLAIGRA IR f L E 6,

2 VIR EEE D :{x(i)yy(i)}:en(D) ;

3 fori<ltondo
4 orj«1toBdo

INen(D) 2 7~ H 4 48 B A 1) %0 H

/1B 7% batch 1% H, EP B=len(D)/M

5 MRS D L M AV, Q={x® yO
6 AL = L(F(0).Y):
k=1

7 WHENSL=Y -

k=112
8 L=l—axly;

f (%) log(f, (%))

B0 I etz il
FenE. AR RE Oy A 0 R s,

SRR TR S,
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9 B 4% B8 O 0-ATL;
10  end for
11 end for

12 return (6)
FIFH 3% 1 7€ MNIST F1 CIFAR-10 #¥E 45 L4351l 2% LeNet-5 F1 ResNet-18 #7175 3| ()45 7Y 4 L L %
1. AT AR FRATHI 5 VAR AR IR R I 2R A 2R B R B, REAE R B i AL B T30 ) 47

RL oy A S SR VA K 3RATT B0 05 5 I A9 S O AR 7R 0 B

MNIST CIFAR-10
Loss Avg entropy ACC (%) Loss Avg entropy  ACC (%)
CE 0.011 9 99.00 CE 0.063 7 94.94
ours 1.8279 99.22 ours 1.869 5 94.56

3.5 THEMMEHMANRME: —N6F

FEARFTH, K TR SR T X PrE s IR m 2 45— N EDR IR, JRATAE — A =487 i B BEHLA
PISRREA, o Ia) S (i I i IR, A AR (i = i 9 938, il 3 o, 2, ATH — P& — Z R
JE I A AN SR e B . O 1 R AP R I i 5 A SR AN [, 28 SIS LA S BATTI T3 20 390 1
TR, O BN 2 SRIA a1 4 ATE 5 .

6

A AA A
J oM. A 4
s S
2 L
A o®
0 ‘. s
[}
-2 rn .? A “
A A
Y o0 A LA4p
-4 .A,h;}ﬂ A “‘“‘Lﬁn ~
_a ‘
-6 -4 -2 o r 4 [
B3 Bl BLAE B A5 7 49 1]
67 A A A 67 AAA A
4 ‘i‘n r . A 4 4 ‘i‘a 44 A i 4
A A A A A 'y A A
a3 e Frae 3 Mt
‘ A ‘ A
0 0
—32 A -2 A
AA s - ALA A “
lé A LAp l‘é A LAl
4 F r 41 L A
i bt s 2 e f
54 A A 54 A A
-5 -4 -2 z 4 6 -5 -4 -2 2 4

B4 RIA ORI ZRA5 21 10 73 K s 2 K K5 FATHITTE I ZRA5 2/ 7 2 i & 18

XfEL &S 4 AL 5 AT LA B AE R/ M ORI RE R, AT RE 2 843 5N R 2 R AR A Pk . XA EAR AR
HIAE SORAR D, 85 RE RIS, HLbr b, W RBATS AN —LERUNEIIES), WFEARIR S 5 i
WKL S, FERR R K, A 6 Bras: IATHI TR AR GRUERY 7 S IR 6 1 RN, e K 2 T )
FEE, JFH, EORUEBER 7 AR S5 BRI, AT B A8 7508 R 1 93 K30 F AL T S0 8 (g — AP L L, 33K
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LA GAFRBFEARB R EEERTTREEAZ . Bk, HIATBER, EREATR I — RN Pah, 1858 3
IR 70 R8T AT RE 3G AR 702K, (H R SRATTI J7 V5 W] DA A9 A6 B30 57 S 220 17, B X 52 ) 0] 70 B ol 1 R i
E U, KA REE R R R 2R, (A, di &l 4 AE 5 AT LAE B SN K o S, mT BLEAS
BERURE SR A R 7 R A IR 20 2K, X MR IRAAE — L8100 N, vHE 0 2 L 22 SO I 2R 2 v ) L IR

4 RIS

AT MNISTE, CIFAR-10Cf1 CIFAR-100F 4045 42 36 Fir 42 th i J7 6. FE 2 R i 7iE R, BB B
FIMERR R, I DO RAE v &R, R R T A aBd H TR RATRRE RS, BROABRATA N, X2&FT
BHYE R R A PR F B R D R R, WEE BRI EREA KA E R, s, BE.
Linfiage e
41 BIEENE

MNIST %45 46,7 60 000 MIZEFEAFT 10 000 MINRFEAR, MGAFEAZRZ 28x28 MK E T 5 H 7 BlZ,
HARE IS 10 BFEAR, 450008 0-9. CIFAR-10 iR 4 & — ML WSk B A -G EERE, Hha
10 KRR, B—RKRHEAGE 5 000 MIZFEALL K 1 000 MUAFEA, L4 50 000 MIZRFEA LK
10 000 MIAAEAR, FEAFEAHRZ 32x32x3 (IR 4 %, CIFAR-100 5 CIFAR-10 AR, {HIALE 100 2 HFE
A, A 500 NI 100 MIREEA. FFiE ] LeNet-5BUskil 2k MNIST i 4, ResNet18P2sk i)l %
CIFAR YIZR&E. [N, A7 BsRE0HE LIS B AP 45 5, X T B4 CIFAR B4, fEUIZRI A T /KPRl
A% B AL BT I A
42 BERHE

T RTERE AP RE, FRATEH T 3 MG ER M A T 7, BT Lo Ly A LB, T Lo, FRAME
H FGSMM, BIMI, MIMI®L, pGDM; it L, Hedds, FRATVEEA T CW Bk T Lo Hodds, FRATIE A
ISMA ik, Mrdi 2 8% B 5, % F MNIST $#E 4 . CIFAR-10 1 CIFAR-100 044, FRATHRI%IE SCilik[4]
IR RIS EOHAT IS, 72 MNIST BdE4EF, ®EN 0.3, W TIERNIGE, BATEGFRERIIEREEN
0.01, 7£ BIM 1, ¥ER R EKE N 10, MIM Fl PGD HH 5 E 4 40. %FF CIFAR-10 F1 CIFAR-100 ##74E, &
144 it B 8/255, X TIEAM Ky, AT IER MDA E S 1/255, 1£ BIM 1, ERRERE K 10, MIM
M PGD i ® J40. 7ECW I, A4 — % confidence ¥ B 50, T ¥50.01, #1448 Hk B 9 0.001,
A RHEARREE v 1000, A TETEMW, SCHRTE B 7, A8 SRR [33] H i Bk YR Ag,.
43 BEHERE

FA1i% H BELES B T [ (stochastic gradient descent) 753 T4k, X T LeNet-5 iR, )25 20 AN, 2
SJEWN 0.01, BEEA 0.9, 4T ResNet-18 LAY, FATIEH 75 ) W7, il 240 AW, H,
55 1-135 B2 21208 0.1, 55 136-185 JH 14421 3 0.01, 55 186-240 A H1%% 31 Z4 0.001. shiE ¥ E N 0.9,
F£% weight decay & 2~ 0.000 5.

KT IENIR R F %R, RATELE T ARFE R EAE MNIST F1 CIFAR-10 #¥E4 b JLR B U5 i T R 2.
S e BT R A DA K B T S U W B SR SCTIR — B iR 2 nTRMR RN N T IE NS
BOASERY, o T A R AR T IR R ISR RO R Y, T BLAE @A A L RR IR RS E R VIR T e 2. (1 B
Falf BB R—MRE RN N, IS E AR BRI, NLFRATE T S8 b 3. seisf R
H3: 7E MNIST #dE4E, Mo=1 i, RETE PGD Bl FRIFFUIRIEARmMN, HIEKE /5Bt T #BaEE 2]
IR ST, R, SCRBRITE R BN 1. A CIFAR-10 $iEdid, L4 REMW: Ha=4 i, HLXIHE
PRI A, [H, SER R IRA T LR E A 4.
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2% 2 MNIST il CIFAR-10 #4548 £ [H] st BN X P A 1k

MNIST CIFAR-10

“* "FGSM (%) BIM (%) MIM (%) PGD (%) | FGSM (%) BIM (%) MIM (%) _PGD (%)
0 37.99 8.62 431 2.62 37.99 8.62 431 2.6%2
1/4 64.67 57.36 57.02 5.29 42.40 15.48 13.58 8.95
1/3 61.38 47.69 47.56 2.60 51.87 27.88 14.30 12.33
1/2 61.84 49.11 48.50 11.43 48.95 18.82 5.38 4.48

1 74.85 66.30 64.02 8.32 51.71 25.30 10.19 7.30

2 70.27 47.10 49.22 14.44 53.17 40.43 24.62 16.66
3 69.96 42.53 44.66 10.46 57.86 48.81 39.14 28.21
4 61.99 43.64 45.00 10.92 56.44 51.10 41.11 29.30

4.4 IFLLSLEE

FATIN 2 A2 O Rk BB LA R B 565 2.3.4 TR R B GCE MR AR %, 7 Bl i T
b, PAUEEOR B AT IR vk A st g rh, S3CERnE 4.3 TR TR R, GCE i o ATTH 152
SRR [3] 5 56 H AT FH 1 0.333.
45 LINHER
451 EHEII%

FRATTH P H FR 4 % B Bk U1l 2% MNIST. CIFAR-10 1 CIFAR-100 #t#5 4 AL, 45 30 1 45 545 ) W,
#3-%£5.

F 3 IEHIIZE MNIST Bl 8 78 5 Fh B0k J5 v R R B =

Attacks Param CE (%) GCE (%) Ours (%)
FGSM &=0.3 37.99 46.90 74.85
BIM 0.3 8.62 35.13 66.30
MIM &=0.3 431 36.18 64.02
PGD &=0.3 2.62 7.73 8.32
JSMA 7=0.25 0.52 20.31 13.85
C&W c=0 0.00 3.30 1.34
K4 IER ULk CIFAR-10 Hods & o 48 2 A Bl U i 1 AR A HE A 5
Attacks Param CE (%) GCE (%) Ours (%)
FGSM £=8/255 31.47 35.94 56.44
BIM £=8/255 0.00 1.40 51.10
MIM £=8/255 0.00 0.60 41.11
PGD £=8/255 0.00 0.44 29.30
JSMA 7=0.07 0.12 8.20 21.15
C&W c=0 0.00 1.23 0.62
# 5 IEWIIZE CIFAR-100 %46 £ i 7E & Fh Bty J5 i T 1R ) HE 1 22
Attacks Param CE (%) GCE (%) Ours (%)
FGSM £=8/255 8.92 20.57 28.52
BIM £=8/255 0.11 18.60 32.33
MIM £=8/255 0.04 18.58 32.29
PGD £=8/255 0.00 12.38 19.86
C&W c=0 0.00 0.42 1.05

IEWER 3 fion: 78 MNIST BRE T, AT ik BEATE g B J7 ik R4 | 7 — & Mk ae
KR 2 FGSM 25 FH L, JE B8 BRIl () B0 J7 vk, 7R IX vk rh, MEREANEAR T IE® ISR Bi sy, *¢ T GCE #iik
BB B oA AL PE RS, 7E FGSM LA K BMI B0l , FRATTHY 5 6 T X6k 0% A 18 00 F v ot e 380k T
GCE M8 2 fi. 7€ MIM Bk F, B ISR TCEHLHUX A Bt, (HERAT 5 iR i Hl 5l 7 X e R A,
6 B YRR, i ZE Lk GCE YIZRHIAR AL 247, PGD 2 FIH — M S5 B BRI — Rl B, &
TS B Be 0 (R UF — B I HER 2R, L GCE S MM ERE I — . XEUFW T HATENA Bk, HIE
JSMA I C&W PN TR, AT T EH GCE Loss i, {HEN LT 1IEH IZRERL, FATH I kit =& g
5 KRR TR A e B FE M A5 17 L ISMA 55 C&W W Fh 340 ot 777 925 T e B2 A e T AR 38 32 K T BT T A9 7 9, 3K
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HR AR M TIT

ATV ITVELE CIFAR-10 BUE S I R IMEE AT, Wk 4. EERHHBEE T, 5 MNIST £z 4 — 5L
BAXNHIRET, TitZ Lov L2 LIRFIR %, BRAITMT A SOt s B o & petk. B
KEBEM T, #ELE T GCE IR 78 FGSM 7775 T, GCE FT 45 2 A Bt AV H B4R i — A A
FIHERA R, (HIRATRTTIEIRTE T 25% R BIMERT R, 76 BIM. MIM BLK PGD J7i:F, 3l I k58 & TLiE R
ZHH, GCE AU N AEFEm — s S AR R, H 2 n] DU VRS T, (HIRATH 7 0K AR e 0% K K Hh 32 i iR
SER R, BMERTE PGD JvE N, AR & 20%M R HERG %, 1ff BAE JSMA R, 5 MNIST iR A, &
IR 72 b GCE AL S He ks 5m. (H7E C&W B T, 5 MNIST #UR £ 45 R — 5, AR KA
GCE 15 3| f) 5 4 2247

7t CIFAR-100 bAEAKGNE A 2, Pt BAEmE Mg, FERZHBIT, AT LB REIR I 12 =
PR (R e M k. (H 2 B T I i 1) 3 46, CIFAR-100 HF H A I JISMA I sz 45 1. WK 5 FEF
HIEAR SR T LIS B LT 8510 TR M BRE, AT 7L me 08 (R ¢ — 2 1A 2.

452 NI

BAVEES 1.2 WA T HHUILGR, SHPINGRYIER = — S HURE A, FEIE I G 4 5 31 I 4R A
A, A AR 22 B HURE AR IRRRAE I 3 I BURE AR IR 49 2K, [ I SRAS X F AR O B RE AR (XS g i k. Hr 2
ZAR T IR 2 TN R HE 2R 12034 55 BEIRA TR R (10 2 SCHR[4] 3Rt 1 3 5 PGD, 3 % 7 97 A
POREA T34, KA PGD J5i% 42 first-order Titi v dsc it i — Fh I t;. JAVIG BTt /755 H PGD ikt
AT GRIAEZR 5 2, 45 SRR FRATTI J7 32 mT DAL 1E 5 X P I 2515 21058 47 1t 25 21

EH, WTEATZEH LA R(E)FIE IR e, £ MNIST Bxtstilgif, &A1 AT 0.8. 7 CIFAR-
10 H, 558 43 TR EIMARE, RITEEN L.

S F NG B A A, BAVEH AR LA SHANEE 4.3 AR, Uil ghid R 5 SR [6]H [
ISR FEAH IR, FATINER 755 4.5.1 TP VI SRBEAY, FR7Ex SR Ay ( FERl b= A 0 HURe AR I BB Il 2B AL,
X MNIST #il 4R, FATGSLUIZR T 10 W, J06 522 %%y 0.01, ahE ¥ 0.9. 78 PGD Biili ik, &
BRI ER A 40, BB 0.1, KA MHBNBREI & 0.3. XFT CIFAR-10 ##i4, HATNLR T 40
ANEE, %320 0.001, SE3CN 0.9, 14 weight decay ¥¢9 0.000 5. %t CIFAR-10 f] PGD Xrifi, 324l
HERKEE N 7, BERPMAE N 2/255, BB IR HI1% )y 8/265. L g R Ex, AT EL G X Bl
REAS B SR T S B, W3R 6.

£ 6 AHUUIZE MNIST #1 CIFAR-10 Hd 87 & Fh Tr i 77 v R B iR 5 e i

Attacks MNIST CIFAR-10
Param CE (%) Ours (%) Param CE (%) Ours (%)
FGSM 0.3 92.94 93.93 £=8/255 50.27 52.00
BIM &=0.3 89.50 90.50 £=8/255 46.02 47.37
MIM 0.3 87.42 88.89 £=8/255 40.93 41.82
PGD 0.3 89.52 90.08 £=8/255 39.80 40.55
JSMA 7=0.25 25.44 63.24 7=0.07 81.27 83.69
C&W c=0 9.25 40.72 c=0 0.02 0.80

MF 6 FAf LLEH: EXBUIgRT, A SCHTHE AN I E R I ZR G 304 K 4R T, EAR T 28 X
HAT I BT GR, AT T %R 40 X Ll SR 360l L3t — B 3R pr & bk, X T ISMA LA
J C&W WA, 1EIER IIZie, BATHI A BARREIE M & i, (HIE B BRIP4 i By, ix i,
MNIST #iEESF 5 IEFINGEARE, AT FFEAEXPONE T, X ISMA LLE C&W X ¥ fh 2l & #4153 2 K
KT, BE@A TR OB sAL 4 CIFAR-10 &b th 2k, a3t T, ®AIMIT
EHRER BB P S, (HTE CIFAR-10 ik, BIMEREAT TX Ui, BALE R TIEHPT C&W Ml
KH, ATA N C&W Biiti Kk T, CIFAR-10 MAFAESE S ZH MNIST 2, FULZER M. A IARLIL
7 VR B BT 2R AR AT LUE HY, CIFAR-10 5 T X HURE AR B HERI B 2R 2% T MNIST R 48, Btsk, xtHuil
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SR T RATHITIESETHEA KR, (B FUNZRE AR = T BERAE ISMA LU PGD Buidi 773 T KX 47 & # 1.
5 B 4

=R
AR, FAVHE T T BB A SR I E RO R ATV BRI TR BN i B
FEARS, ARANSRLRIFARTE, K5 2R PUOREA W TCE. T a0 FE I ZRAR (1 [5] 52 w458 50 4
WIS B, A5 B TR0 AN 5 18 K, T T DA A5 A5 B 1 2 28 T B8 0~ SRy KT R R — 28
Ko R SR W] REHL I . XA, AEXTREAR AT B, RS o SR R T B R AR A 5 2 B PR AR
PG, BT BTSSR, ASCRH T — Mol iR SR B S R 7 . ASCE fE MNIST. CIFAR-10 Al
CIFAR-100 ##fs 4 1K &SI A A (RS BUHE S, AT UE T2 T 068 765 e 1k I R 28 o 00 S A S 2k ) 388 o v 38 o
WG R R, FIRSGIUE T ARSI R A . e, RS 4565 il 4y, i — B3t m i it

P B M
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