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Transaction Data Collection for Itemset Mining under Local Differential Privacy
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'(College of Computer Science, Guangdong Polytechnic Normal University, Guangzhou 510665, China)
2(School of Data and Computer Science, SUN YAT-SEN University, Guangzhou 510275, China)

Abstract: Transaction data is commonly in various application scenarios, such as shopping records, page browsing history, etc., service
providers collect and analyze transaction data for providing better services. However, collecting transaction data will disclose privacy
information. To solve the problem, this paper proposes a transaction data collection mechanism based on Condensed Local Differential
Privacy (CLDP). Firstly, we define a new score function of the candidate set. Secondly, we separate the output domain of the candidate set
into several subspaces according to the function. Thirdly, the client select one subspace randomly, and generate transaction data randomly
based on the subspace, then, send it to the untrusted data collector. Finally, considering the difficulty for setting the privacy parameter, we
design the heuristic privacy parameter setting strategy, based on the maximum posterior confidence threat model (MPC). The theoretical

analysis shows that this method can protect the length and content of transaction data at the same time and satisfies a-CLDP. The
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experiments demonstrate that the transaction data collected in this paper has higher utility than the state-of-the-art approaches, and the
privacy parameter setting is semantic.

Key words: privacy preserving; data collecting; transaction data; local differential privacy; privacy parameter
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FEBIERFAR WY KB F S BAERAGRY . BFASHOR B RS & AT 8 2/ 23 a5 M 08 TAE.
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111 e
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Ghinita 25 N\USET k- SRS -2 REARRAY JE 4T 5 S HEBIBE H —Fh BT I BE 44 o SR M v 7 508
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Fig.1-1 The research of privacy preserving in transaction data collection and publishing
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2 Fa&ER

2.1 E5HHE (Transaction Data)

HEHEE MRS AR, R 2-1 PR SR A MBI LI F R FHFEEE D FFE iR
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I={a,,a3,a,...,aq} ,d=\[ I BRI A B F0 55 Bdla 10 9] 7 A AR 2, 00 8 2 ME R SCHE A ) WEB 2210 3% 6 8
O S it B I A 33 B 1 URL (10 ol 00 55 58 0S8 55 50408 7T DAREAT 2% A A0 F2 904 55, SR B R 4240 L
FUT AT HEFE RS 5 R RS T WEB AU SN L N i) 02 o i S 2R ) A S AR 4240
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Table 2-1 Example of Transaction Data

R 21 FEEHRB

X5 ID WS 5
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T200 THI AL, B
T300 (IR

T400 A 4, THI AL, B
T500 2R 3

2.2 AKiZES5BEFA (Local Differential Privacy, LDP)
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Ferb Range(®) FREFEHLEFE: © A wl B 4
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Fig.3-1 The Overall Research Idea
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max (1) max 45

)_ Z [t =5]= Z

i=1 i=1
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i
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Table 3-1 The TDC_CLDP_Cand Algorithm
% 3-1 TDC _CLDP_Cand &%

MNP SEEE GTERIETEE Candl
Bt RELE RS EUE ¢
1: for seCandl do:

2: I 8t EEAMEERE s KaH
—adist(t,s)

3: score(s)=e ?

4: end for

5. BENIGEE—MRERE RN

6: pe[t is sampled ] = score(r')

secanar €O (q)

7: return t'

RG-DH 1, 55, RF e 5 s P i TG 415 s, MR, [ =5, ]=1,RZH 0.40:24 t={abc} s={ae} i 5 t 5 s
3 i B A T XA B =[11000],s=[10001], 0 ¢ 55 s FUAE SRR 2 HUBLPEE ly 3B AR MR ¢ 5 s K
GG, T LI B 0 #EAT RN A R R SRS B ¢ SR R TR s 1 (E R EON:
—a-dist(t,s

score(s) =e 2 . (3-2)
MR (3-2)5E I 53 8 B8 HOTT LUR I A s (OB 1s 102 WA ME B S LG 1208 & 31 L& EE SR A 2
e L 2 R B 2 1) 2 S, 22 S P RO, 0L A 22 SR M N 0 (BB OR T T s 0T ¢ 1 0 MEL B B T
LA Bl A R

score(s')
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2

seCandl score ( $ )
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AR AR T DL e G B A 39 T4 P R i 5 8] FRoREAT 4l P, TDC_CLDP J7 13K 3-2 FioR.

TDC_CLDP % CLDP FafABE Y AN Jv: P B F %50l ¢ BisE L,CDLP WA S 4 o i = 5%
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T A5 T h BE AL — A o, o B P AR
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expl ——— | /Q (3-4)

Hrb Q MR Z A 7,3 E XA (3-5)F.
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Hx



8 Journal of Software #.A+54R

Table 3-2 The TDC_CLDP Algorithm
% 3-2 TDC_CLDP #i%

AN AP s HdE re D,

4

<m U T ={ay,a,) BaRBH o ot B9 25 B K

W PRELIIE SR 7| =k B2 o -CLDP

1: '=0 ,d=‘[‘
2: D o ESEKLE
30 Pet T ={apa Ulaprap,) 1) CHTISRITN: g, a, . FHT ap,-ma,, Ji TR,

4: for i=0i<m—|t

;i=i+1 do:
5: ?zfuadﬂﬂ
6: end for

7. D xt RN

2, k 22 k—inter . .
8: Q:ez".cj;+2[ez“ ’.(c;;m.cgw)j /1 Forh R4y FFAR L Ay 0,%% 38 4 FR ALK T 0

—_—

Y inter=1

9:  r=uniform _random(0.0,1.0)
10: inter =0

s p:ﬁ“’% 1 AL Ay O BRI T o

12: while p<r do:

13: inter = inter +1
e%’(k”'”“”') . (C::zer . Cg:]l—imer-) ) ‘ -
14: pP=p+ o 11 R R T 0 FR ik s TRUAR Ml o O M 22
15: end while
16: ¢ =t'Usample(t inter) /1 LAERE T RN ¢ A AN TR BE AL incer NI, XS0 0 OR B (V) B S EHR

17: t/:Z/Usample(lhff,kfinter) 1 U T R T — 1 PN EBE MU &k — inter ANTR, 333853 R 51N 1 W2 35 $c4

18: return t'

Table 3-3 Subspace and Corresponding Sampling Probability
R 3-3 RAT A A KOS IS R R A

PEAT25 00 TS T2 ] R

max(l

)
Z [ti :s‘.] =0,inter =0

i=1

max

U

1fsl)
[t,. = s,.] =1 ,inter =1

—a(k—inter)

2 . inter | ~k—l-inter
€ (Cm Cia

i=

Pineer = Q

a5

[t,=s]=k inter=4k

i
i=1

BT AT A R TR 5 ¢ AR BLBE RN [F]
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Ch. .M d 5 m ARKE G847 I [R] 5 23 A) 2 48 202 9. 9 6, TDC_CLDP K5 3 LA 8 I RE A= R K 40l k1
ANFEAT A3 8] AR AR T 28 (8] R (R AR Y ¢ IR ARBLRE DR inter SRRV, LY 1 [0, k], 103 3-3 BTk,
TDC_CLDP Jj %1 5 3~6 2% 35 55 HHa AR S5 b 2 A5 459 BTG 16 35 25 250308 ¢ MUK FE 3008 m R NI TR 5
{a,,,-a,,, ) TIESEEE 9 WIET uniform _random(0.0,1.0) L ME 2 r 58 12~15 BT r 5 p,,, W€ THAS0,

BE 16~17 BRI sample 3R e BIEHLA ¢ sp T2 H A inter, N T -1 T3 BRSO B A k-inter 915 )5
R IEZE P, 7 KA 4 S5 4% . TDC_CLDP Jiik I (8] RN O(d) 5 IR RN B2k R &

R 3-1. #ET CLDP HA 5HHLH| LK TDC_CLDP 52 o - CLDP 213K,

IEM: K4 TDC_CLDP J532%:2%f TDC_CLDP_Cand 775 i HAK SEE, A 5 3 72 A F8 BobL i) Aty H A S8, 1 5
JRUBECHE ¢ , AR p BEALIE S — AMEETE ¢ ME p o~

B score(1") (3-6)
- zxeCand[ SCOVe(S)
4 TDC_CLDP J5 & MIRENLALE] Yy @ JUHE T ¢ 53] ¢ FIHER
—a-dist(t,t")
’ e >
Pr[@(t):t]:m (3'7)
Z;eCandle ?

JNAERH TDC_CLDP §ifi & a — CLDP £, 7 BEAIE B 3 (3-8) 1E 3.

Pr[d)(t =t ] adist( ’1 )

3-8
Pr[@(z ] (3-8)
36T ARHLIB 05 S B B G3-7), 0T LML~ Ll
e 2
. wds(ed) adis(y) —dist(,2)
Pr|:(D - ] Zzecandle : = : .ZzeCand[e :
< andl___ S — _ (39)
Pr|:(l)(t = :| ALY a-dist(ty.1") a-dist(1,7)
e 2 e 2 z P
T —adisn(n.2) Y zeCandl
Zze('andle :
5 AT 43 T DL 51
i 2 (3-10)
e 2

gt

ef a distz(t1 1)
—a-dist(t, ") se (3_1 1)
e 2

R ORAE B+ ER I3, 580 0 1 AT A BT 215K (3-12):
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—a-dist(t, ) —a-dist(t, ,z)+a-dist(t,z)—a-dist(4,z)

Zzecand[e ’ — Z:eCandle ‘2 (3_12)

—a-dist (1 ,z) —a-dist(t,z)

Zze('ﬂndl € ? ZzeCandle ?
S RE-12)R = AAER, dist (1,,2) - dist(t,,2) < dist (t,,t,) fFE] R (3-13):

—a-dist(t, .z) a-dist (1,1, )-a-dist(f .z)

2 z 2
Z:e&mdl ¢ < zeCandl €

—a-dist(1; ,z) —a-dist(1; ,z)

ZZeCandle ? ZZECandle ?
WER G-3RI a-dist(t,1,) 5 7 1B 5 5, 77 BLE B M SRALE B e th, (551 50 (3-14) 0043 [ 2

(3-13)

—a-dist(t, ,z) a-dist(1,1,) —a-dist(1,z)

2 2 . 2
ZzeCandl ¢ < € Z:eCandI €

—a-dist (1) ,z) —a-dist(t,z)

—— 3-14
Z zeCandl e : Z zeCandl ¢ : ( )

a-dist(t,t,)
<e ?

LRE R 5l AR, 58 U BE 3-1 RUAE P

T

& F 3-1 1 W 56 BE.
3.3 ZFEITHHSBMEIT

TSR P TR A T A 22 53 B R S 55 O WSO 1 B AT 45 2 VP AR B (47 000 WA 4 D 12 1 o S A 00
SCHRERETHBUE SON L& 20U 30 55 BOR I BCH LB P, =#{t]a et ieLn]} BIE o, L F B R a et
e B B IR 55 B4 ¢ P IRIFERL S o, WA € SCRILIE S TPR(True Positive Rate):

e%'(kil) .<C§71)+ i [ezﬂ’.(/{imer) (C,,:ulr 1 Ck mtcr)]

inter=2

TPR = 5 (3-16)
R NH a, ¢ ¢ TCEE BN F S H0E ¢ HAE o FINER E R4S IE# FPR(False Positive Rate):
e% C:; 11 + kzi (e 2 (k—inter) (C::fcr A C;fllinter)j
FPR _ inter=1 (3_17)

Q
T A SCR TR W R CLDP 5 8 85 505, IR B TPR 5 FPR 5 SCHR[212 5 4 R I ) e 3 72
SRt ] (07745 S0 PrivSet 77 VAT B B8 K 40T 0010 6 SR S 6 SO AT £
IR a e DR A n AT 55 BOR S D= {10000t} , SO0 W 4 2 19 516 9 %5 BOIE S A
D = (£ttt} SR SEE TG P, = (P, P, P P, ) U a TEWATATE 25 500E ¢ OIS0
E[F, ] = E[#{t]a e1}]

=n-P, -TPR+n-(1-P, ) FPR

(3-18)
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B n- P, - TPR FR R T RIS o, G FB n-(1- P, )- FPR ARG RIUL, P, ATLAA T

. 1 F,—n-FPR
P

e ———— (3-19)
" n TPR-FPR
FEXT P, [ JE Al v, UE B IR a0 3K (3-20) k.
n TPR-FPR
:U(W;wmyﬂm_wiﬁﬂ
(3-20)
:%-{n-ﬂ~TPR+n-(1—Pa)-FPR}—&
n-(TPR— FPR) TPR - FPR
=F,

F, ABERE #1358 D ot 43 31,48 SCR FSCHRI214 38U TS G vt F, JFilt— 515 8] B, in#k
3-4 fiR,iE R A FPR 5 TPR A [T 3CHR[2].
Table 3-4 The Frequency Estimation Algorithm
& 34 TUIEAG T SE

BN BERWEEMRBIN D ={1,0,5,....1,}

Mt OBMEf B, =(P,.P,,P, ..P, )

o 2= F = {o)"

2: for t'eD' do:

3: for a, et do:

4 F,=F, +1 I/ )\ D' g4
S: end for

6: end for

7: for i=1 to ‘1‘ do:

~ 1 F —n-FPR
8: P=———"

" n TPR FPR
9: end for

10: return P,

4 BROWMSRMSHRE

A S AT T A A A T AR R, % A TDC_CLDP % B & 15 BRI R 5 e ik[2]1254,
R ST BE AN 5 0 R 50T 5 PR AN I U B L IR R B K S I LS PR M I A A A ST 293 MPC (1 R A
N p 3RE|T CLDP MRS H a 5 p X R, B TS p MEE BA B K0 SRR & Bk # 1 3t 58 7110
SRR — R T o MERFASEUS KUK B TR,
4.1 IR HmEITHEIRSOR

ET WK TPR 5 FPRE T KAXHT W5 A Al #3875 25 (Mean Squared Error, MSE), % & — i a,,30(3-19)
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FBEHLAE & P, 2 F, MR T F, SR n AMASFIBENLR B2 AL - PR RIS 5 b LUBEE TPR
FRIIHIE LT n—n- P, AT SR 2 v LABE S FPR B2 980 H . SL R, B n OB (KA1 55 R0 ) 05 2 9 -
Var(X)=E(X*)-E(X) =n-p-(1- p) St p NLR I MR F, (0177 %0

Var(F,)=n-P,-TPR-(1-TPR)+(n—n-P,)- FPR-(1-FPR) (4-1)
BUNBENL AR & P, A F, (2 MR e AR 20 BB B AL AR 87 22 I AR M8 S, 2 a,b N L

Var(a-X+b)=a2-Var(x) 4-2)

A LUK P2 P AR R FE

b - 1 5 PR 4-3)
n-(TPR-FPR) ~“ TPR-FPR

W BT %N

n-P,-TPR-(1-TPR)+(n—n-P,)- FPR-(1-FPR)
n®-(TPR - FPRY’

_ P,-TPR-(1-TPR)+(1-P,)- FPR-(1-FPR)

B n-(TPR—FPR)’

Var(f;)z

(4-4)

W30 53 AT Al BB 5 R ZE D -

]
[eele(2]-nT c2el(2-r2) (s [2)-R)]

A (3-20)UEH P, /2 P, I TC 0w p Al th, 00

MSE(B)=E| (B2 | =var(R) (4-6)

a

W2 PR 343 75 2201
Error Bound = Z E[(ﬁa -k, )2} = Z Var(P )
ie[l.d]

ie[l.d]

> P, -TPR-(1-TPR)+ [d > P] FPR-(1-FPR) “7)
iefl,d] i€[L,d]

n-(TPR- FPR)’
42 BRAMASHHBRLNIRERER
2253 BRRM RSR[5 0 ol B RA k5 200 e, 6 38 0 B 1 47 A B 2 I BE L 5 R 1)
165 G, K 2 3 S0 S 20 56 5K e R CLDP B RA RS ) B K J5 6 3845 B (MPC) Lt AR R T i SN
MPC =Pr[y]y | (4-8)
W MPC < p BA—E )3 RAE S B ERRSEO ¢ BRI RIS Ry y By HEWTH GG v (1R

MR LR N p R p Ee MXRGEMTETHERBERKEXN p BRS¢ MEXRE-8) 42K
(4-9).
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e ? e 2
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—ed() “ad(vy) )

€ e e 2
Z:eCandI”(Z)' Q ﬂ'(V)' Q +Z:eCm1d1,z¢v”(z)' Q
1
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1 1
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T\Z _— k
1+ZzeCand1.z¢vﬂ.EV; e : 1+(Cd+m _1)‘62
NN E<d .
MPC < 1 < 1 - (4-11)
Sk X _4
1+(Ch, =1)-e> "~ 1+(C)., —1)-¢?
1
<p (4-12)

d+m

Bl KR EEEAET p @t AR@-1)EH )G, 5 28]:(4-13):

a<-In l—p_ Il .
p C,.. -1
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a=-In I-p. 1 1 .
p Cd+m_1
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Table 5-1 The Error Boundary of k£ Value and Frequency Distribution Estimation
R 5-1 kAHSHE A AL T RORT RIS
&,0=0.01 &,0=0.1 g,0=04 ga=1 g0=2
(d, m) WaR7A i Error Bound k Error k Error k Error k Error
Bound Bound Bound Bound
BRR - 960000 - 9600 - 600 - 96 - 24
4,2) PrivSet 1 299004 1 2904 1 167 1 24 1 6
TDC_CLDP | 3 666666 3 6666 3 416 3 66 2 16
BRR - 7679999 - 76799 - 4799 - 767 - 191
(8,4) PrivSet 1 1315623 1 12783 1 737 1 108 1 29
TDC_CLDP | 6 1613333 6 16133 6 1008 5 160 5 39
BRR - 2879999 - 28799 - 1799 - 287 - 71
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Table 5-2 The relationship between privacy o parameter and upper bound p of MPC
® 52 RS H a5 MPC L7 p FIRR

(04
P (d;m)=(16,8) (d;m)=(32.8) (d;m)=(32,16) (d,m)=(64.8) (d,m)=(64,16)
0.1 0.12 0.09 0.1 0.06 0.07
0.2 0.22 0.14 0.15 0.09 0.09
0.3 0.29 0.18 0.19 0.11 0.11
0.4 0.34 0.2 0.22 0.12 0.12
0.5 0.39 0.23 0.24 0.13 0.14
0.6 0.44 0.25 0.27 0.15 0.15
0.7 0.5 0.28 0.29 0.16 0.16
0.8 0.57 0.32 0.33 0.18 0.18
0.9 0.67 0.37 0.38 0.2 0.21
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Table 5-3 Difference and improvement of TDC_CLDP VS. PrivSet [Continued]
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