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Rational Delegation Computing Protocol Based on Rational Trust Model
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Abstract: It needs supernumerary overhead to prove the correctness of computation results in traditional delegation computing, that
cause less efficient and high overhead. This study addresses these problems, proposes a rational delegation computing protocol based on
rational trust model by combining the thinking of game theory and rational trust modeling. In order to ensure the reliability of
computation results, appropriate utility function incentive calculator is set up to execute protocol honestly. Firstly, construct the rational
trust model based on the thinking of rational trust modeling. The lifetime of server is taken as parameter to design the utility function
which contented profit of participants of delegation computing; analyze behavior strategy of participants in protocol further, when they
take “honest” strategy, they can earn the point of Nash equilibrium. Secondly, design rational delegation computing protocol by
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combining Pedersen commitment scheme and NTRU public key cryptosystem, with the advantage of high speed, high level security, and
ability of resistant to quantum computing attacks. Finally, this protocol is analyzed from three aspects: correctness, security, and
performance, and affection of the lifetime on the utility of participants is proven through experiment, the outcome shows reliability of
computation results can be ensured effectively by the proposed protocol.

Key words: rational delegation computing; rational trust model; game theory; NTRU; Pedersen commitment
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Fig.3 Rational delegation computing protocol
K3 FPERFCIF S

3.1 FRALIERYER

e, Ay Pl WE S =07 TTP R AT S AT-55 D FNvk 5 ek 4 F(-) LUSAH Y (1) 4R B W(D), 55 15 t i ).
FER ) € P9, A5 S U I U AT 25 B 45 38 Sii=1,2,...,n) ] TTP MEAT R 26 I 1) 75 TTP K 200 S F i 45
A E AL RV R R IZEZATTT PRAETT P AR L v A IR 55 2 A A5 ARk $e F 55 C.

PR AR O NTRU 2 B3 018, Z 4T 5 P 515107 C B HUAFAPIXT (pk,sk), A 4 pk=o= pgf '+ FA#]
sk=he L, F T WM BCF 6 T SEAE S5 (1 (W&l 4 Jir).

1. KeyGen(N,p,q,Ln,Lg,L »)—(pk,sK). iZ i #2 24 T kb B2 B B, 5595 1 Z2 46 J5 B AT DA 2D 3R
Step L:Z#675 P TTP KAV AT 55, ik 55 C;
Step 2:ZE 4677 P il 577 C BEHUS X (pk,sk).

Fig.4 Formalization of the preprocessing stage
4 TiALIEBOE AL
32 ERITEMEK
TAETT PRI EAT S5 D FT S e 4 F ()l i et 1 NTRU 2 85 AR il n 5 J5 Rz 4 v 57 Cl s C
BB 4TS D RSERIEC FO)R 7t I 1 AR E LIS AT U S SR F (D), IR
Pedersen 7K i 77 X545 B F(D)REAT K 157 B BENLEL rezy, 5K i { com = g7 g; modq 28 5 #4
TS5 F(D)FIA& VA com KRIEHZRFE T P 5 FiaR).

2. DelC(D,F)—(F(D)). 1%t 2 4 ZHHE S Bt AR 3 AN 3R A1 i
Step 1:Enc(pk,D,F)—(c(D),c(F)). % H ik tHZ 0 )7 P $UAT s A A48 pk.
HHAESS D R B F S D AT F xR fR%% 3C c(D) A e(F);
Step 2:Compute(D,F,M)—(F(D)). 5 th v+ 57 AT 7 H 5 55\ D A1 F
PAK H O v B M7 U 1 B A5 R F(D).
Step 3:Commit(r,F(D))—(com). % N B HLEL r F1 ek Bl F(D), %y A% {4 com.

Fig.5 Formalization of delegating computing stage
K5 ZAEiHEpBOBE AL
3.3 ISIEFNS AR ERL
A5 P AR IE W IN R BB B 555 C R Ak (W h B 45 AR IN 34T 75 P AE t I 1) P 58 B30 A S A
5 A& com 5 g™ ®g! mod g #1%%,Hr 1,80 com = gt ®g mod q , ZEFE Ty P 45252 1% 1 45 W I AT I (1 19 <6
FIL P S AT 4 57 Co A AR HE com 15 gF®g) mod g ASHI % B i 0,0 com = g7 g mod q , WU ZE 4L 77 P 4 444
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A% SEEE R (A 6 FroR). kit 0 I, Ze 4877 1 Al 55 =07 TTP 32l B R, TTP XS 315575 C 2EAT 8511, ]
T BACHRAETT P.

MEACIT P AE I BRIV 07 C ihSE45 R F(D) MK com, Z4T 7 P 25 8 T REJE A D ) 45 ) 7t
SRRV IA R T BOAAT SNSRI, 29T 75 P AE F CORE AR 2K Y [ P 4R 855 45 /IR [R) A5 224805 P AE IR TR LR
VLT RE v S A R F(D)FIZR I com, RHGT7 P 78 tt7 I i) iy 42 L3 o0 BRBEAT SR AN AT A 2405 P AR t
IS T A7 AT BTG5 R F(D)MIZR U com, WAE TH5ET5 C 1 IRPMN,ZAET5 P I TTP 32 1 H R, AT {5 2 =0
TTP X577 C BEAT 4851, Mol 31 A2 45 2= 4877 P.

HUHSETT C ST B, I 3RAT TR voF L A5 R F(D) MUK com, I Hal R T Z&4T 05 P SIE,(H
) 2 ] 38 A A0 S50 R (1 T 46 R il E I, 1 8507 € AT 1) TTP 4 H 1, TTP A 248 U7 EAT 46 41, U1 91 42 0
24k 575 C.

3. VerCom(r,com,F(D))—{0,1}. 56 UiF 7K % 53k H & 4T )5 P $AT S NBEHLEL o
B HU{E F(D) AT B com, % com = g™ g] mod q i th 1,75 W 4 4 0.

Fig.6 Formalization of verifying commitment stage
6 HEA& W BOE 4L

4 LS

AT ST R W e 15 e 2 (R Q0 S T B M S AR A A (K B AT SR U SO AT IE P AT S %
AR AT LR R R BB | Fla 52808 Ui G R IR L3R 5 NS H (RS 28 Si(i=1,2,...,n)
M AEAE DR A TH B C S AT BRSO 45 21 22 J3h (1 Z B0 887 0 520005 88 J5 o AR ST 55 T Bk A5 4T
IR (B ZE T v SR I 52 2 Mk 5 SOk (6,30, 31] ) 7 SR HEAT 1k BEXT L.

4.1 EMHER

TETR 1. AR SCIE AR AT AR AL (V) B 2T ST I L AT IE A

TR O ARAE b 2R b o] 0, S R I 2R U B L A A R e B U BT P R C AT
R ST VRSN, Z5 9805 P ANV 5 C A Re 3R AR B R8s AR 57 C 15 RIS AR A R IR TH 5 45 I 45
ZEHTT7 P77 C ¥ 45352 37 3 1l Ak 51, 5 4k [reo(F)|= ol e A8, % 0 557 16 A6 A7 I Ko 2 ot i 5%, B0 15=0, IATTT
FEG AR KRIBUR =30l KL, VT C AT B ORI RES B3R s B9 S AT 3, IE A 58 v
{T4% I ZZ LT P 3R [T IE A R V13 45 R AR T 45 SR 0 IE A O
42 REMSH

IR 2. Bk A Ji 1n) 5 7 5 (shortest vector problem, fRiFR SVP) 2 R i (1), 24 S0 3 - BE A A A4S 20 (1t 34
PEZHC U SO S0 R T S Ak

E B <5 B IAIE B SR F IND 308 119 7 32 A il b P A7 7 22 T =X )T A Adving (A) R R BT A TR K
PR B

VIR ALY B Bh a8 7= 28 R G0 IV P 250 A i VA3 30 A EHRAEH X (pk,sk), TR A pk RETTF.

Pk BT A 7R3 30 A8 pk S5 8B N BEAH [ (¥ B ST B mo AT my 484845 R 4.

Phase0: b /% # 3k 3% — AN BEAL ELRE be {0, 1, U 1 0 35 34 m i sl F bn % 5L e"=Ss+pe+m, [l i e &%
2 AAWCE e JE A — AN LR D VRN b RIS A RIS

Adv,o (A) =|Prb’ = b] —%‘ .

Phasel:i4s Phase0 " AP R T7 5\, Phasel " ¥ A FLH A Ry H BEHLEY A2 HX. SCHR[32]H 48 i A4
T T TR A B S PR A S Ry L 3820 A R A AN AT X 3 )L A BT A TS DX 7> PhaseO Al Phased, 1T
|AdVGame0(A)7AdVGamel(A)|:O-
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Phase2:Phase2 7E Phased [ filf b i 48 T 0 25 7y 9, Phase2 FH N5 50925 8 T ) ek 1) NTRU i 8% 5 92 1k
AT & B {0, 1™ RIS 571 HCNTRU 0 A< i) 1) PR3 2 2 ik T 5 v g J82 1) 22 ) 78 (shortest: vector
problem, & #x SVP)I, KL 7E Phase2 1, 8T A {35 Phasel T A MILH 2 ZEH0 &Rk SVP nl
eI
IAQVGame2(A)~AdVGame1 (A)|=SVPAAV(A).
Phase3: 7t Phase3 "', #k ik # 45 th 1 H b8 3 e N b I a8 5509 A2 e, 1 e A0, 13™™ vl i AL 3494 1t 34 B [A]
I,Phase3 5 Phase2 A [, El:
IAQVGames(A)~AdVamea(A)|=SVPAAV(A).
[K 2k Phase3 ki 5 45t (¥ B 4w 3 SO BEHLI, 5 B 3C my,be {0,133 45 56 &, JiT LATLF A £ Phase3 H (14
2 B
AdVgames(A)=0.
zg Larg:
AdVino(A)=SVPAdV(A)+SVPAdV(A).
T SVP AR AT Advinp (A) A T LA P, BB 1h, 28 S T B A AT B2 1) B AT B U8 X%
A= 11). O
43 KWEMEES R
REHE 28 3 717 2 T B AR AR B (R 2R 00 AT AR SCRI NS B LIRSS 4% Si(i=1,2,...,n) B A A2 S M vk 57 €
W SLPAT Vp LI 73 20 22 i ) 850 IR 2525 Si(i=1,2, ....,n) B 2R A7 J 300 0Bk O, 75 1 (0 22 i gt 5 Bk 22 RT I6F 1; 4 b 7%
WIS R S48, 0 E 7 CH R BN, v 507 CBR T S 4k 11 4 43 reo () |= ol 20, HAE A7 T 1 B i %
MY C AR AR R T R 1 I R 52 3l (4 2 TR Ik, T R IR 45 25 Si(i=1,2, ....,n) I AR A7 JE S 1RO,
EZ PR S Z .
AT M BEA 10, B0 P AT &8 Wi(D)=1,0=0.1,71 57 1 P BCHEF v 5 A
W, (D) =0,H 2 (4)~AX(6) /1AL i Flog 58 ui (KRR WAER 3L L 30 u szl 7
PR,
Table 3 Relationship of I; and ¢; to u;
%3 |i5Fﬂai 5 Ui (P

li 0 1 2 3 4 5 6 7 8 9 10
11 11 1.2 1.3 1.4 1.5 16 T/ 1.8 1.9 2.0
4% olo —04 08 -12 16 20 -24 28 32 36 40

—
3t - R
— — RN

TR R0M

0 2 4 6 8 10 12 14 16 18 20
Eergbi
Fig.7 Effect of I; on utility

K7 BT R R
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H A SO ) BEVE AT U SIS SCHR[6,30,311 1) 75 58 HEAT LU A NIELAR S22 P o TS50 e ME A T 41t
HRIX 3 ATy AT B, WK 4.
Table 4 Performance comparison of protocol
Fz4 PILEREX L

WA R S Rt AR T R G
SCHR[30] =4 O((2n+8)-Exp+1-Paring) 1
SCHR[3L]  poly(S(n))  O(n-polylog(T(n))+poly(S(n))) ®
SCHR[6] =2 O(2poly(k,n,logT)) =
A SCH Y 2 o(1) iz

SCHR[30]4R T 5842 ZHE 1 1) B 1iF M A i 55 (verifiable outsourced computation with full delegation, fij %
FD-VC) 5 & 5 B4t R T2 43 E 404 O((2n+8)-Exp+1-Paring), & AN AEAEHT T B o 1% 7 44 1
A BB B RN R BT SR R AR 4R 5 IR 454, I SRRV 5 R B0 B2 TE B, U5 58 1) LE A R 2 A e R T O A o R X
#; Diffie-Hellman 454 i i) A HE AR B BT XU ERTFETH BB T4 LUK, IR I i 7 58 200 236 LU AU IR

SCHR[3LIEE T —ANH T AEf e M S IO HEAS R A B R FC M 7 B8 E " 240 poly(S(n)), it H &
¥ O(n-polylog(T(n))+poly(S(n))), FeH,n Feoatin A K J& , T(n) Al S(n) 431 2 5 It i B I 3% ) 2% 5 0
T F54 LWE(learning with errors){E 15, 75 I 5 Z€ 2 HIF I LAE #B 2 J T- B AL T 5 155 2 (the random oracle model,
fAi K ROM) BN TR e, 1H 12y 22 Pk AR ELAIC FLAS BEART i s

SCHR[61IE T4 Rl A s A 3240 T X Gennaro 25 2% 24 10T 4 () elg W 8L, SCoR b 885 1 AN DR SUI R T
Gennaro 5527 # 7 £ IR A1, B 1 E B A2 A 2R 2 poly(T k) (H4% £ B 2 poly(n,k,logT); 2 2 AR CHs
FAL T 1E B L I B v 5 A2 28 P sk 2 B poly(n,k,log T). i B A fit 3% 371 38 Jl L5

IR NTRU A4 % 44 HIF Pedersen 7k it 7 5, 5 vF 35 T LM (S AT AL 2Y 1) 3V 24T H 00 0 JL A5
SRS 2,0 AT FR 2 O(L), i W S T HEHL B A B B IN T o (558 =5 TTR AR BRI A P KA T
FAIEREVEE T C LA Bl s 12 5 #4511 IR 1K 3 — J 5 SCHR6,30, 3040 bb AE AR SO P B HE T P ANTRE
Ae OB ) 2250 0E VR 7 C IR [ (9 0F B A5 45 SR A0 A 1k AR 1T A SR By C R[] F B R
75 com = gF P gl modq , W ZEHE 7 P 4232 %+ S 45 S A A il i 5507 C 45 com= g™ ®g) mod g 2
FoI7 P AR A4 2 % A5 R

5 ZRiE

AT T BRI T T B R v 5 ) B R AR B R AR R R 04 T BEVE S 5 B AE R R iR
FAIEE 1) SR W B 80T T i 4R T R B A AR AR £ R AT b ST U A PSS 5 O NTRU A 415545
AL Pedersen 7K U ML K VIS4 25 Ze 4T 45 BEVE RO TE S5 0 T S 0 0 B VA5 S i 5 B AT
55 IR [PLIE 8 1 oH S A5 R ASCH TN T 3507 I A4 A A0 i s S o T 2 L B 1k T 2 5 HE AL
IR 1) AR SCR T NTRU 23 8- 2 ¢ A0 2532 5, NTRU i 25 87k BUR IS S B . AT T 7 4Gk 10
BE I AH LS H0 2 1 ) UK 22 45 U A PIAT 384 00— 1) A TR e BB NTRU 23 4185 i 4 o) S8 i A 2% ¢
WEERG R b AR T 1.
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