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Multi-source-inspired Immune Detector Generation and Detection in Neighborhood Shape-
space
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Abstract:  Artificial immune system (AIS) is one of the important branches of artificial intelligence technology, and it is widely used in
many fields such as anomaly detection, data mining, and machine learning. The detectors are its core knowledge set, and the application
effects are determined by the generation, optimization, and detection of the detectors. At present, the problem space of AIS mainly applied
real-valued shape-space. But the detectors in the real-valued shape-space have some problems that have not been solved, such as the holes
in the non-self-shape-space, slow speed of generation, detector overlapping redundancy, dimension curse, which lead to the unsatisfactory
detection effects. In view of this, based on the neighborhood shape-space, a new shape-space, and the improved neighborhood negative
selection algorithm, a multi-source-inspired neighborhood negative selection algorithm (MSNNSA) is proposed by introducing chaotic
map and genetic algorithm. And then, based on this algorithm, the multi-source-inspired immune detector generation and detection
methods in neighborhood shape-space are built to make the construction and generation more targeted, so that the generated detectors
have better distribution performance. Meanwhile, the method also improves the detectors’ generation efficiency and the detection

« HETH: XA RBIIES(61172168); HBAILH HRFL K 4 (F2018019)
Foundation item: National Natural Science Foundation of China (61172168), Natural Science Foundation of Heilongjiang Province,
China (F2018019)
WSCRR B 7] : 2019-05-06; &4 i | 2019-08-22, 2019-12-19; K JH i i]: 2020-01-31

© TEBREEEEIEDT  htp/ www. jos. org. cn



3 FARBM AR S RN B A R 3105

J

performances, and overcomes the shortcomings in the real-valued shape-space mentioned before. Experimental results show that the
proposed method enhances generation efficiency, whole detection performances, and stability.
Key words: neighborhood shape-space; anomaly detection; negative selection algorithm; chaotic map; genetic algorithm
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Fig.2 Algorithms and models in artificial immune system
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Fig.3 Basic model of immune-inspired intrusion detection
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Fig.4 Flow chart of the genetic algorithm
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Fig.5 Flow chart of multi-source-inspired immune detector generation algorithm
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17. End
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P(X(th) =< XalX(th-1)=Xn-1,..., X(t1) < X1)=P (X (tn) < XnX(tr-1)=Xn 1),
FR {X (1)}, 79 Markov T 72,
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B SEA AR A B T SR, A A B AT 2 R E A AR 2.
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Fig.7 Time to generate detectors Fig.8 Detection rate and false-positive rate
with different thresholds
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Fig.9 Detection rate and false-positive rate with different [p,step]
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Fig.10 Stability experiments with different [p,step]
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Fig.11 Experimental results’ comparison of MSNNSA and other 3 single-source-inspired &
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