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Quantification Method for Heterogeneity on Web Server with Mimic Construction

ZHANG lie-Xin, PANG Jian-Min, ZHANG Zheng

(State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450001, China)

Abstract: The Web server with mimic construction is a new Web security defense system based on the principle of mimic defence. It
uses the heterogeneity, dynamics, redundancy, and other characteristics to block or disrupt network attacks to control the security risk of
the system. This study analyzes how heterogeneity can improve the security of the Web server with mimic construction and points out the
importance of quantification of heterogeneity. Based on the quantification methods of biodiversity, this study defines the heterogeneity of
the Web servers with mimic construction as the complexity and disparity of its execution set, proposes a quantification method that is
suitable for quantitative heterogeneity, and analyzes the factors that influence heterogeneity of the Web servers with mimic construction.
This study provides a new method for quantitative assessment of mimic defence in theory, and provides guidance for choosing the
redundancy, components, and execution in practice. The experimental results show that the proposed method is more suitable for
quantifying the heterogeneity of Web server with mimic construction than the Shannon-Wiener index and Simpson index.
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Fig.4 Change of the maximum heterogeneity
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Table 1 Heterogeneity of element set quantification results contrast
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Ubuntu 12.04+Apache 2.4.0+PHP
1 Windows Server 2003+11S 6.0+PHP 2.1972 1.333 1.458 4
RedHat 7+Nginx 1.12.0+PHP
Ubuntu 12.04+Apache 2.4.0+PHP
2 Windows Server 2012+11S 7.0+PHP 21972 1.333 1.458 4
RedHat 7+Nginx 1.12.0+PHP
Debian 7.0+Nginx 1.12.0+PHP
3 Windows Server 2016+Lighttpd 1.4.48+PHP 2.197 2 1.333 1.3900
Windows 7+Apache2.4+PHP
Ubuntu 12.04+Nginx 1.12.0+PHP
4 Windows Server 2003+11S 6.0+PHP 21972 1.333 13791
Windows 7+Apache2.4+PHP
Windows Server 2003+11S 6.0+PHP
5 Windows Server 2012+11S 7.0+PHP 21972 1.333 1.0821
Windows 7+Nginx 1.12.0+PHP
Ubuntu 12.04+Apache 2.4.0+PHP
6 Windows Server 2008+Apache 2.4.0+PHP 17341 1.111 1.009 0
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Ubuntu 12.04+Apache 2.4.0+PHP
7 Debian 7.0+Apache 2.4.0+PHP 17341 1111 0.9776
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Ubuntu 12.04+Nginx 1.12.0+PHP
8 Windows Server 2016+Lighttpd 1.4.48+PHP 17341 1.111 0.9495
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10 Windows Server 2008+Apache 2.4.0+PHP 1.098 6 0.666 7 0.497 8
Windows 7+Apache2.4+PHP
Table 2 Table of disparity parameter
*2 ERMUZHE
Hft 1 KA 2 d
Ubuntu 12.04 RedHat 7 0.986 9
Windows Server 2003 Windows 7 0.805 6
Windows Server 2016 Windows 7 0.8328
Ubuntu 12.04 Debian 7.0 0.9385
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Windows Server 2003 Windows Server 2012 0.974 8
Windows Server 2012 Windows 7 0.5132
Windows Server 2008 Windows 7 0.197 9
11S 6.0 11S7.0 0.754 9

PATIREE 1. ST AR 2 SPATIRSE 3. BT IREE 4 HILL, BEARAE Web fik 55 4% /2 2L M PEAR ] B 2
PATIRLE 1 ATHREE 2 7EERAE RGYZAER] T PRl Linux BOERAE R S8 AT A4 3. PAT RS 4 (8]

T PIRF Windows #4F R EE BT AT AR SR 1. SAT RS 2 (K53 1k i T30AT 1R 4R 3. BT R4 4.

PATRLE 3 AT IRSE 4 AR LL, EAR S 2 £ Web JI 55 4% 2 S A PEAR [R] (B AE B AT RS0 & 1 574
PEEE R T & B AT 4R 3 1K) A v v T 3T 12 4.
PATHRLE 4 L PATHEE 5 ML AT AL 4 (10— D RATRAERIE R GRMT T Linux 545 R 8, 0 40
Trh4E 5 FEBAE RGUZHOZ ] T Windows #F R S8, T LLRAT AR 4R 4 FE3 A REUZ 10 5 M 1k 2 1

© PEBEEG T

http:// Www. jos. org. cn



KAS F ALY Web R 5B FAHE BT & 575

PATARAE 5; HAAT A4 5 78 Web JIR 5525 2311 1S 6.0 I 1S 7.0, 1 Fft by 14 (1 57 4 ek S5 ATK, BT BASAAT 4
4 4 15 Web I 55 4% )2 1) SR VA i T HAT AR 4 B, DXLl AT 14 4 1) SR 1 i T 4RAT R4 5.

(4)  PATIARLE 5 HRAT AL 6 HILL AT IR 4E 5 fEHRAE R SR AAL ] Windows #4F R 48, I AT A4 6
TEBRAE R G N A ML B T AT SR 5 (R BATIRSE 6 [PTASPAT A7 Web ik 55 4 J2 A8 HIAH 1)
¥) Apache 2.4.0, T LL#HAT ¥R 4 5 75 Web filt 55 i J= 1 53 A Pt vy 30T 1R 28 6. 2565 PR 10 5 A 1 mT
PATARLE 5 1) 5 A P e T 4R AT 12K 6.

(5)  FATIRLE 6 S HATIRLE 7 ML, HEARTE Web JIR 55 4% )2 2L M P AR [ AR AT A4 7 EBRAE R G024
T 38k Linux #4548, AT 1R 2 6 [ R 1k i T 3AT R 4R 7.

(6)  HATHREE 7 AT ISR 8 MILL, AR AE Web [ 55 &% )2 JU 57 b VAT ] EZ AT P42 8 1R i AN AT 1A AE
AR R GUE AL W 7 A4 PR AR I Windows #:/E R 48, IR, AT AR 7 (K03 44 1k i T 30AT 144K 8.

(7) AT AL 8 HRAT A4 9 ML, BARAESBRAE RGUZ, PATIREE 9 [ w  Ph s TP AT /R 4R 8,fH /2 7E Web
JIR 55 4% 2 AT AR 9 [ A 0,8 L SAAT 1A 4 8 FR S A ik v T AT AR 9.

(8) AT AL 9 HHAT AL 10 AHEL AT HRLR 9 MIPATHRER 10 £ Web [z 55 48 = 10 S+ A PRI O O, (H 2 4
BAERGR PATHE 9 M T PIRE Linux #4ER S0 MHAT R4 10 (] T WA SR A4 PEAR AR 1Y
Windows $# 15 Z 4¢, I8 b AT 144 9 1R 53 b kv T-4hAT 7R 4R 10.

MR 1wl g0, o P A% G0 K A0 2 ) 22 R ik, S AR R 5O 5 R i 0 AN RE AT O R AL AT IR S 1 22

A5 100 A ST ASE Y 01 775 25 T AR S g 2% I 380, 1 LA ST 30 AT P S W 1 1 DX 2 88 D A8 v - A TR A 4K
AR FUSizh

5 4HXRIE

K Web I 55 s A4 Rl T AU IE 1K) Web IR 55 4% R A8 IR BB A AR W IR P S5 A7 A 22 S 1 I
T K e 55t Do B SRS HI I X mT R L, [ I 18 I T L R A AR RIS T R S AR A B T
i T AT EENE 5 2 AV AR SCRE XU S M IE 1 Web i 55 i 57 R4 A i LA A0 1 Tl R A2 4% PR AT B 1) S R P 22
JEI R R Bk — A AR I A, 5 LN AR ORI A A A B 1) S I AE % 5 I R At b, 23 205 e

S S R B DR 3R LA B A 5 AT L, 125 T2 UL A A3 (1 Web i 5% 4 1) S A TR AL OR B, T g
S B 1L

N A 2 R A U A 4 AT BBV D A SO N 3 S R 7 9 A S U S R B £ £
ST T AAAS T AR B AR A O T 7 SRS SEHL R R At PR S A LSBT AR Iy A R A R AT
FEASCRAR TV IR Al _E 258 25 RS A RN 2 25 PR 3%, D0k A 5 3 UL A ) 38 11 Wb I 55 46 (K B0AT 4 3 2 1 58
S

References:

[1] Birman KP, Schneider FB. The monoculture risk put into context. Security & Privacy, 2009,7(1):14-17.

[2] Kewley DL, Bouchard JF. DARPA information assurance program dynamic defense experiment summary. IEEE Trans. on Systems,
Man, and Cybernetics—Part A: Systems and Humans, 2001,31(4):331-336.

[3] Jajodia S, Ghosh AK, Swarup V, et al. Moving Target Defense: Creating Asymmetric Uncertainty for Cyber Threats. New York:
Springer-Verlag, 2011.

[4] Cai GL, Wang BS, Wang TZ, et al. Research and developmentof moving target defense technology. Journal of Computer Research
and Development, 2016,53(5):968-987 (in Chinese with English abstract).

[5] Wu JX. Meaning and vision of mimic computing and mimic security defense. Telecommunications Science, 2014,30(7):1-7 (in
Chinese with English abstract).

[6] Wu JX, Zhang F, Luo XG. Mimic computing and mimic security defense. Communications of the CCF, 2015,11(1):8-14 (in
Chinese with English abstract).

© TEBREEEEIEDT  htp/ www. jos. org. cn



576 Journal of Software #f+%4& Vol.31, No.2, February 2020

[71 Tong Q, Zhang Z, Zhang WH, Wu JX. Design and implementation of mimic defense Web server. Ruan Jian Xue Bao/Journal of
Software, 2017,28(4):883-897 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5192.htm [doi: 10.13328/j.cnki.
j0s.005192]

[8] Zhang Z, Ma BL, Wu JX. The test and analysis of prototype of mimic defense in Web servers. Journal of Cyber Security, 2017,2(1):
13-28 (in Chinese with English abstract).

[9] Shao CS, Lou W, Yan LM. Optimization of algorithm of similarity measurement in high-dimensional data. Computer Technology
and Development, 2011,21(2):1-4 (in Chinese with English abstract).

[10] Mitra P, Murthy CA, Pal SK. Unsupervised feature selection using feature similarity. IEEE Trans. on Pattern Analysis & Machine
Intelligence, 2002,24(3):301-312.

[11] Pincus SM. Approximate entropy as a measure of system complexity. Proc. of the National Academy of Sciences of the United
States of America, 1991,88(6):2297-2301.

[12] Salako K, Strigini L. When does “diversity” in development reduce common failures? Insights from probabilistic modeling. IEEE
Trans. on Dependable and Secure Computing, 2014,11(2):193-206.

[13] Jain AK, Dubes RC. Algorithms for Clustering Data. Englewood Cliffs: Prentice Hall, 1988.

[14] Yu H, Zhao YL, Cui K, et al. Community detection algorithm based on cross-entropy method. Chinese Journal of Computers, 2015,
38(8):1574-1581 (in Chinese with English abstract).

[15] Xu ZM, Li D, Liu T, et al. Measuring similarity between microblog users and its application. Chinese Journal of Computers, 2014,
37(1):207-218 (in Chinese with English abstract).

[16] Luo HL, Kong FS, Li YX. An analysis of diversity measures in clustering ensembles. Chinese Journal of Computers, 2007,30(8):
1315-1324 (in Chinese with English abstract).

[17] XiRR, Yun XC, Zhang YZ, at el. An improved quantitative evaluation method for network security. Chinese Journal of Computers,
2015,38(4):749-758 (in Chinese with English abstract).

[18] Ram M. On system reliability approaches: A brief survey. Int’l Journal of System Assurance Engineering and Management, 2013,
4(2):101-117.

[19] Avritzer A, Czekster RM, Distefano S, et al. Software aging and rejuvenation for increased resilience: modeling, analysis and
applications. In: Proc. of the Resilience Assessment and Evaluation of Computing Systems. Berlin, Heidelberg: Springer-Verlag,
2012. 167-183.

[20] Wu JX. Research on cyber mimic defense. Journal of Cyber Security, 2016,1(4):1-10 (in Chinese with English abstract).

[21] Zhang JX, Pang JM, Zhang Z, Tai M, Liu H. QoS quantification method for Web server with mimic construction. Computer
Science, 2019,46(11):109-118 (in Chinese with English abstract).

[22] Zhang JX, Pang JM, Zhang Z, Tai M, Zhang H, Nie GL. Executors scheduling algorithm for Web server with mimic structure.
Computer Engineering, 2019,45(8):14-21 (in Chinese with English abstract).

[23] Zhang JX, Pang JM, Zhang Z, Tai M, Liu H. Heterogeneity quantization method of cyberspace security system based on dissimilar
redundancy structure. Journal of Electronics and Information Technology, 2019,41(7):1594-1600 (in Chinese with English
abstract).

[24] Han J, Zang BY. Analyzing the effectiveness of software diversity for system security. Computer Applications and Software, 2010,
27(9):273-275 (in Chinese with English abstract).

[25] Twu P, Mostofi Y, Egerstedt M. A measure of heterogeneity in multi-agent systems. In: Proc. of the American Control Conf. IEEE,
2014. 3972-3977.

[26] Rao CR. Diversity and dissimilarity coefficients: A unified approach. Theoretical Population Biology, 1982,21(1):24-43.

[27] Ding N, Yang W, Zhou Y, et al. Different responses of functional traits and diversity of stream macroinvertebrates to
environmental and spatial factors in the Xishuangbanna watershed of the upper Mekong River Basin, China. Science of the Total
Environment, 2017,574:288-299.

[28] Liu ZJ. Bootstrapping one way analysis of Rao’s quadratic entropy. Communication in Statistics-Theory and Methods, 2007,20(20):
1683-1703.

© TEBREEEEIEDT  htp/ www. jos. org. cn



KAE FAHE G Web TR B M-S0 7k 577

[29] Botta-Dukat Z. Rao’s quadratic entropy as a measure of functional diversity based on multiple traits. Journal of Vegetation Science,
2010,16(5):533-540.

[30] Chen L, Avizienis A. N-version programming: A fault-tolerance approach to reliability of software operation. In: Proc. of the 8th
Int’l Conf. on Fault Tolerant Computing. 1978. 3-9.

[31] Gashi I, Popov P. Rephrasing rules for off-the-shelf SQL database servers. In: Proc. of the European Dependable Computing Conf.
IEEE Computer Society, 2006. 139-148.

[32] Luo L, Ming J, Wu D, et al. Semantics-based obfuscation-resilient binary code similarity comparison with applications to software
plagiarism detection. In: Proc. of the ACM Sigsoft Int’l Symp. on Foundations of Software Engineering. ACM, 2014. 389-400.

[33] Jhi YC, Jia X, Wang X, et al. Program characterization using runtime values and its application to software plagiarism detection.
IEEE Trans. on Software Engineering, 2015,41(9):925-943.

M & 325 2% SCik:
[4]  BEHREMR, E Ak, R 55 B 3 H AR B A AR5 A SEH LT ¢ 5 K i ,2016,53(5):968-987.
[5] BRYLX . 3 i —— U T 55 PRLAS 0 0 1 i N 5t W {5 Rk 27,2014, 30(7):1-7.

[6] LBVL BRI, 27 26 I JA VF 550 5 P A 22 Ax B AR, o (6] o 5001 2% 43 1, 2015,11(1):8-14.

[71 2,5k K 18, SETE Y US4 Web 4523 501t 5 9L 71 2441, 2017,28(4):883-897. http://www.jos.org.cn/1000-9825/
5192.htm [doi: 10.13328/j.cnki.jos.005192]

[8] B, T AR, B TT 2 Web Ji 45 % 40025 b7 4 5 HL50 31 22 20 UK 5 o0 M7 A5 I 22 45 %43, 2017,2(1):13-28.

[9] A E S Mg, ™R D i O o (AR B R R i ek T LB R 5 R R, 2011,21(2):1-4.

[14] TV, 85 T, AR B 25— i 128 SURK A A1 X R LA T 5P L% 9, 2015,38(8): 15741581,

[15] A% W A5 R, 0UHE, 45 A P AR AL 2 e R LY Lk L2441, 2014,37(1):207-218.

[16] %'ox 2 FLEE, 2= — 0l TR B A a1 2 S 0 B SHL A% 3, 2007,30(8):1315-1324.

[17] o2, = WE AR, BRI A, 45— Tl ek 1) T 8% 2 4 2% A AL VT D7 vk ST 23R, 2015,38(4):749-758.

[20]  BBYL%. 100 2% 4 ) $0L 25 9 4V 5 A 6 %2 4% %4, 2016,1(4):1-10.

[21] SRAEE Ve B 5K #r, Al E, G S I Web IR 55 4% 1 IR 45 W i Ak 0 vk vk SEPLARE2,2019,46(11):109-118.

[22] k7SR, o [, 5K E, AR A%, 5K ik, 5% 1 e THI i S8l 25 M 3 Web I 45 o O BIAT 44 U 82 5909 oF B ML T RE,2019,45(8):14-21.

[23] k72, Pt [, 5K A, Al 40, 0 3k 3 T A DL 4 J3E 20 M 1) X 8% 5 ) e 4 R 48 e Mk AR 5 L O T 5 45 B 2F 4R ,2019,41(7):
1594-1600.

[24] 53t IR = A AR S P T R 4 22 A KA AP 4 BT v SN F 5 1, 2010,27(9):273-275.

oK AN EE (1989 —), Ui, R N L, 2
FUARIR g W 245 5 1] 2 4 e P e oE 5

88 (1976 —), T 1 A mIl #E, E TET R
SIS hy 90 246 2 ) 22 4, S HE 5

PR R (1964—), 55 Wi+ % Lk
Jill,CCF 1w s b3, 2 BERIF 58 U A e Mk g
AR 4

© PEBEERKCEIFR  htps/www. jos. org. cn



