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Abstract: Privacy-preserving tests are studied for social-willing: Alice and Bob can test whether they are suitable to do something
jointly in an ideal area without either party revealing any other information about each other's location. Nowadays, most mobile intelligent
devices come pre-equipped with location (GPS) sensing capabilities, allowing developers to create a wide variety of location-aware
applications and services. While location awareness provides novel features and functionality, it opens the door to many privacy
nightmares. In many occasions, however, users are not willing to share their actual location or the range of their activities, but to

determine whether they are able to do something in some area (a place is convenient for each user), which is practically one bit of
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information. Private social-willing protocols allow this functionality without any further information leakage. Firstly, a homomorphic
encryption scheme is developed, assisted by cloud server and based on the intractable problem of decisional composite residuosity. Then,
a novel protocol is proposed based on the developed homomorphic encryption scheme, and security in ideal/real model is proved.

Key words: location privacy; homomorphic encryption scheme; private social-willing testing; outsourcing, location service
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(1+kn) -1} mod n* (Frh, 1, e Z;, & BELIE R IR) & S5 2k 100, R AT AT Tt R THEE Ry 1 IR HEME 5 8 fi# Paillier
o 75 S8 1D VR A R S A 11
28 LT, N 7 ZEK T R =" (mod n*)(1 < i <K, € Z;) ALY = M55 BAT A0 L2 4 (1 22 4 21
AL
222 B#GsEMNIERTE
EIR 1. 1+m-(g—1)(mod n*)[F1 45 K SHFEHUS 5 9™ mod n 145 JL A& 5540 (1, B
1+m-(g—1)(mod n?)<g™ mod n?.
IEWA:[A Dl g=1+kn (k € Z7) BT LA,
1+m-(g—1)(mod n*)=1+m-(1+kn—1)(mod n*)=1+m-kn(mod n?);
Sl IR T e A

m

m m
g™ mod n* =(1+kn)™ mod n? :Z( ]lxm"((kn)’“ mod n? :1+(1j-kn mod n? =1+m-kn mod n’.
K

k=0
2x E A 45:1+m-(g—1)(mod n*)<g™ mod n’. O
223 fREIEMYE
IS5
c=((l+m-(g-1)(mod n*))-((R -R; mod n*) mod n*) mod n*
=(1+m-(1+kn—-1)(mod n?))-(r" mod n*) mod n
=((1+kn)™ mod n*)-(r;" mod n*) mod n*
=g"r; mod n*,
B LA
2 2 A 2 X _
L(c* mod n°) — mod n= (¢ mod n%) 21 mo :(1+m kn) lmodnzm.
L((1+A-(g—1)) mod n?) ((1+A-kn) mod n?)—1 (1+kn)—1

23 REMN
FEHE 2. U1 5 DCR 2w % ] B, ) E=(COR,Kgen,Enc,Dec) B A 45 1.1 15 X 1 fi s LHIANTT [X 43 22 4 k.
iE W AE L SE B2 — T DCR JA) Bpk i 2 1 LAy =X
o FEZZASII) 1% A AT SR GO B P AR A KB p M g, L E AT SRR n.
o Z, BREMUER—AE r, 3R N{0,13 AT EEL — AN B A
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o TN ONMERE N " mod n%A £ O 1, RE K R.

% E=(COR,Kgen,Enc,Dec) & 2.1 5 i ¥ 19 77 % 4% Wi E&=(COR,Kgen,Enc,Dec) i, & FAF F 1) % i )
[ SRR A, N TR Sk AR 38— AN LB A T vk DCR ) 82 L 1R B AR TAE 7 =X F.

(1) £l DCR BRiG & KK IK(n,(n,R));

(2) % pk=(n,1+kn);

(3) B 1"Al pk BiXLA;

(4)  BWAR KM L mo Al m,;

(5) ¥WAJHWIEEL de{0,1};

6) AC =(ny,y,Y.,y.(g)™ -R(mod n?)), ¥ C"RILL A,

(7)) H dRRTHTF AN d R4 R

() Atk fr(n HE d=d', U E =0, 114 deed’, U f1=1).

DAk 50k B R 3 R SRR ASE I H R T 3 9T A b 4 i B BV T 3k A 7 22 TGN T8) 9 AT 4 56
J L T LA 3 VU P SR AT S B B9 B A — T 22 T 2B ) P T 4 5 B PO B 3. IR i, G (1t 2 —
TohAe 2 1 2 IR 8] P9 58 B0 B892 T M 3 B3 BAE DCR 22 A A% 1 35 JP O M 8 7T LA 8 7 ol DL o 3 2 X X

Pr[f =f1=Pr[f =0]Pe[f =f"| f =0]+Pr[f =1]Pe[f = '| f =1]

1 r_ o 1 r_ —
:EPr[f —0|f—0]+5Pr[f =1|f =1] 3)

:%Pr[d =d'| f :0]+%Pr[d #d'| f=1]

2 f=0 If,DCR $k'k B R=r" mod n2IXKE, H155 10 AR [ 55090 B 45 5 43 B0 AR T T (A K] 5 348
SVE AT 11 5 B Bl E<(COR, Kgen,Enc,Dec) 1) 22 4 Jiig 4% 3R BT AR A [ D51 b, 2 408 500 AR 0T 70 K
i &=(COR,Kgen,Enc,Dec) {2 4= k& FH R M IRE R 26 T d=d"ZE 45 F =0 T 0 45 20 Ak 2, 1))

Pr[d:d’\f:O]:%+5 4

# =1 I, DCR PRk A HREM RN A ReZ , FE IR B, BT L AT IZ S ()™ - R(mod n?) J& 45 S 7E
Bt zm?z ERWSNATN XN 3 ABEHLAEE me,m,,d ML R, pk F1 CTRE B EE LT d AE
77 B X R R EREEARNTTF T d PSR d'5 d A E IS A AE 0,1} EREHLIEE d, ) d=0 &Y d=1
mm%%ﬁ%ﬂﬁz

Pr[d:d’\le]:% )
FRALIPRAL A B~ 2 (5), T TAT AT )
o1 1 L lee}
Pr[f=f]—2[2+5j+2x2 2+25 (6)
[A] b, 59 BAE DCR 2 A xR SR IR 34k
YL I (R S P TR | D)
Pr{f = '] 2‘ ‘[2+25J o173 )

HIZE 1.1 A5 e 3C 1 AT E DCR % 4 PEilE Rk o A S0 ARG 3 IR SR BRI I A 502 — > 7T g 1) &2,
s g AN AT R (L TR R S A T R (1 AR SR AR 8T AR e 7 S €M IND-CPA %242

Wk TSR A A — AN v] Zg 1) &, Bl E&=(COR,Kgen,Enc,Dec) F. 45 IND-CPA ‘% 4: 1. O
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24 MEZEFROYESH

DA [l 25 s 77 R EP I H R = 1" mod n® & 75 T F I Bt 25 JIR 45 4% 5 1, I HL N 25 38 ] LLLE I 2 i
(R TRAL BERY BE 5 IR 45 2% R 3AE A R=(R | Ry =" mod n?}, Hinss i il i 48 45 v (% 70 2% 38 it $hAT 10 B0 10 Lk A
FI2F(R, =RA -RP mod n®, Hor' (71,706 {0,....0DAGNT 72 =2)) BT AT B 4G 51 1) mod n?, il 54 n K
% (1 [ RE RS B [ 1 o 2 158 B A 2% v (X B4 HUZ 51 g™ mod n* (2% 1 97 mod n?) & HI 5 2 38 51 45 A4
(1. I8 5 R B RIZ 5T 1+m-(g—1)(mod (MR EE IS 1+2-(g—1)(mod n?))FF 4R S I FD; 775 220 s 9 Ak B8 i,
W 7 S S — AN IR AT 2R 2 6+ ARSIz 5. 1M Paillier J5 S8 0% — AN/ TP A 2520 T
2n IESRIZ SR 1 JEINTE 5 R ER Paillier 77 AN 55 50 5 10T FI % EE.

Table 1 Comparative analysis on the efficiency of encryption and decryption

F1 . fRESCEX LT
e INEIF R (A RRZE(r2 mod n?)IKE)  MREITHI(EBRZE(r? mod n? )X ED) Bk
Paillier /5 & AT AFn AT 2n
g - 242 442

3 REMIBERNIL

31 REHTEERN MY RHEERRTAL

Alice(7H 3R ) R AR 2 7 (19T 53, S 70 5 — - i 5 (0 72 1AL L I 7 A X 4 1
5 P (T A 7 1206 B, T 8 7 12 B FLA 20 DRI ), 15 7 A8 R 4 2 sk LR B4 ik 0 1 3 4 1 2
Fe 20 X B, 1 0 I AEL 24 6% Bob, 8L Bob SUABALE: Alice it i 5 75 4 2 W T AR AR 5 11 L FL 1A . Bob
R Alice /5 FF A 1) ST 4 11160 ELROWE AR, 224 % 5 LA V57 0 AR B LR 5 T — T 47
Fy %2 B 145 Bob T Alice ST %42 % 7 JUAAT T B 52 LA 20 A0 R 4 RO O 52 448 B IR
B, % A R

Alice H AN K AT D, Py s P (P = (8,18, )1 <1< K) KR 1 23070 P EeR MBLAER) 25
K B T B3, 2 0 M 3 3 17 o e 1, 1 2 BT (A K=T ),

0

Fig.2 Abstract geometrical figure of private social-willing testing

(SIS =8 S/ PIREEHE 3|

Bob #l1 — MAH 1L pp=(by.by), R BILAE P AL 1AL F. Alice AHKHIHE Bob A& 1 Ab4E A C RIS 3 17 Fl N,
Bob AAUZE & F O H ARG A BATBE AN %4 2 5 T I SR Alice 55 Bob HFSAALR Y.
o RGN, Alice FAGE] AR 145 R (— AR, T Bob IR ARAL B AF B0 T Alice 59872
— .
o TPINEEHIT I Z A5 B Alice 214 TEIIA 4L K—1(Bob %A 15 2 IR (¥ 45 58), 1 Alice 1935 20 X 35
(KIHER s AL 5 3% Bl XK KN 5T Bob A/58R At — ARk
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32 REAREEHRMNINIY
32,1 HEMNZURES A RLERR

AR B TR ARI RSB LA IR A ZIOTE P K AT Py, Py oo P VT — A1 po=
(byoby) I i L. T LAGE IS K US4 TR BE pipr,, 5 25 po=(byoby) (L B 56 20K SEBL4 2020 Stb - 453 pi,pysPis KK
1 17 TG4 Pi, o, Pi Y TE T b 1T BEXS A 3 Fiir 5 DG & (a0 181 3 i 7R).

o RIS A R T ] 1 ZPiposPi KIS AT E ] (U B 3(a) BT ).

o JI:3 AN AU IR T 16 £ £ P PosPies 9IRS £ TE [ (TR 3(b) T 7R).

o T3 A R RIS 1] F1 Zpi,Po,Pi1=180°,B1 pi,py.pisy L (W 3(c) T 7).

po pxm pxm
v B
- Po Po - Po
Py Py Py
(a) I (b) fefi (c) %I

Fig.3 Position relations between a point and a line segment
K3 REZBALERR
ﬂai &)Jj\ Pi,Po,Pi+1 E‘J%*E\%EU?{J pi = (axi 9ayi )a Py = (bx’by)’ P = (axm ’aYi+1 )’ }ﬂ\IJ 3 ,ﬁ*@ﬁkmﬁ ﬁﬁépi’pb’piﬂ E’:J
75 1) o] LA vk 55N 2047 41 AR A 37

D, = a, — b, a, — b,
axm - bX aYm - by (8)
=b, (@, —a,)+ by(aX. -a, )+@,a, -aa, )

= bxayi+1 + byaXi +ay,a, —(bxayi + banH1 +a, ayM)

Hh,D>0,Di<0,D=0 43 A%t K 3(a)~K 3(c).

DALtk T A0 S92 T DA IE A1 I B ) ) 45 4

OB ERXRATEEE.

i\ KONG5 ) T AL Py, 5 Py, seees Py AN 2234 P, 5L Py

FrH e A pp 75 P N;<07, 75 W) pp ATE P .

(1) XN T ie{l,2,. K150 po S 1B pypy,y P AN 3 B R FSCER) 5 170 3 £iPosPiet 1175 17 D

(2) WX TFVie{1,2,... K-1}#4 D=0, [m]«1; 75 ], 3 [1]<0”.
322 PREEHLAS R BN

AU Lk 20 5 A B R R A E T 8 2.1 Wb B s 2 4 B v S50 R 2 b0 8 07 & LA KL — il
PR B T VS50, B T — AR B A A8 R R P 1L

REHZBERMIL.

i\ Alice F N\ K AN IR I D B O TIURL Py, Py, »-vos Pa, TR 22 30 TE P Bob HiI A K po.

1, W py 7E P P07, B p, ATE P AL

1. COR:Zz %5 #BHALIL 1, 1,,..0 1 € Z0 (Frb kn), 2B 2 1) R = 1" (mod n*)(1<< i< k), IR & AT 147 i
FEEA R P 2408 5 ol 2 B 12 58 5 5 v (mod n?) I, B I AT UAIZIR 25 2 B R 3 RFII4E & R Pk
A 5 ek L L (1 A TR 18 g T AR % A5 2 1) (mod n?).

2. Alice 1217 N % 48 E=(COR,Kgen,Enc,Dec) ) # £/ 577k Kgen, A2 0 1 Kpuo=(n, 1+kn) FIFA S Kpri=A4;
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3. Alice HEMZ IS B FEAES R IFBEILER R, Ry, Ry € RRJFILINT 7 A

(1) M je{1,2,... . K-1} iR B Alice ¥ 1,10 B pyi=p=1,1 B (=2):

Ec(a,, )=(+a, (3-1) R, ‘R, mod n’, Eq(a,)=(+a,(g-1) Ry, 'R,, mod n?,
Eq(a,a, )=(0+a,a, (9-1) Ry, R, mod n?, Ee(a,)=(1+a, (g-1)-R, ‘R, mod n?,
E:(a,,)=(+a, (9-1) Ry, R, mod n?, E e@ca, )=(+a.a, (9-D)-R, R, mod n’.

() H5# T (B, ) Ee(a)Ec(ay a, ).Ec(ay,),Ec(a, )Ec(aay, ) L E E (A, i jefl2,...
K13, J 5 % 306 E(A), Ex (A, E.(Ac ) Wﬁmﬁﬁ,ﬁhﬁﬁﬁﬁ@ #30dl (Eq(a, ).Ex(a,).Ec(a, XM)
E.(a,).Eq(a, ).Eq(a,a, ))e{E(A)EL(A)....E.(Ac )} K4 Bob.

4. X T ie{l,2,...K-1},Bob W F| E.(a, ).E.(a,).E.(a,a, ).E.(a,).Ec(a, )Es(a,a, )& &M Fiys
BT

(1) 51 Ec(ba, )=(Ec(a, )™ mod n’,E.(ba,)=(Ec(a,))” mod n’.

) Walkss s BT EES R G MHLEHE k.6 € Z,, 200N B RLR, R, € R 20 X X0 X Laoeoos
€40, 03, Hor o — ANk 1 K — S8 /NS IR

E.(h) =+, -k -(g-1)-R* -R# -...-RZ mod n?,
E.(k,(ba, +ba, +aa, )+n,)=(E.(ba, )E.(ba, )E:(a a, )modn’)* modn*)E.(r,) mod n’
E.(ba,)=(Es(a, )™ mod n’,
E:(ba, )=(Ec(a, )" mod n’.
(3) FEHLESE v, eZ,, FFITH:
Ec(f,)=(1+5, -k, -(g=1)-R -RZ -..-R¥ mod n%,
Ec(k,(ba, +ba, +a,a, )+n)=(E:(ba,)E.(ba, )E.(a.a, )® modn*)E.(r, ) mod n,
IHH5 Eg(ky(ba,  +ba, +a,a, )+1,),E(k(ba, +byaxi+1 +a,a, )+, ) FEHLUR K4 Alice.

5. % T ie{l1,2,.. K-1}, 1 # Eg(ky(ba, +ba, +a.a, )+r).E(kba, +ba, +a.a, )+r ) L5 Alice

s

X1

L((E;(k,(b,a,  +ba, +a,a, )+K,)" mod n’)

0 = L(g") _ L(Es(k,(ba, +ba, +a,a, )+ )" mod n?)
" L((Eg(k(bay, +ba, +a.a, )+n,)") mod n®  L((Es(k,(b,a, +byaxi+1 +a, yH)+rbz)) mod n?)’
L(g‘)
6. WL HIWT 0 5171 R, E D AT
L, 6>1
Sign(D;) =10, 6 =1,
-1, 6 <1

b, Sign() A A5 BR AL
7. RN FVie{l,2,.. K-1}#H D;<<0,i& [0]“D=1";7 N,k [7]“D=0".
33 REAZEEFMNDILREEST
T 3. RS A A B R AT P22 4 Sz B Alice, Bob 1 J7 I 4L AC 2 T R

I B8 2 8L 4 5 7 0 R O AT J 98030 P2 5 A 3 R . 43 o e o 7 2
BRI VL 2 4 T 50 20 e BRI R o Alice R T 2 I TR BN X P, Ty, Py v Py, #9H0)- Bob

(FFERLE po)PI T B T 45 BT L0150 40, 1 0 L3145 OO 5 FA A £t i) oA AR A0 5 BB R 45 Alice.
Bob 77 it B i KLl 5

© hFFeE

P EAFIFATET  httpy/ www. jos. org. cn




3546 Journal of Software &% 53R Vol.30, No.11, November 2019

o X Alice Hdli it 42 4=k

BATE A — AR LR B RN B HAT A28 Sp. AP B8 (K1 5N - Alice BEMLIERE— MM G B X
P, L Py, Pa » BOb BRI E po, M4 AL EE Se 7 LML 0 ( py, Ex(ay, ) EL(a, ). Ei(aya, ).Exay),
Ei(a, ) Ec(aay )b, I<sisckgii O o ik A2 BRI D 30 S8 bR gh AT ™ A2 AL D ( py, B (@, ), Ec(@y, )
E.(a,a, )E.(a,)E.(a, ).E(a,a, ) 1<i<kPh Alice fefis Bob i B2 A B API(n,n+1)xf A
IR AR B0 5 18 3, IR 77 R EC R IR I AR e 8 W SC Bl T KA 8 SO AT X 43224, Bt AR & 07 R €
7 A I SR T ORI X [0, 0T 4 EL(a,, ),E(a, ), Ex(aya, ), Ei(a,).Ei(a, ).Ei(aca, ) 5 Eq(a, )Eq(a),
E.(a,a, )Es(a,).Ec(a, ).Ec(a,a, ) AR XA NI 13 Sy(Ex(a,, ). Ex(a, ). Ei(a,a, ).Ex(a,),Ex(a ).
Ei(a,ay, ). py) 9 FL AL B viewg (Eo(ay, ),Eq(a,).Eq (a8, ).Ec(a,),Ec(a, ), Es(aay, ), py) AEA AT X M),
A A UL A2 E SR R (2).

o XIF Bob {7 EAF DA E

FATHYE > Bob, Fy AN HAAAT AL AR S AL i I BEHLIE R (1 Ky, 1, o1, € Z,, HUAEREAUL Alice MLPIRAEIULES
Sa- T2, BRI B Sa 7= A4 LB 4

(Pa, > Pay »es Pag ,Eg(kb(bxay”l + byaXi +a,a, )+ ), Eg(kb(bxayi + banHl +a,a, )+h,)D).

IN#3CE(k,(ba,  +ba, +a,a )+r)Ec(k(ba, +ba, +a.a, )+r )7t Bob H# L E.(a, ).E.(a,),

E.(a,a, )Eq(a,).Ec(a, ).Ec(a,a, )il [A&ia it 515211, Alice k13 Eq(k,(ba, +ba, +aa,  )+h),
Ec(k,(ba, +ba, +a.a )+r )Ja il il ia s, i LRI R 5 AN AR ANE J5 R, il 7 75 R
ZHVE S BRI (b,,by) S TTAT I, M (p, s Py, o Doy s Ee (Ko (D@, +Da, +a 8, )+1),Ec(k(ba, +ba, +
a,a, )+, ),D) 5 FBRRAT LR v SEAN AT Doy 1, B A2 22 4 P i A (1),

25 EPTIR, Alice I Bob FFARE ML AL 24 43 e AT AL A5 (1) AR 3(2) . BA, P 8 Ak A2 5 B A0 i3 T
Lz 4 S IE Alices Bob B 77 AR A i SR I . O

4 REXZEERMNPILERS

AR, FRAT BT Alice FT Bob Sy SCHR[ LT M SCRIAS SCHML IR 2 5 3 JFEGE Bob IR AAKR A (by,by), Alice
PO R X I K AT U K™ 2 3008 T BEAT 23 S FUR R AL AT B LI A8 2 1 R B8 — H— 1k
HAIRIZ 51, mod n® )/E A Ge v I JE A p.

Alice Fll Bob 7E AT SCHR[ 1T BB, 5 3 45 /0 75 B K(8n+by+by -2 ) Ik B IRIZ 5 (1} mod n® )[R 3T =
ALV SE R TR S N85 5 S EF I THSE R = " mod n? W] LLYE Tl kb BB BE b1 2 IR 45 25 58 18, JF H. Alice 1 Bob 75T
A B RT LA B N B R b 2 IR 45 2% F RS R={R/|R =r" mod n*} T EI4EA R={R |R =r" mod n’}
(1 BN} J51) 1T LA 220 A 5 SR A Alice Rl Bob fE/3 184 R=1{R, | R, =" mod n*} J& A FI 4 & v 1 70 2 38 ik 1A T
7 BRI BRI 57 1 mod n?® ), B i B 3 2 1 mod n®, ANFFRE A n Yk AREIRIZ 5E( 1] mod n? ). [N E T
[7 25 8% 7 5 S0 2 4 A8 T AR D B U, Alice 1 Bob Js T 24K % K(18+2b,+2by+2Ky+2(£+2)+2 1) 1K [ 1T
IBH(r? mod n®). AR, A PR EL SCRR1TH P FE IS SR A T R PRI BT

BT RN AN T7 S S DR 8 A AT BRI B3 AT LAtk Alice R K AT AR B THURT A B 22/ T 0 (1
TR T SCHRLTTII M 3,24 Alice HE 1 K AN TR R 8 T AL AR 22/ T 0 I, '8 0V IE A IS 4T M Ah, SCHR[1]
(1 B T R e I A7 8 A0 RN ) A8, 2 A il il A 2 9 8 P 9 1 A P A 5 SR T AR b AR AN )
LFH 480 B A e SRR D00 DI 505 H 1700 U SR 00 1) 80, 3 e 096 A2 A8 D0 6 Y P 1 i 1 PR A PR 75 SR O S AR AL
2 ), B DR ek A8 T TR R e ) i O 5 R 40 (55T I R 22 O % e A PRI I RN WM LA 8 (FH
AT UL 5 22 5 05 0 s R i S0k vh A6 B A VT SR RS SRR I )« R e 1) 811 i 77 (DN R 75 M e (0 X
SSFH AR AR BR 22 1 /N T O TR T AACEI) LA K B 06 A% e 1y ) RS 3 /5 T 1A B A 5 R0 B350 55 SCRR 1] 1

© TEBREEEEIEDT  htp/ www. jos. org. cn



TR F AR B FT RN 3547

WD o T W3R 2.
Table 2 Comparative analysis on private social-willing test and the protocol of Ref.[1]

2 DR ERIN P SCRRLTT B3R B2y B

Alice il Bob &4 FF4 A 0 O 14 3 75 A e 0 8 T X et o

*2 (FBRIE S modn WKBD) | BOHIART AABKR 20N T 0 ok | e R
SCHR[ITI MY F /0Ny K(8n+hytby+2.2) x i S|

A B K(18+2b,+2by+2ky+2(£+2)+2.) N %ggéigﬁw

N IR KA HERI L g < R R A B A SR L g
5 %RiE

RSO P R BRI ) WU HEAT T RIS R T v O A B R, i SRR T AN Bl B o R TR A
GIE S I I REYIE T 5 a7 B e W SR Y S A NN S TR SR ATIN Ry & 7 e N
AR TS 1 A SR B IS IF L 22 PR AEARHE [ ideal/real BT SEHLY.

References:
[1] Mu B, Bakiras S. Private proximity detection for convex polygons. Tsinghua Science and Technology, 2016,21(3):270-280.
[2] Jing T, Lin P, Lu Y, Hu C, Huo Y. FPODG: A flexible and private proximity testing based on'one degree’ grid. Int’l Journal of
Sensor Networks, 2016,20(3):199-207.
[3] Zheng Y, Li M, Lou WJ, Hou T. Location based handshake and private proximity test with location tags. IEEE Trans. on
Dependable and Secure Computing, 2017,14(4):406-419.
[4] Faber S, Petrlic R, Tsudik G. Unlinked: Private proximity-based off-line OSN interaction. In: Proc. of the 14th ACM Workshop on
Privacy in the Electronic Society. New York: ACM Press, 2015. 121-131.
[5] Kotzanikolaou P, Patsakis C, Magkos E, Michalis K. Lightweight private proximity testing for geospatial social networks.
Computer Communications, 2016,73:263-270.
[6] Zhuo G, Jia Q, Guo L, Li M, Fang Y. Privacy-preserving verifiable proximity test for location-based services. In: Proc. of the 2015
IEEE Global Communications Conf. (GLOBECOM). New York: IEEE Press, 2015. 1-6.
[7] Gong X, Chen X, Xing K, Shin D, Zhang M, Zhang J. Personalized location privacy in mobile networks: A social group utility
approach. In: Proc. of the 2015 TEEE Conf. on Computer Communications (INFOCOM). New York: IEEE Press, 2015. 1008-1016.
[8] Werner M. Privacy-protected communication for location-based services. Security and Communication Networks, 2016,9(2):
130-138.
[91 Zhong G, Goldberg I, Hengartner U. Louis, Lester and Pierre: Three protocols for location privacy. In: Proc. of the Int’l Workshop
on Privacy Enhancing Technologies. Berlin, Heidelberg: Springer-Verlag, 2007. 62-76.
[10] Narayanan A, Thiagarajan N, Lakhani M, Michael H, Boneh D. Location privacy via private proximity testing. In: Proc. of the 18th
Annual Network & Distributed System Security Symp. (NDSS 2011). IETF, 2011. 1-17.
[11] Siksnys L, Thomsen JR, Saltenis S, Yiu M, Andersen O. A location privacy aware friend locator. In: Proc. of the Int’l Symp. on
Spatial and Temporal Databases. Berlin, Heidelberg: Springer-Verlag, 2009. 405-410.
[12] Siksnys L, Thomsen JR, Saltenis S, Yiu M. Private and flexible proximity detection in mobile social networks. In: Proc. of the 2010
11th IEEE Int’l Conf. on Mobile Data Management (MDM). New York: IEEE Press, 2010. 75-84.
[13] Mascetti S, Freni D, Bettini C, Wang X, Jajodia S. Privacy in geo-social networks: Proximity notification with untrusted service
providers and curious buddies. The VLDB Journal—The Int’l Journal on Very Large Data Bases, 2011,20(4):541-566.
[14] Hallgren P, Ochoa M, Sabelfeld A. Innercircle: A parallelizable decentralized privacy-preserving location proximity protocol. In:
Proc. of the 2015 13th IEEE Annual Conf. on Privacy, Security and Trust (PST). New York: IEEE Press, 2015. 1-6.
[15] Patsakis C, Kotzanikolaou P, Bouroche M. Private proximity testing on steroids: An NTRU-based protocol. In: Proc. of the Int’l
Workshop on Security and Trust Management. Berlin, Heidelberg: Springer-Verlag, 2015. 172—-184.

© TEBREEEEIEDT  htp/ www. jos. org. cn



3548 Journal of Software 3k 4% Vol.30, No.11, November 2019

[16] Halevi T, Ma D, Saxena N, Xiang T. Secure proximity detection for NFC devices based on ambient sensor data. In: Proc. of the
European Symp. on Research in Computer Security. Berlin, Heidelberg: Springer-Verlag, 2012. 379-396.

[17] Zhuo G, Jia Q, Guo L, Li M, Fang Y. Privacy-preserving verifiable proximity test for location-based services. In: Proc. of the 2015
IEEE Global Communications Conf. (GLOBECOM). New York: IEEE Press, 2015. 1-6.

[18] Nielsen JD, Pagter JI, Stausholm MB. Location privacy via actively secure private proximity testing. In: Proc. of the 2012 IEEE
Int’l Conf. on Pervasive Computing and Communications Workshops (PERCOM Workshops). New York: IEEE Press, 2012.
381-386.

[19] Niu B, Zhang T, Zhu X, Li H, Lu Z. Priority-aware private matching schemes for proximity-based mobile social networks. arXiv
preprint arXiv:1401.8064, 2014. https://arxiv.org/pdf/1401.8064

[20] Shrestha B, Saxena N, Truong HTT, Asokan N. Contextual proximity detection in the face of context-manipulating adversaries.
arXiv preprint arXiv:1511.00905, 2015. https://arxiv.org/pdf/1511.00905.pdf

[21] LiHP, Hu H, Xu J. Nearby friend alert: Location anonymity in mobile geosocial networks. IEEE Pervasive Computing, 2013,12(4):
62-70.

[22] Paillier P. Public-key cryptosystems based on composite degree residuosity classes. In: Proc. of the Int’l Conf. on the Theory and
Applications of Cryptographic Techniques. Berlin, Heidelberg: Springer-Verlag, 1999. 223-238.

[23] ElGamal T. A public key cryptosystem and a signature scheme based on discrete logarithms. IEEE Trans. on Information Theory,
1985,31(4):469-472.

[24] Thomas T. Secure two-party protocols for point inclusion problem. arXiv preprint arXiv:0705.4185, 2007. https://arxiv.org/pdf/
0705.4185.pdf

[25] Yang B, Shao ZY, Zhang WZ. Secure two-party protocols on planar convex hulls. Journal of Information, 2012,9(4):915-929.

[26] Yun'Y, Liusheng H, Wei Y, Youwen Y. Efficient protocols for point-convex hull inclusion decision problems. Journal of Networks,
2010,5(5):559-567.

[27] Gong LM, Li SD, Dou JW, Guo YM, Wang DS. Homomorphic encryption scheme and a protocol on secure computing a line by
two private points. Ruan Jian Xue Bao/Journal of Software, 2017,28(12):3274-3292 (in Chinese with English abstract). http://www.
jos.org.cn/1000-9825/5239.htm [doi: 10.13328/j.cnki.jos.005239]

[28] Katz J, Lindell Y. Introduction to Modern Cryptography. 2nd ed., New York: CRC Press, 2014. 389-398.

[29] Atallah MJ, Du W. Secure multi-party computational geometry. In: Proc. of the Workshop on Algorithms and Data Structures.
Berlin, Heidelberg: Springer-Verlag, 2001. 165-179.

Bt 325 STk
[27]  DUBREH, ZEMRAR, 52 SR 4, 9028 52, 8 L. [R1 25 00 25 75 58 J 22 A VR il LR TH ST Eh B R1F 2% 410,201 7,28(12):3274-3292. http://www.
jos.org.cn/1000-9825/5239.htm [doi: 10.13328/j.cnki.jos.005239]

TARRA (1975 —), 55, (i R 3 B A1 4 9F
Uifi, B TR A T, 2T
W5t

BERUE(1963 —), L, [ 4 Bl %, 32 20T
FUATIR N 23 B 2 T, 7 Y 0.

FIRAR (1963 —), 55, 1+ 0%, 1l LAk
Uil 3 TR ST IR 4 B, e e X TT
T

FIENF (1964 —), T 8 1 Bl 2, 18 LA
SO, 3 B ST ARE A AR Y R e
AT R 5307, 2 ik e 4 S5 UE.

© PEBEERKCEIFR  htps/www. jos. org. cn



