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CP-ABE Scheme Supporting Fine-grained Attribute Direct Revocation
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Abstract: In the attribute-based cryptosystems, user’s identity is extended as a set of attributes. In order to solve the access control
problem caused by the change of users’ attributes, attribute-based encryption (ABE) schemes with attribute revocation were proposed.
However, there are some problems like high revocation cost or coarse-grained revocation in most of the existing ABE schemes. Besides,
the attribute key escrow problem is serious, that is the attribute authority can impersonate any user to decrypt the ciphertexts since the
user’s attribute private key is generated by the attribute authority himself. In order to remedy the above mentioned problems, the study
proposes a ciphertext-policy attribute-based scheme supporting fine-grained attribute direct revocation, whose formal definition and
security model are also presented. In the proposal, user’s attribute private key is generated by the system authority and multiple attribute
authorities jointly, so that each attribute authority’s privilege can be effectively limited. Furthermore, the proposal constructs an efficient

re-encryption method based on the access tree, which, together with the attribute revocation list, can be used to realize fine-grained
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attribute direct revocation with low revocation cost. By the formal security proof, the proposal is proven to have the characteristics of
indistinguish ability under the adaptive chosen cipher-text attack and can protect the system from being attacked by the incredible
authority. Compared to the similar schemes, the proposal can achieve higher computation efficiency and finer-grained attribute direct
revocation.

Key words: attribute-based encryption; ciphertext-policy; attribute direct revocation; re-encryption; adaptive chosen cipher-text attack
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B ARV SR I .

ARSI AT 5 G R AS 2 38— Bl B A A O i P Uk 1) SCRF AR JE 8 1k T R A 1Y) CP-ABE
T Z T Z R V5 10 B 65 K4 S B ) SR, 24 T P Je e 9 U Tl A 0 310 4 2 B, B T 2 S A AR AT A 4%
BCrF O Py I 8, A g e b T AR R P RA I R 5 S B BN 4 4 il B R 4R 0 SA(system authority)FE PEAZ AL
BLH) AA(attribute of authority);™ 4=, AT 29 W T 7 AT A5 B2ACH 0 1 BUk B8 7,45 008 G T % Sl B el A0 Jm
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A5 2 A AR A PR 3 o P 20 AT 6 I < AR S T T R IE B AN R RURS R B R R A 2 A R AT R AR L L
— & B

ASCE 1 AT G DG LS 2 TGS R R W U I CP-ABE J7 & KL e g ke X
B3 AR SRR AR B M B Y CP-ABE 750 4 N IERITE . e tE L AOREE 3 AT TR T &
SAEAT AR W 507 5 0 4 SCHEAT 3 5.
1 &g

AT W T P I T G (A G s S TR HE Tl AR
1.1 HgEAB¥REZE

#7 OV FOOTE AR IR ) d Ak 1) ek 018, B oR 250 o A 0 ) s 0 A e A3 tH d—1 B x 1) 22 100 ek 4
f(x), HLUb f(x) & A7 75 HLME—ff e 10, R Al ik n

d d —X.
f(x)—Zf(xi)[ I X_XX’_J (M)

i=1 ]

j=Lj=i X — X

P2 (D) A hoag B H 4 8 2
1.2 el

U 1] B A2 7 1) 45 84 1) — T R0 T 2, AN AN S A 1T PR T 2 ) 7 ) SRt SRR 57 <B4 I8 IE 5.
T 23R Ty il B e KA BT A xR E

o Parent(x): 15 mi x M52 1KY A root AR BT A Y RUE AL

e Children(x): 15 s x 1T 17 fi4EA;

o Num(X): 7 25 x R 15 AL

o index(x): 1 Al X ZE R — JZ U s R L BN A AU T R AT A S

o attr(x): T A x RAEMVJEME, 2 H ALY x Jy k7747 s A7 L

U 1) B PR R AN AR I Y SR AE AN TR, FTBRAE ny 2 1<<n <Mum(x). <= 1T T TBRAE ny=1,557
FTTTRRAE ne=Num(x).

E X 203 8 g5 ¥ (access structure)). 25 5784 N P={P,,P,,....Pn} Ui I 45K A J& 2P [— AN IEZEE S
Ui i) 454 A W ISR S AR I AR AN AE VT ) 450 A P IR EE BRI AR BUEE &
1.3 [E 3 E R

EX 3(FE M g-BDHE {83& (decision g bilinear Diffie-Hellman exponent assumption)). ¥ & G,,G, & p
M IR R BE, X E IR :G1xG1—Gy, 45 8 BENLAE T o, BENLEL s,aeZ,, i1

Y =(0.9%0%9%...9%". 0" ...g"").

Yy 5 B HLEL V epGo, 25 AMEAE AT AT C REWSTE 2 TN 1] J LAAS TT 2206 (K R34 40 V 55 e(g, 9)* IR
R

E X 4(DDH & §a18i& (decision Diffie-Hellman problem)). & #E G,,G, & p WM EFFEEXULE M e:G,x
GGy BN TC A g, BEHLEL X,y,2€ 2,45 & 70 41(9,9%,9%, 0™V RI(0,0",0%,0%), 45 A7 AE AT 307 C RERE 1E 2 10X
) P LAAS AT 2008 A0 340 B8 2 J2 45 45 xy mod p, M B o

2 BiHRRAUEXSREEE

21 BERUEEX
AT 4y H T SO 1 S SR SR B N T R TR 20k 2 L.CP-ABE 77 0, % S 5 W S (5 term) A Gk, H
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oL OREE R MR A, ORI AL term BT AES AR o B F RS, LB 171 o € DR 0 C o fRE
A BE LT i S
TEL 2 AT A B0 25 ST SR W 9 T S PE N8 (CP-ABE) i ¥ Jv 3 ANk Rt . w7 i
AT 6 NS HE.
(1) WA S Setup(1)—(PKMK): R 48 i AT IR PEBEH LTV SN 2 280 14, R 48P0 i i
AT BH PK fI R4 1% 5] MK;
(2) YRS KeyGen(ID,0,MK)—>SKp ,: 1R PR AL B AT LR HEBEHL S, AN MK T )
G4 1D KILETIE S o )8 AW S P 9 FAH SKip,w
(3)  EHIL Encrypt( L. M.RPK)>CT: i EHE 14T I 471 — MR PEBEHLHIR M R A TF B4
PK. WISGHE Myl sms £, Rl PERURT (5 5 R 3C CT;
(4)  EI 5L ReEncrypt( [ . ,M,RPK)>CT: i R G¢ L ia AT (1 < HEBE AL VL A R AT S5
PK. %3 CT. Vil sl 1 AUS PR (5 2 R, fil OB SC CT;
(5) M SIL Decrypt( I . SKip ,»CT,R)—>M: Hifift % H AT I — MAE VE L ALY SKip on ST
S 16N S0 CT RS MRS5S RINR T (0) =1, H. SKip o/ N K R HP B RCHS i I
H SO R ML 4 R A S L
(6) HAH 5 % Revocation(MK,IDy,Aattr(j)—>R: B J& V4% AN 3z AT (1 ff 58 17 5500, i N\ B 408 s vk
attr(j) & 7 1Dy Hin i e VR 15 2 R.
22 REiRE
A D H 38 FH AR SBT3 fh e X
EX 5. — AT JE M IN% J5 % I=(Set,KGen,Rev,Enc,ReE, Dec) 7 1% 5% S By 2 AN AT X 20 9, n A
HMER 2 I A ECT A DL—ANAS AT 200 (0 D 34 efE LA 30 P 3R
(1) PGPk E CIBITHIRLSTE A RS w225 £ A IS M PK A EEH MK INEFT A A
TBERGTD SACH PK MIBEE ZH(a p Ay ik AMK REMRET A G R RN
AAC K PKMK RiRL s Z 8 akeik b AL S A IR ST A Sarth Py 1o Sk . I PR
WHIER;
(2) BB LT A G NEHAT — RAIT S LR
a)  FABIENT I R BE P ID; KL R MR o, ) C ) IR0 R P (AL B, 23K 1D eR B ey AN 2 VT
)5 I . ,CIEAT KeyGen L= MY SK,, JFHE SK,, Kk % A;
b)  E TR AT ) SC CT, 1) C ) £E V5 [ SR 1 .1 CT XM [FWISC M,C 384T Decrypt 3%
PR WIS MR LSS A,
() P TT A EEWAKEHSR S Mo,M, KIELPEE HiE C BEHLLI be{0,1},i84T
Encrypt( 7" . ,My,R,PK)SLIE, AL H L My 7517 50 1 . R i) % 50 CT ,JRIE [l 45 R4 A
(4) BB 2B B 1 i A AR BRAT A SR A AT VD (] R S AT 1
(5)  AHMTF AR b A5 b S 2 LR S, W A LRI R 3R
i) b'=b;
i) ARX(L . ,CTR)BEAT 3 SCARAT #I .
TEX 6. — A ST JE M %8 J7 % IF(Set,KGen,Rev,Enc,ReE, Dec) it i HEAT AN 1] {75 #5245 Hh 0 (¥ 3 s,
B A MR 2 T T A BL— AN 0] 28 [ 35 efF LR AR 3R
(1) WPkl CIs T YIRS L A RE L 2S5 E A XS H PK R EEYH MK IR TF AN
EERGTLO SACH PK MM ZH(a,p Ay KiES AMK RERTT A &R R ERAN
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AAC 5 PKMK FIEL# S Ml akcik dy AL S H(B A0 IR BT A it U7 1 SR . R0 PR
A% R;
2) BB 1LECF A BN AT — R B TS L A
a) RPN A R 1D LB SR @, 1) C A )X I FAEH, SR IDeR % oy AN i A2 U
SN I .CIEAT KeyGen Sk MM SK,, I SK,, RIE4 A;
b) WSO ) AR SC CT ) C i) ) 5 U ) S £ CT XS R WISC M,C 1847 Decrypt 74
PR HV IS MLITRIE S A
(3)  #hkilk:C 247 Encrypt( 1" . ,M”,R,PK) S A 3 B M 7E D) I s 1 L ¥ 3 CT JFiR A4 ek A,
@) BB 2B B 1 TR, A gR ST LG AR AT 1 iR 5 2 SRR AT 1 1)
(5) Bk a A T H T R MY T B A DU S, ) A LE I R 3R
i) M=M]
i) ARX(T . CT RBEAT & ST 1.
3 YRIEREMHEEIZARHER CP-ABE MEZEAER
A SCAE Attrapadung 45 A7 2OV LR b 3 Rl L T BB URY i CP-ABE U5 %, T CP-ABE J7 %57
RN Ty g IV M) B 4587 R RIdaAh . A A . JEERE . nE . EINEE . X 6 N B K.
3.1 ##&1kSetup(1?)
R4 0 SA(system authority)iE £ — ML e:G xG Gy, HH ,G,Gy s& AN q MR IABE AR 5,3 HY
TG g,hveG BN . Be 2y, 3t BT 5 Z=e(9,0) V2. e Jr 4 th RGN T B30 PK=(g,V/.e,2,q). %t T R 4 1) 4F
—ZIEFA ' 1D;,SA LHUME— MR S M AieZ, BT 2 EERIEALLEH P Rikah BEN BRI

AAIEH ke (1,0} 4 % J PE T AW LA R 9 5 n 28 50 I Pk 3 BT LA R B it
SE BRI U, U F I T3 N & P B T 2 K (mod q) 0 TAERUE I je U, 45 T8 MESEARUNLAL AAHIAT L3 9]

ﬁﬁ;zmﬁ B Je AN AAEFERBEBENLE L € Z AT, = g S h R A9 PK = (T3 o ez ~ B
3.2 %@HiﬁkKeyGen(ﬂi,@MK)

RA RIS oI 7 1D; ) JE PEAZ AU AA R IEA; I HIE XS B AA B AA B IAT B PE je anAAG T
Yo
Sij=9 YhY W =g

P 1D HCED S5 Wa 5 THEEW =W g7 = g A T ID RN SK g, = (WS, S )
PR o, 61 T BB A, VA B B B B A T R G h 0 SA T FRIUR PR § 013 K
ST DL A £ 0 PR SR 3R o g T 5

3.3 B M#sERevocation(MK, 1Dy, Ay, attr(j))

TR PEREA 0 AAA TR AN R R 51 Ry
S P ADy, B attrGY AR B 5 A MR YE attr() RO RS I1 . Listargy T IF 35T (Lo =

g@ev?ihe) S 4K TR attr() AT DRSS B (attr( ), {4, revs am(j),rev},eveustamJ_))bu)\ Ri.
o PBMETHIIR T TS L) =V B TR R
L4 %ﬁﬁ)ﬁ IDrev ?&fﬁﬁ%ﬁ,m\”ﬁ’ﬁTgﬂﬂ)ﬁ%ﬁﬁ’ﬁ% Lanr(j),rev,#%‘i\huf Rk-
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3.4 fnEEncrypt( I . ,M,R,PK)

SRIITAT IR AE BB AA BT R PRI SR Re = {(Js A heys L rev Hrevevisr )} I T EPEBIALEL 5,1 € Z,,
L Ce=M-Z*,C"=g™".

TNz 75 3 7 B S LR R, MR S root IR AR 1 B E R O R AT B n-1 B 22 00
3 ay.

L4 *t‘éﬂﬁ“/'-'i rOOt:qroot(O):S,fﬂ:‘% nroot_] /I\%i&@ﬁ*ﬂf@jﬂ,

® PN X:qx(o):qparent(index(x));

o ML leafj: Gy, (0) = g (index(leaf))) ;

o X TAEEBYE jed List=a,it5C =T C, =307

o W TATREYE jew List=@, )] j R 5IZ List, 4 Lisg MBI u,,...,u

qleafj (0) aﬁ‘ﬁ {Cl,j,rev :Tjurev-r’ Cz,j,rev = Lu_rev’r}

j.rev

JHE _
’ AL U+t Ui =

|List
>

jsm*,reveList

® Hﬁmiﬁtﬂ %i CT = <CO’C*’{C 1,j ’Cz,j} 'ew*,ListJ :z’{cl‘j,rev’clj‘rev}

j jea)",reveListJ )

3.5 Efm#EReEncrypt( . ,M,R,PK)
CL41% 3L CT =(C,,C’,{C
Iy, P R e SO AT T
o HEMATTEVE jeo List=@, Wik B BEHLEL uy,, VST N8 B 3 C ey =C .ij“?ev",cz,j’rev =C,;-
Lyt = L O 0 =TI e = LT A B SCH T,
o HHEIETJEM jew Listz D, WXL PEBENLEL Uy, I TN B L C ey =Cjrer «TJ.*”?ev'r :Tf“rev*“?e”‘r ,
C2,j,rev = Cz,j,rev : L]U:ev.r = L(jurEVN:eV)‘r,Cl)j)rev* :Tj“:ev‘r’cz’j)rev* = LL}:eV.r ,%%@Eﬁﬁ%}i Eﬂm
3.6 ﬁ@%}Decrypt(wa ,SKip.o»nCT,R)

%C. ;) oo s, o ChirensCo e} Y, AV 0] S5 AU 1) Ja 1 AR SRS S

j jea)",reveListJ

fift e R S VAT 6t U R L RS IR R lea, 2 s PERURS SR R,
o FFIREMELMIAIE L je onw List=2, 151
(S v.Cp) _

€(S5;, arZi-Geaf; (0)
DecryptNode(CT,SK ;. leaf ) = —-———1-=e(g,9) S
e(g9c2,j)

o HIZEMERARHIE L jeon o List2@, i1 5

P
e S . ~Vﬁ,c . i = Arey arl .
DecryptNode(CT,SK, ,,.leaf)) = ] [_( "(J c "")'E")J =e(g,9) At (O)
" e g’ 2,j,rev

XTI L BRI R X BEZTT T R0 2,4 H DecryptNode(CT,SKip ,2) ) T 5 45 5,30 0 F.
/?\ ij"]’f:fi%;\ nx/I\ iniﬁ‘]jcdl%")\'\"\ Z Eﬁ%é’r_‘(x){;{‘ﬁﬁﬂ_ﬁ‘
F(X) = HZES F(Z)Aisx 0)
= HZESX (e(g, g) e Myds: 0
= H s (e(g, g)ar/ﬁ 'qparem(z)(index(z)))di‘s)( ©
= HZESX (e(g, g)arﬂi 'qx(i))4$x (0)
= e(g,g)“fﬂeqx(m.

revelist;
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2 HALCA 1D B i B A ol & 1 L P s ) 5T F (root) = e(g,9)™" .
B )5 00 VRS S W SC M
_ Co 'e(c*>Wi*)
~ F(root)
4 HESH

4.1 EFBMESH
FH P e 1 D ke ) 2% A S P 80 D V4 ol A2 U7 A S50 1, ELI Y Mt s B i P AN A SR A4

eh M ] oz s BT T 41 5 T DL A i A2 s R TR L W S B S R A0 T
_CeC W) _M-Z¥-e(g",9" ") M -e(9,9)"" -e(g”, 9" ")

alirs akrs M.
F(root) e(9,9) e(9,9)

42 BREMESH
IR 1. AEBEHLIT S HUBE % -BDHE Ja 5 BT, A% SC4E 1 5 T 8 4 1 0 88y 430 I s 86 2 S
R R BSR4 .
BB AT A LA TT 20 R0 5 8 Lk 77 5% B 6 SO T 43 U T LA M e — A 20 B85
LA TIT 2200 () 0 9 q-BDHE [ 8.0 50t # A V5 ) AMBIRRAT U Lo 36 SO T HLIA B0 B 0 Qoo
524 513 C A q-BDHE IS4 Y = (9.9°%,0% 9%, 0, 0™ ™,... g @) 5 BEHLEL VerG,,C
[ F AR VT A o PR X 43 tBEHLEL V 5 e(g,0)™ ™ .C 42041 F.
(1) WAk EE C BENUEFE T sa it 5 Y = (9,9%0% 9%, g™, g™, g®") SRJE Bkl & C iz
4T Setup(1)5 35 O — He 2 T 19— TEBENLEE i pe {0,145 2=0,4 p=a™" i+ 57 Z =e(g,0)" ,3+h.n
FETR R EAN 75 W BE UL BETT 3 Ve Gy BRI K Y=(Y V)R %4 A4 t=al je[1,n),/ 4 /A 8 PK=(g,
VAR,Z.0.4Tj}eu) 5 R GE L 3B MK 2 91 0 BT AT A D S0 1 L B B s 1
JiE PR 512 R
Q) BB LT A AT 2 0 S U8 B L ).
a)  RAPAMENT I I):C e — A S B (@0, 4 W {S, 1o, ) 9513 key™. 29 A EPEFT ™ 1D; S R HE
5 o, ] C ¥ 0k JO7 L (K1 RA BT IRT,C 75 7 2 Kyt et 765 5 7 0 40 ) 5 S SR A, 0 3
R (W, (S, }jooy ) 575 0,C B AR 4T .

@ a4

S B @)1 M TR jeo b ama b5 s =g hY =g W= g™ " CIEML AL A
TR (@, AW 1S, 3 e,y ) BIFIRR ey'™,

S WL (w) =1, AR T 7 SO A L

AW, T (@) =1 H4R,C 7 1EIH4 H“FAILURE” (i $:F 1] B, &on);

BRI I:C 45— A BAL (0,4, T . M, ,CT,) 15113 Dec™ 4 A fE 37 45K I . TR

B AR P A MBI @ 50 CTI A Bh# C HEAT B SORHT I IN,C i 75 512

Dec'™ rp J2 7743 6 VL1040 1) 45 4 AT, DO [ 0 82 )3 M 75 00,C e

& W () =1,%2R H CTzCT ,C 81T Decrypt( 1" . ,SKip ,CTR) S 2 Hi I 5 My, 7]
4 AJFAC SV (% L 3519 Dec™;

& f,C Ak A HH “FAILURE”(iZ 41 B, #om);

(3) MG A BT IR TS PEA 3 P 4 KISR0 30 Mo, M, Bk C BBLILIN be

b)
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{0,135 1T ENCIypt( ™ . ,My,R PRSI, A I KL My 76V 060 1. F %3 CT JFiEIILE e A;
B0 4 r=1,C, = M, -Z% =M, -e(9.0)" ", C'=g"=g"#4=1 M4 Cy=V.C'~g™
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Table 1 Performance comparison of the proposal against other schemes
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